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informaciuli Setevebis, usafrTxoebis da dacvis

Tanamedrove saSualebebi

Tamaz Serozia, gulbaaT nareSelaSvili, akaki Sonia

saqarTvelos teqnikuri universiteti

reziume

Tavdasxmebis, Setevebis da usafrTxoebis dacvis istoria, kacobriobis istoriis

paralelurad iqmneboda da viTardeboda. droTa ganmavlobaSi xdeboda sul ufro da ufro meti

dasacavi obieqtis warmoqmna. gaCnda susti wertilebi dacvis mTel sistemaSi, romelSic es

obieqtebi Sediodnen. gaxSirda maTze Tavdasxmebi, romlebic borotmoqmedebis mxridan

xorcieldeboda sxvadasxva meTodebiT. amis Sesabamisad viTardeboda sistemis dacvis saSualebebi,

rac uzrunvelyofda mis usafrTxoebas. amJamad, kompiuteruli teqnikis ganviTarebis Sedegad

warmoiSva informaciuli Tavdasxmisa da dacvis aparaturul-programuli meTodebi da saSualebebi.

mavne programebad ganxilulia virusebi, jaSuSi programebi, qseluri Wiebi, spamebi. dacvis

saSualebebad ki daxasiaTebulia kriptografiuli meTodebi, antivirusebi, fairvolebi,

brandmaierebi, qseluri ekranebi, anonomizatorebi, marSrutizatorebi, naCvenebia maTi dadebiTi da

uaryofiTi mxareebi, mocemulia maTi gamoyenebis rekomendaciebi.

sakvanZo sityvebi: informaciuli Seteva. usafrTxoeba. dacvis samsaxuri. programa-virusebi.

qseluri Wiebi. spami. kriptografia. antivirusi. fairvoli. brandmaieri. qseluri ekrani.

marSrutizatori. anonomaizeri.

1. Sesavali

cxovreba warmoudgenelia dacvis gareSe. uxsovari droidan dacvas saWiroebda pirovneba,

ojaxi, sakuTreba, organizacia, teritoria, Senoba-nageboba, mowyobiloba da mravali sxva. dacva

sWirdeba agreTve inteleqts, azrovnebas. am mravalferovnebas Soris erT-erTia informaciis dacva,

romelic SeiZleba warmoqmnas, gadasces da miiRos rogorc teqnikurma mowyobilobebma, ise

cocxalma organizmebma, laparakiT, JestebiT, radio da eleqtro-magnituri signalebiT,

dafiqsirdes qaRaldze da sxva. dacvis istoria kacobriobis istoriasTan aris dakavSirebuli [1].

igi droTa ganmavlobaSi viTardeboda da ixveweboda. gaCnda dacvis meqanikuri, eleqtro, magnituri,

lazeruli, sensoruli, biologiuri da sxva saSualebebi. gamoTvliTi teqnikis ganviTarebam

warmoiSva dacvis aparaturuli da programuli saSualebebi.

sazogadoebis da teqnikur-ekonomikuri ganviTarebis Sedegad dacvas saWiroebda sul ufro

da ufro meti axali obieqti. warmoiqmna dacvis axali adgilebi. obieqti dacvas saWiroebs imitom,

rom gaCndnen borotmoqmedebni, romlebmac daiwyes Setevebi dacvis sust adgilebze. Catarebuli

samuSaos analizis Sedegad ixveweboda da inergeboda dacvis axali meTodebi, romlebic zrdidnen

dacvis mdgradobas da icavdnen mas `gatexvisagan~. Tumca unda aRiniSnos, rom miuxedavad

Catarebuli uzarmazari samuSaosi, dacvis srulyofili saSualebebi jer kidev ar arsebobs.

SeiZleba iTqvas, rom yoveli axali `klitisaTvis” borotmoqmedi amzadebda `gasaRebs~ da texda

`klites~, rac mudmivad iwvevda axali `kliteebis~ da `gasaRebebis~ damzadebas da dayenebas.

2. ZiriTadi nawili

dacvis mTel sistemaSi, informaciis moZraobis gzaze SeiZleba warmovadginoT dasacavi

adgilebi, romlebzec xdeba Seteva, susti wertilebis aRmoCena da gatexva, rac saWiroebs maT

dacvas (nax.1). organizaciaSi mTel am dacvis sistemas emsaxureba usafrTxoebis, an dacvis

samsaxuri, mTeli Tavisi StatiT.

nax.1
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dacvas saWiroebs am gzis yvela punqti, amitom informaciuli usafrTxoeba es aris

informaciuli garemos daculobis mdgomareoba. informaciis dacva ki warmoadgens moRvaweobas,

raTa ar moxdes daculi informaciis gaJonva da arasanqcionirebuli moqmedebebi dacul

informaciaze. dacva iwyeba jer kidev informaciis warmoqmnis momentidan. informacia SeiZleba

warmoiqmnas laparakiT, JestebiT, dokumentSi dafiqsirebiT, xelsawyos moqmedebiT, klaviaturis

saSualebiT SetaniT da sxva. amitom am dros saWiroa sifrTxile, raTa borotmoqmedis mier ar

moxdes misi danaxva, an Sesabamisi xelsawyoTi dafiqsireba.

informaciis dacvis erT-erT saSualebas warmoadgens kriptografia, anu informaciis

gasaidumloeba (daSifrva) [2]. masac mravalsaukunovani istoria aqvs da dResac Zalze aqtualuria,

radgan kompiuteri da internet qseli, romliTac xdeba informaciis gavrceleba, farTod inergeba

adamianTa moRvaweobis TiTqmis yvela sferoSi. daSifrvisaTvis saWiroa daSifrvis algoriTmi da

gasaRebi, romliTac aseve moxdeba gaSirva. Sifri miT ufro mdgradia, rac ufro rTulia

algoriTmi da metia gasaRebebis raodenoba. dRes farTod aris gavrcelebuli iseTi meTodebi,

rogoricaa simetriuli da asimetriuli kriptografia, autentifikacia, cifruli xelmowera,

monacemTa xeSirebis algoriTmebi, fsevdo-albaTuri ricxvebis Tanamimdevrobis algoriTmebi da

sxva. Tanamedrove kriptografiuli programebi iZlevian saSualebas Sifracia-deSifraciis gasaRebis

mniSvneloba warmovadginoT 128 bitiani orobiTi ricxviT, rac imas niSnavs, rom aseTi

mniSvnelobis gasaRebebis raodenoba warmoudgenlad didia (≈ ), rac TiTqmis SeuZlebels xdis

borotmoqmedis mier daSifruli teqstis aRdgenas sawyisi saxiT.

kompiuterze Setevis erT-erT nairsaxeobas warmoadgens e.w. virusuli programebi [3].

virusi, programis nairsaxeobaa, romelsac SeuZlia gamravleba da momxmareblisaTvis garkveuli

zianis miyeneba. miuxedavad imisa, rom mraval qveyanaSi samarTlebrivi kodeqsebi krZalavs maT

Seqmnas da gamoyenebas, isini internetis saSualebiT farTod vrceldeba mTel msoflioSi.

virusuli programebis gverdiT arsebobs e.w. mzveravi, jaSuSi programebi (Spyware, Adware),
romlebic malulad Tavsdeba kompiuterebSi da SeuZlia informaciis Segroveba kompiuteris

konfiguraciis, agreTve momxmareblis Sesaxeb, misi nebarTvis gareSe. mas SeuZlia ganaxorcielos

sxva moqmedebebic, rogoricaa kompiuteris wyobis Secvla, raime programis dayeneba, momxmareblis

moqmedebis mimarTulebis Secvla, operaciuli sistemis parametrebis cvlileba da sxva.

mavne programebis saxiT SegviZlia ganvixiloT agreTve e.w. qseluri Wiebi, romlebic

damoukideblad vrceldeba lokaluri Tu globaluri qselebiT. isini iyeneben sistemis sust

wertilebs da Secdomebs programul uzrunvelyofaSi, operaciul sistemebSi da SeuZliaT

gamravleba damoukideblad. es programebi irCevs kompiuterebs da axorcielebs maTze Setevebs,

mTlianad avtomatur reJimSi.

virusebis winaaRmdeg brZolis efeqturi saSualebaa proaqtiuli teqnologiebi, anu

teqnologiebisa da meTodebis erTobloba, romelic gamoiyeneba antivirusul programul

uzrunvelyofaSi. reaqtiuli (signaturuli) teqnologiebisagan gansxvavebiT maTi daniSnulebaa ara

ukve cnobili mavne programebis moZieba, aramed momxmareblis sistemis dasneulebis Tavidan

acileba. dResdReobiT farTod gamoiyeneba iseTi proaqtiuli dacvis teqnologiebi, rogoricaa:

evristikuli analizi; kodis emulacia; qcevis analizi, Sesrulebis privilegiebis SezRudva da

sxva. isini warmoadgens antivirusuli programuli uzrunvelyofis arsebiT da ganuyofel

komponents. maTi erToblivi gamoyeneba gvaZlevs saSualebas gavzardoT Tanamedrove antivirusuli

produqtebis efeqtianoba, sul axal-axali mavne programebis winaaRmdeg.

aqve ar SeiZleba ar ganvixiloT erT-erT mavne programa spami (Spam), romlis daniSnulebaa

komerciuli, politikuri, socialuri Tu sxva saxis reklamis (informaciis) gadagzavna

momxmareblisaTvis, romlebsac amis survili ara aqvT. Tumca unda aRiniSnos, rom qveynebis

kanonmdeblobiT nebadarTulia zogierTi saxis informaciis masiuri gagzavna, momxmareblebis

nebarTvis gareSe. magaliTad es SeiZleba iyos Setyobinebebi momavali stiqiuri ubedurebebis,

katastrofebis, aseve moqalaqeTa masobrivi mobilizaciis Sesaxeb. aseTi Setyobinebebi cnobilia

spimis (Spim) saxelwodebiT.

internet qselSi mudmivad Cndeba sul axalaxali virusebi, romelTa winaaRmdeg iqmneba

antivirusuli programebi. raRac yvelafriT srulyofili antivirusi, romelic gaanadgurebda

yvela mavne programas, jerjerobiT ar arsebobs da albaT uaxloes momavalSic ar iarsebebs.

amitom, SeiZleba visaubroT mxolod karg antivirusul programebze. maTi raodenoba amJamad

sakmaod didia. TiToeul maTgans aqvs rogorc dadebiTi, aseve uaryofiTi mxareebi. SeiZleba

gamovyoT is ZiriTadi maxasiaTeblebi, romlebiTac aRWurvili unda iyos xarisxiani antivirusuli
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programa. es maxasiaTeblebia: swrafqmedeba, TviTdacva, rutkitebis aRmoCena, mkurnaloba. erT-erT

maxasiaTeblad albaT unda vigulisxmoT agreTve maTi Rirebuleba.

antivirusi Tavis muSaobis procesSi iyenebs kompiuteris resursebs, rac iwvevs misi

swrafqmedebis Semcirebas. amitom programam optimalurad unda gamoiyenos es resursebi. garda

amisa, TiToeulma antivirusma unda SeZlos Tavisi failebis, programebis da sxvaTa dacva. man

agreTve unda SeZlos jer kidev ucnobi virusuli programebis winaaRmdeg brZola. brZolis es

meTodebi sxvadasxva antivirusuli programebisaTvis SeiZleba sxvadasxva iyos. antivirusulma

programam unda uzrunvelyos agreTve dacva uaxlesi mavne programebisagan, radgan yvelaze didi

danaklisi miiReba am axali virusuli programebis muSaobis Sedegad.

yvela antivirusul programas gaaCnia Tavisi dadebiTi da uaryofiTi mxareebi. miuxedavad

amisa, umjobesia dacvisaTvis SeirCes erTi antivirusuli programa, vidre ramdenime, radgan es

ukanaskneli xerxi ver gazrdis usafrTxoebas. ufro metic, SeiZleba miviRoT  savalalo Sedegebi.

SeiZleba davaxasiaToT zogierTi maTgani. antivirusi esetnod-is ZiriTadi upiratesobaa

swrafi muSaoba da minimaluri moTxovnileba sistemis resursebze, magram ver umklavdeba aqtiur

virusebs. antiviruss Symantec gaaCnia usafrTxoebis didi unari, kargad icavs Tavs, SeuZlia

uaxlesi antivirusebis aRmoCena, ganaxleba xdeba saaTSi erTxel,  umklavdeba aqtiur daavadebebs.

antiviruss DrWeb gaaCnia kargi interfeisi, umklavdeba programebs, aqvs kargi dacvis unari.

antivirusi Avast kargad ebrZvis virusebs, troianebs, Tavis failebs icavs mavne kodebisagan, Tumca

cudad aRmoaCens uaxles virusebs. antivirusi Avira ar moiTxovs bevr resurs, kargad aRmoaCens

saSiSroebas, Tumca uWirs uaxloesi saSiSroebis aRmoCena. antivirusi Comodo muSaobs kargad,

icavs Tavis failebs, kargad aRmoaCens virusebs, Tumca, uWirs aqtiuri da jer kidev ucnobi

virusebis aRmoCena. antivirus Mcafee-s gaaCnia kargi Tavdacvis unari, kargad ebrZvis uaxles da

ucnob virusebs, magram uWirs aqtiuri virusebis ganadgureba. antiviruss Viruslab gaaCnia dacvis

TiTqmis yvela funqcia, axasiaTebs kargi swrafqmedeba, magram ver ebrZvis aqtiur daavadebebs da

uaxles virusebs.

dacvis meTodebs Soris SeiZleba ganvixiloT agreTve fairvolebis dayeneba, programebis

mudmivi ganaxleba. fairvolebis gverdiT gamoiyeneba iseTi cnebebi, rogoricaa brandmaierebi [4],

qselTaSorisi ekranebi da sxva. isini gvaZleven saSualebas aviciloT borotmoqmedTa

arasanqcirebuli Setevebi kompiuterSi SesaRwevad. rogorc dacvis sxva meTodebi da saSualebebi,

isinic SeiZleba iyos aparaturuli da programuli. aparaturuli fairvoli warmoadgens

mowyobilobas, romelic mierTebulia kompiuters, xolo programuli _ es aris programa, romelic

dayenebulia momxmareblis kompiuterze.

SeiZleba zogadad davaxasiaToT fairvolebi da gamovyoT maTi dadebiTi da uaryofiTi

mxareebi, romlebic gasaTvaliswinebeli iqneba maTi dayenebisas. pirvel rigSi igi ar unda

aferxebdes kompiuteris muSaobas, Tavsebadi iyos operaciul sistemasTan, draiverebTan, unda

xdebodes maTi mudmivi ganaxleba.

miRebuli rCevaa, rom fairvolis Sefaseba ar moxdes misi RirebulebebiT, zomiT, dizainiT.

aseve ar unda moxdes standartuli fairvolebis gamoyeneba, romlebic Sedian operaciuli sistemis

SemadgenlobaSi, radgan mavne programebs aqvT SesaZlebloba gaTiSon maTi qmediTunarianoba.

SeiZleba davaxasiaToT zogierTi maTgani. fairvoli petools icavs kompiuters internetis

saSiSroebisagan, blokirebas ukeTebs arasasurvel SeerTebebs. personaluri fairvoli Agnitum
axorcielebs Semavali da gamomavali monacemebis kontrols, saimedoa. fairvoli Comodo
akontrolebs programis muSaobas, afrTxilebs momxmareblebs yuradReba miaqcios warmoqmnil

situaciebs.

roca saqme exeba qselis usafrTxoebas, unda gamoviyenoT yvela resursi. amitom

antivirusebis, fairvolebis, brandmaierebis, qseluri ekranebis gverdiT unda ganvixiloT sxva

saSualebebic. erT-erT aseT saSualebas warmoadgens anonomaizerebi. igi aris dacvis programa,

romlis daniSnulebaa: mowyobilobebis; gamoyenebuli qseluri programebis; internet brauzerebis;

internet qselSi momxmareblebis Sesaxeb monacemebis Senaxva. Cveulebriv, aseTi saSualeba aris veb-

saiti, an specialuri programa.
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veb-saiti aris Cveulebrivi Web-gverdi, romelzec ganTavsebulia specialuri forma,

internet qselSi aucilebeli misamarTis Sesayvanad. mas Semdeg, rac am formaSi Seitaneba

aucilebeli misamarTi, gverdi iwyebs Semosuli kiTxvis damuSavebas da mis gadagzavnas saZebn

resursze, ise, rom ar xdeba momxmareblis mikiTxva uSualod TviTon saWiro saitze. am momentSi

gamoiyeneba anonomaizeri, romelic Tavis serverze gadaqaCavs misakiTx gverds da aCvenebs

momxmarebels. aseTi anonomaizerebis gamoyeneba ar moTxovs gansakuTrebul codnas programul

uzrunvelyofaSi, aseve saWiro ar aris momxmareblis mier kompiuteris gadatvirTva da saZieblebSi

Zieba, riTac izogeba momxmareblis muSaobis dro.

anonomaizerebs hyavT momxmareblis farTo speqtri. Tumca igi ver uzrunvelyofs kerZo

informaciis dacvas, momxmarebelsa da servers Soris, amitom ar aris rekomendirebuli misi

gamoyeneba sabanko sistemebSi, safinanso samsaxurebSi. amas garda, misi gamoyenebisas saWiroa

sifrTxile, radgan qselSi SeiZleba iyos e. w. `Savi~, anonimuri saitebi, romelTa mizania, ara

zemoT aRwerili funqciebis Sesruleba, aramed momxmarebelTa Setanili monacemebis CaWera da maTi

sxva miznebiT gamoyeneba. anonomaizerebis moZieba SeiZleba qselSi (luckymicro, beau, vrmp3,
noblockagain da sxva).

monacemTa dacvis saSualebebs aseve miekuTvneba  qselTaSorisi, an qseluri ekranebi. igi

warmoadgens aparaturul da programul saSualebebs, romelic, mocemuli wesebis Sesabamisad

axorcielebs masSi gamavali qseluri paketebis kontrols da filtracias. ekrani icavs

kompiuterul qsels, an mis calkeul nawilebs arasanqcionirebuli SeRwevisagan. faqtobrivad

isini warmoadgenen filtrebs, radgan ar atareben paketebs, romlebic ver akmayofileben

konfiguraciiT gansazRvrul kriteriumebs. zogierTi qseluri ekrani iZleva saSualebas,

ganvaxorcieloT misamarTebis translacia, romelic mdgomareobs Sidaqseluri mimarTvebis dinamiur

SecvlaSi qselis gareTa misamarTebiT.

arsebobs qseluri ekranebis saxesxvaobebi, romelTa SerCeva xorcieldeba kriteriumebis

mixedviT. amis Sesabamisad, ekranebi SeiZleba iyos qseluri da personaluri, qselur doneze da

seansebis doneze, statikuri da dinamiuri da sxva. ekranebis gamoyenebis uaryofiT mxared iTvleba

is, rom igi amcirebs qselis gamtarunarianobas, radgan filtracia moiTxovs garkveul dros. amas

garda saWiro xdeba damatebiTi resursebis gamoyeneba, magaliTad, antivirusebis, amitom igic ar

warmoadgens srulyofils.

SevexoT dacvis kidev erT saSualebas _ marSrutizators [5]. igi warmoadgens qselur

mowyobilobas, romelic qselis topologiis Sesaxeb informaciisa da gansazRvruli wesebis

safuZvelze Rebulobs gadawyvetilebas, qselis sxvadasxva segmentebs Soris qseluri donis

paketebis gadacemis Sesaxeb,. arsebobs sxvadasxva saxis marSrutizatorebi; magistraluri

arxebisaTvis (cisco 7600 series router i. p. g.), Cadgmuli komutatorebiT (cisco 771oco), Linkus
kompaniis (Router ipg) da sxva.

monacemTa paketebis gadacemis gzebis da umoklesi marSrutebis dadgena xorcieldeba

cxrilebis saSualebebiT, romelic gamodis ekranze da  unda Seivsos, an ganaxldes xeliT, an

avtomaturad. marSrutizatori, daniSnulebis qselebamde agebs optimalur gzebs. es ageba

xorcieldeba iseTi kriteriumebiT, rogoricaa: Sualeduri kvanZebis raodenoba, arxebis

gamtarunarianoba, monacemTa gadacemis dro da sxva.

marSrutizatoris gamoyenebis uaryofiT mxares warmoadgens is, rom mowyobilobebze izrdeba

datvirTva, rac zrdis qselis arastabilurobas. Ees ki, Tavis mxriv, iwvevs qselis muSaobis

darRvevas da monacemebis dakargvas. marSrutizatori SeiZleba iyos rogorc damoukidebeli

specializebuli mowyobiloba, ise  Cveulebrivi kompiuteri, romelic ganaxorcielebs

marSrutizatoris funqcias. amisaTvis igi aRWurvil unda iyos specialuri programuli

uzrunvelyofis paketiT (mag., Quagga Routing Suite).
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3. daskvna

informaciuli Setevebis, usafrTxoebis da dacvis saSualebebis analizis safuZvelze

SeiZleba davaskvnaT, rom marTvis sistemebSi uamravadaa susti adgilebi, romlebiTac sargebloben

borotmoqmedni da sxvadasxva gziT axorcieleben maTze Setevas. es, Tavis mxriv, iwvevs dacvis

sxvadasxva saSualebebis SemuSavebas, dasacavi obieqtebis usafrTxoebis uzrunvelyofis mizniT,

arsebobs uamravi aseTi dacvis saSualeba, magram TiToeul maTgans aqvs rogorc dadebiTi, ise

uaryofiTi mxareebi. ise, rom arc erTi saSualeba ar warmoadgens panaceas. dacvis saSualebebis

SerCeva unda moxdes zemoT ganxiluli kriteriumebis safuZvelze, im miznis gaTvaliswinebiT,

romlis misaRwevadac igi gamoiyeneba.
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THE MODERN FORMS OF INFORMATIONAL ATTACK, SECURITY AND SAFETY

Sherozia T., Nareshelashvili G., Shonia A.
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Summary
In parallel with the history of mankind has developed history of attacks, exploits, security and

protection. Over time it becomes more and more objects of protection. There were critical points of protection  in
the system, which includes these objects. Offenders using a lot of methods for attacks on these objects. The
developed and the methods of the system thus ensuring its security. As a result of сomputer technics
development appears the apparatus-trading methods and also methods of informational attacks and it’s security.
Beneath them are viruses, spyware, Web bugs, spams. Methods of protection include cryptographic methods,
antivirus, firewall, brain Maier, anonomizators, firewalls, routers, also showing their advantages and
disadvantages, offers recommendations on their choice.

СОВРЕМЕННЫЕ СПОСОБЫ ИНФОРМАЦИОННОЙ АТАКИ, БЕЗОПАСНОСТИ И ЗАЩИТЫ

Шерозия Т. А., Нарешелашвили Г.Г., Шония, А.Б.
Грузинский Технический университет

Резюме

Параллельно с историей человечества создавалась и развивалась история нападения, атаки,
безопасности и защиты. Со временем создавалось все больше и больше объектов охраны. Появлялись
слабые точки в системе охраны, куда входили эти объекты. Участились нападения нарушителей на эти
объекты с применением различных методов. В связи с этим развивались и методы охраны системы, что
обеспечивало ее безопасность. В результате развития компьютерной техники появились аппаратно-
програмные методы и средства информационной атаки и защиты. Под ними рассматриваются вирусы,
программы шпионы, сетевые жучки, спамы. Под методами защиты подразумевают методы
криптографии, антивирусы, фаирволы, брандмауэры, сетевые экраны, анономизаторы, маршрутизаторы,
показаны их положительные и отрицательные стороны, даны рекомендации по их выбору.

http://www.pcdays.ru/articles/security/

