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reziume

sxvadasxva organizaciebis da kompaniebis warmatebuli muSaoba, romlebic gamoiyeneben

Tanamedrove IT infrastruqturebs, damokidebelia sainformacio resursebis saimedoobasa da

usafrTxoebaze. sainformacio Setevebi, romlebic xorcieldeba avtomatizebuli sistemebis

funqcionirebisas, mimarTulia informaciis konfidencialurobis, mTlianobis da xelmisawvdomobis

darRvevaze. ganixileba informaciuli Setevebis saxeebi da informaciis dacvis meTodebi da

saSualebebi, romlebic gvaZlevs saSualebas kompleqsurad gadavWraT avtomatizebuli sistemebis

sainformacio resursebze mavne zemoqmedebis problemebi.

sakvanZo sityvebi: sainformacio Seteva. paroli. kriptografiuli dacva. serveri.

qselebSoriso ekrani. antivirusi. kontenturi analizi. spami.

1. Sesavali

marTvis avtomatizebuli sistemebi (mas) udides rols TamaSoben biznes-procesebis efeqtur

SesrulebaSi, rogorc komerciul, aseve sabiujeto organizaciebSi. amasTan, mas-is gamoyeneba

sxvadasxva sferoSi iwvevs im problemebis aqtualizacias, romlebic dakavSirebula informaciis

dacvasTan. praqtikulad, nebismieri mas SeiZleba iyos informaciuli Setevis obieqti, ris

Sedegadac irRveva informaciis Tvisebebi: konfidencialoba, mTlianoba, siswore an xelmisawvdomeba

[1]. borotmoqmedis mier am Tvisebebze zemoqmedeba iwvevs organizaciebis biznes procesebis

mimdinareobis darRvevas, vinaidan es procesebi iyenebs arsebul sainformacio resursebs.

sainformacio Setevis gansaxorcieleblad borotmoqmedma unda gamoiyenos mas-is susti adgilebi.

magaliTad, mas-is programul uzrunvelyofaSi im modulebis ararseboba, romelbic aaxleben

informacias, aramyari parolebis gamoyeneba, mas-is qseluri samsaxurebis araswori konfiguracia,

informaciis dacvis saSualebebis ararseboba da a.S. amitom saWiro xdeba kompleqsuri midgoma

informaciis dacvisaTvis.

2. ZiriTadi nawili

mas-is daucveloba, sainformacio Seteva da savaraudo Sedegebi logikuradaa erTmaneTTan

dakavSirebuli (nax.1).

nax.1

informaciuli Setevebis ZiriTadi mizania mas-is susti wertilebidan SeRweva da zaralis

miyeneba. aseT wertilebs SeiZleba Seicavdes rogorc programul-aparaturuli, aseve

organizaciul-samarTlebrivi uzrunvelyofebi. pirveli saxis uzrunvelyofis samuSao sadgurebi,

serverebi, kavSiris arxebi da sakomunikacio mowyobilobebi.
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organizaciul-samarTlebrivi uzrunvelyofis susti wertilebis arsebobis ZiriTad mizezs

warmoadgens informaciuli usafrTxoebis normatiuli dokumentebis ararseboba, magaliTad,

usafrTxoebis koncepcia, romelic gansazRvravs mas-is dacvis moTxovnebs da konkretul gzebs

maTi realizaciisaTvis. informaciuli Seteva SeiZleba daiyos oTx stadiad:

1. rekognostirebis stadia. am etapze borotmoqmedi agrovebs informacias, romelic

axasiaTebs Setevis obieqts. magaliTad, gamoyenebuli operaciuli sistemis tipi,

daregistrirebuli momxmareblebis sia, programuli uzrunvelyofa da a. S. Setevis obieqtebs

SeiZleba warmoadgendes samuSao adgilebi, serverebi da mas-is sakomunikacio saSualebebi;

2. mas-Si SeWris stadia. am etapze borotmoqmedi iyenebs arasanqcirebul SeRwevas mas-is

resursebisadmi, romelTa winaaRmdegac xorcieldeba Seteva;

3. mas-ze Semoqmedebis stadia. am etapze borotmoqmedi cdilobs im Sedegebis miRwevas,

romelTaTvisac axorcielebs Setevas. magaliTad, mas-is mwyobridan gamoyvana, konfidencialuri

informaciis xelSi Cagdeba, sistemaSi Senaxuli monacemebis Secvla, an waSla da sxv.;

4. Setevis Semdgomi ganviTarebis stadia. am etapze sruldeba moqmedebebi, romlebic

agrZeleben Setevas mas-is kvaZebis resursebze.

Setevebi SeiZleba davyoT Siga da gare Setevebad. gare Setevebi sruldebian im kvanZebidan,

romlebic ar Sedis mas-is SemgadgenlobaSi. magaliTad, qseluri Seteva, roca borotmoqmedi

axorcielebs SeWras organizaciis lokalur qselSi internet qselidan. Siga Setevebi

xorcieldeba mas-is SigniT, misi serveridan, an samuSao adgilidan. magaliTad, TanamSromelma

SeiZleba gadasces borotmoqmeds konfidencialuri informacia [2].

dReisaTvis arsebobs informaciis dacvis orgqanizaciuli da teqnikuri saSualebebi.

saorganizacio saSualebebis gamoyeneba dakavSirebulia organizaciaSi normatiul-samarTlebrivi

dokumentebis damuSavebasa da danergvasTan, romlebic gansazRvravs moTxovnebs mas-is

informaciuli usafrTxoebisadmi, magaliTad mas-Tan musaobis Tanamdebobrivi instruqciebi da sxv.

teqnikuri saSualebebis realizacia mas-Si sruldeba Sesabamisi programuli, aparaturuli an

programul-aparaturuli kompleqsebis saSualebebiT.

arsebobs teqnikuri dacvis Semdegi saSualebebi: informaciis dacvis kriptografiuli

saSualebebi; mas-is resursebisadmi arasanqcirebuli SeRwevisgan dacvis saSualebebi; mas-is

daculobis analizis saSualebebi; Setevebis aRmoCenis da Tavidan acilebis saSualebebi;

antivirusuli dacvis saSualebebi; kontenturi analizis saSualebebi; spamisagan dacvis

saSualebebi.

dacvis kriptografiuli saSualebebi asrulebs informaciis gardaqmnas misi

konfidencialurobis da mTlianobis kontrolis uzrunvelsayofad. informaciis dacva

SesaZlebelia rogorc misi gadacemisas, aseve mas-Si Senaxvisa da damuSavebisas, romelic SeiZleba

ganxorcieldes simetriuli da Ria gasaRebiT [3].

SeRwevis SezRudvis saSualebebis daniSnulebaa mas-is sainformacio resursebis dacva. es

ZiriTadad xorcieldeba momxmareblis identificirebiT, autentificirebiT da avtorizebiT.

qselebsSoris ekranebi (Firewall) akontroleben mas-Si Semosul da gasul informacias

filtraciis saSualebiT, im kriteriumebis mixedviT, romelsac miuTiTebs administratori.

daculobis analizis saSualebebiT, e.w. usafrTxoebis skanerebiT  (security scanners),
SeiZleba gamovavlinoT mas-is kvanZebSi susti wertilebis arseboba da droulad aRmofxvraT isini.

skanireba iwyeba sistemaze sawyisi informaciis miRebiT gamoyenebul oqmebze da a. S. da SeiZleba

dasruldes imitaciis cdiT cnobili Setevis gamoyenebiT, magaliTad `parolis SerCeva (brute
force)~. skanirebisaTvis SesaZlebelia Semdegi programuli produqtebis gamoyeneba: Nessus Security
Scanner, Internet Scanner, SAIN da sxv.

Setevis aRmoCenis da Tavidan acilebis saSualebebi warmoadgens specializebul programul

an aparatul-programul kompleqsebs, romelTa daniSnulebaa mas-is resursebze informaciuli

Setevis gamovlena da arideba.

qselTaSoriso ekranebis da SeRwevis aRmoCenis sistemebisagan (IDS) gansxvavebiT, Setevis

Tavidan acilebis sistemebs (IPS) SeuZlia ara marto gaanalizon gadasacemi monacemebi, aramed

dablokon Setevebic. Tanamedrove IPS uzrunvelyofs: funqcionirebas monacemebis gadacemis

siCqariT (in-line reJimi); monacemTa paketebis awyobis swor Tanmimdevrobas da maT analizs

arasanqcirebuli aqtiurobis gamosavlenad; Setevis aRmoCenis signaturul da qceviTi meTodebis

gamoyenebas, oqmebSi anomaliebis identificirebas; monacemTa mavne trafikis blokirebas.

dReisaTvis farTod gamoiyeneba SeRwevebis aRmoCenis da Tavidan acilebis Tanamedrove

sistema Stone Gate IPS.
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kompiuteris antivirusuli dacva, rogorc wesi, Seicavs mTel rig saSualebebs, sxvadasxva

mavne moqmedebebis SesazRudavad. arsebobs mravali antivirusuli programa, romlebic gansxvavdeba

moqmedebis siswrafiT, antivirusuli bazebis xarisxiT da sxva parametrebiT. farTo gamoyeneba

hpova Kaspersky Internet Security, ESET NOD32, Norton Antivirus, Dr. Web, Avast antivirusulma

programebma. kontenturi analizis saSualebebis daniSnulebaa qseluri trafikis monitoringis

ganxorcieleba, usafrTxoebis darRvevebis gamosavlenad. analizi sruldeba winaswar momzadebuli

kontenturi filtraciis bazis (kfb) safuZvelze. kfb ara marto aRwers informaciis kategoriebs,

romelic moZraobs mas-Si, aramed iTvaliswinebs misi konfidencialobis sxvadasxva atributs.

kontenturi analizis sistema Info Watch Data Control axorcielebs safosto Setyobinebebis audits

da internet-trafikis monitorings. sistemas aqvs saSualeba gamoavlinos da dablokos

konfidencialuri informaciis gaJonvis arxebi, safosto sistemebis gamoyenebisas. internet-

trafikis monitoringi iZleva saSualebas daiblokos momxmareblis mier akrZaluli internet-

resursebis gamoyeneba da agreTve gamoavlinos konfidencialuri informaciis gadacemis mcdeloba

HTTP oqmiT [4]. spamisagan dacvis saSualebebi uzrunvelyofs im reklamuri xasiaTis safosto

Setyobinebebis gamovlenas da filtracias, romlebic araa momxmareblis mier moTxovnili. brZolis

efeqturi programuli saSualebaa Symantec Brightmail Message Filter, romelic xasiaTdeba maRali

sizustiT da farTo gamtarunarianobis moqnili algoriTmiT [5].

3. daskvna

dResdReobiT organizaciebis da kompaniebis Sedegiani muSaoba bevradaa damokidebuli imaze,

Tu ramdenad kargad aris daculi maTSi momuSave kompiuteruli marTvis sistemebi SesaZlo

sainformacio Setevebisagan, rac ganapirobebs am problemis aqtualobas. ganxilulia informaciis

usafrTxoebis ZiriTadi cnebebi, SesaZlo  informaciuli Setevebi da arsebuli Tanamedrove dacvis

meTodebi da saSualebebi. informaciis usafrTxoebisaTvis saWiroa misi dacvisadmi kompleqsuri

midgoma.
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Summary

Successful work of the organizations and companies, which are using modern IT technologies largely
depends on the reliability and security of ACS information resources. Informational attacks take place with the
purpose of violating properties as confidentiality, integrity and accessibility. To implement a vulnerability attack
hackers are using the weakness of ACS, which might take place in both: institutional and program-hardware.
Modern methods and tools to protect information allow solving an information security problem.
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Резюме

Успехи работ организаций и компаний, использующих современные IT технологии, во многом
зависят от надежности и безопасности информационных ресурсов АСУ. Информационные атаки
осуществляются с целью нарушения таких свойств ресурсов, как конфиденциальность, целостность и
доступность. Для реализации атаки нарушитель использует определенную уязвимость АСУ, имеющую
место как в организационно-правовом, так и в программно-аппаратном обеспечении. Рассматриваются
современные методы и средства защиты информации, позволяющие комплексно решить проблему
информационной безопасности АСУ.
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