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sainformacio sistemebSi riskebis Sefasebis meTodebi da

programuli saSualebebi

oTar Sonia, nino Tofuria

saqarTvelos teqnikuri universiteti

reziume

ganxilulia sainformacio usafrTxoebasTan dakavSirebuli riskebis analizis meTodikebi:

CRAMM, FRAP, OCTAVE, RISK WATCH, Microsoft-is meTodika. konkretul magaliTzea ganxiluli

riskebis Sefasebis programuli uzrunvelyofa _ Microsoft Security Assessment Tool (MSAT) da

kompaniis informaciuli usafrTxoebis politikis marTvis programuli kompleqsi “КОНДОР+”.
sakvanZo sityvebi: sainformacio sistemebi. informaciuli usafrTxoeba. riskebis analizis

meTodebi.  riskebis Sefasebis programuli produqtebi.

1. Sesavali

riski informaciuli usafrTxoebis sferoSi aris zaralis potenciuri SesaZlebloba,

romelic sainformaci sistemebSi usafrTxoebis darRvevis gamo warmoiqmneba. nebismieri

proeqtisaTvis, romlis realizaciisaTvis saWiroa finansuri danaxarjebi, sasurvelia sawyis

etapze ganisazRvros, Tu rogor iqneba Sefasebuli proeqtis Sedegebi. es sakiTxi kidev ufro

aqtualuria sainformaciuli sistemebSi informaciis usafrTxoebis dacvis TvalsazrisiT.

praqtikaSi gavrcelebulia ori midgoma usafrTxoebis dacvis qvesistemis proeqtis

dasamtkiceblad. pirveli dafuZnebulia imis Semowmebaze, Tu ramdenad Seesabameba informaciuli

sistemebis dacvis done informaciuli usafrTxoebis sferSi dawesebul standartebis (ISO17799)
moTxovnebs. meore midgoma iTvaliswinebs informaciuli usafrTxoebis uzrunvelyofasTan

dakavSirebuli riskebis Sefasebasa da marTvas. statiaSi ganxilulia sainformacio

usafrTxoebasTan dakavSirebuli riskebis analizis meTodikebi: CRAMM, FRAP, OCTAVE, RISK
WATCH, Microsoft-is meTodika. konkretul magaliTze ganxilulia riskebis Sefasebis programuli

uzrunvelyofa _ Microsoft Security Assessment Tool (MSAT) da kompaniis informaciuli

usafrTxoebis politikis marTvis programuli kompleqsi “КОНДОР+”.
2. ZiriTadi nawili

yvelaze metad gavrcelebuli riskebis analizisa da marTvis meTodikebi, romlebic

dakavSirebulia sainformacio usafrTxoebasTan, iyofa sam jgufad:

1. meTodikebi, romlebic iyeneben riskebis Sefasebas xarisxobriv doneze (magaliTad,

skalaze `maRali~, `saSualo~, `dabali~). aseTs miekuTvneba, kerZod, FRAP meTodika (Facilitated Risk
Analysis Process), Seqmnili Peltier and Associates kompaniis mier. meTodikis sruli aRwera mocemulia

internetSi [7]. igi saSualebas aZlevs kompaniebs ipovon balansi dacvis saSualebebze gaweul

xarjebsa da miRebul efeqts Soris. riskebis marTva iwyeba am riskebis SefasebiT, Semdeg xdeba

analizi daxarjva/miRebis analizi (cost/benefit analysis), romelic saSualebas iZleva ganisazRvros

dacvis is saSualebebi, romelic saWiroa riskebis Sesamcireblad misaReb donemde;

2. raodenobrivi meTodika (riski fasdeba, rogorc ricxviTi mniSvneloba, magaliTad

mosalodneli wliuri danakargebi). am klass miekuTvneba RiskWatch kompaniis meTodika. esaa

riskebis analizis sakuTari meTodika, romlis sruli aRwera mocemulia internetSi [9].

RiskWatch-is ojaxSi Sedis Semdegi programuli produqtebi: RiskWatch for Physical Security –
informaciuli sistemebis analizisa da dacvisaTvis; RiskWatch for Information Systems –
informaciuli riskebisaTvis; HIPAA-WATCH for Healthcare Industry – HIPAA (US Healthcare Insurance
Portability and Accountability Act) standartis moTxovnebTan Sesabamisobis Sesafaseblad (aqtualuria

medicinis muSakebisaTvis); RiskWatch RW17799 for ISO 17799 – saerTaSoriso ISO 17799.standartis
moTxovnebTan Sesabamisobis Sesafaseblad. RiskWatch-is meTodika riskebis Sefasebisa da marTvis
kriteriumad iyenebs mosalodnel wliur danaxarjebs (Annual Loss Expectancy, ALE) da investiciis

dabrunebis Sefasebas (Return on Investment, ROI).
3. meTodikebi, romlebic iyeneben Sereul Sefasebebs. am midgomas gamoiyenebs CRAMM,

Microsoft da a.S. CRAMM meTodika erT-erTi pirveli riskebis analizis meTodikaa. igi 80-ian

wlebSi SemuSavda didi britaneTis telekomunikaciebisa da kompiuterebis centraluri saagentos

mier. am meTodikas axasiaTebs riskebis Sefasesebis kompleqsuri midgoma, romelic moicavs

raodenobriv da xarisxobriv analizis meTodikebs. meTodika universaluria da gamoiyeneba, rogorc

did, ise patara samTavrobo da komerciul organizaciebSi. komerciuli organizaciebisaTvis

arsebobs komerciuli codnis bazebi (Commercial Profile), samTavrobo organizaciebisaTvis _

samTavrobo profili (Government profile) [2];



Transactions. Georgian Technical University. AUTOMATED CONTROL SYSTEMS - No 1(10), 2011

211

4. OCTAVE (Operationally Critical Threat, Asset, and Vulnerability Evaluation) _ meTodika

SemuSavebulia Software Engineering Institute (SEI) institutis mier. misi sruli aRwera mocemulia

internetSi [8]. igi gansakuTrebulia imiT, rom analizis mTel process awarmoeben organizaciis

TanamSromlebi, gareSe konsultantebis mowvevis gareSe. amisaTvis kompleqtdeba Sereuli jgufi,

Semdgari teqnikuri specialistebisa da sxvadasxva donis xelmZRvanelebisagan. aseTi midgoma

saSualebas iZleva yovelmxriv Sefasdes biznesisaTvis SesaZlo incidentebis rezultatebi da

SemuSavdes kontrzomebi;

5. Microsoft-is meTodikis mixedviT usafrTxoebis riskebis marTvis procesi iyofa sam etapad:
- dagegmva: safuZvelis momzadeba riskebis warmatebulad Sesafaseblad; - monacemebis

koordinirebuli Segroveba; - riskebis prioritetis gansazRvra.

Semdeg ganisazRvereba sami xarisxobrivi saxis aqtivi:

1. maRali gavlena biznesze _ mniSvnelovani gavlena konfidencialobaze. Tu es aqtivebi gaxda

xelmisawvdomi organizacias SesaZloa miadges mniSvnelovani ziani. magaliTad, konfidencialuri

saqmiani monacemebi;

2. saSualo gavlena biznesze _ saSualo ziani, rodesac ar xdeba katastrofuli cvlilebebi,

magram irRveva organizaciis normaluri muSaobis wesi. magaliTad, komerciuli monacemebi,

TanamSromlebis gvarebi, monacemebi sawarmos SekveTebis Sesaxeb;

3. dabali gavlena biznesze _ aseT aqtivebs ar Wirdeba damatebiTi kontroli. magaliTad,

monacemebi organizaciis struqturis Sesaxeb.

Semdeg xdeba safrTxeebis CamoTvla da Sefaseba specialur skalaze. bolos gamoiTvleba

mosalodneli erTjeradi zianis (SLE) raodenobrivi Sefaseba da misi warmoqmnis sixSire (ARO),
xolo mosalodneli wliuri ziani (ALE) gamoiTvleba formuliT:

ALE = SLE X ARO
kerZo firmis magaliTze ganvixiloT programa _ Microsoft Security Assessment Tool (MSAT).

igi SeimuSava firma maikrosofTma da saSalebas aZlevs kompaniebs damoukideblad Seafason

usafrTxoebis riskebi. programa ufasod SeiZleba CamotvirToT http://technet.microsoft.com/en-
us/security/cc185712 saitidan.

MSAT gankuTvnilia iseTi kompaniebisaTvis, romelTa TanamSromlebis raodenoba ar aRemateba

aTass. muSaobis procesSi momxmarebeli, romelic gamodis analitikosis rolSi, pasuxobs 200-ze

met SekiTxvaze. es SekiTxvebi gamomdinareobs praqtikuli rekomendaciebidan da saerTaSoriso ISO
17799 da NIST-800.x standartebidan.

MSAT SekiTxvebi iyofa or jgufad: pirveli mimarTulia kompaniis biznes-modelis

Sesaqmnelad da vRebulobT e.w. biznesis riskis profils (BRP). SekiTxvebis meore jgufi

gankuTvnilia usafrTxoebis zomebis siis Sesadgenad. es usafrTxoebis zomebi erTad aRebuli

qmnian dacvis dones e.w. Rrma dacvis indeqss (DiDI). Semdeg xdeba BRP-isa da DiDI-s Sedareba, raTa
moxdes safrTxis Sefaseba da analizi sxvadasxva areebisaTvis _ infrastruqtura, aplikaciebi,

operaciebi da TanamSromlebi.

nax.1. MSAT-is fanjara: BRP-isa da DiDI-s nax.2. MSAT-is fanjara: Sefasebis

Sedareba analizi

http://technet.microsoft.com/en-
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3. daskvna

amgvarad, CamovTvaloT is upiratesobebi, romelic mogvca riskebis analizis Catarebam:

 usafrTxoebis sferoSi arsebuli problemebis gamovlena;

 riskebis analizi saSualebas aZlevs arateqnikur specialistebs Seafason dacvis

saSualebebisa da meqanizmebis danergvis Sedegad miRebuli sargebeli;

 riskebis ranJireba prioritetebis mixedviT saSualebas iZleva gamovyoT SedarebiT

prioritetuli mimarTulebebi, sadac dainergeba informaciuli usafrTxoebis dacvis axali

procedurebi.

unda aRiniSnos, rom riskebis Sefaseba xarisxobriv doneze ar iZleva saSualebas

erTmniSvnelovnad SevadaroT informaciuli usafrTxoebis uzrunvelyofaze gaRebuli danaxarjebi

da miRebuli sargebeli. am mxriv umjobesia raodenobrivi meTodikebi, magram am SemTxvevaSi

saWiroa TiToeuli safrTxis warmoSobis albaTobis Sefaseba. amas garda, integraluri maCvenebeli

(ALE) saxifaToa imiT, rom Zalian Zvirad Rirebuli aqtivis SemTxvevaSi SeiZleba kardinalurad

Secvalos riskebis jamuri Rirebulebis mniSvnelobis Sefaseba.
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TECHNIQUES AND SOFTWARE PRODUCTS FOR AN ESTIMATION OF
RISKS IN INFORMATION SYSTEMS

Shonia O, Topuria N
Georgian Technical University

Summary
Short descriptions of some widespread techniques of the analysis of risks and software products of an

estimation of risks in information systems are resulted. Techniques of the analysis of risks in information
security sphere are analyzed: CRAMM, FRAP, OCTAVE, Risk Watch and Microsoft. On a concrete example
the software for an estimation of risks of information security - Microsoft Security Assessment Tool (MSAT)
and a program complex of management by a policy of information security of the company «КОНДОР +» is
considered.

МЕТОДЫ И ПРОГРАММНЫЕ ПРОДУКТЫ ДЛЯ ОЦЕНКИ РИСКОВ
В ИНФОРМАЦИОННЫХ СИСТЕМАХ

Шония О.,Топурия Н.
Грузинский Технический Университет

Резюме
Приводятся краткие описания ряда распространенных методик анализа рисков и программных

продуктов оценки рисков в информационных системах. Анализируются методики анализа рисков в
сфере информационной безопасности: CRAMM, FRAP, OCTAVE, Risk Watch и Microsoft. На конкретном
примере рассматривается программное обеспечение для оценки рисков информационной безопасности -
Microsoft Security Assessment Tool (MSAT) и программный комплекс управления политикой
информационной безопасности компании «КОНДОР+».

http://www.intuit.ru/department/itmngt/riskanms/lit.html
http://www.peltierassociates.com/
www.cert.org/octave
http://www.riskwatch.com/

