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reziume

sawarmos informaciuli usafrTxoebisadmi moTxovnis mixedviT audits SeiZleba hqondes

sxvadasxva mimarTuleba da moicvas informaciuli usafrTxoebis calkeuli sfero. auditi

rekomendebulia informaciuli resursebis mTlianobisa da konfidencialobisadmi maRali

moTxovnebis, informaciul teqnologiebze mkacrad damokidebuli, aqtiurad ganviTarebadi

informaciuli teqnologiebis mqone kompaniebisaTvis. kompleqsuri auditi  sainformacio

sistemebis daculobis sruli da obieqturi Sefasebis, arsebuli problemebis lokalizebis,

informaciuli usafrTxoebis sistemis agebis efeqturi programis SemuSavebis saSualebas iZleva.

statiaSi warmodgenilia kompleqsuri auditis amocanebi da Catarebis ZiriTadi etapebi. aseve,

mocemulia auditoruli saqmianobis dros warmoSvebuli riskebis analizi.

sakvanZo sityvebi: riskebis marTva. auditoruli riskebi.

1. Sesavali

Tanamedrove pirobebSi sawarmos informaciuli usafrTxoebis uzrunvelyofis problema

metad mwvave xasiaTs iRebs. gaxSirda monacemebisa da sawarmos avtomatizebuli sistemebis

arasakmarisi dacviT gamowveuli incidentebi, rac Sesabamisad uaryofiTad aisaxeba biznesis

warmatebaze [1].

sawarmos Tanamedrove sainformacio sistemebs, gaaCnia ra didi raodenobis programuli da

aparaturuli saSualebebi,  aqvs rTuli heterogenuli struqtura.  bunebrivia, rom aseT

pirobebSi Zalzed rTulia mosalodneli safrTxis an ganxorcielebuli Tavdasxmis, rogorc

operatiuli aRmoCena, aseve maTi salikvidacio RonisZiebebis drouli Catareba. didia imis

albaToba, rom zogierTi Tavdasxma xdomilebis Semdgom iqnes aRmoCenili an saerTod

ignorirebuli darCes. aRniSnuli problemis gadasawyvetad saWiroa informaciuli usafrTxoebis

riskebis marTvis kargad organizebuli sistemis Seqmna, sadac mniSvnelovani adgili uWiravs

rogorc sainformacio sistemebis mudmiv monitorings da kompleqsuri auditis warmoebas, aseve

auditoruli riskebis Sefasebas.

2. ZiriTadi nawili

informaciuli usafrTxoebis riskebis marTvis procesi SeiZleba davyoT oTx etapad (nax.1):L

nax.1. informaciuli usafrTxoebis riskebis marTvis sistema

dagegmvis etapze unda ganisazRvros riskebis marTvis politika da meTodologia, aseve

moxdes riskebis Sefaseba, romelic moicavs aqtivebis inventarizacias, safrTxeebisa da daucveli

adgilebis profilebis Sedgenas, kontrzomebis efeqturobisa da potenciuri zaralis Sefasebas,

darCenili riskebis dasaSvebi donis gansazRvras.

realizaciis etapze riskebi unda damuSavdes da dainergos marTvis meqanizmebi, romelic

gaTvlilia riskebis minimizebaze.
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Semowmebis etapze Tvalyuri unda miedevnos marTvis meqanizmebis funqcionirebas,

gakontroldes risk-faqtorebis (rogoricaa aqtivebi, safrTxeebi, daucveli adgilebi)  cvlileba,

Catardes auditi da sxvadasxva makontrolebeli procedurebi.

usafrTxoebis ganyofileba organizaciis politikis Sesabamisad SeimuSavebs auditis

Catarebis gegmebs. aseTi auditi SeiZleba fokusirebuli iyos sistemis konfiguraciaze, sarezervo

aslebis politikis Sesabamisad, an fizikur formaSi informaciis dacvaze. calkeuli auditi

gamiznulia organizaciis romelime nawilisaTvis, ramdenadac  igi moiTxovs did Zalisxmevas

personalis mxridan. mniSvnelovani Seusabamobis aRmoCenisas Sesabamis qvedanayofSi tardeba ufro

masStaburi auditi. organizaciis auditis ganyofilebas unda hqondes Tavisi ganrigi da auditebis

gegmebi. auditi gansazRvravs Tu ramdenad kargad sruldeba usafrTxoebis politika da

procedurebi, SemdgomSi naklovanebebis da Seusabamobebis aRmofxvris miziT [2].

informaciuli usafrTxoebis auditi SeiZleba davyoT Semdeg etapebad: pirveladi gamokvleva;

winasaproeqto gamokvleva; obieqtis atestacia; riskebis dazRveva; sakontrolo gamokvleva.

pirveladi gamokvlevis etapze damkveTma unda daadginos Tu ras sTavazoben mas realurad,

ramdenad Seesabameba igi gansazRvrul moTxovnebs da kriteriumebs, ris Sedegadac igi miiRebs

problemis saerTo xedvas da misi gadawyvetis mimarTulebas. am etapze yalibdeba sawarmos

informaciuli usafrTxoebis koncefcia.  am Sedegebis safuZvelze SeiZleba Seiqmnas informaciis

dacvis  gonivruli politika.

momdevno etapi aris teqnikuri auditi. am etapze dasaproeqtebeli sainformacio sistemis

da mocemuli obieqtis safrTxeTa modelis Sedarebis Sedegad ganisazRvreba romeli faqtorebia

metnaklebad kritikuli. teqnikuri auditis Sedegad miiReba informaciuli usafrTxoebis sistemis

mimarT moTxovnaTa nakrebi, rac faqtobrivad warmoadgens dacvis profils. garda amisa, aRniSnul

etapze ganisazRvreba saorganizacio RonisZiebebis kompleqsi, dacvis done da sxva sakiTxebi.

Semdgomi etapi aris atestaciis stadia, imis dasadgenad Tu ramdenad akmayofilebs

damuSavebuli sistema damkveTis mier wayenebul moTxovnebs. aRniSnul etapze mzaddeba eqspertis

daskvna.

informaciis mflobeli acnobierebs Tavisi informaciis Rirebulebas. informaciis dakargvam

SeiZleba gamoiwvios mniSvnelovani finansuri danakargebi. amdenad, warmoiSveba danakargis SesaZlo

kompensaciis aucilebloba, rac SeiZleba ganxorcieldes informaciuli riskebis dazRveviT.

aRniSnul etapze kvlevis Sedegebi gadaecema mesame pirs – sadazRvevo kompanias, sadazRvevo

gadasaxadis gansazRvrisaTvis. etapis dasrulebisas mzaddeba sadazRvevo angariSi.

auditis damamTavrebeli etapia sakontrolo gamokvleva, romelic tardeba or kritikul

situaciaSi. erTi im SemTxvevaSi, Tu adgili hqonda xdomilebas, romelmac gamoiwvia informaciis

dakargva da saWiroa mizezebis gamokvleva, meore – dagegmili sakontrolo gamokvlevis

SemTxvevaSi, informaciis usafrTxoebis wesebis dacvis Semowmebis mizniT [3].

auditis samsaxuri usafrTxoebis politikis Sesabamisad wyvets Semdeg amocanebs:

 realuri drois reJimSi hakerebis Tavdasxmis da informaciuli usafrTxoebis sxva

safrTxeebis aRmoCena;

 sxvadasxva wyaroebidan Segrovebuli informaciis analizis safuZvelze incidentebis

amocnoba;

 winaswar daprogramebuli moqmedebebis avtomaturi Sesruleba, romelic mimarTulia

Tavdasxmis aRmoCenis SemTxvevaSi safrTxis SeCerebaze.

auditoruli riskebi ZiriTadad araswori Sexedulebebis an realuri monacemebidan gadaxris,

auditis procesSi daSvebuli uzustobebis Sedegad warmoiSveba. aRniSnuli riskis

ugulvebelyofis Sedegi iqneba yalbi daskvnis gakeTeba, rac uaryofiTad aisaxeba organizaciis

momaval saqmianobaze. Tumca arsebobs riskis dasaSvebi done, romelsac auditori iRebs Tavis

Tavze da warmoadgens daskvnaSi. riskis absoluturi aRmofxvra SeuZlebelia. auditorul

praqtikaSi dadgenilia riskebis misaRebi done, rac daaxloebiT 5%-s warmoadgens[4].

auditoruli riskebis SefasebisaTvis saWiroa Semdegi moqmedebebis Sesruleba:

 Sida auditorebis Tanamdebobrivi movaleobebis gacnoba;

 Sida auditis samsaxuris saqmianobis konkretuli programisa da gegmis detalebis gacnoba;

 muSa dokumentebis Semowmebis programebis Sedegebisa da Sida auditorebis angariSebis

sisrulisa da Sesabamisobis xarisxis dadgena;

 calkeuli obieqtis Sida auditisaTvis gamoyenebuli meTodikis safuZvlianobis xarisxis

kontroli;
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 arsebuli Sida sakontrolo informaciis safuZvelze Sida kontrolis mTeli sistemis

funqcionirebis xarisxis Sefaseba;

 Sida auditis Sedegebis mixedviT makoreqtirebeli zemoqmedebebis da RonisZiebebis

gansazRvra;

 sakontrolo xdomilebebis testireba, Sida kontrolis sistemis xarisxis Semowmebis

mizniT;

 Sida auditis samsaxuris xelmZRvanelis mxridan Sida auditorebis muSaobis xarisxis

kontrolis mdgomareobis gansazRvra;

 Sida auditorebisaTvis sakadro politikis gacnoba, sakvalifikacio gamocdebis Catareba,

profesiuli momzadebis programebis danergva.

3. daskvna

kompleqsuri auditis ZiriTadi mizania damkveTis informaciuli usafrTxoebis donis

mimdinare mdgomareobis realuri da damoukidebeli Sefasebis miReba. auditis procesSi

mimdinareobs damkveTis informaciuli resursebis, informaciis damuSavebis saSualebebis da

meTodebis, dacvis samarTlebrivi normebis kvleva. moqmedebis etapze uwyveti monitoringisa da

Catarebuli Semowmebebis Sedegebis mixedviT sruldeba aucilebeli makoreqtirebeli moqmedebebi,

romelic SeiZleba moicavdes riskebis sididis gadafasebas, politikis koreqtirebas da riskebis

marTvis meTodologias, agreTve riskebis damuSavebis gegmas.

amdenad, auditis masalebi SeiZleba gamoyenebul iqnes informaciuli usafrTxoebis

politikis da koncefciis damuSavebis informaciul-analitikur bazad.

yovelive zemoTqmulidan gamomdinare, auditoruli riskebis analizi informaciuli

usafrTxoebis erT-erT mniSvnelovan amocanas warmoadgens.
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INFORMATION SAFETY AUDIT RISK ANALYSIS
Janelidze Gulnara, Qafianidze Beqa, Meparishvili Nino

Georgian Technical University
Summary

Depending on the demand for the Information Safety in the business-organization, the audit may have
different directions and include different spheres of information Safety. Audit is recommended for businesses
with high demand on information completeness and confidentiality, for highly dependent businesses on
Information Technologies and companies possessing rapidly developing information technologies. Complex
Audit gives the possibilities of complete and objective assessment of the information system’s safety,
localization of existing problems and creation of effective program for construction of Informational Safety
System. The article presents objectives of the complex audit and main stages of execution. The risks occurring
during the auditor work are also specified.

АНАЛИЗ АУДИТОРНЫХ РИСКОВ ИНФОРМАЦИОННОЙ БЕЗОПАСНОСТИ
Джанелидзе Г., Капианидзе Б., Мепаришвили Н.

Грузинский Технический Университет
Резюме

В зависимости от требовании к информационной безопасности предприятия аудит может иметь
разные направления и охватывать отдельные сферы информационной безопасности. Аудит может быть
рекомендован для компаний с высокими требованиями к целостности информационных ресурсов и
конфиденциальности, строго зависимым от информационных технологий, а также для компаний с
активно развивающими информационными технологиями. Комплексный аудит дает возможность полной
защиты и объектной оценки информационных систем, локализации существующих проблем, разработки
эффективной программы построения системы информационной безопасности. В статье представлены
задачи комплексного аудита и основные этапы его проведения, а также проведен анализ рисков,
имеющих место во время аудиторной деятельности.


