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informaciuli sistemebis usafrTxoebis uzrunvelyofis

samdoniani modeli

zurab bosikaSvili, lolita beJaniSvili, zurab gogiSvili

saqarTvelos teqnikuri universiteti

reziume

SemoTavazebulia informaciuli sistemebis usafrTxoebis uzrunvelyofis erTiani samdoniani

modelis da programuli bazis agebis koncefcia, romelic uzrunvelyofs usafrxoebis amocanebis

efeqtur modelirebas da analizs. Sesabamisad modeli unda asaxavdes rogorc formalur, aseve

araformalur aspeqtebs. modelis asagebad ganixileba semantikuri vebis mravalSriani  arqiteqtura:

XML  RDF Ontology (OWL)  Logic  Proof. mocemulia formalizmis safuZvelze dasaxulia

SemuSavdes informaciuli sistemis sisusteebis analizis programuli baza (freimvorki), romelic

unda warmoadgendes usafrTxoebis uzrunvelyofis erTiani sistemis nawils. warmodgenilia mTliani

sistemis arqiteqtura, saerTo saltiT dakavSirebuli programuli qvesistemebis saxiT. saerTo salte

realizdeba veb-servisebiT da uzrunvelyofs monacemebis gacvlas kanonikur, universalur formatSi.

Seqmnili programuli baziT SesaZlebeli iqneba, rogorc sistemebis sisusteebis analizis modelireba,

aseve usafrTxoebis uzrunvelyofis sferoSi codnis struqturizacia da faqtobrivi codnis

dagroveba.

sakvanZo sityvebi: informaciuli usafrTxoeba. samdoniani modeli. semantikuri qseli. semanti-

kuri vebi. framework. digital asset. informaciuli sistemebi.

1. Sesavali

informaciuli da kompiuteruli teqnologiebis ganviTarebis Tanamedrove etapze, energetikul

da garemos dacvis problemebTan erTad, erTerT mniSvnelovan problemas informaciuli usafrTxoeba

warmoadgens. es ganpirobebulia kompiuteruli da qseluri teqnologiebis adamianis saqmianobis yvela

sferoSi SeWriT da agreTve, dagrovili da generirebuli cifruli informaciis moculobis

eqsponencialuri zrdiT. ufro metic, Cvens samyaros SeiZleba vuwodoT  „gafarToebadi cifruli

samyaro“. kerZod, 2007 wels Seiqmna 282 eqsabaiti informacia (1 eqsabaiti =1018 baits), anu 10%-iT

meti wina wlis prognozTan SedarebiT. axali prognozebiT, 2012 wels Seiqmneba 4,000-de  eqsabaitis

moculobis informacia — es astronomiuli ricxvia.

adamianis saqmianoba sul ufro damokidebuli xdeba cifrul garemoze  da am sferoSi

nebismierma Seferxebam SeiZleba mniSvnelovani zarali miayenos mas. cifruli informaciis moculobis

zrdasTan erTad izrdeba informaciis datacebis, arasanqcirebuli wvdomis,  gamiznuli Secvlis

riskebi  da maTi danaSualebrivi  miznebiT gamoyenebis cdunebebi. es problemebi kidev ufro

aqtualuri xdeba globaluri qselebis da teqnologiebis  arsebobis pirobebSi. safrTxeebi

mosalodnelia rogorc qveynis Signidan, aseve garedan. saqarTveloSi internetSi CarTuli

momxmareblebis ricxvi 2012 wels milions gadaaWarbebs. aqedan gamomdinare, kidev ufro aqtualuria

moqalaqeebis sakuTrebis axali formis (cifruli informaciis) dasacavad saxelmwifos mier mniSvne-

lovani RonisZiebebis Catarebis amocanis analizi da gadawyveta.

bolo xanebSi, rogorc Cvens qveyanaSi, aseve sazRvargareT, mniSvnelovani samuSaoebi tardeba

kiberusafrTxoebis gazrdis TvalsazrisiT, Tumca problemis srulad gadaWramde jer kidev didi

manZilia gasavleli, radganac  rTuldeba sistemebi,

ixveweba Setevebis meTodebi da meqanizmebi. Sida Tu

gare kiber Setevebis ZiriTad samizneebs warmoadgenen

sistemis sisusteebi, romelTa saSualebiTac zegavlenas

axdenen sistemebis da maTi Semadgeneli  komponentebis

Seuferxebel muSaobaze, konfidencialobaze,

mTlianobaze, utyuarobaze, ndobaze  da sxva aspeqtebze.

informaciuli sistemebis usafrTxoebis

uzrunvelyofa pirvel rigSi  moicavs sisusteebis

gamovlenis da aRmofxvris RonisZiebebs, Setevebis

aRmoCenis da aRkveTis samuSaoebs, romelic ciklur

process warmoadgens (nax.1).
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zemoT warmodgenili procesi rTuli da dinamiuria. informaciuli sistemebis sisusteebze da

safrTxeebze analizi kvalificiur specialistebs da did resursebs moiTxovs. amasTan sasurvelia Tu

aigeboda modeli da avtomatizirebuli sistema, romelic aseT saqmianobas gaaadvilebda. imisTvis, rom

ganxorcieldes informaciuli sistemebis usafrTxoebis uzrunvelyofis  procesis srulyofa, saWiroa

misi adeqvaturi da efeqturi modelis Seqmna. warmodgenili procesi Znelad formalizebadia, radganac

masSi gasaTvaliswinebelia rogorc aparaturul-programuli aspeqtebi, aseve adamianuri faqtorebi.

Sesabamisad modeli unda asaxavdes rogorc formalur, aseve araformalur aspeqtebs. warmodgenil

statiaSi am mimarTulebiT SemoTavazebulia im gamocdilebis gamoyeneba, rac dagrovebulia xelovnuri

inteleqtis sferoSi.

2. ZiriTadi nawili

xelovnur inteleqtSi kargad aris cnobili rTuli amocanebis amoxsnis reduqciuli meTodi,

rodesac sawyisi amocana daiyvaneba sxva cnobil amocanaTa mimdevrobaze, romelTa amoxsna

SesaZlebelia, xolo Semdeg  calkeul amonaxsnTa simravleze xorcieldeba  mTliani amocanis

amoxsna. warmodgenil statiaSi SemoTavazebul mniSvnelovan siaxles warmoadgens informaciuli

sistemis usafrTxoebis modelis reduqcia  testuri kontrolis zogad modelSi [1,5]. sistemis

gamarTuli muSaobis kontrols. teqnikuri sistemebis diagnostirebis SemTxvevaSi sistemaSi arsebuli

xarvezebis gamovlena xorcieldeba sistemis Semavali zemoqmedebebis SerCeviT. Sesabamisad testuri

kontrolis amocana SeiZleba gaigivebuli iqnes sisusteebis analizis amocanasTan, xolo SemoWraTa

aRmoCenis da analizis amocana - teqnikuri diagnostirebis amocanasTan. Sesamabisad testuri

kontrolis meTodologia, meTodebi da algoriTmebi SeiZleba gamoyenebuli iqnas informaciuli

sistemebis usafrTxoebis uzrunvelyofis amocanebSi. kerZod, aigos calkeuli komponentebis da

mTlianad sistemis modelebi bulis funqciebis bazaze, rac saSualebas iZleva usafrTxoebis ricvxiTi

modelirebisa.

siaxles warmoadgens informaciuli sistemis usafrTxoebis uzrunvelyofis erTiani procesis

warmodgena modelebis ierarqiis saxiT (nax.2).

pirveli safexuris warmodgena SesaZlebelia

Semdegi saxis formaluri modeliT:=< , , , > ,
sadac — informaciuli sistemis

mdgomareobis sivrcea = × × . am gamo-

saxulebaSi — Semavali zemoqmedebebis

simravlea, — sistemis Sida mdgomareobaTa

amsaxveli simravlea, — sistemis reaqciis

amsaxveli simravlea, — sistemis

mdgomareobaTa sivrcis sawyisi mdgomareobaa,

warmoadgens operatorTa simravles, romelic sistemis mdgomareobaTa sivrcis cvlilebebs

asaxavs ∶ × × → × , anu aris modelirebis operatori. — miznobriv mdgomareobaTa

simravlea da igi SeiZleba warmodgindes = { | ( ), ∈ }, სადაც — predikatia, romelic aigeba

Semavali zemoqmedebebidan da amocanebidan gamomdinare.

meore safexuri asaxavs informaciuli usafrTxoebis sferoSi codnis struqturizacias

(cnebebs, cnebebs Soris kavSirebs, obieqtebis aRwerebs, obieqtebs Soris kavSirebs, mizez-Sedegobriv

damokidebulebebs, gamoyvanis wesebs da konkretul faqtebs).= < , , , > ,
sadac = ( , , ) cnebebis simravlea, romelic warmodgeba „obieqti-atributi niSvneloba“

sameulis saxiT, = ( × × …× ) mimarTebebis simravlea, daskvnebis keTebis wesebis

simravlea, xolo faqtebis simravlea. zogadi informacia warmodgeba semantikuri qselebis saxiT,

xolo faqtebi inaxeba monacemTa bazaSi.

mesame safexuri asaxavs  usafrTxoebis procesis uzrunvelyofis operaciul semantikas, romlis

saSualebiTac ricxobrivad aRiwereba sistemis komponentebis funqcionireba logikuri funqciebis
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saSualebiT, romelic saSualebas iZleva ganxorcieldes sistemis imitaciuri modelireba da  siste-

mis maxasiaTeblebis ricxobrivi daTvla.  SemoTavazebulia agebuli  modelebis safuZvelze SemuSavdes

programuli baza (framework), informaciuli sistemebis sisusteebis analizis procesebis

modelirebisTvis. kvlevis obieqtebs warmoadgens informaciuli sistemebis usafrTxoebis

uzrunvelyofis da masSi Semavali sisusteebis analizis procesebi, maTi erTiani ierarqiuli

modelebis agebis meTodologia, meTodebi da algoriTmebi, romelic gulisxmobs formaluri,

onTologiuri da operaciuli modelebis Seqmnas, sistemis usafrTxoebis analizis  programuli bazis

agebis principebi da meTodebi.

3. usafrTxoebis onTologiuri modeli

es modeli gulisxmobs usafrTxoebis uzrunvelyofis procesis semantikuri qselebis

saSualebiT warmodgenas. modelis asagebad SemoTavazebulia semantikuri vebis mravalSriani

arqiteqturis gamoyeneba:

XMLRDFOntology (OWL) Logic Proof.
RDF warmoadgens resursebis aRweris formats Subject-Predicat-Object (arsi-predikati-

obieqti) sameulis saxiT. onTologiis saSualebiT aRiwereba cnebebi da maTTan dakavSirebuli

procesebi. Logic da Proof uzrunvelyofs informaciis logikur warmodgenas da logikuri daskvnebis

keTebis meqanizmebs. es formalizmi universaluria da SeiZleba gamoyenebuli iyos nebismieri

sagnobrivi sferos aRsawerad.

nax.3

codnis gamomsaxvelobiTi unaris da Zebnis meqanizmebis simZlavris gazrdisTvis statiaSi

SemoTavazebulia konteqsturad marTvadi semantikuri qselebis gamoyeneba (nax.4). misi realizacia

advilad xorcieldeba RDF-sqemebis saSualebiT. davuSvaT, gvsursBA:B konteqstSi moiZebnos
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informaciuli sistemis komponenti, romelic Object1 komponentTan imyofeba Relation1 mimarTebaSi.

obieqtze mimarTva Caiwereba Semdegi bunebriv enasTan miaxloebuli formiT

(A:B/Relation1(Object1,?X)). informaciis moZebna semantikur qselSi xorcieldeba Semdegnairad:

pirvelad mocemuli konteqstisTvis moiZebneba Relation1 da Object1-Tan dakavSirebuli P00? wveroebis

simravleebis TanakveTa da moZebnili wveroebisTvis Z mimarTebiT iZebneba miznobrivi.

nax.4

Tu mocemul konteqstSi ver moxda informaciis moZebna, maSin farTovdeba konteqsti (mag: A/ )

da informacia iZebneba xelmeored. konteqstze SeiZleba daidos nebismieri xisebri struqtura.

SemoTavazebuli semantikuri warmodgeniT SeiZleba aRiweros, rogorc faqtobrivi codna, aseve

procesebi.

4. sistemis arqiteqtura

statiaSi SemoTavazebuli formalizmis safuZvelze dasaxulia informaciuli sistemis

sisusteebis analizis programuli bazis (freimvorki) SemuSaveba, romelic unda warmoadgendes

usafrTxoebis uzrunvelyofis erTiani sistemis nawils. amitom statiaSi warmodgenilia mTliani

sistemis arqiteqtura,  SemoTavazebuli bazis adgilis miTiTebiT.

arsebuli usafrTxoebis sistemebi ZiriTadad orientirebulia erT funqcionalze: SeRwevaTa

aRmoCenaze, sisusteebis analizze, an safrTxeebis ganeitralebaze. radganac aseT sistemebs saerTo

pragmatika, saerTo monacemTa bazebi aqvT, amitom SemoTavazebulia integrirebuli programuli bazis

(freimvorki) Seiqmna, romelic damatebiT aRiWurveba me-5 naxazze naCvenebi funqcionalobebiT.

nax.5

me-6 naxazze moyvanilia SemoTavazebuli freimovarkis arqiteqtura. sistema aigeba saerTo

saltiT dakavSirebuli qvesistemebis saxiT. serTo salte realizirdeba veb servisebis saxiT da

uzrunvelyofs monacemebis gacvlas kanonikur, universalur formatSi.  mTliani sistemis realizacia

did resursebs moiTxovs da Seicavs misi ganxorcielebis did riskebs. amitom SemoTavazebulia aigos
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sistemis mxolod nawili, romelic naxatze ferebiTaa naCvenebi, xolo sistemis sruli realizacia

ganxorcieldes Semdgom etapze.

nax. 6

3. daskvna

kvlevis mosalodneli Sedegebi:

 damuSavdeba informaciuli sistemebis usafrTxoebis uzrunvelyofis procesebis modelirebis

safuZvlebi, romelzedac SeiZleba daSeneba Semdgomi kvlevebisa am mimarTulebiT;

 Seiqmneba programuli baza sisusteebis gamovlenis da analizis procesebis modelirebisa,

romelic iqneba gafarToebadi (SesaZlebeli iqneba axali funqcionalobebis damateba);

 Seqmnili programuli freimvorki SeiZleba gamoyenebuli iqnes informaciuli teqnologiebSi

momuSave nebismieri organizaciebis mier, rogorc usafrTxoebis procesebis modelirebisTvis, aseve

personalis swavlebisTvis;

 Seqmnili programuli baziT SesaZlebeli iqneba, rogorc informaciuli sistemebis

usafrTxoebis uzrunvelyofis sferoSi codnis struqturizacia, aseve faqtobrivi codnis dagroveba;
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THE THREE-TIER MODEL FOR THE INFORMATION SYSTEMS SECURING

Bosikashvili Zurab, Bejanishvili Lolita, Gogishvili Zurab
Georgian Technical University

Summary
At the present stage of development of information and computer technologies the humankind activity

increasingly becomes dependent on the digital environment and any delay in this area can cause significant damage
to it. In the conditions of global networks and technologies the risk of theft, unauthorized access, single-minded
modifying information and attempts of its use with criminal purpose grows.

The primary objective of cyber attacks are vulnerabilities in the systems through which have an impact on the
smooth operation of the system and its constituent components, to impact on the confidentiality, integrity,
authenticity and reliability of data and other aspects. Maintenance of safety of information systems, first of all,
includes arrangements on detection of weaknesses and their elimination, cyclic works on detection and suppression
of attacks. The article proposed an approach that helps professionals in solving the problem, because the presented
process is difficultly formalizable.

The article proposed a unified  three-tier  model  and framework  to ensure  the  security of information
systems. Accordingly, the model should display both formal and informal aspects. To build the model we suggest to
use multi-layer architecture for Semantic Web:

XML  RDF Ontology (OWL)  Logic  Proof
Using formalism the article proposed to define a basic software development (the so-called framework) for

information systems vulnerability analysis, which should be a part of the unified security management system. The
article represented a system architecture, showing the location of the proposed framework in the system. The
framework will make it possible to use as the simulation of system vulnerabilities analysis, and structuring and
accumulation of factual knowledge in the area of the information systems security.

ТРЕХУРОВНЕВАЯ МОДЕЛЬ ОБЕСПЕЧЕНИЯ БЕЗОПАСНОСТИ
ИНФОРМАЦИОННЫХ СИСТЕМ

Босикашвили З., Бежанишвили Л., Гогишвили З.
Грузинский Технический Университет

Резюме
На современном этапе развития информационных и компьютерных технологий деятельность

человечества все больше становится зависимой от цифровой среды, и любые помехи в этой области могут
нанести значительный ущерб. В условиях глобальных сетей и технологий растет риск краж,
несанкционированного доступа, целеустремленного изменения информации и попытки её использования в
преступных целях.

Основная целью кибератак являются уязвимости систем. Обеспечение безопасности информационных
систем, прежде всего, включает в себя механизмы обнаружения недостатков и их ликвидации, циклические
работы по выявлению и пресечению нападений. Эта статья предлагает такой подход, который поможет
специалистам в решении этой проблемы. Предложено создание единой трехуровневой модели и framework-а
для обеспечения безопасности информационных систем. Для построения модели предлагается
использование многоуровневой архитектуры семантического Web-а:

XML  RDF Ontology (OWL)  Logic  Proof
Используя формализм в статье предлагается разработка базового программного обеспечения (так наз.

framework) для анализа уязвимости информационных систем, которое должно быть частью объединенной
системы обеспечения безопасности.
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