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THE THREE-TIER MODEL FOR THE INFORMATION SYSTEMS SECURING

Bosikashvili Zurab, Bejanishvili Lolita, Gogishvili Zurab
Georgian Technical University
Summary

At the present stage of development of information and computer technologies the humankind activity
increasingly becomes dependent on the digital environment and any delay in this area can cause significant damage
to it. In the conditions of global networks and technologies the risk of theft, unauthorized access, single-minded
modifying information and attempts of its use with criminal purpose grows.

The primary objective of cyber attacks are vulnerabilities in the systems through which have an impact on the
smooth operation of the system and its constituent components, to impact on the confidentiality, integrity,
authenticity and reliability of data and other aspects. Maintenance of safety of information systems, first of all,
includes arrangements on detection of weaknesses and their elimination, cyclic works on detection and suppression
of attacks. The article proposed an approach that helps professionals in solving the problem, because the presented
process is difficultly formalizable.

The article proposed a unified three-tier model and framework to ensure the security of information
systems. Accordingly, the model should display both formal and informal aspects. To build the model we suggest to
use multi-layer architecture for Semantic Web:

XML > RDF >Ontology (OWL) - Logic = Proof

Using formalism the article proposed to define a basic software development (the so-called framework) for
information systems vulnerability analysis, which should be a part of the unified security management system. The
article represented a system architecture, showing the location of the proposed framework in the system. The
framework will make it possible to use as the simulation of system vulnerabilities analysis, and structuring and
accumulation of factual knowledge in the area of the information systems security.
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Ha coBpeMeHHOM 3Tare pasBUTUS WHOPMALMOHHBLIX WM KOMIMbIOTEPHBIX TEXHOMOIWIA [eATeNbHOCTb
yen0BeYeCTBa BCe 060/bLUE CTAHOBMTCS 3aBMCMMOIN OT LM(POBOA cpefbl, U N06ble MOMEXM B 3TO 061acT MOryT
HaHeCTM 3HauNTENbHbIA yuwepb. B ycnoBumsax rnobanbHbIX CeTeid UM TEXHOMOrUA pacTeT PUCK  Kpax,
HeCaHKLMOHUPOBAHHOIO AO0CTYNa, LefeyCTPEMNEHHOIO U3MEHEHNS UH(OPMALMK 1 MONbITKA €& UCNOb30BaHWA B
MPECTYMHbIX LEeNsX.

OcHoBHast LeNbio KnbepaTak SBAastTeA YA3BMMOCTY crucTeM. ObecneyeHne 630MacHOCTU MHDOPMAaLMOHHBIX
CUCTEM, MPEXAE BCEr0, BK/IKOYAET B CeOS MeXaHN3Mbl 06HapY)XKEHNA HELOCTATKOB U UX NMKBUZALUN, LUKINYECKME
paboTbl MO BbISIBMEHWIO W MPECEYEHN0 HamadeHUA. dTa CTaTbsl NpefnaraeT TakOM MOAXOA, KOTOPbIA MOMOXeT
crneynanncTaM B PeLeHnn 3Toi nNpobnemsl. MpeanoXKeHo co3aaHne eMHON TPexXypoBHeEBO moaenm n framework-a
ona - obecniedyeHnss  6€30MaCHOCTM  MH(OPMALMOHHBIX  cucTeM. [N MOCTPOeHUs MOJenu npegnaraercs
MCNO/b30BaHWe MHOTOYPOBHEBOW apXUTEKTYpPbI ceMaHTuYeckoro Web-a;

XML > RDF >Ontology (OWL) - Logic = Proof

Vcnonb3ys opmannam B cTaTbe npegnaraetcs paspaboTka 6a30BOro NporpaMMHOro obecneyveHms (Tak Has.
framework) gna aHanmsa ys3BUMOCTY MH(OPMALMOHHBIX CUCTEM, KOTOPOE AO0MKHO ObiTb YAaCTbi0 0ObLEAMHEHHON
cucTembl 0b6ecneyeHns 6e3onacHoCTy.
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