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kompaniis veb-serveris dacvis ierarqia 

daviT kapanaZe 
saqarTvelos teqnikuri universiteti 

reziume 

statiaSi ganxilulia kompaniis qselis dacvis sxvadasxva saSualebebis optimaluri 

morgebis amocana misi informaciuli usafrTxoebis moTxovnebis Sesabamisad. aRniSnulia, rom am 

amocanis gadasawyvetad saWiroa informaciuli usafrTxoebis Teoriul safuZvlebSi kargad 

garkveva da mis safuZvelze dacvis RonisZiebebis momzadeba. aRwerilia veb-serverebis dacvis 

axali midgoma da riskebis analizis meTodika. mocemulia sirTulis mixedviT eqvs doned 

dayofili qselis dacvis ierarqia. Camoyalibebulia kompaniis veb-serverebis usafrTxoebis donis 

SerCevis rekomendaciebi.  

sakvanZo sityvebi: informaciuli usafrTxoeba. dacvis doneebi. riskebis analizi.  

1. Sesavali 

nebismier kompaniaSi informacis dacvis aucilebloba dReisaTvis yvelasaTvis cxadia. 

momxmarebelTa umravlesobam icis, ra aris programuli virusebi, Firewall da qselis dacvis 

sxvadasxva saSualebebi, magram am saSualebebis kompaniis dacvis moTxovnebisadmi optimaluri 

morgeba mainc mTavar amocanad rCeba [1]. miT umetes, rom xSirad amaze damokidebulia aramarto 

monacemebis daculoba, aramed TviT sawarmos arsebobac.  

informaciis dacvis amocanis gadasawyvetad saWiroa informaciuli usafrTxoebis 

Teoriul safuZvlebSi kargad garkveva da mis safuZvelze dacvis RonisZiebebis momzadeba. 

2. ZiriTadi nawili 

Tanamedrove kompaniebSi xSirad aseTi scenariT mimdinareobs monacemTa dacvis sakiTxi: 

kompanias, romlis lokalur qsels internetSi mudmivi gasasvleli aqvs, Tavisi monacemebis 

dacvis uzrunvelyofa surs. amisaTvis specialisti ayenebs Firewall-s, riTac gadaketavs (misi 

azriT) gare, globaluri qselidan pirdapiri Setevis safrTxeebs. Semdeg virusebisa da 

troianebis SemoRwevis aRsakveTad ayenebs antivirusul programul uzrunvelyofas.  

Sedegad aRmoCndeba, rom zogierTi samomxmareblo programa muSaobs qselTan, magram amas 

ver akeTebs usafrTxoebis sakmaris doneze, amitom specialists am kavSiris akrZalvac uwevs. 

TandaTanobiT izrdeba potenciuri safrTxeebi da Sesabamisad izrdeba gamoyenebuli dacvis 

saSualebebis ricxvic. aseTi midgomis dros, rogorc wesi, gamoyenebuli saSualebebi 

sxvadasxvaa, araa sakmarisi usafrTxoebis uzrunvelyofisaTvis da samwuxarod, sistemis muSaoba 
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kraxiT mTavrdeba. aucilebeli xdeba sistemis xelaxla dayeneba (instalacia), rac 

ZviradRirebuli samuSao droisa da resursebis flangvas iwvevs. 

am magaliTidan gamomdinare, SeiZleba davaskvnaT, rom aseTi midgoma moZvelebulia. 

Tanamedrove sawarmoebSi safrTxeebi Zalian bevria da amitom aucilebelia dacvis ierarqia 

saimedo safuZvelze aigos. 

informaciuli usafrTxoebis Teoriuli da praqtikuli kvlevebis Sedegad dadgenilia, 

rom dacvis gasarRvevad saWiroa sami faqtoris damTxveva: programul uzrunvelyofaSi, 

protokolebSi an procesebSi susti adgilis arseboba, romlis gamoyenebac SeuZlia 

borotmzraxvels; safrTxe, romelsac SeuZlia am susti adgilis gamoyeneba TavdasxmisaTvis; 

moqmedeba, romelic iyenebs arsebuli susti adgilisadmi safrTxes [2].  

kompiuteruli usafrTxoebis arsi marto mis agebaSi ki ar mdgomareobs, aramed susti 

adgilebis mudmivad ZebnaSi da mis manamde aRmofxvraSi, sanam borotmzraxveli SeZlebs safrTxis 

warmoqmnas da mis ganxorcielebas. Sesabamisad, usafrTxoeba dinamikuri procesia da ara 

statikuri. SesaZlo riskebis analizi da aRmofxvra misi ZiriTadi Semadgenelia, romlis 

ugulvebelyofa ar SeiZleba. 

ganvazogadoT da CamovTvaloT veb-serverebis susti adgilebis warmoqmnis mizezebi: 

• mzardi sawarmoebis umravlesoba regularulad cvlis Tavisi qselis konfiguracias, 
amatebs axal samuSao adgilebs (zogjer serverebsac), magram ar axdens am dros lokaluri 
qselis testirebas usafrTxoebis kuTxiT. cxadia, axali momxmareblebis damatebis akrZalva 
SeuZlebelia, magram saWiroa qselis gafarToebis gaazreba Tavidanve. unda moiniSnos is 
segmentebi, romlebic SesaZloa gafarTovdes da moxdes maTi winaswari testireba 
usafrTxoebaze; 

• yoveli momxmareblisaTvis unda ganisazRvros wvdomis (mimarTvis) uflebebis 
politika, romelic mis uflebebs SezRudavs mis movaleobebamde; 

• kompiuterze ganTavsebuli licenzirebuli, shareware, freeware da zogjer 
aralicenzirebuli (piratuli) programuli uzrunvelyofis erToblioba sistemas saxifaTos 
xdis. rekomendebulia da SedarebiT yvelaze ufro uxifaTo midgomaa erTi mwarmoeblis mier 

gamoSvebuli da Tavsebadi programebis SerCeva.  
veb-serverebis usafrTxoeba dadis riskebis marTvaze. yvela kompania ar saWiroebs Tavisi 

informaciis umaRles doneze dacvas. usafrTxoebis donis sakiTxi – esaa qselis resursebis 
gamoyenebis sakiTxi. magaliTad, Tu veb-serveri mxolod marketingisTvis gamoiyeneba, 
gansakuTrebiT rTuli dacvis dayeneba saWiro araa. eleqtronuli komerciis sistemebisaTvis, 
eleqtronuli gadaricxvis sistemebi moiTxovs dacvis maRal dones. amitom miRebulia veb-

serverebis dacvis dayofa doneebad.  
qselis dacva dayofilia sirTulis eqvs doned:  
pirveli done – yvelaze elementaruli da aucilebelia. aq dacvis mTavar instruments 

warmoadgens Firewall. igi limits uwesebs momxmareblisadmi servisebis gamoyenebas. aseve Firewall 
Tvalyurs adevnebs kavSirebs orive mxridan. aq yovelTvis jobia cnobili firmebis 
licenzirebuli produqtis gamoyeneba, vinaidan igi faqtobrivad dacvis pirveli zRudea;  

meore done gulisxmobs im operaciuli sistemis konfigurirebas, romelic marTavs 
serveris muSaobas. yoveli operaciuli sistema saSualebas iZleva Seiqmnas usafrTxoebis 
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sakontrolo siebi (security checklist). mniSvnelovania, rom axali samomxmareblo programebis 
Setana am siebSi droulad moxdes;  

mesame done orientirebulia qselze. unda moxdes hostingis uzrunvelmyofi provaideris 
qseluri mowyobilobebis Setevis aRmomCeni gadamwodebiT aRWurva. mTavaria saSiSroebis Sesaxeb 
miRebuli signali sworad iqnas damuSavebuli da safrTxe neitralizebuli;  

usafrTxoebis meoTxe doneze xdeba hostingze specialuri programuli uzrunvelyofis 

dayeneba. es gacilebiT rTuli amocanaa. jer erTi, aseTi programebis winaaRmdegi SeiZleba 
wavides TviT hosting-kompania. meore – aseTi programebi gacilebiT rTulia vidre martivi 
gadamwodebi; 

mexuTe dones aqvs ori qvedone - А da В. 5А done – esaa specialuri programuli 
uzrunvelyofis dayeneba, romelic asrulebs fenis rols veb-serveris operaciul sistemasa da 
yvela gamoyenebiT programas Soris. aseTi buferis saSualebiT SesaZlebelia im susti adgilis 

mqone programebze hakerebis Semotevisagan dacva, romlebic Tavisi Sesrulebis dros mTel 
operaciul sistemas uweven kontrols;  

5B done warmoadgens konkretul programebze orientirebul firewall-s an proqsi-servers. 
isini orientirebulia HТTP-protokolze da Semotevebs igeriebs manam, sanam potenciuri 
borotmzraxveli SeZlebs veb-serverze dayenebuli programis gaSvebas. Tumca, proqsi-serveri 
mniSvnelovnad zRudavs muSaobas da misi saTanado konfigurirebac sakmaod rTulia.  

meeqvse done usafrTxoebis mwvervalia. aq dasaSvebia mxolod ndobis meqanizmebis mqone 
operaciuli sistemebis da maTi mmarTvelobiT momuSave programebis gamoyeneba. operaciuli 
sistema da yvela momuSave programa an maqsimalurad unda iyos adaptirebuli, an specialurad, 
kompaniis specifiuri moTxovnebis mixedviT unda iyos damuSavebuli. es dacvis yvelaze Zviri, 
magram yvelaze efeqturi gzaa. am dros qselis administrators da momxmarebels specialuri 
momzadeba moeTxovebaT, rac damatebiT danaxarjebs moiTxovs. romelime programis ganaxleba, am 

SemTxvevaSi moiTxovs mis winaswar integrirebas ndobis meqanizmebian sistemaSi. 
bolos dgeba mTavari kiTxva – romeli donis dacva iqnes arCeuli ? aq mTavari 

gadamwyveti faqtoria fasisa da xarisxis Sefardeba. yvela kompanias unda hqondes minimum 
pirveli ori donis dacva. nebismierma kompaniam, romlisTvisac informaciis dazianeba 
kritikulia da SeiZleba zegavlena moaxdinos sawarmos funqcionirebaze, Tavisi veb-serveri unda 
aRWurvos usafrTxoebis mesame doniT.  

kompaniebs, romlebic iyenebs veb-serverze garedan programebis gaSvebis serviss, meoTxeze 
maRali dacvis done unda hqondes (4, 5A an 5B). Tu momxmareblebs SeuZliaT qseluri programebis 
parametrebis kontrolireba da marTva, saWiroa mexuTe donis dacva (rogorc 5A ise 5B). es 
samarTliania rTuli sistemebisaTvis, rodesac kompiuterebi qselis saSualebiT uerTdeba 
servers da ufleba aqvs ara marto programebis gaSvebisa, aramed am programebis parametrebis 
Secvlisac. meeqvse done – praqtikulad usafrTxoebis srul garantias iZleva. 

yoveli kompaniisaTvis mniSvnelovania mogeba, amitom sainteresoa im ekonomikuri efeq-
tianobis Sefaseba, rac mohyveba kompiuterul informaciul sistemaSi usafrTxoebis RonisZi-
ebebis danergvas. arsebobs serverze hakerebis Setevisadmi mdgradobis Semowmebis meTodika anu 
riskebis arsebobis Sefaseba. amisaTvis gamoiyeneba e.w. ROI (Return of Investment) – esaa mogebis 
raodenobrivi Sefaseba usafrTxoebis sistemis danergvisaTvis investirebul kapitalze. riskebis 
arsebobis raodenobrivi Sefasebis dadgenis serviss dReisaTvis mravali usafrTxoebis sferoSi 

momuSave Tanamedrove kompania sTavazobs sawarmoebs. es Sefasebebi xdeba martivi onlain formis 
SevsebiT.  

am formebSi ukve gaTvaliswinebulia cifrebi, romlebic sawarmosaTvis etalonurad 
iTvleba. Sefasebebi moicema sakmaod detalurad. gamoiTvleba Semdegi maCveneblebi: Net Present 
Value (NPV) Savings,  Internal Rate of Return (IRR),  Return on Investment (ROI).  
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3. daskvna 

amrigad, usafrTxoeba – esaa adamianebi, procesebi, programebi. usafrTxoebis uzrunvel-

yofa gulisxmobs sistemaSi susti adgilebis gamovlenis uwyvet process, safrTxeebis 

likvidaciis gamarTul struqturas da gamoyenebiTi programebis mimarT kontrols. kompaniebis 

cxovrebaSi Semosuli internet-teqnologiebi gvaiZulebs mudmivad movaxdinoT informaciuli 

usafrTxoebis meTodikis srulyofa da axali midgomebis Zieba. 
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HIERARCHY OF PROTECTION A WEB-SERVERS OF THE COMPANY 

Kapanadze David 
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Summary 

The problem of optimum adjustment of company protection systems according to requirements of 

information safety is considered in this article. It is noted, that for the decision of this problem it is necessary 

to generate the approach and to prepare protection according to it. There are described a new approach for 

protection of web-servers and a technique analysis of risks. The hierarchy of protection of the network divided 

on six levels of complexity is given. Recommendations for a choice of a level of protection a web-servers of 

the company are generated. 
 

ИЕРАРХИЯ ЗАЩИТЫ WEB-СЕРВЕРOB  КОМПАНИИ 

Капанадзе Д. 
Грузинский Технический Университет 

Резюме  

Pассмотрена задача оптимальной настройки системы защиты компании в соответствии с 

требованиями информационной безопасности. Отмечено, что для решения этой задачи необходимо 

сформировать подход и подготовить защиту в соответствии с ним.  Описаны новый подход для 

защиты веб-серверов и методика анализа рисков. Дана иерархия защиты сети, разделенная на шесть 

уровней сложности. Сформированы рекомендации для выбора уровня защиты  веб-серверов компании. 


