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informaciuli sistemis riskebis analizisa da kontrolis  

Tanamedrove meTodebi da saSualebebi 

daviT kapanaZe, Taliko Jvania 
saqarTvelos teqnikuri universiteti 

reziume 

statiaSi ganxilulia biznesis informaciul usafrTxoebaSi aucilebeli donis 

dabandebebis Sefaseba am sferoSi maqsimaluri efeqtianobis investirebis misaRwevad. 

aRwerilia Tanamedrove riskebis analizis sistemebi, romlebic saSualebas iZleva Sefasdes 

arsebuli riskebi da SeirCes efeqturobis mixedviT optimaluri dacvis varianti. 

sakvanZo sityvebi: biznesi. riskebi. analizi. kontroli. informaciuli usafrTxoeba.   

1. Sesavali 

Tanamedrove biznesis informaciuli usafrTxoebis uzrunvelsayofad investiciis Cade-

bis aucilebloba dReisaTvis eWvs ar iwvevs. am kuTxiT biznesis mTavari amocanaa – rogor 

Sefasdes informaciul usafrTxoebaSi dabandebebis saWiro done, aRniSnul sferoSi 

investiciebis maqsimaluri efeqturobis misaRwevad. am amocanis gadawyvetis saukeTeso gzaa 

Tanamedrove riskebis analizis sistemis gamoyeneba, romelic saSualebas iZleva Sefasdes 

arsebuli riskebi da SeirCes efeqturobis mixedviT optimaluri dacvis varianti [1]. 

 optimalobis  kriteriumad, rogorc wesi, gamoiyeneba kompaniis informaciul sistemaSi 

arsebuli riskebis Sefardeba informaciul usafrTxoebaze gaweul danaxarjebze. 

2. ZiriTadi nawili 

2003 wels aSS-Si FBI-s mier Catarebuli kvlevis Sedegad, sadac gamokiTxuli iqna 

530 msxvili da saSualo biznes-kompania, angariSSi gamoqveynebuli statistikis mixedviT, 

kompaniaSi informaciuli usafrTxoebis uzrunvelyofisaTvis gasatarebeli RonisZiebebis 

yvelaze did dabrkolebad dasaxelebul iqna ori mizezi: 

• biujetis SezRudvebi; 

• xelmZRvanelobis mxridan mxardaWeris ararseboba. 

orive mizezi gamowveulia xelmZRvanelobis mxridan sakiTxis seriozulobis gauTva-

liswineblobiT da informaciuli teqnologiebis (IT) menejeris mxridan gadaswyveti amocanis 

sirTuliT, daasabuTos ratom aris saWiro (da ra raodenobiT) fulis Cadeba informaciul 

usafrTxoebaSi.  am SemTxvevaSi ZiriTadi problema mdgomareobs imaSi, rom IT-menejerebi da 

kompaniis xelmZRvanelebi laparakoben sxvadasxva - teqnikur da finansur - enebze. xSirad, 

IT-specialistebisTvis Znelia Seafason, raSi unda daixarjos fuli da ramdenia saWiro 

kompaniis informaciuli sistemis ukeT dacvis uzrunvelsayofad, raTa es danaxarjebi ar 

aRmoCndes fuWi, an uzomod didi. 
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rodesac IT-menejers cxadad aqvs Camoyalibebuli, ramdens dakargavs kompania safrTxis 

realizebis SemTxvevaSi, romeli adgilebia sistemaSi susti, ra RonisZiebebi unda gatardes 

daculobis donis asamaRleblad, amasTan ise, rom ar moxdes zedmeti Tanxebis xarjva da 

yvelafer amas dokumentalurad asabuTebs, maSin xelmZRvanelobis darwmunebis amocana, 

yuradReba mieqces informaciuli usafrTxoebisaTvis Tanxebis gamoyofas, xdeba gacilebiT 

ufro realuri. 

am amocanis gadasawyvetad damuSavebulia informaciuli riskebis analizisa da kontro-

lis programuli kompleqsebi: britanuli CRAMM (kompania Insight Consulting, 

www.insight.co.uk), amerikuli RiskWatch (kompania RiskWatch, www.riskwatch.com). ganvixiloT 

gamoyenebuli riskebis analizisa da kontrolis meTodebi da maT bazaze agebuli programuli 

sistemebi. 

sistema CRAMM.  meTodi CRAMM (the UK Government Risk Analysis and Management 

Method) [2] damuSavebuli iqna didi britaneTis usafrTxoebis samsaxuris (UK Security Service) 

mier, britaneTis mTavrobis davalebiT da is saxelmwifos standartad iqna aRiarebuli. igi 

gamoiyeneba saxelmwifo da komerciuli organizaciebSi rogorc did britaneTSi, ise mTeli 

msoflios masStabiT. dReisaTvis CRAMM warmoadgens sakmaod mZlavr instruments, romelic 

riskebis analizis garda, saSualebas iZleva gadaiWras sxva auditoriuli amocanebic: 

• informaciuli sistemis gamokvlevis Catareba da Tanmxlebi dokumentaciis momzadeba yvela 

etapisaTvis; 

• auditis Catareba BS 7799:1995 - Code of Practice for Information Security Management BS7799 

standartis mixedviT; 

• usafrTxoebis politikisa da biznesis uwyvetobis uzrunvelyofis gegmis damuSaveba. 

CRAMM meTods safuZvlad udevs riskebis Sefasebis kompleqsuri midgoma analizis 

raodenobrivi da xarisxobrivi meTodebis gaTvaliwinebiT. meTodi uneversaluria da is ergeba, 

rogorc msxvil, ise mcire organizaciebs, rogorc saxelmwifo, ise kerZo seqtors. CRAMM-

is programuli uzrunvelyofis versiebi orientirebulia sxvadasxva tipis organizaciebze da 

erTmaneTisgan gansxvavdebian codnis bazebis mixedviT (profiles). sistemas komerciuli 

sawarmoebisaTvis aqvs Commercial Profile, xolo saxelmwifo organizaciebisaTvis - Government 

profile. saxelmwifo profilis varianti saSualebas iZleva auditi Catardes amerikuli 

standartis ITSEC–is (“narinjisferi wignis”) moTxovnebis Sesabamisobazec. 

CRAMM meTodis gonivruli gamoyeneba kargi Sedegebis miRebis saSulebas iZleva. 

gansakuTrebiT aRsaniSnavia informaciul usafrTxoebaze da biznesis uwyvetobaze organi-

zaciis xarjebis ekonomikurad dasabuTebis SesaZlebloba. riskebis marTvis ekonomikurad 

dasabuTebuli strategia saboloo jamSi iwvevs saxsrebis ekonomias da gaumarTlebeli 

danaxarjebisgan Tavis aridebas. 

http://www.insight.co.uk)
http://www.riskwatch.com)
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CRAMM-Si mTeli procedura dayofilia sam etapad. pirveli etapis amocanaa pasuxi 

gaeces kiTxvas: “informaciuli sistemis dacvisaTvis sakmarisia bazisuri donis saSualebebis 

gamoyeneba, Tu saWiroa ufro detaluri analizis Catareba?” meore etapze tardeba riskebis 

identifikacia da fasdeba maTi zoma. mesame etapze xdeba adekvaturi kontr-RonisZiebebis 

SerCeva. 

CRAMM meTodika yoveli etapisaTvis gansazRvravs sawyisi monacemebis erTobliobas, 

RonisZiebebis erTobliobas, interviuebis Catarebis anketis gansazRvras, sakontrolo siebs 

da angariSis dokumentebis erTobliobas.  

Tu pirveli etapis Catarebis Sedegad dadginda, rom resursebis kritikulobis done 

Zalian dabalia da arsebuli riskebi ar gadaaWarbeben raime bazisur dones, maSin sistemas 

waeyeneba usafrTxoebis minimaluri moTxovnebi. am SemTxvevaSi meore etapis RonisZiebis Cata-

reba aucilebeli ara aris da xdeba mesame etapze gadasvla, sadac generirdeba kontr-Ronis-

Ziebebis standartuli CamonaTvali, usafrTxoebis bazisur moTxovnebTan Sesabamisobis 

uzrunvelsayofad. 

meore etapze xdeba safrTxeebis da susti adgilebis analizi. safrTxeebis da susti 

adgilebis Sesafaseblad sawyis monacemebs auditori iRebs organizaciis uflebamosili 

warmomadgenlebisgan interviuebis Sedegad. interviuebis Casatareblad gamoiyeneba specialuri 

kiTxvarebi. 

mesame etapze wydeba riskebis marTvis amocana, romelic Sedgeba adekvaturi kontr-

RonisZiebebis SerCevisagan. 

informaciul sistemaSi usafrTxoebis axali meqanizmebis danergvisa da Zvelebis mo-

difikaciis gadawyvetilebas Rebulobs organizaciis xelmZRvaneloba, romelic iTvaliswinebs 

am gadawyvetilebasTan dakavSirebul xarjebs, maT aucileblobas da biznesisTvis saboloo 

sargebels.  auditoris amocanaa rekomendirebuli kontr-RonisZiebebis dasabuTeba xel-

mZRvanelobisaTvis. 

axali kontr-RonisZiebebis da Zvelebis modifikaciis danergvis gadawyvetilebis miRe-

bis SemTxvevaSi, auditors SesaZloa daevalos axali kontr-RonisZiebebis danergvis gegmis 

momzadeba da maTi gamoyenebis efeqturobis Sefaseba. am amocanebis gadawyveta CRAMM- is 

meTodebis farglebidan gadis. 

CRAMM- is meTodebis naklovanebad SeiZleba CaiTvalos: 

• CRAMM-is meTodis gamoyenebas Wirdeba specialuri momzadeba da auditoris maRali 

kvalifikacia; 

• CRAMM gacilebiT ufro kargad ergeba ukve arsebul informaciul sistemebs, romlebic 

imyofebian eqspluataciis stadiaSi, vidre im informaciul sistemebs, romlebic daproeqtebis 

stadiaSi arian; 
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• CRAMM-is meTodiT auditis procesi sakmaod Sromatevadia da SeiZleba daWirdes auditoris 

TveobiT uwyveti muSaoba; 

• CRAMM-is programuli instrumentebi qmnian didi raodenobis qaRaldis dokumentacias, 

romelic praqtikaSi yovelTvis araa mosaxerxebeli; 

• CRAMM  ar iZleva saSualebas Seiqmnas sakuTari angariSebis Sablonebi an moxdes arsebulis 

modificireba; 

• CRAMM-is codnis bazaSi cvlilebebis Setanis SesaZlebloba momxmareblisTvis gaTvaliswi-

nebuli araa, ramac SeiZleba gamoiwvios garkveuli sirTuleebi zogierTi tipis organizaciaSi 

adaptaciisas; 

• CRAMM- is programuli uzrunvelyofa mxolod inglisurenovania; 

• licenziis maRali Rirebuleba. 

 

sistema RiskWatch. programuli uzrunvelyofa RiskWatch, romelic damuSavebulia 
amerikuli kompaniis RiskWatch_Inc mier, warmoadgens riskebis analizisa da marTvis mZlavr 

saSualebas. RiskWatch programul kompleqsSi Sedis usafrTxoebis auditis Catarebis 
sxvadasxva saxis programuli produqtebi. igi moicavs riskebis analizisa da auditis Semdeg 
saSualebebs: 

• RiskWatch for Physical Security – informaciuli sistemebis fizikurad dacvis meTodebisaTvis; 

• RiskWatch for Information Systems – informaciuli riskebisaTvis; 

• HIPAA-WATCH for Healthcare Industry – HIPAA standartis moTxovnebisadmi Sesabamisobis 
Sefasebas; 

• RiskWatch RW17799 for ISO17799 – ISO17799 standartis moTxovnebisadmi Sesabamisobis 
Sefasebas. 

RiskWatch meTodSi riskebis Sefasebis da marTvis kriteriumad gamoiyeneba `wliuri 

danakargebis prognozireba” (Annual Loss Expectancy – ALE) da `investiciidan ukugebis” 
Sefaseba (Return on Investment – ROI). RiskWatch exmareba Catardes riskebis analizi da 
gakeTdes dacvis RonisZiebebis da saSualebebis dasabuTebuli arCevani. programaSi 

gamoyenebuli meTodika moicavs 4 fazas: 
pirveli faza – kvlevis sagnis gansazRvra. am etapze xdeba organizaciis parametrebis 

aRwera – organizaciis tipi, gansaxilveli sistemis Semadgenloba, usafrTxoebis kuTxiT 
bazisuri moTxovnebi. xdeba aRwerebis formalizeba qvepunqtebad. TiToeuli punqti aRiwereba 

dawvrilebiT. analitikosis samuSaos Sesamsubuqeblad SablonebSi siebad moicema dasacavi 
kategoriebi, resursebi, danakargebi, safrTxeebi, susti adgilebi da dacvis RonisZiebebi. 
maTgan unda SeirCes isini, romlebic realurad arseboben organizaciaSi. 

meore faza – monacemTa Setana, romlebic aRwers sistemis konkretul maxasiaTeblebs. 
monacemebi SeiZleba Setanili iqnas xeliT an moxdes maTi angariSebidan importireba, 
romlebic Seqmnilia kompiuteruli qselis susti adgilebis kvlevis instrumentuli 

saSualebebiT. detalurad aRiwereba resursebi, danakargebi da incidentebis klasebi. 
incidentebis klasebi miiReba danakargebis kategoriebis SedarebiT resursebis katego-

riebTan. SesaZlo susti adgilebis gamosavlenad gamoiyeneba kiTxvarebi, romlis baza Seicavs 

600-ze met kiTxvas. dasaSvebia kiTxvebis koreqtireba, amogdeba an axlis damateba. 
SesaZlebelia TiToeuli safrTxis xdomilebis sixSiris, susti adgilebis xarisxis da 
resursebis Rirebulebis miTiTeba. yvelaferi es SemdgomSi gamoiyeneba dacvis saSualebebis 

danergvis efeqturobis gamosaTvlelad. 
mesame faza – riskebis Sefaseba. Tavidan dgindeba damokidebulebebi resursebs, 

danakargebs, safrTxeebs da sust adgilebs Soris, romlebic wina etapebze gamoikveaTa. 

riskebisaTvis gamoiTvleba wliuri danakargebis maTematikuri molodini formuliT: m=p*v, 
sadac p- weliwadSi safrTxis warmoqmnis sixSirea, v – im resursis Rirebulebaa, romelsac 
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safrTxe emuqreba.  danergili dacvis RonisZiebebis da mis gareSe mosalodneli danakargebis 
SedarebiT SeiZleba Sefasdes am RonisZiebebis efeqturoba. 

meoTxe faza – angariSebis generireba. angariSebis tipebia: mokle Sedegebi; sruli da 

mokle angariSebi im elementebis Sesaxeb, romlebis aRwerac moxda 1 da 2 stadiaze; 
safrTxis realizaciis SemTxvevaSi dasacavi resursebis Rirebulebisa da SesaZlo danakar-
gebis angariSi; safrTxeebisa da kontr-RonisZiebebis angariSi; usafrTxoebis auditis 

angariSi. 
RiskWatch-is naklovanebad SeiZleba CaiTvalos: 

• aseTi meTodi gamodgeba, rodesac moiTxoveba programul-teqnikur doneze riskebis analizis 
Catareba, am dros araa gaTvaliswinebuli administraciuli da organizaciuli faqtorebi; 

• RiskWatch programuli uzrunvelyofa mxolod inglisurenovania; 

• licenziis maRali Rirebuleba (mcire organizaciisaTvis erTi samuSao adgili -15000$; 
korporatiuli licenziisaTvis - 125000$).   

3. daskvna 

Tanamedrove riskebis analizis sistemis gamoyenebiT SesaZlebelia organizaciaSi 

Sefasdes informaciuli usafrTxoebis kuTxiT arsebuli riskebi da SeirCes efeqturobis 

mixedviT optimaluri dacvis variantebi.  
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СОВРЕМЕННЫЕ МЕТОДЫ И СРЕДСТВА АНАЛИЗА И КОНТРОЛЯ  
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Резюме 

Pассмотрена оценка необходимого уровня вложений в информационной 
безопасности бизнеса для обеспечения максимальной эффективности инвестиций в 
данную сферу. Описаны современные системы анализа рисков позволяющие оценить 
существующие в системе риски и выбрать оптимальный по эффективности вариант 
защиты. 

 
MODERN METHODS AND MEANS OF  ANALYSIS OF RISKS AND  

MONITORING OF INFORMATION SYSTEMS 

Kapanadze D., Zhvania T. 
Georgian Technical University 

Summary 

The estimation of a necessary level of investments in information safety of business for effective 

investment in this sphere are discussed in article. Modern systems of the analysis of risks are described, 

which allow to make an estimation of existing risks and choose an optimum variant of protection over 

efficiency. 
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