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usadeno qselebSi reputaciis safuZvelze usafrTxoebis 

uzrunvelyofis ZiriTadi aspeqtebi 

medea TevdoraZe, lina mRebriSvili 

saqarTvelos teqnikuri universiteti 

reziume 

ganxilulia usadeno qselebSi marSrutizaciis OLSR-protokolis usafrTxoebis 

amaRlebis sakiTxebi. amasTan dakavSirebiT dasabuTebulia reputaciis meqanizmis gamoyenebis 
mizanSewoniloba. daxasaiTebulia reputaciis cneba da SemoTavazebulia misi Sefasebis 
modeli, romelic Tavis TavSi aerTianebs sxvadasxva saxis reputaciebs da Tavisufalia 

mTeli rigi sxva meTodebisaTvis damaxasiaTebeli naklovanebebisagan, rogoric aris 
damokidebuleba droze, qselSi informaciis gavrcelebis aucilebloba, didi resursebis 
moTxovna da a.S. 

sakvanZo sityvebi: usadeno qselebi. usafrTxoeba. kvanZebis reputacia. reitingebi. 
 

1. Sesavali 

usadeno qselebSi, Cveulebrivi qselebisgan gansxvavebiT, TavdasxmebTan dakavSirebiT 
adgili aqvs momatebuli riskis faqtors, rac gamowveulia Semdegi ZiriTadi mizezebiT: 
usadeno qselebSi ar arsebobs filtri, romelic SeiZleba iyos gamoyenebuli 

Tavdasxmebisagan dasacavad; ar arsebobs serveri, romelic momatebuli ndobis faqtoriT 
xasiaTdeba; usadeno qselebi xasiaTdeba obieqtebis mudmivi moZraobiT da amasTan erTad ar 
arsebobs fizikuri arxebi; arxebis ar arsebobis gamo informacia gadaicema eTeris 

saSualebiT, rac TavisTavad agreTve saSiSroebas warmoadgens, vinaidan Tavdasxmebi iwyeba 
zustad arxis mosmenidan [1].  

yovelive zemoaRniSnuli damatebiTi naklovanebebis wyaros warmoadgens da, 

Sesabamisad, usadeno qselebSi infrastruqturul/sakabelo struqturas miRma usafrTxoebis 
arastandartul gadawyvetilebebs moiTxovs.  

fiqsirebuli infrastruqturis ararsebobis pirobebSi, rac arasando kvanZebis 

identificirebisa da izolirebis gziT dacvis xazs ayalibebs, SesaZlebelia, rom 
marSrutizaciis protokolebis mier generirebuli sakontrolo Setyobinebebi, magaliTad, 
mezoblis Setyobineba an arxis mdgomareobis monacemi, dazianebul da komprometirebul iqnas 

da amgvarad, safrTxis qveS daayenos komunikacia qselSi. SeiZleba iTqvas, rom usadeno 
qselebSi marSrutizaciis process gansakuTrebuli safrTxeebi emuqreba [2]. 

rac Seexeba marSrutizacias usadeno qselebSi – aq arsebobs mTeli rigi 

marSrutizaciis protokolebisa, SemuSavebuli usadeno qselebisaTvis, magram maTSi 
praqtikulad ar aris gaTvaliswinebuli usafrTxoebis sakiTxebi. amitomac saWiro xdeba 
damatebiTi zomebis miReba marSrutizaciis procesSi usafrTxoebis uzrunvelyofis mizniT. 

Tu Cven gadavxedavT arsebul samuSaoebs am mimarTulebiT, aRmovaCenT, rom maTi umravlesoba 
eyrdnoba kriptografiis meTodebs, gasaRebis gamoyenebasa da gasaRebis menejments.  

usadeno qselebis marSrutizaciis protokolebis mraval SemoTavazebas Soris 

optimizirebuli arxis mdgomareobis marSrutizaciis (OLSR) protokoli, saimedo 
Sesrulebas gvTavazobs qselis sixSiris, aucilebeli mimdinare xarjebisa da miwodebuli 
trafikis kuTxiT, Tumca amas akeTebs usafrTxoebis amocanaTa farTo speqtris 

ugulebelyofis xarjze, rasac umetesad kavSiri aqvs topologiis informaciis aucilebel 
gacvlasTan da sabaziso daSvebasTan, rom yvela kvanZi keTilganwyobilia [3]. amitomac 
aucilebeli xdeba damatebiTi zomebis miReba usadeno qselSi usafrTxoebis 

uzrunvelsayofad.  
2. ZiriTadi nawili 

usadeno  qselebSi kvanZebi SesaZloa warmovidginoT erTobis wevrebad (an 

subieqtebad), romlebic saerTo resurss inawilebs. kvanZis arasaTanado qcevasTan 
dakavSirebuli problemebis gasaRebi devs saerTo resursis gamoyenebisa da erTobis wverTa 
kooperatiul qcevas Soris mWidro kavSirSi. amdenad, erTobis yvela wevri, romelic 
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resurss inawilebs, valdebulia wvlili Seitanos erTobis cxovrebaSi, raTa aRniSnuli 
resursebis gamoyenebis ufleba mieniWos. miuxedavad amisa, erTobis wevrebi xSirad 
erTmaneTTan dakavSirebuli ar arian da erTmaneTis qcevis Sesaxeb aranairi informacia ar 

gaaCniaT.  
Cven viziarebT im mosazrebas, rom reputacia saTanado sazomia qselis sayovelTao 

operaciebSi vinmes wvlilisa. marTlac, reputacia, Cveulebriv, ganisazRvreba, rogorc 

odenoba rwmenisa, rac erTobis calkeuli wevris mier aris Canergili konkretul garemosa 
an interesis domenSi. kargi reputaciis mqone wevrebs, gamomdinare maTi wvlilidan erTobis 
cxovrebaSi, SeuZliaT resursebis gamoyeneba, im dros, rodesac cudi reputaciis wevrebs 

TandaTanobiT garicxaven erTobidan, radgan maT uari Tqves TanamSromlobaze. 
Semdgom moyvanilia midgoma, romelic usafrTxoebis meqanizmis safuZvlad SeiZleba 

iyos gamoyenebuli. igi gadaWris arasaTanado qcevis kvanZebTan dakavSirebul probelemebs 

usadeno qselebSi, kerZod ki im SemTxvevaSi, rodesac gamoiyeneba marSrutizaciis protokoli 
OLSR. am mizniT Cven vTavazobT reputaciis meqanizmis gamoiyenebas. garda amisa, 
warmodgenilia gadawyvetilebebi, raTa minimizebul iqnas kvanZebis arasaTanado qcevis 

SecdomiT dadgenasTan dakavSirebuli problemebi. magaliTad, arasaxarbielo mdgomareobaSi 
arsebuli kvanZi,  qselidan imave safuZvliT ar unda iqnas garicxuli, rogorc arasaTanado 
qcevis kvanZi: aRniSnuli unda gakeTdes reputaciis sididis akuratuli SefasebiT, rac 

calkeul arasaTanado qcevasac iTvaliswinebs. 
ganvixiloT reputaciis cneba. Cveulebriv gamoyofen sami saxis reputacias: 

subieqtur, arapirdapir da funqcionalur reputacias.  

subieqturi reputaciis cneba SeiZleba iyos gamoyenebuli reputaciis 
dasaxasiaTeblad, romlis gamoTvla uSualod subieqtis dakvirvebis safuZvelze xdeba. rac 
Seexeba arapirdapiri reputacias - misi SemoRebiT reputaciis dadgenis dros emateba rTul 

erTobaTa maxasiaTeblebis asaxvis SesaZlebloba: subieqtis reputaciisTvis mikuTvnebul 
saboloo sidideze aseve gavlenas axdens erTobis sxva wevrebis mier mowodebuli 
informacia. cnebas funqcionaluri reputacia gamoiyeneben subieqturi da arapirdapiri 

reputaciis dasadgenad sxvadasxva funqciebis mimarT. am ukanaskneli saxis reputaciis 
SemoRebiT models emateba subieqtis globaluri reputaciis gamoTvlis SesaZlebloba, rac 
sxvadasxva dakvirveba-Sefasebebis kriteriumebs iTvaliswinebs.  

qveviT moyvanilia aRniSnuli reputaciebis daxasiaTeba, romelic warmodgens erT-erT 
arsebul models.  

arsebobs midgoma, romlis Tanaxmad subieqturi reputacia t dros si subieqtis azriT 

gamoiTvleba sj-subieqtis dakvirvebis reitinguli faqtorebis saSualo sididis gamoyenebiT, 
romelic met mniSvnelobas aniWebs warsul dakvirvebebs. mizezi imisa, Tu ratom eniWeba 
warsul dakvirvebebs meti mniSvneloba, imaSi mdgomareobs, rom calkeul arasaTanado qcevas 

uaxloes dakvirvebebSi minimaluri gavlena unda hqondes reputaciis saboloo sididis 
Sefasebaze. Sedegad, aRniSnuli modelis avtorebi Tvlian, rom SesaZlebelia mcdari 
reputaciis dadgenis Tavidan acileba linkis wyvetis gamo, da arasaxarbielo mdgomareobaSi 

myofi kvanZebiT gamowveuli arasaTanado qcevis lokalizebiT. 
am SemTxvevaSi ZiriTadi formula, romliTac gamoiTvleba subieqturi reputacia aris: 

kkj
t

s ttpfsr
i

σ*),()|( ∑= , 

sadac 
)|( fsr j

t
si - aris subieqturi reputaciis sidide, gamoTvlili t dros si subieqtis mier 

sj subiqetisaTvis f funqciasTan mimarTebaSi; ),( kttp
 - aris droze damokidebuli funqcia, 

romelic umaRles mniSvnelobas aniWebs σk warsul sidideebs; σk - warmoadgens reitingis 
faqtors, romelic k dakvirvebas mieniWa: am SemTxvevaSi gamoiyeneba skala,  romelic  iwyeba 
-1-iT uaryofiTi gamosaxulebisaTvis (rac imas niSnavs, rom dakvirvebis Sedegi ar Seesabameba 

mosalodnels) da grZeldeba +1-mde dadebiTi gamosaxulebisaTvis (rodesac dakvirvebis da 
mosalodneli Sedegi Tanxvdeba). rodesac dakvirvebaTa raodenoba an xarisxi, Sekrebili t 
drois Semdeg, arasakmarisia, subieqturi reputaciis saboloo mniSvneloba iZens nulovan 
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sidides, rac neitraluri gamosaxulebisaTvis gamoiyeneba. sabolood,  Tu  mocemulia, rom 

σk ∈ [-1,1] da 
),( kttp
 normalizebuli sididea, agreTve 

)|( fsr j
t

si ∈ [-1,1]  

aseve gaTvaliswinebuli unda iyos is garemoeba, rom erToblioba {sj} SezRudulia si 
subieqtis mezobelTa erTobliobiT. cneba mezobeli aq gamoiyeneba usadeno gadacemis 
farglebSi myofi subieqtis sxva subieqtis aRsaniSnavad. moyvanil sqemaSi subieqturi 

reputaciis Sefaseba xdeba mxolod subieqtsa da mis mezobels Soris uSualo 
urTierTqmedebis gaTvaliswinebiT.  

moyvanil modelSi 
)|( fsir j

t
si  aRniSnavs sj-is arapirdapir reputacias, Sekrebils si-s 

mier t dros f funqciisTvis. ganxilul midgomaSi arapirdapiri reputaciis meSveobiT 
mopovebul informacias SesaZloa mxolod dadebiTi mniSvneloba gaaCndes: amdenad 

prevencirebulia servisis ieriSebze uaris Tqma, rac efuZneba legitimuri kvanZebisTvis 
uaryofiTi reitingis yalb gadacemas. 

rac Seexeba funqcionalur reputacias ganxilul modelSi SesaZlebelia Semdegi 

magaliTis moyvana: subieqts si SeuZlia sj subieqtis subieqturi reputaciis gamoTvla 

|( j
t

s sr
i

paketebis gadacema) paketebis gadacemis funqciis mimarT da subieqturi reputaciis 

funqciis gamoTvla |( j
t

s sr
i

marSrutizacia) marSrutizaciis funqciis mimarT da maTi 

kombinireba sxvadasxva wonebis gamoyenebiT, raTa miRebul iqnas sj subieqtis globaluri 
reputaciis sidide. 

aRweril modelSi reputaciis informaciis kombinireba Semdegi formulis gamoyenebiT 

xdeba: 

)}|()|({)( kj
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 sadac wk warmoadgens wonas, asocirebuls funqciuri reputaciis sididesTan. 

 faqtobrivad, aq )( j
t

s sr
i

warmoadgens globaluri reputaciis sidides, romlis Sefaseba 

yvela kvanZze xdeba: igi jamuri reputaciis gansazRvrebaa. globaluri reputaciis 

Sesafaseblad gamoyenebuli wonis wk arCeva akuratulad unda moxdes, radgan man SesaZloa 
gavlena iqonios sistemis mTlian sicocxlisunarianobaze. im gamocdilebidan gamomdinare, 
rom im SemTxvevaSic ki, Tu paketebis gadacemis funqciis, iseve, rogorc marSrutizaciis 

funqciis Sesrulebis iZuleba savaldebuloa, pirvels ufro didi gavlena aqvs globalur 
Sesrulebaze, vidre meores. swored amitom axdens wk-s saTanadod arCeva xazgasmas paketis 
gadacemis funqciis sisworisa, rodesac kvanZis sayovelTao reputaciis Sefaseba xdeba. 

yovelive aRnSnulis realizaciisaTvis gamoiyeneba reputaciis cxrilebi, sadarajo 
meqanizmi da SemuSavebulia rTuli protokolebi. reitingebis cxrili (RT) ganisazRvreba, 
rogorc monacemTa struqtura, daculi qselis yovel erTeulSi. cxrilis TiToeuli 

striqoni Seicavs kvanZis kuTvnil reputaciis monacems. mocemul modelSi TiToeuli 
striqoni oTxi Canawerisgan Sedgeba: erTeulis unikaluri identifikatori, ukanaskneli 
subieqturi dakvirvebebis erToblioba, ganxorcielebuli am kvanZis qcevaze, sia ukanaskneli 

arapirdapiri reputaciis sidideebisa, romlebic sxva erTeuliebis mier aris mowodebuli da 
sidides reputaciisa, rac gamoTvlilia winaswar gansazRvruli funqciisTvis. 

Cven vTvliT, rom zeviT moyvanil models axasiaTebs garkveuli susti mxareebi da 

naklovanebebi. kerZod, subieqturi reputaciis dadgenis dros gamoiyeneba droze 
damokidebuli funqcia, riTac upiratesoba eniWeba warsul dakvirvebebs. Cveni azriT, ra Tqma 
unda, kvanZis mdgomareoba droTa ganmavlobaSi SeiZleba icvlebodes da xdebodes 
arasaxarbielo misi reputaciis dasadgenad, magram reputaciis aseTi damokidebuleba gazomvis 

droze migvaCnia naklovanebad, vinaida kvanZs unda gaaCndes SesaZlebloba nebismier dros 
daadginos sxva kvanZis reputacia. Semdeg SeiZleba aRiniSnos rom, rogorc Cans moyvanili 
modelidan, ama Tu im kvanZis reputaciis dasadgenad saWiro xdeba mosalodneli da 

dakvirvebis Sedegebis Sedareba. garda amisa, subieqturi reputaciis dadgenis dros aRweril 
modelSi nagulisxmevia, rom nebismieri kvanZi adgens aRniSnul reputacias yvela 
mezoblisaTvis, rac sakmaod mniSvnelovan resursebs moiTxovs.  rac Seexeba arapirdapir 
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reputacias, aq aucilebelia erTobis wevrebs Soris informaciis gacvla kvanZebis 
reputaciis Sesaxeb. Cven vTvliT, rom aRniSnuli operacia moicavs garkvul saSiSroebas, 
vinaidan qselSi SeiZleba gadaices mcdari informacia, da SesaZlebeli gaxdes sworad 

momuSave kvanZebis dadanaSauleba araswor qmedebaSi, da piriqiT. 
amasTan erTad unda gaviTvaliswinoT is garmoeba, rom Cven vamuSavebT usafrTxoebis 

uzrunvelyofis models OLSR-marSrutizaciis protokolisTvis, romelic xasiaTdeba 

garkveuli SezRudvebiT informaciis gadacemaze, kerZod, aRniSnul protokolSi trafikis 
kontrolis informacia gadaicema mxolod MPR-ad SerCeul kvanZebze, da ara yvela kvanZebze 
(MPR-kvanZebad irCeva is kvanZebi, romelTa saSualebiT SesaZlebelia mocemuli kvanZidan 

yvela danarCeni kvanZis miRweva) [4]. garda amisa, OLSR-protokols axasiaTebs samsaxurebrivi 
informaciis gadacema, romlis safuZvelze Semdgom warmoebs qselSi marSrutis gakvalva, anu 
protokolis da kvanZebis ZiriTadi amocanis – marSrutizaciis - Sesruleba. amitomac, 

marSrutzacia srulad damokidebulia kvanZebis sworad muSaobaze. aqac SeiZleba iTqvas, rom 
qselis kvanZebs mier unda iyos Sesrulebuli ori moTxovna: kvanZebis mier informaciis 
gadacema sxva kvanZebze da marSrutizaciis proceduris uzrunvelyofa [5].  

garda zemod aRniSnuli naklovanebebis gasworebisa da Taviseburebebis 
gaTvaliswinebisa, Cven miznad visaxavT zogadi reputaciis  gamosaxulebis miRebas, romelic 
gaaerTianebs Tavis TavSi zemod aRniSnuli sami tipis reputacias: subieqturs, arapirdapirs 

da funqcionalurs. 
yovelive Tqmulis gaTvaliswinebiT Cevns mier SemuSavebulia gamosaxuleba, romelic 

Cvenis azriT, unda asaxavdes j-subieqtis reputacias, dadgenils i-subieqtis mier: 
)2,1( jjj

i RRfr = , 

sadac R1j – aris pirveladi reitingi, xolo R2j – meoradi reitingi. CavTvaloT, 
rom meoradi reitingi asaxavs kvanZis survils gadasces masTan mosuli informacia (gadacemis 

funqcia), mis dasadgenad SeiZleba iyos gamoyenebuli uSualo dakvirbeba, xolo pirveladi 
reitingis saSualebiT SesaZlebelia Sefasdes kvanZebis mier marSrutizaciis amocanis 
Sesruleba (marSrutizaciis funqcia), pirveladi reitingi SeiZleba Sefasdes qselSi 

gadacemuli trafikis kontrolis informaciis SemowmebiTa da am monacemebis korelaciiT 
meoradi reitingis monacemebTan.  

aRniSnuli retingebi SeiZleba iRebdes mniSvnelobebs {0, 100} farglebSi. Sesabamisad, 

reputacia SeiZleba iyos gamosaxuli procentuli odenobiT. mis mniSvnelobaze damokidebuli 
iqneba, Tu ra albaTobiT gadaicema Sesabamisi kvanZisgan miRebuli informacia.   

reputaciis (anu reitingebis) cxrilis TToeuli Canaweri moicavs mxolod sam 

elements – kvanZis identifikators, misi pirveladi da meoreuli reitingebis mniSvnelobebs.  
SemuSavebulia mTeli rigi algoriTmebisa, romelTa saSualebiTac dgindeba pirveladi 

da meoradi reitingebis mniSvneloba. gaTvaliswinebulia Secdomis acilebis aucilebloba 

kvanZis arasaxarbielo mdgomareobis SemTxvevaSi. am mizniT sruldeba HELLO da TC 
Setyobinebebis (aRniSnuli Setyobinebebi damaxasiaTebelia OLSR-protokolisaTvis) 
saSualebiT moZiebuli informaciis Sedareba ukukavSiriT miRebul informaciasTan. sabolood 

ki, gamoricxulia droze damokidebuli reputaciis Sefasebis saWiroeba [6].  
 

3. daskvna 

reputaciis dadgenis SemoTavazebul modlSi TiToeuli kvanZi adgens reitingebs 
mxolod mis mier arCeuli MPR-ebisaTvis, da ara yvela kvanZisaTvis, rac moiTxovs naklebi 
resursebis gamoyenebas. informaciis gadacemis siswore, anu reputacia dgindeba droze 

yvelanairi damokidebulebis gareSe. SemoTavazebul modelSi ar aris saWiro informaciis 
gavrceleba qselSi (arc reputaciis Sesaxeb da arc reitingebis cxrilisa). aRniSnuli 
midgoma Tavidan gvacilebs qselSi mcdari informaciis gavrcelebas kvanZebis muSaobis 

sisworis Sesaxeb. da bolos SeiZleba aRiniSnos, rom reputaciis Sefasebis moyvanili 
gamosaxuleba, faqtobrivad, moicavs Tavis TavSi yvela saxis reputacias - subieqtur da 
arapirdapir reputaciebs sxvadasxva funqciebisaTvis, vinaidan afasebs ZiriTadi amocanebis 

Sesrulebas danarCeni kvanZebis muSaobs Sesaxeb informaciis safuZvelze.  
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MAIN ASPECTS OF SECURITY ON THE BASES OF REPUTATION IN  
AD HOC NETWORKS   

Tevdoradze Medea, Mgebrishvili Lina 
Georgian Technical University 

Summary 
 

In the article there are described  questions of raising of OLSR-protocol security in Ad Hoc 
Networks. In this connection it is justified  application of mechanism of reputation. The conception of 
reputation is characterized  and it is offered model of its estimation which combines different types of 
reputations and which is free from large scale of drawbacks which are typical for other models of 
reputations, in particular, depending from time, necessity of information transfer in networks, request of 
significant recourses and etc.  

 
 

ОСНОВНЫЕ АСПЕКТЫ ОБЕСПЕЧЕНИЯ БЕЗОПАСНОСТИ В  
БЕСПРОВОДНЫХ СЕТЯХ НА ОСНОВЕ МЕХАНИЗМА РЕПУТАЦИИ 

Тевдорадзе M., Мгебришвили Л. 
Грузинский Технический Университет 

Резюме 

Pассмотрены вопросы повышения безопасности OLSR-протокола маршрутизации в 
беспроводных сетях. В связи с этим обоснована целесообразность применения механизма 
репутации. Охарактеризовано само понятие репутации и предложена модель ее оценки, которая 
объединяет в себе различные виды репутаций, и свободна от целого ряда недостатков, характерных 
для других моделей, таких как зависимость от времени, необходимость распространения 
информации в сети, требования значительных ресурсов и т.д. 


