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qselebSi informaciis dacvis koncefcia                     
oTar Sonia, daviT Sonia, irakli gogoxia, nino foladaSvili  

saqarTvelos teqnikuri universiteti  

reziume 
  naSromSi detaluradaa gaanalizebuli kompiuterul danaSaulebaTa da maT winaaRmdeg 
brZolis sakiTxebi. ganxilulia sainformecio sistemebis informaciuli usafrTxoebis 

problemebi da Camoyalibebulia aseT qselebSi informaciis dacvis saerTo koncefcia. 
sakvanZo sityvebi: qselebi, informaciuli usafrTxoeba, borotganmzraxveli, el.fosta. 

1. Sesavali 

  iseve rogorc saqarTveloSi msoflios umetes qveynebSi (maT Soris ruseTSi) 
arsebobs Zalze mcire raodenobiT sakanonmdeblo aqtebisa, romlebic adeqvaturad 
ganixilaven kompiuteruli danaSaulebaTa da maT winaaRmdeg brZolis sakiTxebs. 

informaciuli teqnologiebi jer isev araa standartizebuli, rom SesaZlebeli iyos am 
kanonebis arawinaaRmdegobrivi gamoyeneba praqtikaSi. amasTan erTad, gasaTvaliswinebelia 
isic, rom e.w. kibernetikuli sivrce (kibersivrce) arsebobs sazRvrebsa da kanonierebis 

gareSec. es faqtiurad uxilavia, SeuZlebelia misi xeliT mosinjva. 
 kibersivrceSi borotganmzraxvelebs SeuZliaT SeaRwion organizaciis 
umniSvnelovanes resursebSi, wiakiTxon werilebi el. fostaSi, SeuZlia arasanqcirebulad  

miiRon daSveba saxelmwifo dokumentebTan saxelmwifo saidumloebasTan, Secvalon 
monacemebi operatiul mdgomareobaze da a.S. daam dros isini rCebian uxilavni da 
sasamarTlo devnisaTvis Znelad xelmisawvdomni. yvelaferi es ki iseTi siswrafiT 

keTdeba, rom qselis administrators am periodSi SesaZlebloba eZleva yoveldRiuri 
registraciis Jurnali (log) amoibWedos amasobaSi borotganmraxvels kvlavac ki waSlili 
aqvs qselSi. 

 rogori paradoqsaluric ar unda iyos kiTxvaze Tu raa  sainformacio qselur 
sistemebSi mowyvladi. pasiuri erTia - faqtiurad yvelaferi pirvel rigSi TviTon qseli 
- qseluri oqmebi (TCP/IP, IPX/SPX, NetBOIS/SMB) da mowyobilobebis (marSutizatorebi, 

komutatorebi), romlebic qmnian qsels. meore mxriv esaa operatiuli sistemebi (Win NT, 
UNIX, Netware). agreTve monacemTa bazebi (Oracle, Sybase, MS SQL Server) da gamoyenebiTi 
programebi CSAP, el. fosta, web-sivrceebi da a.S. 
 uamravi mizezi da faqtori arsebobs, romlebic aferxeben qselebis usafrTxoebis 
sakiTxebs. problemebis mogvarebas pirvel rigSi es exeba organizaciebis xelmZRvanelobs, 
romelTa darwmuneba iseTi saxsrebis gamoyofis aucileblobaSi, romlebic pirdapir ar 

arian dakavSirebuli organizaciis muSaobis efeqturobis amaRlebasTan an mogebis 
miRebasTan. amasTan erTad sakmaod didi droa saWiro damrRvevis identifikaciisaTvis, 
maSin roc borotganmraxvels sWirdeba sistemaSi  mignos erT sust adgils mainc, xolo 

sistemis damcvelebi iZulbuli arian akontrolo 200-300-ze meti susti adgilia. 
 organizaciaTa umetesoba dacvaSi aSmoCenili probelmebis gadawyvetas cdilobs 
calmxrivi midgomebiT. es midgomebi emyareba maT mier usafrTxoebis riskebis aRqmas. 

kerZod, usafrTxoebis administratorebs axasiaTebT tendencia reagireba moaxdinon 
mxolod im riskebze, rac maTTvis gasagebia. realurad ki riskebis raodenoba bevrad 
metia, maT kerZod esmiT, rom sistemis dacvis done SeiZleba amaRldes iseTi teqnikuri 

saSualebebis gamoyenebiT, rogorebicaa aselTaSorisi ekranebi. kriptografiuli sistemebi. 
autentifikaciis  an daSvebis gamijvnis saSualebebi. magram xSirad maT ar ician TavianTi 
qseluri mowyobilobebis teqnikuri maxasiaT blebi, romlebic SeiZleba araswored iqnes 

gamoyenebuli kritikuli monacemebis Seyvanis, moparvis, ganadgurebis an SecvlisaTvis. 
aseTi midgoma  safrTxeebis 20-30%-isagan dacvis saSualebas iZleva. aRniSnuli varinati 
SeiZleba gamovsaxoT formuliT: 

usafrToxeba = dacvis tradiciuli saSualebebi 

 es formula kargad asaxavs usafrToxebisadmi calmxriv midgomas, romlis drosac 
SesaZlebelia zogierTi riskis Semcireba, magram mosalodnelia sxvebi srulad gamogvrCes.
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 yovelmxrivi midgomis gareSe, romlis drosac gamomuSavebuli iqneba usafrToxebis 

uzuruvelyofisadmi erTiani midgoma da mkacri mimdinare kontroli. informaciuli 
teqnologiebis ganviTareba warmoSobs axal problemebs. am cota xnis win Catarebulma 
gamokvlevebze gamoaaSkaraves sxvadasxva geografiuli wertilebidan koordinirebuli 

Setevebis faqtebi. amis samagaliTod gamodgeba xakerebis Setevebi iugolaviis omis dros. 
es Setevebi ganxorcielda nato-s politikiT ukmayofilo qveynebisa da pirovnebebis 
mier. erTad muSaobisas kiberdamnaSaveebs SeuZliaT `gaaumjobeson~ TavianTi Sedegebi, 

ufro efeqturad damalon TavianTi moqmedebebi da Setevebi ganaxoricelon didi 
siswrafiT.  
 dacvis kargi sistema aucileblad gulisxmobs kargad navarjiSebi personalis 
yolas, romelsac SeuZlia:  

a) mkacrad daicvas usafrToxebis uzrunvelyofis standartuli midgomebi; 
b) danergon dacvis procedurebi da teqnikuri saSualebebi; 
g) ganaxorcielos auditis qvesistemis uwyveti kontroli, romelic 

uzrunvelyofs potenciuri Setevebisa da borotmoqmedebis analizs. 
Tu qselis ganviTarebasTan erTad ar xdeba misi usafrToxebis uwyveti kontroli 

da analizi, maSin droTa ganmavlobaSi qselis daculoba ecema, vinaidan warmoiSobian 

axali gaunalizebeli muqarebi da sistemaSi susti adgilebi, romelTa Tavidan acileba 
aseT viTarebaSi SeuZlebeli xdeba. qseluri usafrToxebis saimedo sistemis Seqmna unda 
emyarebodes Semdeg formulas: 

usafrToxeba = usafrToxebis politika + dacvis tradiciuli 
saSualebebi + riskis analizi + kontrRonisZiebebis gatareba. 

am SemTxvevasSi dacvis ssitemi efeqturobam SeiZleba miaRwios 40-60%-s. 

am variantSi dacvis sistemis Seqmna unda iwyebodes riskis (safrTxeTa SefasebiT), 
romelic faqtiurad mTlianad yvela samuSaoebis fundamentia. riskis Sefaseba niSnavs: 
gamovlinde qselis susti adgilebi, SesaZlo muqarebi da a.S. magram vinaidan qseli 

ganuwyvetliv icvleba, aseve uwyveti unda iyos riskis Sefasebac. dacvis efeqturoba 
damokidebuli iqneba swori gadawyvetilebebis miRebaze, romlebic uzrunvelyofen dacvis 
adaptirebas qselis garemocvaSi arsebuli cvlilebebisadmi. 

aRniSnul midgomaSi araa gaTvaliswinebuli is faqti, rig administratorebma da 
momxmareblemba SeiZleba Secvalon sistemis adgilebi, romlebic dakavSirebuli arian 
operatiul sistemebTan da gmaoyenebiT programebebTan. 

informaciuli urTierTodapirispirebulobis pirobebSi damnaSaveebi da 

momxmareblebi xdebian ufro kvalificirebuni. aseTi swrafi ganviTareba izrdeba 
internetis farTod gamoyenebisas da dacvisaTvis resursebis ukmarisobas saxelmwifo 
SeiaraRebuli Zalebi iZulebuli arian mimarTon informaciuli usafrTxoebis 

uzrunvelyofi sxva midgomas, romlis drosac uzrunvelyofili iqneba. usarTxoebis 
saWiro done informaciuli teqnologiebis nebismieri tempiT ganviTarebisas. amitom 
wamyvanma organizaciebma, romlebic moRvaweoben qseluri usafrToxebis sferoSi, iseTebma 

rogorebicaa Britich Teleco/Syntegra, aSS samxedro sahaero Zalebis informaciebuli omis 
wamroebis centri DISA da DRA (didi britaneTi). qseluri marTvis meTodebis 
safuZvelze gamoimuSaves midgoma, romelic saSualebas iZleva amocanobili iqnas danarCeni 

40-60% susti adgilebisa da Setakebisa, aramed gamovalinon, saxecvlili Zveli an axali 
sisusteebi. SemoTavazebuli iqna dacvis Sesabamisi saSualebebi. kompaniam Internet Systems, 
Inc. daazusta da ganaviTara es midgoma da Seqmna usafrToxebis adaptiuri marTvis 

modeli ( Adaptiro Network Security - ANS). aRniSnuli midgoma qselebis usafrToebis 
uzrulveyofis uaxloebi koncefciaa da is SeiZeleba gamovsaxoT Semdegi formuliT: 

usafrToxeba = riskis analizi + usafrToxebis politika  

+ dacvis tradiciuli politika + kontrRonisZiebebis ganxorcieleba + auditi + 
monitoringi + reagireba. 
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davaxasiaToT es koncenfia. adapturi usafrTxoeba iseTi midgomaa, romelic 

saSualebas iZleva realur droSi ganxorcieldes usafrTxoebis riskis kontroli. 
Yankee Group-is 1998 wlis angariSSi ANS aRwerilia rogorc procesi romelic moicavs: 

1) daculobis (Security assestment) analizis da sisusteebis Zebnis teqnologias; 

2) SetevaTa aRmoCenis teqnologias (intrusion detection); 
3) adaptur komponents, romelic aerTianebs pirvel or teqnologias da afarToebs 

maT SesaZleblobebs; 

4) marTvis komponents. 
daculobis analizi _ esaa qselSi mowyvladi adgilebis Zebna da gamoyeneba. Tu 

sistema, romelic axdens am teqnologiis realizebas, Seicavs adaptur komponentsac, 
maSin is avtomaturad uzrunvelyofs gamovlenili susti adgilebis aRmofxvras 

(ganmtkicebas - dacvis gaZlierebas). SeiZleba gamovyoT is problemebi, romelTa 
identificerebac xdeba aRniSnuli teqnologiiT. esenia: 

a) `sarqveli~ sistemaSi (back door) da `troas cxenis~ saxis programebi; 
b) susti parolebi; 
g) daucveli sistemebidan SemoRwevis SesaZlebloba da `uari momsaxurebaze~ tipis 

Setevebi; 

d)  operaciuli sistemebis aucilebeli ganaxlebaTa ar arsebobis aRmoCena; 
e) qselTaSorisi ekranebis, Web-serverebis, monacemTa bazebisa da sxv. araswori 

organizacia. 

SetevaTa aRmoCena gulisxmobs qselSi saeWvo qmedebaTa gamovlenas. SetevaTa 
aRmomCeni teqnologiis komponentebi, romlebic ganlagebulia qselis segmentebsa an 
kvanZebze, afasebs sxvadasxva moqmedebebs. maT Soris im qmedebebs, romlebic iyenebs 

cnobil sust adgilebs. 
adapturi komponenti ANS pasuxs agebs daculobis analizis procesis 

modifikaciaze, risTvisac mas awvdis uaxles informacias gamovlenili axali susti 

adgilebis Sesaxeb. is aseve axorcielebs SetevaTa aRmomCeni komponentis modifikacias, 
awvdis mas axal informacias SetevaTa Sesaxeb. adapturi komponentis magaliTad gamodgeba 
antivirusuli programebis bazebis ganaxlebis meqanizmi, ris meSveobiTac SesaZlebeli 

xdeba axali virusebis aRmoCena.  
marTvis komponents unda SeeZlos organizaciis mier qselebis usafrTxoebis 

uzrunvelyofis ZalisxmevasTan dakavSirebuli angareSebis da analizebis generacia.  

Yankee Group-is angariSSi miTiTebulia, rom adaptacia SeiZleba gamoixatos 
reagirebis sxvadasxva formiT, romlebic SeiZleba moicavdes: 

- qseluri marTvis sistemebs Setyobinebebi SeiZleba daegzavnoT SNMP oqmiT, 
el. fostiT an administrators peijerze; 

- avtomaturi dasruleba sesiisa Setevis qveS myof kvanZTan an momxmarebelTan, 
qselTaSorisi ekranis an sxva qseluri mowyobilobebis rekomendacia; 

- administratorisaTvis rekomendaciebis gamomuSaveba, rac saSualebas iZleva 
gamoswordes qselSi aRmoCenili susti adgilebi. 

amJamad mimdinareobs sainformacio-saZiebo sistemis dasruleba, romelSic 

dagrovdeba sxvadasxva arxebiT mopovebuli informacia, rogorc kompiuterul 
danaSaulobebze, aseve saerTod informaciul usafrTxoebaze, informaciuli 
teqnologiebis perspeqtivebze da a.S., rac saSualebas mogvcems ufro srulad CavataroT 

aq moyvanili problemebis analizi, gamovimuSaoT rekomendaciebi, normatiuli dokumentebi, 
rac aucilebelia saqarTveloSi am mimarTulebiT samuSaoTa gaaqtiurebisaTvis. 

3. daskvna 

mrigad, Tu qselis ganviTarebasTan erTad ar xdeba misi usafrTxoebis uwyveti 
kontroli da analizi, maSindgoTa ganmavlobaSi qselis daculoba ecema, vinaidan 
warmoiSobian axali gauanalizebali muqarebi da sistemaSi susti adgilebi, romelTa 

Tavidan acileba aseT viTarebaSi SeuZlebeli xdeba. 
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Резюме 

В работе детально проанализированны компьютерные преступления и вопросы борьбы 
против них. Рассмотрены проблемы информационной безопасности для информационных 
систем и установлена общая информационная защитная концепция в таких сетях. 
 
 

SAFETY CONCEPTION OF INFORMATION IN NETS 
Shonia Otar, Shonia David, Gogokhia Irakli, Poladashvili Nino 

Georgian Technical University 
Summary 

There are given detailed analyze of computer crimes and questions of struggle against them in 
the work. Also are considered the problems of informational safety for informational systems and is 
set the general informational safety conception in such nets. 

 
 


