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Problems of Complete Technology Support of Georgian and Abkhazian Languages” was presented in the center
for innovation and high technologies of the Georgian national academy of sciences. Thus, in the paper, which is
an extend publication version of the above-mentioned report: A reality of high-level danger of digital extinction
of the Georgian and Abkhazian languages is proved; Aims, problems and results of complete technology support
of the Georgian and Abkhazian languages are overviewed; Recommendations, which have been supported by #

53 protocol from 2019 on 17 May of the center for innovation and high technologies of the Georgian national

academy of sciences, are reported.
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Google Corporation, NASA and the Universities Space Research Association (USRA) have teamed up with D-Wave, the
manufacturer of quantum processors. Quantum computers will be able to break most, if not absolutely all conventional
cryptosystems, that are widely used in practice, for example RSA. RSA cryptosystem is used in different products on
different platforms and in different areas. To date, this cryptosystem is integrated into many commercial products, the
number of which is growing every day.

Digital signatures have become a key technology for making the Internet and other IT infrastructures secure. Digital
signatures provide authenticity, integrity and non-repudiation of data. Digital signatures are very widely used in the
identification and the authentication protocols. So, the existence of secure digital signature algorithms is obligatory for
cyber security. The digital signature algorithms that are used in practice today are RSA, DSA and ECDSA . They are not
quantum immune since their security relies on the difficulty of factoring large composite integers and computing
discrete logarithms. Breaking existing crypto systems will entail easy hacking of most products that can grow into a
complete chaos. Hash-based digital signature schemes offer an alternative. Like any other digital signature scheme,
hash-based digital signature schemes use a cryptographic hash function. Their security relies on the collision resistance
of that hash function.

Integration of Georgian with European transport market, putting in action of the transport corridor of Europe-
Caucasus-Asia, increase of the country internal freightage and traffic speed have risen new demands towards safety
movement of the railway transport, reliable operation of equipment’s and decrease of expenses on the technical
service, resulting in widening of scientific researches in this direction. One of the basic problems of the railway traffic
safety is a monitoring of the rail/wheel-set interaction and timely detection of its undesirable results. In this respect the
spans are especially dangerous objects.

Ascertainment of accurate location of the rolling stock, detection of the worn out or damaged wheel-set and rail,
control of the load on the axles of the rolling stock and its identification is one of the basic and clew problems of the
engineering science. Many works are carried at and numerous devices are created in this direction. In spite of this,
research problems in this sphere becomes more and more actual.

Arrangement of the optical-fiber rail circuits of new type on the rail with the use of the tightly attached fiber-optical
cable, we consider as an achievement of future of the devices of automatics and tele-mechanics on the way of
perfection of the traffic safety and information controlling system of trains.

The project aim is elaboration of a new innovative method, with the help of which will be possible to:

- detect out or damaged wheel-set in the rolling stock;

- detect without fail occupation of the span by the rolling stock;

- ascertain precise location of occupation of the span by the rolling stock;




- determine a place of the worn out or damaged rail (rail);

- identify the rolling stock;

- detect overheated boxes in the rolling stock;

- control the load on the rolling stock axles.

The elaborated method will significantly increase traffic safety of the rolling stock and speed of movement; practically
eliminates the catastrophes. For testing of the rolling stocks it will no longer be necessary to arrange and construct the
expensive, stationary systems; to displace them on the long distances. Correspondingly, the time waste and expenses

on detection of the wheel-set wear and damage will decrease, which results in significant economical effect.

“Promoting European Union’s Cyber Education(PEU-C-E)“is a joint project developed by Business and Technology
University and Caucasus University in Georgia which are the only universities concentrating on cybersecurity while
also closely aligning with European Union’s values; the aim of the project is to share European experience in cyber
education among students, teachers, parents, professors and decision makers with a goal to create safer internet for

vulnerable young people.
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Google Corporation, NASA and the Universities Space Research Association (USRA) have teamed up with D-Wave, the
manufacturer of quantum processors. Quantum computers will be able to break most, if not absolutely all conventional
cryptosystems, that are widely used in practice, for example RSA. RSA cryptosystem is used in different products on
different platforms and in different areas. To date, this cryptosystem is integrated into many commercial products, the
number of which is growing every day.

Digital signatures have become a key technology for making the Internet and other IT infrastructures secure. Digital
signatures provide authenticity, integrity and non-repudiation of data. Digital signatures are very widely used in the
identification and the authentication protocols. So, the existence of secure digital signature algorithms is obligatory for
cyber security. The digital signature algorithms that are used in practice today are RSA, DSA and ECDSA . They are not
quantum immune since their security relies on the difficulty of factoring large composite integers and computing
discrete logarithms. Breaking existing crypto systems will entail easy hacking of most products that can grow into a
complete chaos. Hash-based digital signature schemes offer an alternative. Like any other digital signature scheme,
hash-based digital signature schemes use a cryptographic hash function. Their security relies on the collision resistance

of that hash function.

Integration of Georgian with European transport market, putting in action of the transport corridor of Europe-
Caucasus-Asia, increase of the country internal freightage and traffic speed have risen new demands towards safety
movement of the railway transport, reliable operation of equipment’s and decrease of expenses on the technical
service, resulting in widening of scientific researches in this direction. One of the basic problems of the railway traffic
safety is a monitoring of the rail/wheel-set interaction and timely detection of its undesirable results. In this respect the
spans are especially dangerous objects.

Ascertainment of accurate location of the rolling stock, detection of the worn out or damaged wheel-set and rail,
control of the load on the axles of the rolling stock and its identification is one of the basic and clew problems of the
engineering science. Many works are carried at and numerous devices are created in this direction. In spite of this,
research problems in this sphere becomes more and more actual.

Arrangement of the optical-fiber rail circuits of new type on the rail with the use of the tightly attached fiber-optical
cable, we consider as an achievement of future of the devices of automatics and tele-mechanics on the way of
perfection of the traffic safety and information controlling system of trains.

The project aim is elaboration of a new innovative method, with the help of which will be possible to:

- detect out or damaged wheel-set in the rolling stock;

- detect without fail occupation of the span by the rolling stock;

- ascertain precise location of occupation of the span by the rolling stock;

- determine a place of the worn out or damaged rail (rail);

- identify the rolling stock;

- detect overheated boxes in the rolling stock;

- control the load on the rolling stock axles.

The elaborated method will significantly increase traffic safety of the rolling stock and speed of movement; practically

eliminates the catastrophes. For testing of the rolling stocks it will no longer be necessary to arrange and construct the




expensive, stationary systems; to displace them on the long distances. Correspondingly, the time waste and expenses

on detection of the wheel-set wear and damage will decrease, which results in significant economical effect.

“Promoting European Union’s Cyber Education(PEU-C-E)“is a joint project developed by Business and Technology
University and Caucasus University in Georgia which are the only universities concentrating on cybersecurity while
also closely aligning with European Union’s values; the aim of the project is to share European experience in cyber

education among students, teachers, parents, professors and decision makers with a goal to create safer internet for

vulnerable young people.
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“Promoting European Union’s Cyber Education(PEU-C-E)“is a joint project developed by Business and Technology
University and Caucasus University in Georgia which are the only universities concentrating on cybersecurity while
also closely aligning with European Union’s values; the aim of the project is to share European experience in cyber

education among students, teachers, parents, professors and decision makers with a goal to create safer internet for

vulnerable young people.
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1. Pursuing the purpose of effective functioning in today's conditions, the business is forced to transform rapidly, to
modernize at all levels. The world is changing, erasing the limits of its certainty. Companies need quality
transformations and strategies that are effective in the face of rapid change towards "deep" digitization. Massive
corporate management systems increasingly need the flexibility to keep pace with change. And companies with an
innovative culture are more in need of creative tasks than implementing detailed regulations. In the post-industrial
time of digital economy, issues related to the development of the information sphere, the media and
communications, the usage of modern information systems to develop the economy and stabilize social development
as a whole, come first. The basic principles of practical application of Blockchain are investigated in the work. The
stages of development of Blockchain technology, the stages of development of Blockchain technologies by time, the
application of distributed registry technology in Blockchain applications, the principles of construction and
operation of Blockchain have been specified. The benefits of using NEM for business are substantiated and the
components of Proxima X technology, protocols and service layers, on-line and off-line protocols, decentralized
applications are exposed.

2. The paper is devoted to the problem of assessing the primary information load on the Internet of things, i.e. assessing
the amount of information that enters the network directly from things that are and are only generators of
information (issues of information consumption by “things” are beyond the scope of this article). Having advanced
the postulate that the amount of information emanating from a thing, is proportional to the product of its mass
(thing) by its specific orderliness, it is concluded that it is possible to use a model similar to the V.V. Leontyev model
of interindustry balance. In the proposed network (graph) model, balancing is performed not according to the
volumes of generated things, like Leontyev’s, but according to “volumes of the generated order”. The proposed
balance model will make it possible to more accurately predict the development of the Internet of things than this
can be done, for example, using time series.

3. Due to the fundamentally different approach underlying quantum cryptography (QC), it has not only become
competitive, but also has significant advantages over traditional cryptography methods. Such significant advantage
as theoretical and informational stability is achieved through the use of unique quantum particles and the
inviolability of quantum physics postulates, in addition it does not depend on the intruder computational
capabilities. However, even with such impressive reliability results, QC methods have some disadvantages. For
instance, such promising trend as quantum secure direct communication — eliminates the problem of key
distribution, since it allows to transmit information by open channel without encrypting it. However, in these
protocols, each bit is confidential and should not be compromised, therefore, the requirements for protocol stability
are increasing and additional security methods are needed. For a whole class of methods to ensure qutrit QC
protocols stability, reliable trit generation method is required. In this paper authors have developed and studied trit

generation method and software tool TriGen v.2.0 PRNG. Developed PRNG is important for various practical




cryptographic applications (for example, trit QC systems, IoT and Blockchain technologies). Future research can be
related with developing fully functional version of testing technique and software tool.

. Cryptographic homomorphic encryption algorithms provides secure communication between users. Homomorphic
encryption guarantee message integrity and confidentiality of information about the origin of a message. In the
present paper we describe existing cryptographic homomorphic encryption and decryption algorithms. The
conducted studies made it possible to determine the ways of the improve Gentry cryptosystem. In this paper, we
define criteria and requirements for the formation of modern homomorphic encryption systems. In this paper, we
present a new Gentry scheme with additional encryption scheme. The main difference between the proposed
scheme was the replacement additional encryption of the session key which minimizes the time for software
encryption and decryption operations and increases cryptographic stability, software performance assessment and
reliability of an algorithm as for cryptoanalysis. Improved algorithm will be a perfect tool for ensuring the
confidentiality of information, using “cloud” computing, because protecting information from unauthorized access
is one of the most pressing problems.

. Unmanned Aircraft Systems are a new component of the aviation system and based on cutting-edge developments
in aerospace technologies. Research has shown that the number of incidents involving unmanned aircraft systems
operations in flight zones of airports increased rapidly. This paper aims to secure flight zone from unauthorized
unmanned aircraft systems operations. Based on a review of the literature and incident statistics, the highest collision
risks flight stages were highlighted. The results indicate that they are approach, descent and climb stages. On this
basis, it is recommended to detect and track unauthorized unmanned aircraft systems use the acoustic sensor, radar,
electro optical sensors, infrared sensors and radiofrequency. Further research is needed to research GNSS antennas
and its patterns to interrupt or change the received signal and, accordingly, lose the spatial orientation of the
unmanned aircraft systems and shifted it from the flight zone to secure it.

. Today scientists are actively working on the creation of quantum computers. Quantum computers will be able to
solve the problem of factoring the large numbers. So, quantum computers can break the crypto system RSA, which
is used in many products. Hash based digital signatures are the alternative to RSA. These systems use cryptographic
hash function. The security of these systems depends on the resistance to collisions of the hash functions that they
use. The paper analyzes hash based digital signature schemes. It analyzes the improvements of the scheme. Fractal
Merkle algorithm is also analyzed. This algorithm can be considered as the static one, because it does not depend on
the number of the threads in CPU. Authors have offered the post-quantum algorithm, which uses the threads of
CPU in the parallel mode. The mathematical model of this algorithm and the pseudo code of its implementation are
offered in the paper. This algorithm was analyzed and is shown that this algorithm provides rather good speed up,
and can be implement to provide post-quantum security in modern information and communication systems.

. The corporation Google, NASA and have teamed up with D-Wave, the global manufacturer of quantum CPUs.
Quantum computers will have the opportunity to hack almost every cryptosystem, which is used in the majority of
products, for example, they will be able to break RSA. RSA crypto scheme is the part of many products, which are
used in different areas on the various platforms. Nowadays, this crypto scheme is the part of the basic commercial
systems; the number of these systems is actively increasing. Hash-based digital signature schemes offer an
alternative, which can be considered safe against the attacks of quantum computers. These digital signature schemes
use the cryptographic hash function. The security of the hash based digital signature schemes is based on the collision
resistance of the hash function, which they use. In 1979, Ralph Merkle proposed Merkle signature scheme. Merkle
signature scheme has an efficiency problems, so it cannot be used in practice. World scientists are working on

improving the scheme. One of the improvements is integrating PRNG (pseudo random number generator) not to




calculate and store the large amount of one-time keys pairs. This approach cannot be considered secure, because
according to our research quantum computers are able to crack PRNG, which were considered safe against attacks
of classical computers. In the article it is offered to use the concrete pseudo random number generator and the true
random number generator for generating the seed. As a pseudo random number generator it is offered to use an
algorithm based on a hash function, as the whole the algorithm is based on it. NIST has recommended two
continuous hash based PRNGs: HASH_DBRG and HMAC_DBRG. In the article it is offered to use HASH_DBRG as
it is more efficient. As the true random number generator it is offered to use physical quantum random number
generator (QRNG) for generating the seed for HASH_DBRG. The implementation algorithm of the scheme is offered
and the security of this scheme is analyzed. The offered scheme is rather efficient, because it does not store all the
signature keys. The practical experiment shows that the algorithm is also rather fast. The offered scheme is secure
and can be used as post-quantum security tool.

. The improvement problems for phase synchronization system of phase coherent telecommunication systems and
control in radio engineering devices are considered in this work. Namely, the results of the synthesis of open
communication in the combined system of phase synchronization are presented under the condition of increasing
the astatism order, while monitoring the carrier frequency (pilot signal), the phase of which is modulated by a
deterministic Doppler signal. As a result, it is established that keeping in the open channel of the combined system
of synchronization for physically realized units, allows to increase the astatism order of the system and to synthesize
invariant systems. The frequency discriminator use as an open link allows to increase the astatism order of the
combined system of synchronization for the system to the second order. The open channel is made in the form of
parallel (sequential) inclusion of two links of the frequency discriminator with the proposed transfer function allows
to increase the astatism order to the third and higher order and does not affect the system stability. The effect on
the phase error variance of the synchronization system can be achieved by changing the parameters of the
disconnected circuit link of the system synchronization.

. The essence of social networks as a tool for mediatization of the historical and cultural heritage of museums has been
analyzed in the study. The concept of "mediatization" as a kind of translator of cultural samples has been considered,
and it has been emphasized that the media, as an attribute of modern communication, is a means of constructing
socio-cultural reality. Nowadays, social networks are, in fact, the tools of mass communication, as they carry their
functions and are the most effective in the modern communication space. Innovative technology in the activities of
museums has been analyzed. The stages for creating promotional presentation of webmuseums to the community
with the involvement of social networks have been developed. Specific criteria for measuring the popularity of
museums have been identified. The preferences of the pages of national museums on the social network Facebook
have been monitored, the rating of the museums popularity have been compiled as compared with the studies of the
previous years, and the relevant conclusions have been made, in particular, which audience the museum can
potentially influence through social networks as a separate tool.

Nowadays, for achieving information security and to provide security against unauthorized access
cryptography plays an important role. To ensure high-security level there are different types of cryptographic
methods. This paper presents implementation and analysis of new hybrid cryptosystems. Main objectives of this
paper are to emphasize on better performance, maximum speed of an algorithm, checking effectiveness and
comparison with other algorithms. In the paper is proposed two new hybrid algorithms using combination of both
symmetric and asymmetric cryptographic algorithm such as Twofish, AES, RSA and ElGamal. To analyze results was

used JAVA program implementation. The results shows that the proposed hybrid algorithm AES+RSA is significantly
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secure. However, Twofish + RSA hybrid has other advantages like better computation time, the size of cipher text,
and the memory consumption.

Today cryptographic methods use to provide confidentiality and integrity of the data. In other hand, there are
many threats related to security breaches and restricted access data leakage in up-to-date information and
communication technologies (ICT). The most popular and effective attacks are linear and differential cryptanalysis
(LDC) as well as quantitative security assessment characterizing practical security against LDC is actual research
task. Another valuable parameter is cryptographic data processing speed; as a rule it is decreasing in algorithms with
high processing complexity. As time goes on some algorithms become worn out and outdated (i.e. DES, GOST 28147-
89) as well as new more secure and high-speed algorithms are used in modern ICT (webapplications, IoT, blockchain,
critical infrastructure). From this position, in this paper method of cryptographic security algorithms constructing
for critical applications has been improved. This method uses substitution tables with increased capacity and
randomized linear and non-linear operations. On the basis of this method, new advanced block cipher (BC) was
proposed and its specifications were given. At the same time, analytical upper bounds of parameters characterized
practical security of proposed BC against LDC were calculated. Besides, speed characteristics of developed BC were
also evaluated. The results of experimental study showed that proposed cipher provides practical security against
LDC with more high-speed in comparison with modern BC. Future research study can be related to practical
cryptographic security assessment against other cryptanalysis methods.

Based on the researches, usually users are not familiar with different security mechanisms of the systems and
do not understand how to use them in everyday life. Special research field analyzing user behavior in the
technological systems and in computer security world is called human computer interaction (HCI), is also known as
usable security. TLS or Transport Layer Security is one of the most commonly used secure protocols today. It is used
to protect data that travels between client and server using HTTPS. Data protection is critical issue, especially when
users are sending sensitive information. TLS uses cryptographic algorithms to protect data transmitted via HTTPS
protocol. In this paper we will offer balanced and more userfriendly generation process of one of the most frequently
used security mechanism on websites Transport Layer Security (TLS) certificate for establishing HTTPS connection
between client and server. Our system will check all the requirements of the website and its services to make users
run more balanced systems. If system will found another approach with better value based on user requirements,
client will be informed in understandable and easy to read form. As a result, user will get the best option for both
security and usability sides in shortest period of time.

Quantum computations cause problems for classical systems. The perfect examples are effective quantum
algorithms, which are causing problems for the most popular cryptosystems. These systems are considered safe for
classical computers. Despite on releasing quantum computers all sensitive information should stay safe. This
information should be encrypted in such way that will withstand quantum computers’ attacks. Classical
cryptography consists of problems and instruments: encryption, key distribution, digital signatures, pseudo-random
number generator and one-way functions. For example, "RSA" is safe only when factorization is hard for classical
computer, but quantum computers can easily solve this problem. Hash-based signature systems provide interesting
alternatives. Hash-based signatures systems use cryptographically secure hash functions. Their security is based on
the security of the concrete hash function. Using secure hash function is the minimal requirement for safe digital
signature’s system, which can be used for signing many documents using one secret key. In the article we provide
the improved hash based digital signature scheme. The scheme uses the secure pseudo random number generator.
As the seed for this pseudo random number generator it uses the truly random number received using attenuated

pulse quantum generator. The security and the efficiency of the scheme is evaluated.




14. Today cloud services have revolutionized the way we store and share different data. At the same time, most of
the data are unsecured and vulnerable to various cyberattacks. In this paper cloud services concept and mechanisms
of their work were considered. The cryptographic encryption algorithms used in cloud services were analyzed as
well as comparative analysis of most popular up-to-date cloud services Wuala, DropBox and Google Drive was
carried out. As the result of analysis, the advantages and the weakest places of each cloud services were defined.
Besides that, in this work Google Drive work scheme and data protection in the cloud service were presented. The
main disadvantage of cipher RC4-128, which is used in this cloud service, is identified. After this improved stream
cipher based on RC4-128 has been developed. It contains additional byte transformations in the PRN formation
algorithm, an additional PRN and a new incoming message encryption algorithm using the generated threads. As a
result, these solutions provide the cryptographic security of the proposed stream cipher. Experimental study of
improved stream cipher for cloud services was carried out. It was focused on data encryption speed research and
statistical testing using the standardized NIST STS technique.
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