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R50OoL 25339008 999099 39dMmEOL Wo396D00L Bobx M (Bob.2).

Please read the license terms W

You must accept these license terms before you can use, extract, or install VeraCrypt. -_—

IMPORTANT: By checking the checkbox below, you accept these license terms and signify that you
understand and agree to them. Please didk the 'arrow down' icon to see the rest of the license.

VeraCrypt License ~

Software distributed under this license is distributed on an "AS IS™ BASIS WITHOUT WARRANTIES OF
ANY KIMD. THE AUTHORS AMD DISTRIBUTORS OF THE SOFTWARE DISCLAIM ANY LIABILITY.
AMYOME WHQ USES, COPIES, MODIFIES, OR (RE)DISTRIBUTES AMY PART OF THE SOFTWARE IS5, BY
SIICH ACTION(S), ACCEFTING AMD AGREEIMG TO BE BOUMD BY ALL TERMS AMD COMDITIOMNS OF
THIS LICEMSE. IF ¥OU DO MOT ACCEPT THEM, DO MOT USE, COFY, MODIFY, MOR. (RE)DISTRIBUTE
THE SOFTWARE, MOR. AMY PART(S) THEREQF.

VeraCrypt is multidicensed under Apache License 2.0 and the TrueCrypt License version 3.0, a
verbatim copy of both licenses can be found below.

I accept the license terms

Help = Back Mext = Cancel

6sb.2

30x0 2: 33608b6mm sensdo - 1 accept the license terms Q5 ©535306MHM®M O3l - Next.
399m@0obl 5MBg3560L Bsbx M, LysE 30MBI300 MM 3MIMYMSBs I0BLEIWOMEIL dmosbs
56 ©539949600 30:0MH5d0b 3OESBH0I0 396000,

doxo 3: B39l d9dmbggzsdo sg0Mmbomm 306M3gwo 36430, dmzbodbmo sensdo - Install
Q5 ©395F0MOMM o3l - Next (bsb.3).

—
Wizard Mode Wi
Select one of the modes. If you are not sure which to select, use the default mode. -
(@) Install

Select this option if you want to install VeraCrypt on this system.

() Extract

If you select this option, all files wil be extracted from this package but nothing will be
installed on the system. Do not select it if you intend to encrypt the system partition or
system drive. Selecting this option can be useful, for example, if you want to run
VeraCrypt in so-called portable mode. VeraCrypt does not have to be installed on the
operating system under which it is run. After all files are extracted, you can directly run
the extracted file "VeraCrypt.exe' (then VeraCrypt will run in portable mode).

Help < Badk Mext = Cancel

6sb.3



0ol 999009253 399Mm©OL Bobx M, Lo 30MBY30 JobosOML, 039 Ly MBS sYgbIls
36005 (bob.4).

% VeraCrypt Setup 1.19 — ot
Setup Options wWC
Here you can set various options to control the installation process. ‘?

Please select or type the location where you want to install the VeraCrypt program files. If the
specified folder does not exist, it will be automatically created.

| C:YProgram Files\WeraCrypt), Browse...

Install for all users

Add VeraCrypt to Start menu

Add VeraCrypt icon to desktop

Aszsodate the .hc file extension with VeraCrypt
|:| Create System Restore point

VeraCrwpt Installer

Help = Back Install Cancel

60b.4

30x0 4: JoLsTSMMO S IBIMRYBO 5ETIOO OZBHMIMM “Y(33WILOP S OIZ5FOOMM
©os3l - Install, 99009390 ©s0{ggds 0bLEIWsE00L dMMmiglo (6sb.5).

%5 VeraCrypt Setup 1.19 — pod
Installing \¥
Please wait while VeraCrypt is being installed. ‘?
Installing C:\Program Files\vVeraCrypt\Language.ru, xml ~

Installing C:\Program Files\vVeraCrypt\Language. sk, xml

Installing C:\Program Files\VeraCryptiLanguage.sl.xml

Installing C:\Program Files\WeraCryptiLanguage.sv. xml

Installing C:\Program Files\VeraCrypti\Language. tr.xml

Installing C:\Program Files\VeraCrypt\Language. uk., xml

Installing C:\Program Files\VeraCrypt\Language.uz. xml

Installing C:\Program Files\WeraCryptiLanguage. vi.xml

Installing C:\Program Files\veraCryptiLanguage. zh-cn. xml

Installing C:\Program Files\VeraCrypti\Language. zh-hk. xml

Installing C:\Program Files\VeraCrypti\Language. zh-tw. xml

Adding registry entry Software\Classes\VeraCryptVolume

Adding registry entry Software'\Classes\WeraCryptvolume\Defaultlcon

Adding registry entry Software\Classes\WeraCryptVolume\shell\opencommand
Adding registry entry Software\Classes\. hc

Adding registry entry SoftwareMicrosoft\Windows\CurrentVersion\Uninstall\VeraCrypt W

WeraCrypk Installer

Help < Back Mext = Cancel

60b.5



30x0 5: 0bLEGHOWOE00L ILEMYIEGdOL T9IIY AodMEOL Fg@YmdObYds:

VeraCrypt Setup >
o VeraCrypt has been successfully installed.

QK

6ob.6

B30%0 6: 5353060 M” OES3L - OK s 259MOL 990 BobxsMo:

VeraCrypt has been successfully installed

Please consider making a donation. You can dick Finish anytime to dose the installer.

Please consider making a donation.

Donate now...

YeraCrypk Installer
Help < Back Finish

6sb.7

Cancel

00 7: 935300Mm» o3l - Finish, H®md sl 0bLEIE00L 3OMEILo s

Lodwdom 953005%7 9bbgds VeraCrypt-ols 0streoygo:

o

VeraCrypt

6sb.8
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B390egdMogo.

- B391100936M030 GH™do 0(353L 43968 Bo0gdL 3sHM0m. gl 35MMe0 Mbs Ggoyzsbmm
gm39e X9OBY, GmEabsg s0)Yg00m sdoRMmwo VeraCrypt-ol ¢mdomsb 30smdsbs.

- Qo Bmdo 5J3L MO0 35MmMEo. MJ39b 99a0dw0sm godmoygbmo ghmo Bsmysbo,
o0 oblbsm  dsb3oM0MgdMEo  B3gMEgdMoz0  Gmdo, Losg  0bsbgds  bs3wgdo
36003690 ™3560 dmbs399900 5 MMIWOL 35635 96 Lbgol bgerdo Bsagds o6 godmofzg3lL
65009 36MHMOYsL. 9] 35OHMo 0derg3s §3mIsl 08 RO GHMIbY, Losg 0bsbgds
9439wsbg 3609369wm3z560 dmbs3999d0.

0530530603910© obgobowmm, mv) OHmame bogds BggMmgd®ogo Gmdol 9gJdbs.
530LyM30L F935LMMEMmo d9dgao Bsdoxqdo:

d0x0 1: LsMTom Fo0O0WIL 9393500 3OMAMAs VeraCrypt. go0blbgds  36HMaGMd0l
doM0050 BobxsMo.

Volumes System Favorites Tools Settings Help Homepage

>

Drive  Volume Size Encryption Algorithm Type
) A
) B2
) D:
] 2
) G:
wiH:

m

] I 2
)
o) K2
o] |3
i M: -

” [ Create Volume ] Volume Properties... : Wipe Cache

Volume
" < v [ selectFie.. |
versCopt 7] Never save history [ Volume Tools... ] [ Select Device... ]

‘ 1 Mount 4‘ H Auto-Mount Devices J[ ’] Dismount All “ H Exit ]'

60b.9



30X 0 2: ©35F0MMmM o3l - Create Volume, M3 d93Jdbso sbogro @mdo.

- — —

v VeraCrypt Volume Creation Wizard il 0 et £

— T— =

VeraCrypt Volume Creation Wizard

@ Create an encrypted file container

Creates a virtual encaypted disk within a file. Recommended for
inexperienced users.

More information
(") Encrypt a non-system partition/drive
Encrypts a non-system partition on any internal or external
drive (e.g. a flash drive). Optionally, creates a hidden volume.
() Encrypt the system partition or entire system drive

Encrypts the partition/drive where Windows is installed. Anyone
who wants to gain access and use the system, read and write
files, etc., will need to enter the correct password each time
before Windows boots. Optionally, creates a hidden system.

VeraCrypt

More information about system encryption

< Back [ Next > ] LCancel ]

606.10

dox0 3: 290l Bobxo®sdo ©o3BHM3Mm  dmboTbMWo  ssdo  VY(33EIWOID® O
©5353060M0 053l - Next.

v VeraCrypt Volume Creation Wizard [Ei_‘:_'lg
Volume Type

@ Standard VeraCrypt volume

Select this option if you want to create a normal VeraCrypt
volume.

(") Hidden VeraCrypt volume

It may happen that you are forced by somebody to reveal the
password to an encrypted volume. There are many situations
where you cannot refuse to reveal the password {for example,
due to extortion). Using a so-called hidden volume allows you to
solve such situations without revealing the password to your
volume,

VeraCrypt

More information about hidden volumes

| bep | [ <Bak || nNext> | | cancel

60b.11
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30x0 4: RbXMF0 I3BM3ZM® IMBOIBMWO ssTo ME3WIWSE, Mo3 Bodbogl Gd
390600 B39 06MH03 GH™MAL S O35F0MM™M VO3l - Next.

-
% VeraCrypt Volume Creation Wizard =

Volume Location

-

[V] Never save history

A VeraCrypt volume can reside in a file (called VeraCrypt container),
which can reside on a hard disk, on a USB flash drive, etc. A
VeraCrypt container is just like any normal file (it can be, for
example, moved or deleted as any normal file). Click 'Select File' to
choose a filename for the container and to select the location where
you wish the container to be created.

WARNING: If you select an existing file, VeraCrypt will NOT encrypt
it; the file will be deleted and replaced with the newly created
VeraCrypt container. You will be able to encrypt existing files (later
on) by moving them to the VeraCrypt container that you are about
to create now.

VeraCrypt

] e rees

60b6.12

d0x0 5: 535306 ool - Select File.... s 5306HB0M®m 500 IEOIOsOIMIS O
3500l Lobgeo, Losa MBS 49bm3glgl VeraCrypt-ob 30mb¢3)gobg®o.

I

M Specify Path and File Name
| 1. » Newfolder

Organize v New folder pletiice @

¢ Favorites 2 Name Date modified Type

B Desktop 5] Test 20.04.2020 13:10 Microsoft Word D...
& Downloads

U
= Recent Places

m

= Libraries
S Documents
J" Music 3
|| Pictures

=

% Videos

1% Computer - o [T »
File name: My Volume -
Save as type: [All Files (*.%) v]
4 Hide Folders [ Save ] [ Cancel ]
6ob.13
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d0x0 6: Ro0wol Lsbom Tga30dw0s 930MB0Mm  6gdoldogMHo  ILLbYWGds, Bggbo
0595¢00m0b 99mnb3z93590 B0 350350 - My Volume o ©935F0HM® 0oErs3L - Save.

-

 VeraCrypt Volume Creation Wizard ==

Volume Location

C:\Users\soso\Desktop\New folder\My Vi « Select File...

[V Never save history

A VeraCrypt volume can reside in a file (called VeraCrypt container),
which can reside on a hard disk, on a USB flash drive, etc, A
VeraCrypt container is just like any normal file (it can be, for
example, moved or deleted as any normal file). Click 'Select File' to
choose a filename for the container and to select the location where
you wish the container to be created.

WARNING: If you select an existing file, VeraCrypt will NOT encrypt
it; the file will be deleted and replaced with the newly created
VeraCrypt container. You will be able to encrypt existing files (later |
on) by moving them to the VeraCrypt container that you are about
to create now.

VeraCrypt

[ bep | [ <Back |[ Next> "1 [ cancel |

60b.14

B0x0 7: ©535F060 03l - Next s 093599600 JoxMo6m9d0l 3565893 M9d0.

60b.15
f hte VeraCrypt Volume Creation Wizard e il
Encryption Options
Encryption Algorithm
[AES '] [ Test

FIPS-approved cipher (Rijndael, published in 1998) that may be
used by U.S. government departments and agencies to protect
dassified information up to the Top Secret level. 256-bit key,
128-bit block, 14 rounds (AES-256). Mode of operation is XTS.

More information on AES Benchmark
Hash Algorithm
V eraCrypt [SHA-512 v] Information on hash algorithms
| nep | [ <Back |[ mext> | [ cancel |

d0x0 8: 259w Gobxssdo Fglodwgdgmos 3mbEGH0bgM8o sMHLYdIMWO BsowgdoL
530836005 s 5dMIoR3MOL  sEAMmMOomMIol  dgom©ol  Fgi3s. B3zgbo  Bodswromobl

12



39000b393500 ©I3EHMIMD Y(33WIS® 3565FYBHEMIO0 O 935F0MM™ VO3l - Next, Loss
d9L5dg09g0 046935 IM35bE0bM BHMToL Bl sY9bgds.

-

S VeraC‘_rygﬂ_, ypt Volume Cmatlonﬁzam y

Volume Size

250 1 KB @ MB 1 GB

|t—;"

Free space on drive C:\ is 174.34 GB

Please specify the size of the container you want to create.

If you create a dynamic {(sparse-file) container, this parameter will
specify its maximum possible size,
Note that the minimum possible size of a FAT volume is 292 KB.

The minimum possible size of an exFAT volume is 424 KB, The
Veracrypt minimum possible size of an NTFS volume is 3792 KB.

Coe ) oo Jmes ) o)

60b.16

30x0 9: 259l BsBXMST0o b 93999bmo Fglioddbgwo 3mbEHJ0bgMHOL BMs, Loss
b5 39B6mM3LEIL ILHTOGMO Fosogdo. B3zgbo Fodse0mOlL F9dmbggzsdo sgz5gqboo 250 dd
Q5 ©535306OMM 053l - Next, M0 8t35b0bmm 3sGmeol Gg@sbs.

r B

LS Ve:;@mVolume Creation Wizard |

Volume Password

Password: ®eeee

Confirm: ®®e®e® o
[T use keyfiles
|| Display password
[TTuse PIM
Itis very important that you choose a good password. You should
avoid choosing one that contains only a single word that can be found

in a dictionary {or a combination of 2, 3, or 4 such words). It should
not contain any names or dates of birth. It should not be easy to

guess. A good password is a random combination of upper and lower
' case letters, numbers, and spedal characters, suchas @ ~=5§* +
etc. We recommend choosing a password consisting of 20 or more

characters (the longer, the better). The maximum possible length is 64 |

characters.

VeraCrypt |

=

\ Cee ) [=me i) o]

60b6.17

30x0 10: Bobxs®mdo LobMZ9E0s M J30GIBMM MDD 35OHMEO S O35FOMOM
©Oo53L - Next.
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-
W Verang‘ ypt Volume Creation Wizard S A ——— =)l

Volume Format
Options

Filesystem Cluster |Default v | [ Dynamic

Random Pool: —, =, %, ., , , ——+**+4x,, , —p—kx sa—, [T
Header Key: L R R

Master Key: LR R R S SRS SR RS SR R R R R S R R R S

I | | Abort

Done '— Speed !— Left ‘
IMPORTANT: Move your mouse as randomly as possible within this
window. The longer you move it, the better. This significantly
increases the cryptographic strength of the enaryption keys. Then
click Format to create the volume.

VeraCrypt
Randomness Collected From Mouse Movements
| ] |

[ Help ] [ < Back ]Eumﬁﬂormat ] [ Cancel

- [ —

\ e see— = P . [ — -_

60b6.18

d0x0 11: ®mEILsE Bo0GdOL BMTs 4 Ad-b 509853 gds, 35806 LabMzgws godmlivge
3obxoM5d0  BsowMo LobGgdol dgi3zas, Lbzs dg0mbzglzsdo ©s3EM3M™m  356599EMJd0

Y33 ILOQ O OI39FOMM® VOs3L - Format, Hmd dmbgl b39010gd6M030 Gmdol 99Jdbs.

3639L0L  ILEWMWgdOL F90gy 3OMAGMsTs Jdbol gsowl - My Volume. gl 560l
VeraCrypt-ol 3mb3qobgto, bmdoom - 250 93, Losg Ggledergdgeros 360d3690m3s60
9b53999d0L G9bobzs s Fodmol FgEYmd0bgdol Bsbx M.

:'VeraCrypt Volume Creation Wizard : g

—

!01 The VeraCrypt volume has been successfully created.

=

——
.

606.19

30x0 12: 535300 o3l - OK. 259m©ob 893ymdobgdol gsbyxs®s, Hmad Gmdo odbs
d90960o0.
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r y N
v VeraCrypt Volume Creation Wizard w

Volume Created

The VeraCrypt volume has been created and is ready for use, If you
wish to create another VeraCrypt volume, dick Next, Otherwise, dick
Exit.

\C

VeraCrypt

T | [Cseees

606.20

doxo 13: ©s35306HMmm oos3ll - Exit ©s ©3060Mbgm  3OHMyMsdol doGomo©
RobxsMsby.

500 BggMemgd®ogo Gmdol dgddbol 3MHmglo  ILMmMEgdMEos ©s B3gbL TogH
30000070 JobodsOmNHg 0ddbgds 250 3d-0560 Bsowro - My Volume.

My Volume

60b.21

B30 Gemdol 39Jabs:

366535 VeraCrypt-0o g306¥9emo Gmdo 8cmmogbgdrenos @sdonmmeo B3gwmgd®og0
™oL doabom, MHMIWolL sGBYOMDd3 F90dwrgds dbgero dolobzg®o oyml MEbm d3oMmolm3zob.
05306533 30, ®MmELsE 43960 B3gMEgdMH030 BHMTo 5Ol SFMToGMmMWO, F9mdEgdgEos 0ol
53969, 53O0l M) 565 BsLA0 BSOIMEO B0, M) 56 0300 JoBO 35OHMO. B3gMIGOMOZ0 S
R3O0 GHMIoL 35MMgd0 goblibgo39dme0s.

BOMO GHMI0 oM 33979Fos© Foogo3l Loodwm b5Gowl. dmGmMm@ysbdBeMmobggeds
390d@gds 3m03m3ml B39MwgdM030 GMaol 35MHM@o ©s 3903 30 Ho®Bmoyobml, HmA dslido
5MLgdMBL BoMIME0o B0, Loz 0bsHYds IB0TZ69EM3560 VbBMMTo30s.
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RO GmAol dgboddbgws Mo Joymads sOLYIMOL. MO39 Fo0Rob0 doe0sb Aozl
B39 9d6030 GHmdob 99Jabols 3Grem39LL.

B39 gdM030 M1g5030: 53 OHML 04dbgds B33 gdMo30 G™do, 999wy 3o ol doaboom
RGO GmIo.

30653060 MY70d0: 19396 91339 399300 B39 9dM030 GHMI0, HMBWOL dogbomsi 1396
394360 BsOME0 GH™AL.

B3960 Bs500mol Jgdmbg9g3580 g59m3049bmo 30MHs3060 Mgg0do.

dox0 1: LsdMTom Fo0O0IL 93793500 3OMAMBs VeraCrypt. gooblbgds  36MHMaGMd0l
doM0050 Bobxs6o.

"\ VeraCrypt S

Volumes System Favorites Tools Settings Help Homepage

-~

Drive  Volume Size Encryption Algorithm Type St

i Al
o) B
=) D:
] 3
) G2
iH:
o I 2
N H
) K
)L
=iM: -

m

[ Create Volume ] Volume Properties... Wipe Cache

Volume

‘ v v [ selectFie.. |
versCopt | 7] Never save history [ Volume Tools... ] [ Select Device.... ]

’[ Mount ]| \[_ Auto-Mount Devices ” [ Dismount Al ” H Exit H

606.22

30K 0 2: ©535F0MMmM o3l - Create Volume, M3 d93Jdbso sbosro @mdo.
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- — -
v VeraCrypt Volume Creation Wizard Eh_:r]g

— - — S

VeraCrypt Volume Creation Wizard

@ Create an encrypted file container

Creates a virtual encrypted disk within a file. Recommended for
inexperienced users.

More information
(") Encrypt a non-system partition/drive
Encrypts a non-system partition on any internal or external
drive (e.q. a flash drive). Optionally, creates a hidden volume.
(") Encrypt the system partition or entire system drive

Encrypts the partition/drive where Windows is installed. Anyone
who wants to gain access and use the system, read and write
files, etc., will need to enter the correct password each time
before Windows boots. Optionally, creates a hidden system.

VeraCrypt

More information about system encryption

606.23

dox0 3 290mbe  Bobxo®sdo ©o3BHM3Mm  dmboTBMWo  ssdo  VY(33EIWOID® O
©5353060M0 053l - Next.

. VeraCrypt Volume Creation Wizard

— —— —_—

Volume Type

") Standard VeraCrypt volume

Select this option if you want to create a normal VeraCrypt
volume.

© Hidden VeraCrypt volume :

It may happen that you are forced by somebody to reveal the
password to an encrypted volume. There are many situations
where you cannot refuse to reveal the password (for example,
due to extortion). Using a so-called hidden volume allows you to
solve such situations without revealing the password to your
volume.

VeraCrypt

More information about hidden volumes

[ Hep | | <Back |[ mext> | [ cancel

60b.24

30x0 4: BbxKM5d0 IM3603bMmm FgmMyg 5¢sd0, M3 BoTbsgL MMI 3Jdbom BoGvye GHmAL
Q5 Q35F06OHM®M oS3l - Next.
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v VeraCrypt Volume Creation Wizard il i
R — — - [ —

Volume Creation Mode

") Normal mode

If you select this option, the wizard will first help you create a
normal VeraCrypt volume and then a hidden VeraCrypt volume
within it. Inexperienced users should always select this option.

If you select this option, you will create a hidden volume within
an existing VeraCrypt volume. It will be assumed that you have
already created a VeraCrypt volume that is suitable to host the
hidden volume.

VeraCrypt

| dep | | <Back | Next> | [ cancel

606.25

300 5: BbYsMSTo m3bodbmo "Direct mode" 5¢0s80, o3 60dbsgzl MM 30Mbg300
306053060 (19:500L S 35F0MM” VOWS3L - Next.

-

v VeraCrypt Volume Creation Wizard e =

Volume Location

[V] Never save history

Select the location of the VeraCrypt volume within which you wish to
create a hidden volume.

VeraCrypt

EHeip | [ <Back | mext> | [ concel




Bdo-3mbEgobgMo.

B0x0 6: ©535F30MOMmM o3l - Select File.... s30MBomm A39mwgd®mogo Gmdoom dgddboero

- I ‘L' I Search New foz‘s's( - | 0 |

Organize « New folder

=~ [ @

. Favorites
Bl Desktop
& Downloads
‘| Recent Places

= Libraries
@ Deocuments
J Music

|&=/| Pictures

1™ Computer
£L, Local Disk (C:)
.5 CD Drive (E2)

-~

m

-

Name Date modified Type

[ || My Volume 20,04.2020 14:28 File

< | n | »

File name: My Volume ~ | AuFiles ¢ -

r Open |v] [ Cancel ]

60b6.27

d0x0 7: ©535F0600 o3l - Open.

-
N

VeraCrypt Volume Creation Wizard - B : L@m_ﬁr:lg

Volume Location
C:\Users\soso\Desktop\New folder\My Ve v
Never save history

Select the location of the VeraCrypt volume within which you wish to
create a hidden volume.

19




300 8: 0535300 M” OH3L - Next s 9359496 FoBOOMIBOL 356589E9dO.

-
v« VeraCrypt Volume Creation Wizard B 2

Quter Volume Password

Password: ®®®e®ee

PKCS-5 PRF: [Autodehecﬁon = ]
[Tuse PIM
|| Display password
[Juse keyfiles [ Keyfiles... ]

Please enter the password for the volume within which you wish to
create a hidden volume.

After you dick Next, VeraCrypt will attempt to mount the volume. As
soon as the volume is mounted, its duster bitmap will be scanned to
determine the size of the uninterrupted area of free space (if there is
any) whose end is aligned with the end of the volume. This area will
accommodate the hidden volume and therefore will limit its maximum
VeraCrvpt possible size. Cluster map scanning is necessary to ensure that no
yp data on the outer volume will be overwritten by the hidden volume.

| dep | | <Back || mext> | [ cancel

606.29

doxo 9: Password @obyxs®sdo  dgo@sbgds  3sMmero, MmIgwos  godmgzoygbgom
B399 906030 GHdol d9Jdbol OMU. sBsMPIbo 35601539BHEMIO0 IZBHMIMM MY(33CILOP® QS
©535300M o3l - Next, Moms dmzsdbsmm A399wgdmHoz0 GHmdo, 0dolsmzol GHMI
©5995@ ML BoOHVIe0 Gmdo.

-
v VeraCrypt Volume Creation Wizard ==L
Hidden Volume
The volume duster bitmap has been scanned and the maximum
possible size of the hidden volume has been determined. In the next |
steps you will set the options, the size, and the password for the
A hidden volume. i
VeraCrypt
[ oo CEees] (Ccme ]
616.30
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doxo 10: iz0F0Mmm owosldl - Next, Goms dm3zsbobmom gotrmwo Gmdolmgol
Foxm0M9d0L 3565d9@ 900l ©oygbgds.

-
v VeraCrypt Volume Creation Wizard =—=m|

Hidden Volume Encryption Options

Encryption Algorithm

[AES v ] [ Test

FIPS-approved cipher (Rijndael, published in 1998) that may be
used by U.S. government departments and agencies to protect
dassified information up to the Top Secret level. 256-bit key,
128-bit block, 14 rounds (AES-256). Mode of operation is XTS.

More information on AES

VeraCrypt [SHA-512 v] Information on hash algorithms
[ Hep | [ <Back |[ mext> | [ cancel |
6ob.31

d0x0 11: Joxzmomgdol seam®momdgdol 350599GHMIO0 ©I3BHMIMM “Y(33WILOQ ©S
535306000 053l - Next, 505 3m35b0bmom goscweo Gmdolmgol Bmdol sygbads.

' : ~
s VeraCrypt Volume Creation Wizard =l

Hidden Volume Size

200 (TIKB @ MB 1 GB 1 1B

Maximum possible hidden volume size for this
volume is 246.52 MB.

Please specify the size of the hidden volume to create. The
minimum possible size of a hidden volume is 40 KB (or 3664 KB if it

is formatted as NTFS). The maximum possible size you can specify
\ ( for the hidden volume is displayed above.

VeraCrypt

| bep | [ <Back J[ wext> | [ concel |

60b.32

30x0 12: 250l BobxsM5do BoOrwo Gmdobmzol Mbos ©s35949bmo dqloddbgero
3063906960l BMIs, LooE MBS PobMO3LEIL ILEAORMO B50GdO. LEbYIMZgos rnd BMIs
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094l B399 gdc03 GH™dbg bogargdo. Bzgbo dogomomol dgdmbgazsdo azsygbom 200 3d s
53530000 053l - Next, ©505 dm35b0bmo 3sMmemols dg@sbe.

-

v VeraCrypt Volume Creation Wizard . 0 - e el

Hidden Volume Password

Password: ®eeees

Confirm: eseces
[T use keyfiles
| Display password
[Tuse PIM
Please choose a password for the hidden volume. Itis very important
that you choose a good password. You should avoid choosing one

that contains only a single word that can be found in a dictionary (or a
combination of 2, 3, or 4 such words). It should not contain any

names or dates of birth. It should not be easy to guess. A good
) password is a random combination of upper and lower case letters,
numbers, and special characters, suchas @ ~ = § * + etc. We

recommend choosing a password consisting of 20 or more characters
(the longer, the better). The maximum possible length is 64
VeraCrypt characters.

[ mep | [ <Back || met> ] [ concel |

606.33

30x0 13: 36X 5M5d0 BsOI0o BHMoLMZ0L b F930EObMmM 3sOHMW0, MM MBS
29Ub3539gdMmEIL B399 gdMH030 GHMAOL 35MMEOLOYD. LoliM3geos OHMI sdog 9930¢bM™
00 35OHMEO S OIZFOMMD VOWS3L - Next.

o

v VeraCrypt Volume Creation Wizard =
Hidden Volume Format
Options
Random Pool: —., , —/+%,——, c4—, , e —+/* . 4=%/f , —+_ [

Header Key: S R
Master Key: EE S R R

ls | [ Abort

Done '7 Speed !7 Left ‘
IMPORTANT: Move your mouse as randomly as possible within this
window. The longer you move it, the better. This significantly
increases the cryptographic strength of the encaryption keys. Then
click Format to create the volume.

VeraCrypt
Randomness Collected From Mouse Movements
—— |

[ Help ] [ < Back ]LFormat J [ Cancel ]

60b.34

30x0 14: ©533M3M0 356539BHMIO0 “Y(33WIWHO S V935FOMMO VO3 - Format, H0d
dmbal B0 GHmdol d94abs.
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36Mm39LoL ELEOWGdOL 999 259Mm©OL T9BHYMd0bJOS BIOVIEO GHMIol Fglobgd:

&5 y
VeraCrypt Volume Creation Wizard ﬂ

& The hidden VeraCrypt volume has been successfully created and is
L'__‘lé ready for use. If all the instructions have been followed and if the
precautions and requirements listed in the section "Security
Requirements and Precautions Pertaining to Hidden Volumes” in the
VeraCrypt User's Guide are followed, it should be impossible te prove
that the hidden volume exists, even when the outer volume is mounted.

WARNING: IF YOU DO NOT PROTECT THE HIDDEN VOLUME (FOR
INFORMATION ON HOW TO DO SO, REFER TO THE SECTION
"PROTECTION OF HIDDEN VOLUMES AGAINST DAMAGE" IN THE
VERACRYPT USER'S GUIDE), DO NOT WRITE TO THE CUTER VOLUME.
OTHERWISE, YOU MAY OVERWRITE AND DAMAGE THE HIDDEN i
VOLUME!

606.35

d0x0 15: ©33530OHM® o3l - OK. g5dm@ol d9@3ymdobgdol i3sbxs®s, MM gscrvwo
A&™do 0gbs d9dboero.

-

v VeraCrypt Volume Creation Wizard e e =L

Hidden Volume Created

The VeraCrypt volume has been created and is ready for use. If you
wish to create another VeraCrypt volume, dlick Next. Otherwise, dick
Exit.

N\

VeraCrypt

[ Hep | [ <Back |f Next> ] [ mEat |

60b6.36

doxo 13: ©o353060Hmm» ooldl - Exit ©s ©s300Mbgm 3OHMyMsdol doGoms©
BB 6MDY.

5000 B30 GHMIols d9Jdbol 3O MEgLO EILEOWWGOLIEOS.
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©5808OHNMmo Gmdol gsblbo:

36ma53s VeraCrypt-do Grrqqlog dmbgds s8onmvmewo @madol (o®ds@gdoo 2oblbos
(59m3ox3ms), LoLEJIsAo gooblbYds sbowo 3MOEsGHOMWO ©OL3o, LoEsz Fgbsdergdgwo
096905 B50@900L5 S BMEIMGOOL BoHgMs, OIMZW0gMGdS, F)3E3Ws S Hodws. BO0EGdMD
b5FMToml OOl F9dgy Mbs Imbal goblbowo Gmdol obgg sdoBR3MS o
LoLEFHYF0Ib JoJMgds F0ogMHMNGOMO EOLI0. B39MYGOMOZ30 S BIOIO GHMAOL STM0BRIEM
b@g05 9O0b50M5@. 35MMol Fg@sbol Gliodsdolo gooblibgds dglsdsdolo Gmdo, 306506
B399919061030 Q5 GO0 GHMIOL 356OHMYdO 5MOL bZsLLbIs.

3ob630bomm 36H:M39L0, 1Y) GO bEJds GHIol 5dmog3zE.:

doxo 1: 203blbso VeraCrypt 36Hma6530l do600s©0 Bobxs®s s dslido dmzbodbma
6HMI90dg olzol abobgamgds.

—m (L=

% VeraCrypt

Volumes Systern  Favorites Tools  Settings  Help Homepage

-~

Drive  Volume Size  Encryption Algorithm Type

) A
| B
) D
I
| 3
E=1E
) I
| 1
o K
=k
e M =

m

l Create Volume Volume Properties... Wipe Cache

Volume

| \C v | selectfie.. | l
veratil 7] Never save history [ Volume Tools... ] [ Select Device. .. ]

[ Mount ] [ Auto-Mount Devices l ’ Dismount Al l l Exit l

606.37

0RO 2: ©53530OM® o3l - Select File s s3060Bomo B396L dog® d9Jdbowo gsogn-
30b3gobgéo.
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« Select a VeraCrypt Vol
SRRt Ao il - ——— -

@Cvl L. » New folder v | 4y I | Search New folder

Organize v New folder =~ [Nl @

A - - go
¥ Favorites Name Date modified Type

B Desktop || My Volume 20.04.2020 14:28 File

& Downloads

"2 Recent Places

4 Libraries
@ Documents
JW Music
|/ Pictures
E Videos

1% Computer
£ Local Disk (C)
&3 CD Drive (E:) Sali=H] "

File name: My Volume > [AnFiles ¢

[ Open Iv] [ Cancel

606.38

B0x0 3: 5353060 O3l - Open s 349MBLY0Y FOMOMOIE BbBRSMSL.

e VeraCrypt =

Volumes  Systemn Favorites  Tools  Settings  Help Homepage

Drive  Valume Size Encryption Algorithm Type

=1.%
==k
=}
) 5
=k
=&
(i) 3
=
=K
| M

[ Create Volume ] | Volume Properties. .. | Wipe Cache

Volume

u C:\Users\soso\Desktop\Mew folderMy Volume - l Select File. ..

Vet [ Mever save history | voumeTodls... | | Select Device...

[ Mount ] [ Auto-Mount Devices

[ omen [

656.39

30x0 4: ©53530MHM” O3l - Mount.
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Enter password for C:\Users\soso\Desktop\New folder\My Volume
Password: eeees | OK ]

PKCS-5 PRF: [Autodetecﬁon '] [] TrueCrypt Mode [ Cancel J
[luse PIM
[~ cache passwords and keyfiles in memory
["| Display password
[TJuse keyfiles [ Keyfiles... ] [ Mount Options... J

L.
64b6.40

doxo 5: 0¥ 23065 M 5dm3d0gMM® B3gMEgdmo30 GHMdo, 9933543l gbsdsdolo
3560, bnwm gs@vwo Gmdol 9gdmbggzsdo 9933543 dobo Fglsdsdolo s ©I35FOMM™
©053L - OK. M0l 8990953 3tmbegds dgLsdsdolo GHmdol sdmdoxyg®s s d0gddgds sMbgre

olgL.

-
v VeraCrypt o — -t -_—
Volumes System Favorites Tools Settings Help Homepage
f Drive Volume Size Encryption Algorithm Type 2
s A2
) B =
C:\Users\soso\Desktop),..\My Volume 243 MB AES
|
|
L ]
| -
[ Create Volume ] [ Volume Properties... ] Wipe Cache
Volume
| C C:\Users\soso\Desktop\New folder\My Volume v [ selectFie... ]
VeraCoypt | [7] Never save history [ Volume Tools... ] [ Select Device... ]
|
[ Dismount [ Auto-Mount Devices ” H Dismount All ] “ Exit ”
60b.41

d0ox0 6: 03oLom30l, MMI dm3zsbEobmm sMBgMwo OLZOL oblbs, mGOXgH Mboo
Q53303000 d0M0MOEO RsbxMHOL FLodsdol BsbsfgeBg 96 ©oL3gdOL OLEbYWgdIdOS
5300B0Mo Jglodsdolbo ol 3o.
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)
® 5 T T 2

Organize v Properties System properties Uninstall or change a program > B ] @

¢ Favorites ~ 4 Hard Disk Drives )
B Desktop Local Disk (C:) Local Disk (F:)

& Downloads -~

- J 2o L
. 175 GB free of 223 GB W 247 MB free of 247 MB
1| Recent Places

4 Devices with Removable Storage (1)

4 Libraries A
% Documents 2 <4 CD Drive (E:)

J" Music
(=] Pictures
E Videos

18 Computer
£ Local Disk (C:)
3 CD Drive (E)
a Local Disk (F:)

-

- Local Disk (F) Spacewused: L | Total size: 247 MB
w Local Disk Space free: 247 MB File system: FAT32

6ob.42

d0x0 7: ©oligolL goblibols 9909y 0309306039ws© 3bsbsgm, MM FsM0gwo 0dbgds s

35580 99230005 45635bMMOF0JPM® BS0EGOOLS O FOWYIMHGOOL BsfgMs, IMZoe0gMgds,
905306905 s ool Mm396s30900.

G E > Compuer » boclDik®) <] 5]

Organize v Include in library « Share with = New folder = ~ [ @

~

Name Date modified Type

-~

¢ Favorites
B Desktop
& Downloads

This folder is empty.

| Recent Places
- Libraries

'L_:-j Documents

J\ Music

|| Pictures -

E Videos

1% Computer
&L Local Disk (C:) ~ < il )

0 items

(S .,/’

656.43

30x0 8: 30MGHsE ©OoL3TO Bs0EIGOOL FsbodMs300lL F98YY IbS IM35bObMm
9obo B3935 (©0530%8336), 5d0L5mMZ30L JOMOMIE RBobK MDY 35F0MM™M VOWs3L - Dismount.
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B30 gdc0g b RO BHMIby 39OMmeEol o33 IWs®© d0MOMO©  FBobX MDY
0Mbgme oLl Mbs 30350500 Ggbodadolio Bsow-3mbEJobyMo, 8999y G93035Mm Volumes
39609930 s 30MPg30 Change Password of Keyfiles 367@U.

r , 3
v Change Password or Keyfiles — .. g

Current
oK

Password: eeess

PKCS-5 PRF: [Autodet:ecﬁon v] || TrueCrypt Mode
| Use PIM
| Use keyfiles [ Keyfiles... ]
[ | Display password

New

Password: ®esessesse

Confirm Password: sssssscss

["use PIM
7] Use keyfiles | Keyfies... |
|| Display password
PKCS-5 PRF: [Und'langed v]
Wipe mode: | 3-pass (US DoD 5220.22-M) -]

60b.44

Password 535656580 99239536 08 GHmdol 3oOHmo, Gmdwol d933wsa 33060s s New
239694mx0gdol RsbxM9dT0 893953l sbHowo 3sMMmEo. dmwml OK mows3ol abds@gdom
bg05 939000 35MMoL Bb(3300905 b0 35OHMEOm.
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3053 ozegemo N5
603900l d969%96G0 VOHMBEMZsb Ggdbmermyogddo.

30bsbo: oo 3molb IJmbg OMBE™M3sbo  Fgdbmermyool NextCloud 36HmaMsdweo
3539G0L ©5Ygbgds M39Ms30M LoLBYIsbg. LoLBIIOL LOHIXRILMZ60 3MbGROYMOOMYdS ©s
53060LGHM0MYBOL 15993930l JOMOMHEO 3M10H6E03900L Fo36mds.

Nextcloud

Nextcloud oMol  ULoxos®m©  bgwdobshizomdo  Odem3zsbo  Egdbmemyongdol
3WHGHBMGTs, OHMIgeoE dgbodwgdgwos B3gbl MmMmysbobsE05d0 0dbsls sbgmyowo. LolEgdsl
2096605 33bBs9degd0l BsdsMms30 d9doboBdgd0, Mo BodwYsEdsll 0dg3s MMABODsO0L
doabom,  dos  Jugeol  dgdzgmdom,  ghomdsbgmdo  gsorgdol  dodmzzerol
30658096305 IMHMBOL FoMbEH0L.

Nextcloud ULobEGgds oOLYIMBL  OMYMOE  3OMPMSINO  3539G0L  Lbsbom,  sbg39
30660 d56Jsbol Labomsg. ImE3gdMe 36dEH03me Lsdmdsmdo dobbowwmos Nextcloud
LobEYIoL 0bLEIWSE30s 30MEWSEMEMO F56Jobol o6gdm(33500.

MBO05M0  390-339006 FglodEgdgeos 30MESMHO Jobdsbols 2odmfgms
»OVA® 350096 g30®sGdo, OHMIol dbsMoFgMs ooBbos Mmym®i VMware-b, obggg
VirtualBox 306&v95¢0H5300b 36:00653700.

2909mbsHgco ddeo: https://download.nextcloud.com/vm/Nextcloud-VM.ova

=1 & X
Archive File Web Instalier Appliances
Virtual Machine image 0
The Nextcloud VM Is designed to be an easy way for tess technical users ta get Nextcloud up
A et Ty DA e 1T M
and running or to 1est i ouL., It builds on Ubuntu Linux and makes configuration easy
Download the VM
Find saurce here
f you are looking for a more extensive virtual maching with many scripts to easily setup
advanced functionality, get the full-version VM from Hansson [T
K " Nexte s b " v m 3L 1 G s
For small businesses Nextcloud GmbH maintains a free appliance budl on the Univention
o ~ s ERTILS t our iowaraff
Corparate Server (UCS) with easy graphical setup and web-based administration, It includes o " e
user management via LDAP as well as optional online office integration. Get the SME/Enterprise
ippiiance Release channels:
Bsb.1
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https://download.nextcloud.com/vm/Nextcloud-VM.ova

39IMFIOH0Oo  BS50ol  EILObggds  0dbgds ,Nextcloud-VM.ova“, bmeom  dolbo
9 3MMdS Isbemgdom 1GB 9o bl (bob.2).

3°03mfgMow  GFoowbg mOXIO 393969000 ©s0fYgds 080Kl  0I3ZMOEH0MYdS
VMware 360659530 (bsb.3).

n VMware Workstation

Importing Nextcloud-VM

Nextcloud-VM.ova Cancel

bsb.2 6sb.3

0033mOGH0MJOL oD MYdom 5 fmomo LFoMHgds. 90939 3030090m 306ME o6
056go65L ,,Nextcloud-VM*“ sbobgangdom. Lsbod 9ol Bsg003m, LoFo®mms 3mbgogwyMsiool
2950mfjdgds.  M93m39bomgdyemos ,Network Adapter® 3sModgBHemol dgsges ,,Bridged”
39600563056 ,NAT" 3500563 By (bob.4).

[

| 7] mextclond VM

[E] Nextcloud-VM

Virtua! Machine Settings X

RyOnare Ootons

P> Power o this virtual machine Device Summany Device sots
".:sz T M3 g Setlings ;‘T:\‘(mtﬁ 203
5 i ata i vickual machins () processers 2 (/] Contet at power o0
Elnrdost(scsn  #ea
Elterdout 2 (551 %08 lietwork connicton
¥ Devices "Ciebuork Adapter Didged (Automati) ) edged: Cornactad directly b the physical nebweed
i Memory 268 el Dty Ao Getea
{J rocesson F @) NAT: Lsed fo share the host's P address
£ Ward Dk (SCS0 4008 () Hont-only; A private catnerk shared with e bogt
£ Havd Disk 2 (SCSH) 40068 Cuntom: Speofic vtual setwork
% Network Adgoter Brdged (Autom et
(I Desplay Ao detect AN segret
¥ Description
Soutce code dad documentabon can be found LAN Segmants..  Advinced..
here
hitos//aithed com/nextciood /vm

AdS.. Remove

[ o | omd W

Bob.4
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Ubuntu 20.04.1 LTS nextcloud ttyl 37bgopgtagool - Bydegy - Bgegedeos
Bogmomm 300G oMo 3obJobs.  BaGnzoLsl
L9e ,_3 i 3990l FgBymdobgds LgMzgMol IP dolsds@mol,
DEFAULT PASS: nextcloud L AObIOGHMWo  IMIbToMGdEOl  Lobgwrobs o
nextcloud log 3trmemols Gglobgd (Bob.5).

6sb.5

TER]

s during installation, just hit [ENTER].

BHRRURREBRRHURRRERRERR Nextcloud — 2020 HERNUHRHERREHRRBERRER
,,,,,,,,,,,,, e e o s i

6sb.6

0530530603905 8mfjdgds 06EgMbgBmsb 3938060, 9989y 30 bwgds LoliEgdolmazol
L5 FoMHM IGO0l AoAMFYOS (Bsob.7).

[0 choose the defaults during installation, Jjust kit [ENTER] .

AR R AR R R AR NesTe loud POR0 AEHHERRR AR R e

fOit network is O
Checking connect ion
nnline!
curl OF

teading state information... Done
¢ following MNEW packages will be installed:
net-tools
0 upgraded, 1 newly installed, 0 to premove and 122 not upgraded,
Meed to g L kB ot archives.
After thi tion, B64 kB of additional dizk space will be used.
Get:l htt hive.ubuntu.comsubuntu focalsmain amdEd net-tools amdéd 1.60+git20180626. ashdd8e-1ub

Bsb.7
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3990l dg@Ymdobgds 35ME030900L 3mbT0AMHOMYdOL dglobgd (bsb.8).

1 Nextoloud V¥ - 2020 |

This W s designed to run with two disks, one for 0S and one for DATA. This will get you the
best performance since the second disk is using 2FS shich is a superior filesystem.

You could still choose to only run on one disk though, which is not recommended, but maybe your
only opticn depending on which hypervisor you are running.

You will now get the option to decide shich disk you want to use for DATA, or run the automatic
script that will choose the avaiiable disk automatically.

6sb.8

d9L5dgdgE0s 530MB0MmM OHMYMOG 93BMI>GHIO0 JMBR0YMMs30s, 1939 bgdolidogmo
bbgs 39o0 ©olgol Jomomgds, MHMIJWOoE VOMOEMZID Lo3s3d0 MY  Foowgdol
d9L5bobo odmoyqbgds (65b.9).

1 Chopse disk format |
How would wou like to configure your disks?
Select by pressing the spacebar and ENTER

<Cancel>

65b.9

LoFoMms sx80JLOMGOMEO 35M056EHOL IILEHMEYDS, BMIJEoE sObgME ©OoL3L
Q5983MmMT5EJOL (bob.10).

Formatting your \WMuare secondary volume (/dev/sddb) when you hit OK.
sxe RARNING: ALL YOUR DATA RILL BE ERASED! =ws

6sb.10
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RmOIoGH0Mgdol 999009y 399m©Ool Jg@ymdobgds 3MHMEgLOL ILOMEdOL Jglisdsdolo
LASGHLom (bob.11).

/mt/ncdata mounted successfully as a 2FS volume.

Automatic scrubbing is done monthly via & cronjob that wou can find here:
setc/cron.dszfsutils-1inux

Automatic snapshots are taken with 'zfs-auto-snapshot'. You can list current snapshots with:
‘sudo zfs 1ist -t snapshot’.

Manpage is here:

http://manpages.ubuntu. com/manpages/focal/mang/zfs~auto-snapshot.8. html

CURRENT STATUS:

pool: ncdats

state: ONLINE

scan: none requested
config:

NAME STRTE READ WRITE CKSUM
ncdata ONL INE 0 0 0

15405936715672951911  ONLINE 0 0 o
No kKnown data errors

SIZE ALLOC FREE CKPOINT EXPANDSZ  FRAG CAP  DEDUP HEALTH ALTROOT
32.56 768K 39.56 - - 0x 0X: 1.00% ONLINE -~

<0}

Bsb.11
99900Md 9Bo3%Y LyFoMms DNS Resolver 35658930l 56Bg3s. 8 9800bgg35d0 s60b
L530 35M0bGO:
1. ,Quad9“ bg®3zoLol a5dmygbgds;
2. ,Cloudflare® bggzolbol asdmygbgds;
3. @wm3zsem™o DNS bghggemol 3sdmygbgds.

) Skt ONS Resulver f
Khich ONS provider should this Nextcloud box use?
Select by pressing the spacebar and ENTER

<Cancel>

Bob.12

6930996009005 m3sIMo DNS LgM3z9gmol 350056@0L s@Bg35, 0930 fobs mMo
3560563056 HMIge0dgls 56B9353 56 FoMTmMoygbly 3OMdEGTsl.
5MBgM0 356056¢0L dobgz00 dmbgds JugErIMo 353d06M0L 4osdm{Agds.
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3990092 9393D9 LoFoMOHMd 530MB0Mmm LobiEgdobmzol LsFoMmm 35393900l FoIMBLFIOO
93mBoEMO00L Jobsdsmmo (bsb.14-16).

) NexiCioud VN te 1 r

To make dounloads ss fast as ssible when updating Ubuntu you should have doenlosd alrrors that
are 8s close to you 8s possible,

Please note that there are no gurantees thot the douwnlood mirrors this script will find are
staying up for the lifetime of this server.

Because of this, we don't recommend to change the mirror, excent uou live far sway from the
defauit mirror.

This is the method used: https://github.con jblakesan/apt-select

cok)

Bob.14

Your current server repository 1s: http://archive,ubuntu.com/ubuntu

bob.15

Do you want to try to find a better mirron?

<Yes> o))

Bob.16

d9L5dgdg0s  I3EHM3M®  BEBPIOGHMWo ,ubuntu.com®-olb  MY3MBOGHMMO, b
393335mm LobyMzgeoo (bsb.17).

> Ubuntu.comsubuntu as mirrar. ..
. Done

l-client-12

l-client-12

hi .
L , > MB of itio [ will he .
et:1 http untu. comsub in amded 1ibllwvm dad 1:: —duhuntul [15.3 MBE]
[1 lihl ) B

bsb.17
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5MBgM0o  356M056E0L  Fglodsdobo dmbgds LobiGgdobmgol LsFoMm dmEmeEgdols
3°©dmfgMs (65b.18).

| Oubuntug) ..
Proces g g Cosgstemnd fubiuntud, 23
Froces d ‘eirs tor man-db (2. |
Proces laggers tar phpy.e i Ca-dubuntuz .4y L.
Froces J z tor php7.d-tpm (7 dubiuntuz . 4a) L.,
NOTICE ¢ PHF 7.4 FFHM by detault.
MOTICE ahle F 7.4 FFM in apache? do:
MOTICE prosy_focgl setenvif

od prox
MOTLICE ncont phpt . 4=fpm

MOTICE are =peing this message because you have apache? package installed.
Enabling conf php?.d=-fpm.

To activate The new conti=guration, dou nesd 1o run:

» the new configuration, you need to run:
‘gstart apachez
g current PHP=version...
fad
nas_children for php-fopm
. ma children wa BT e
Fetching the latest Nestoloud version. ..
20.0,1
bownloading nextcloud-20,0.1. ..
resting i1 network i= OkK...
Haiting for ne =
Checking conne i
% Total % H I Aferd  Average Speed [ ime [ime  Current
1d Total Spernt fi =1 '

(8} H 2 0 H HY

1 114H

6ob.18

363980 J080bsMYMBOLOL BbL, GIMI 0bLEIWwoMEgds ,PHP® 30myMsdmwmo gbols
dbsMoFqMo, ,Apache” 39d-UgM39M0 o Ggdymd bgds Nextcloud LobGgdol vyebeglio
390bool Bsdm@zommgs (6b.19).

6sb.19
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Nextcloud LobEgdol hsdm@z0MmmM30L d9damad dmfdgds dobo dmosbmds ,GPG*
2oL@adoL d9dzgmdom (655/20).

69b.20

39900 04369ds s FoMOM OMYJEHMMOIOO S J00MYdS glsdsdolo B gdqd0 (b9b.21).

Nextcloud was suct fully installed

ripts/fetch_lib.sh: No such file or directory

bsb.21

30093 9OPbYE bgds LobEIIobm30L LsFoMmM IMEEgdOL FoIMFIMs (65H.22).
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. Done
will he in:

amded

. Done
tion, you need to run:

ord for [ncadmind

65b.22

MBogOMbMgdol  Jobbom, LoLEGYs Ima3zmbmgl  sEdobolEGGMIGHMMOL  ,ncadmin®
8cdbds9d0ol oMol Jg33wsl (65bH.23).

d for [ncadmin

stully

oud GUI is [ncadmin]
with your own

Bsb.23

MBogOMbMYdoL JoBbom, LobEGHs IMY3MbM3L sbso 5EIOBOLEBHMSEHMOOL Lobgenols
d000mgOsL (b5b.24).
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admin U
enl

The current

Eﬂtd
Contir

to group

d90gabgds
LGobIOEH™MWO ,,ncadmin® $65M0T0.

sboeno

5030bolEGHMIGHMMOL

ord for [ncadmin]

loud. ..

"admin"

Bob.24

sbgoModo

s (500mgds

sMLgdMo

B5dME MM 9BO3Hg LBoFoMMs BYMZ9IMOL ZgMEMIs300L F0MOMYDds. 5306BOM™ ,,Asia“.

conflguration

are located.

Geographic area:

1 Canfiguring tzdata f
Flease select the geographic area in which you live. Subseguent configuration guestions will
narrow this down by presenting a list of cities, representing the time zones in which they

Aafrica

Amer ica
Antarct loa
Australia

Arct ic Ocean

R

Atlantic Ocean
Europe

Indian Ocean
Facific Ocean
System ¥ timezones
(N}

Hone of the above

<Cancels

6sb.25
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9990md 30 s30MBomo , Thilisi.

Conf fguning tedata-f

Please select the city or reglon corresponding to uour tine zone.

Tine zone:

Qatar
Uostanay
Qyaylorda
Rangoon
Rigadh
Sexhalin
Samarkand
Seoul
Shanghal
Singapore
Sredneko lumsk
Talpel
Tashkent

Tehran

Tel Avly

Thimphu

Toxkyo

Tomsk

UJung Fandang
Ulsanbsat e

Urumg

Ust-Nesa ¢

<Cancel>

69b.26

53000  0BLGIWsEo0L  3OMEIMOs  HoMmds@gdom  @slOVIEEgds.  LYM396M0L
IP 90L53sm B 390-36M99DgM00 Fglgarolsls odmbbgds Nextcloud LolEgdol 39d-3396M©0.

\
)

:

'3

F+ErEERETTHUER N EN

6sb.27

09003 99230005  ©535M90LEGHMOMOM®  IMIBTsMgdgdo s  d0z560FMmm oo
d9L50530L0 MBEGdYdO.
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3M53Eozemo N8

bgM396M9e m396Mo30e LolGgdgddo xXaMNBMOO 3cod039d0
5 35000 5M035.

d0Bsbo:  xaMBG  3M0EHOZPME  Lsddom L3909 ME  3MBLEEMLL  IMBsmdOL
d9Lfogams.

X3MBIO0 3meodogs (Group Policy) gb sGob Active Directory-ob g60m-96H000 3035600
99950099690 boffoero. dobo  FoMm3zol F0e356 0bLEGHM™MANBEL FoMdmoagbl xawRwGO
30303990l dommz0l 3mblmeo (GPMC). LobEgdol sIobobEBHMsGMMmYdOL dJog bgds
XAMBIO0 3m0E030L Md0gJHId0L sg9ds (Group Policy Object - GPO). GPO — gl 60l
GgmO3  bbgoslbgs  ofiymdgdol  3mbGHgobgeo  (3mwo@o3gdol  sfiymdgdo), GmIwgdos
9900905 g5dmygbgdmeo  0gbsls  ImdbdoMgdgdols s  303309BHYMdoL  LoswMogbgm
BobofigMgdbg Active Directory -ob Lsdw9owgdom. X33O0 300G030L Mmd09dGJOoL 5390
bV XAMNBYOO 30E0E039d0L B30l MgEsdE™Mol (Group Policy Management Editor -
GPME) g59myqbgd0m, M™Igeoi g99dzgds GPO-b mdogd@ol Ggwod@o®gdol odml GPMB
3MbLME0@s. GPO-L 9B Md09gdEHBg dglsdergdgaros dogomommlb 0d 3OHMmyMsdqdol bs36mgdo,
O0IwgdoE  39035¢0obiobgdmwos gzgas dmIbToGmdEgdol  LsdMTom  Fog0sby
396353L9gd0LMZ0L. s3Mgm3g, TodEgdI0s MJooHYdS 3939 IL I3o36 3MEO0GOIV
©0L3900L 33m3HJ0MD ©5353806Mgd0m, F90gdbsls 356IEGdOLS S LEsMOEb3M BobafigMgdols
d@M306M900L 3003039, g3 B3v96d30MmbocMgdl mdgbol J399.

GPO-b md099dBHo 99003905 MmMo Bsfoologsb, 3396d930L Lobood:

- Computer Configuration (309309&9M0b  3066304w9Ms305). obobo do@sgzgb 0d
509gmdgdl, GMIgdos B3x30803IM0s 308309 JMJOIOLIMIOL. MMAMMIOOES FoPIWOMS,
03900l 33Mm3JO0, MUsROMLMIIOL 590G s BM3gbgdol FmEMbserol 99Jdbs.

- User Configuration (8cm8b3s6gdwol 306030301M5305). 0bobo o®mo396 08 5{ymdgdL,
(99003 U39E30803MNM0s FMIBTSMYI-WOLMZOL. OHMYMMIOOES FoIWOMSE, IBIOMIOOL
3MbxgoamGs30s, Start dgboml JoM0035 s BMEIMHGIOL 2505d0LSTsOMYOS.

3ob630bomm, M) M5 9BHe3900 MBS Fo30sMHMmM, MM F93Jdbson s MgsdBHoMmgds
dm3zsbobmm ©mdgbmmo GPO-U Mmd0gdBHIdDY. 439ws ©mIgbmmo GPO-b MmdogddEgdol
L535M5-35 2odM0Yygbgds GPMC 3mblmro, G®M3ol 4sdmdsbgds begds Tools 3960msb o
290blbgds 30B6LMEOL BB MS, HMIEOL oM bgbs bofoedo s0lobgds EMIGHOL EalvbgEgds

(Bsb.1).
a Group Policy Manage | = | 2 [
g FEile Action VYiew Window Help 5 Ie: .
N
| Group Policy Management Group Policy Management

4 1\ Forest: Gtulocal Coiierts

b g3 Domains

b _|f Sites Name

ol Group pOh(_\‘ F.ﬂodghng ;\ Forest: Gtu Jocal
« Group Policy Results

Bab.1
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030bsm30L MMI 393465l sboewo GPO-b mdogd@o bol GHMmddm@sdo Mbos gogdscmm
Domains slobgugds o g98m3s606mm y3zgms 3396d900. 99909y vbs oz Group
Policy Modeling 3356d%9 @s 3mb&9du@m® d960mdo sgo®bomm 3w6dEo New. gsdmeools New
GPO ©05@ma960 53obx 5™, bEsE abEHYEGdsd0 930@Ebmm Togswoms, Desktop Security
5 ©I35F0MMM o3l OK (bsb.2).

New GPO -

Name:

| Desktop Security| |

Source Starter GPO:

| {none) W |

Bob.2

89009350 043bgds GPO-b 3oH09mo mdogd@o Desktop Security aobobgwgdom, GmIgeos
XIOXIOMO0M 505300 39300MT0 56 5MOL. 53 IMIgEEHOLIMZOL bs dmbgl sd GPO
M009dBHoL  30bx0MMs300L  Sfymds s 9909y 3939060  ©OFYsMEIL  MIGBMIL b
MOQ560D30W 9ONGMEb.

999003M3 9393Dg 3o3blbsm sbsEo MmEY60BI30Mo gPmgmwo (3356d0), Bsgomoms
Desktops @sbobgargdom @s ©9353938060Mmm GPO  md0gd@L. 530Lsmgol  godmgodsbmm
Desktops-ob 3mb639JuGoy@o 9960 s sgo@Pomo Link an Existing GPO (@593538069L
5OLGRME GPO md09d@BL). ©0swman® Bsbxs®sdo Select GPO sgo®Bomm GPO mdogd@o
Desktop Security @sbobgagdom ©s ©a3sF0OHmm ozl OK (6sb.3).

Select GPO =]

Look in this domain:

Gtu.local v ‘
Group Policy objects:

Name e

Default Domain Controllers Policy

Default Domain Policy

[ ok | [ comd
6sb.3

50 3OHM390MoL  Bo@oMmgdol 890y  MMsbobogomw  gMmgmedo Desktops-do
dmbgds GPO md09d@ol sbmEo®mgds. dmgbodbmo GPO mdogd@o Desktop Security s 0wy
©53933060©900m, FoMmx3965 39690y A98mMBbEgds M38MEYb0dg BbsMmO s M30LYdgdO.
y3ges GPO md0gdBL g90Bbos 4 Lobol Bobs®mo: Scope (dmddgwgdol sMgsero), Details

(©9BOwgd0),Settings (5§ymdgdo) s Delegation (ogagao®gds) (65b.4).
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& B Acticn Yiew findow Hsle - o] »

e sip s B
# 4, Torest) Gtulocal || Sccom [Dutade |
e D [ Cvtads | Setings | Dwmgeen |
35 Grulozel . N
sl Defautt Domam Roiicy Ohpler Va1 s {a"h‘ e
4 & Dadzps Tre dofiowng stee. domans. ana Ol 30 inked ) the GPO:
i-fesiinp Sl Locaten 2 Edwed  LrkEraved Pah

e 4! Omttcee o Yoo bl Tmsbacon

’
b
b Group Polcy Obyeces
[}

s Ly WML Fitens
b Starter GPOS [
) g Stes B L - 2
W) Geoup Polcy Modelng | =)
2, Geoup Sotcy Reuks Senshy Fleing
Thrw petinge n #ux GFO o ordy sy 4= the frlowrng grocps. uses. enc corgetans:
| Hawe =
o | Benove ] s
WMI Fibering
Thes GO i knd 15 the folowng YINI Ster
wores v
Bob.4

Scope Bsbs®mmo a39bds0r9ds GPO md0gd@ol sb3gdBgool Bsdmysmwodgdsdo. ogo d9wygds
MO0 0535600 356yMmzowgdoLsgsb: Links (wwob3o) s Security Filtering («bsg®mbmgdols
BOwEHM5309).  Links  20b4mg3oqdsdo  8mmsoglgdeyemos ol LsoGHdo, ©®I6gdo @
63560Bs30Mwo gOHMIMgdo, MMIGdBY3 0dobsmyg dmdgb@do ws35380MmgdMwos GPO
Md099H0, beewm Security Filtering 358mbLsbmamos ol Bsdmbomgswo, mv) GMIge X3390l S
dmIbTomgdegdl 59300 MBEgds 498Mm0Yg4gbmb GPO Mmd09d@EHol sfiymdgdo. dqlsdg 2obgmaowgds
WMI Filtering (WMI go@@6530s), 8090000905 B0@®o, 65%gsiz GPO mdogd@dl goshbos
0630, 099 0b om35¢0Lfobgdwos.

Details Bsbos®8o  58mbsboyeos  bbgoolbgs 3bmdgdo GPO  mdogd@dol  dgbsbgd,
60903 9Hgds dols G9gdbols s 8MBoMmgmdsL (Bob.5).

+ Default Doman Policy

2 3] Desitops Owerer Doman Admers (G TU \Domain Adewna)

sl Desitop Securay Created £/26/2016 3054 AM
¢ 4. Doman Controllers
p < Gw Modted /2672016 33054 AN
9 Jeup iy et User verson 0 (AD). 04SYSVOL)
b i WM Filters
b (5 Starter GPOs Comgeter verscn 0 (AD), 0{SYSVOL)

b i) Stes
Y Group Policy Modeling Unigue IO (58139748 1D6F4725-E3V 7 )
. Group Policy Results GPO Qe ! "i
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Settings Bobo®mo 990338 ©0bsdo® Imbszgdgdl  ofiymdgdol globgd, MmIgeros

5306530900693 05 GPO mdogd@bg (bsb.6).

‘ b Group Policy Management
4 £\ Forest: Gtulocal
4 [ § Domains
4 ZF3 Gtulccal
i/ Default Domain Policy
4 4] Desktops

». Desktop Security
p 4) Domain Controllers
b &) Gtu
b .t Group Policy Objects

Desktop Security

[ Scope | Cetate | Setircs |Delogation |

Desktop Securnity
Data colected on: 8/30/2016 8:52.08 AM
Comp Coodiges y (Enabled)
No settings defined
User Configuration (Enabled)
No settings defined

b Ly WMI Filters
b L) Starter GPOs
+ 4@ Sites
1Y Group Policy Modeling
.+ Group Policy Results

6sb.6

0meml Delegation Bobo®ao g30P39690L, 049 30l Ggwgderos dgoliervganmls GPO mdogddob
5dobolBHMoMYds (Bob.7).

% 2 a Bm

| 5 Group Policy Management

Bob.7

9990093 93939 3ob30bowmm, M) HMaME® bgds GPO ™mdogd@ol Im©onoEoMgds.
590L5mM30L 25o300gm Group Policy Objects 33560y, 353m30dsbmo dsldo GPO mdogd@ol
306397bGwOH0 396099 s s30MBomo Edit, ®ob 390953 20b0LEYds XaBMOO 3me0E03gd0l
3sOn30L MHgsdB™mOo GPME, Hmdwol dsmabgbs Bgs bsfowdo gfigdgds GPO mdogd@ol
@sbobgemgds, Bggbl 8gdombgggsdo — Desktop Security [GTU-6-205A-1.GTU.Local] Policy,
MmIgoa bob LEGOYIEGMOOL boboom Fgoogl GPO MmdogdEHobl 9930w gdgen 3356090 (65b.8).
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4 & Computer Configuntion - SRE T

p .. Policies

¥ . Preferences
4§, User Configuration

» L1 Policies

¥ . Preferences

Select an item to view & description,  Hame
& Computer Configuestion

&, User Configuration

6sb.8

MmO 500M9 503608690 5OLGOMIL GPO-b Mmd0gdE oL 5{ymdgdol mGo Eodo: Computer
Configuration (3m3309@9m0oL  3mbgoam@ozos) s User Configuration (9mdbdsmgderol
3MbxoaMGs305). olobo bol LEHMIEBHOSdo FoMdmygbowros MmMo doMomso 3356d9d0L
Lobom, MMIWgdo3 o30L FbMOZ 9039396 J393396d90L. 3006530300l SHymdgdols 9999
MOMIME ©0bMMgds GPME 69©5d@™m®0, Mol 899009353 (33¢0090900 Bsofgmgds GPO
®d099BHdo.

356030L M9ddBHMMOL G039 JoMH0ms©o 335600 89033l 898way J393936d9dL: Policies
(3m0®039d0) s Preferences (3560093 M9gd0).Policies d393356d0 msgol dbGog 8goi3o3L
090099 J393396d90L:  Software Settings (3OmyMsdmo  MbOHMB39ymaol  5fymdgdo),
Windows Settings (Windows s{iymdgdo) s Administrative Templates (so806obGH®sgoweo
0odmmbgdo). Preferences gJg393356do @ogmgzowos 8999y 9393396d9dso: Control Panel
(056m30L 3s69wo) s Windows Settings (Windows 5{gmdgd0) (65b.9).
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4 Preferences

» 2 Windows Settings
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» ) Windows Settings

b Adeinntrative Templates Policy definttions (ADMX 6l
4 Preferences

b ] Windows Settings

b (3 Comtrol Paned Settings

<] - » 1\ Extended A Standaed /
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obm30L 3ME39IWEds IMTbTsMIOEGOOL BosmMoiEbam BsbsfgMgdobmgzgol, bmem Computer
Configuration-obmgol 3639 gds 302830vBHIMJO0L bosEMOEbM RsBFgMIdOLMZOL.

5OLYOMBL dogr0sb 09360 Loboll GPO Mmd0ogd@ol s{iymdgdo. gobgzobowmm bmyog®oo
domobo, HMIWgd03 Y39esbg bdoMo 259moygbgds.

- gOmEIOGOOL  gosdoLsdsMmgds. gl oMol  User Configuration-ob gGom-g®oo
LoLOMYGOM B5FMToM X FMBLIO 3M0GH035d0, HMIgEroi gbgds obgmo oM 4odmygbgdoo
BMEEIOHJOOL dmfiglitrnagdsl, GmamMgdogss: AppData, Desktop, Start Menu, Documents s
Favorites ...
309309939056 0x©Ids 030, Ym39wm30L bgrrdobsfizmdo 0dbgds b BMEEYHIOO Mo30L0
0bgzm®mdsgoom. g BMEEgMgdo  6gdoLbdogho  dmIbIsMgdEOlm3zol  HoMmdmoygbl
3600369crm356  9agdgb@l, ®mIgedoz  0bsbgds  ImIbToMGOOLM30L 9930w gdYO
8000656 0bxgmMIo30s s LBLbIM39gwos Bmd Tsb BygdoldogHo 30m83009BH9M0Es6 3Jmbogl

396dm, bgdoLdoge ImIbTsMGdEOLMZ0L, 965 5d3b 360d3bgEMds  HMIge

30mds 99 FMEYMHJI™B. 5J9sb 25dmIobstg 3500 046905, GMI gl BoWIMHJOO
396053LgL Jugerdo MMIgerodg bLyH3zgOHDBY, Lol MBOM 3o 0g69ds Jsldo sOBYdMEO
063635305 5 IMIbBI>MgdoL30L LobEgdsdo Jgbgerol EOML dMmbgds #osdolsdsMmmgds
50bodbmo g39ws  dmdbdomgdolbomzol
533M5GHms© 096905 goblbowo ms30L0 J39BMEEgMHgd0. S0bodbMwo 3MMmEIMIdOL
Bo@oc9ds Documents ggme@g®ol dopaseomby, GPME G9msd@m®do bogds 8999abs06sq:
bol  LEHOMIGHMOST0 Configuration\Policies\Windows
Settings\Folder Redirection s gsbx 60l 8s6x3965 Abotgl 306Bggm Documents (6sb.10).
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AppData{Roaming)
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. Preferences Start Meru
P Policees Pictures
Scftware Settings Music
- Windows Settings A
Scnpts {Logon/Logoff) SRS
= Favontes
b 2o Secunty Settings %
(= | Folder Redirecton SRS
b ol Policy-based QoS Downlocads
t Admanistrative Ternplates Policy defintions (ADMX il Linics
- Preferences Searches
Windows Settings Saved Games
b ) Control Panel Settangs
"
Bob.10

893000356m ol 3mbEHJLEHME 89bomdo ©s sgoMBomm 3mBJEo Properties. asoblbgds
@OSWMPMMO BB, Setting 316JHBo sg30MBomm Basic, Moms 3o63Lbsbrogmmo> Documents
ROEEIO0L  MBoZIMmO 50D YdIMYMDs,  MHMIJoE  9OHMMIWO35© 06905
290my9698990o dImdbIomgdegdol dogM. Target Folder Location 346430 sgo®bomo Create a
folder for each user under the root path (ygges 8mdbdsmgdeobmgol d90ddbsl oMo
90000mgdM  oLodoMmby) s Root Path g9wdo ofigdgds Documents gmegGol
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5Q30IEIOMHJMBOOL  dolodsMmmo  LgMzgdbg. SLgmo  Sfymdgdol Jgdmbggzsdo, LobEgds
90000909 JoLsdoMT0 53EMBsGMEms dqddbol J39xmEEgML BmIbIsMgdol Lobgwoom.
Settings BsbosronBg s®BYdMe0 5fiymdgd0 ©s3¢HMIM™ )33 gws (bob.11).

Documents Properties _

Target | Settings

Q “'ou can specify the location of the Documents folder.

Setting: |Basic: - Redirect everyone's folder to the same location j

This folder will be redirected to the specified location.

Target folder location

|Create a folder for each user under the root path j

Root Path:
|1 52.1628.1.1"Centrall

Browse...
For user Clair, this folder will be redirected to:
152168 1. 1CentralClairsDocuments
[ ok || cCancet || ooy |

bob.11

- 9LOg®obmgdol  ofgmdgdo.  Lbgosolbgs  mmasbobsgogdls vy 3md3sbogddo
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9cdbdogdgdl  3smo  3dmbgm  goOmMmgdwo  Lsbom ©s Moz 3gMHomol
396053mdsdo  sbgbbgb dol  Tg33e0sl.  Foowome©, 3LOL  MMI  mdgobols
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396053mdsdo s 9999y Mbs bgdm®gl dolo 33Erowgds. LobGgdol dogH wbs
b©g0MIL 5 35OM0L TsbLMZMYDS, B150S FMTbTMYIGTs 56 25039JMOML GOMO S 0R03Y
356MHM0 ©59496995. Y39woexzgMo g Ggliadangdgeos 4obbmM 309wl XIBMOHO 30mE0E030L
©obToMgdom, MMIgeoi3 GPME Mgwog@m®do begds 95009abso®a:

bob  LEHOWIBHMOsdo 3wagdom  3356%dg Computer Configuration\Policies\Windows
Settings\Security Settings\Account Policies\Password Policy s gobx®ol 8s6x396s dbsergls
Policy Bsdmbomgawgddo Policy Setting Lgg®gddo Properties  Lodwgeegdoo 35996980
0990009y dmbsggdgdl: Enforce password history Documents gsgodbo®gdo 5 passwords
remembered, Maximum password age — 30 days, Minimum password age — 1 days,
Minimum password length — 7 characters da password must meet complexity requrements —
Enabled (6s6.12).

- base®oEbgm BsbsfigMols dewm30690s. 359m3049bmm oligmo 3meo@0g3s, Mmdgeos SHgbL
LooO03b3M BBsFIM9d0L denm30MgdsL 5 frymom 08 999mbzg3580, v 808g3MMd0m LsdxgM
0965 ©53390v9e00 dg3mds LobiEgdsdo dalsbzergamsc.
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- Task Manager -ols 3¢nm30699s. 30073500 3306 HMI IBbT>MYPdIBL Bog3g@EHmlb Task
Manager-ob 259myggbgds.

58obsmzgol go®Bgzo User Configuration\Policies\ Administrative Templates\System
\Ctrl+Alt+Del Options s 8s6x396s 3bostgl go®Bgzm Remove Task Manager (6sb.14).
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6990 3md30GIM0bsE 96 Mbos 9309l 50boTbmo dmdbdscmgdgero, dolmazol
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us/download/details.aspx?id=25250 Web-30b53s6:xn%by.
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