
saqarTvelos teqnikuri universiteti 
 

 
 
 

oTar Sonia,  nino Tofuria, giorgi maisuraZe 

 
 
 

 
informaciuli usafrTxoebis sistemebis 

ageba korporacia MICROSOFT-is teqnologiebis 
gamoyenebiT 

 

(saxelmZRvanelo) 
 
 

 
 
 

 
 
 

 
 
 

 
 
 

 
 
 

 
 
 

Tbilisi – 2009 
 
 



 2

 uak 681.3 

 
saxelmZRvaneloSi warmodgenilia is meTodebi da 

instrumentebi, romlebic uzrunvelyofen usafrTxo muSaobis 

wesebs Ms Windows-s garemoSi. kerZod,  ganxilulia 
registraciisa da autentifikaciis wesebi, aRricxvis Canawerebi 
da parolebi, usafrTxoebis jgufebi, failebis usafrTxoebis 

dacva NTFS formatis gamoyenebiT, sertifikatebi, kodirebuli 
Setyobinebebis eleqtronuli fostiT gagzavnis saSualebebi, 
movlenaTa auditi da eleqtronul fostasTan usafrTxo 

muSaobis wesebi. 
saxelmZRvanelo gankuTvnilia informatikis specialobis 

studentebisaTvis. agreTve SeiZleba gamoiyenon magistrantebma 

da mecnier muSakebma. 

 
recenzenti: saqarTvelos mecnierebaTa erovnuli akademiis 

wevr korespondenti  g.gogiCaiSvili 
 

 

 
 

 
 

 
 
 

 
 

 
 

 
 

© საგამომცემლო სახლი ”ტექნიკური უნივერსიტეტი”, 2009 
ISBN  978-9941-14-366-3 
http:// www.gtu.ge/publishinghouse/ 

http://www.gtu.ge/publishinghouse/


 3

sarCevi 

Tavi 1. usafrTxoebis infrastruqtura .............................. 5 

1.1.  aRricxvis Canawerebi ................................................................... 5 
1.2. usafrTxoebis jgufebi ............................................................. 6 
1.3. momxmarebelTa aRricxvis Canawerebis Seqmna .......... 7 
1.4. aRricxvis Canawerebis gamorTva/waSla ....................... 9 
1.5 momxmarebelTa aRricxvis Canawerebis CarTva 

usafrTxoebis jgufebSi ...........................................................11 
1.6. aRricxvis Canawerebis marTvis saSualebebi ......... 13 
1.7. momxmarebelTa parolebi ...................................................... 16 
1.8. parolebis politis dayeneba da gamoyeneba ........... 17 
1.9. Password Reset Disk-is gamoyeneba ........................................... 19 
1.10. dacva Welcome ekranis saSualebiT ............................. 20 
1.11. usafrTxoebis  uzrunvelyofa  klasikuri 

scenariT   registraciisas ................................................... 21 
1.13. gamafrTxilebeli Setyobineba ........................................ 22 
1.14. dacvis damatebiTi done (Tviseba Syskey) ................ 23 
1.15. usafrTxoebis   wesebi  momxmarebelTa   

aRricxvis Canawerebisa da parolebisaTvis ............. 24 
 
Tavi 2. usafrTxoebis   dacvis  ZiriTadi  
principebi........................................................................................................... 26  
2.1.  NTFS formatis gamoyeneba failebisa da 

saqaRaldeebis samarTavad ...................................................... 26 
2.2. pirad dokumentebTan mimarTvis blokireba ........... 29 
2.3. rogor  mivmarToT  fails  Tu ar gvaqvs  

mimarTvis ufleba ......................................................................... 30 
2.4. programebTan mimarTvis  formireba  brZanebaTa 

striqonidan ....................................................................................... 31 
2.5. programebTan mimarTvis SezRudva ................................ 33 
2.6. periferiuli mowyobilobebis marTva ........................ 33 
 
Tavi 3. usafrTxo interneti da eleqtronuli 
fosta .......................................................................................................................35  
3.1. virusebi da maTTan brZola................................................ 35 



 4

3.2. usafrTxoebis zonebi .............................................................. 41 
3.3. cifruli serTifikatebi ....................................................... 43 
3.4. eleqtronuli  fostis dacva S/MIME-is  

saSualebiT ........................................................................................ 51 
3.5. informaciis daSifrva PGP-is saSualebiT ............. 53 
3.6. daSifrvis sxva saSualebebi .............................................. 59 
 
Tavi.4 failebisa da saqaRaldeebis kodireba .......... 62 
4.1. monacemebis kodireba ............................................................... 62 
4.2. monacemebis aRdgenis agentis daniSvna...................... 66 
4.3. serTifikatebis sarezero kopireba .............................. 70 
 
Tavi5. monacemebis dacva................................................................... 73  
5.1. monacemebTa sarezervo aslebis Seqmna ...................... 73 
5.2. monacemTa dacvis sxva saSualebebi ............................. 77 
5.3. usafrTxoebis mdgomareobis Semowmeba MBSA 

utalitiT. ........................................................................................... 81 
 
Tavi6. movlenaTa monitoringi usafrTxoebis 
sistemaSi ............................................................................................................. 84  
6.1. movlenaTa auditi ...................................................................... 84 
6.2. failebTan da printerebTan mimarTvis 

usafrTxoebis auditis konfigurireba......................... 86 
6.3. usafrTxoebis Jurnalis daTvaliereba ..................... 90 
6.4. Jurnalebis failebis damuSaveba ................................... 92 
 
Tavi.7. jgufuri politikebi. ........................................................ 94  
7.1. usafrTxoebis uzrunvelyofasTan dakavSirebuli 

politikebi ......................................................................................... 94 
7.2. momxmareblis mimarTvis ufleba..................................... 95 
7.3. usafrTxoebis uzrunvelyofis parametrebi ........... 96 
7.4. jgufuri politikebi ............................................................... 99 
7.5. sxvadasxa mimarTvis uflebebi gansxvavebuli 

momxmareblebisaTvis ................................................................. 107 
 
 



 5

Tavi 1. usafrTxoebis infrastruqtura 
 

1.1. aRricxvis Canawerebi 
 
Windows XP-Si arsebobs sistemuri komponentebisa da 

instrumentebis farTo arCevani, romelTa sworad gamoyenebac 
Tqveni kompiuteris usafrTxo muSaobas uzrunvelyofs.  

ZiriTadi adgili am infrastruqturaSi momxmarebelTa 

aRricxvis (User Accounts) Canawerebs ekuTvnis. TiToeuli 
kompiuteris momxmarebels registraciis procesSi eniWeba 
sakuTari aRricxvis Canaweri, romelTa dacvac SeiZleba 

paroliT. aseTi saSualebiT momxmareblebs SeuZliaT mimarTon 
failebs, saqaRaldeebs, printers, sxva resursebs da rac 
mniSvnelovania am saSualebiT kompiuteri dablokilia sxva 

momxmareblebisTvis.  
miuxedavad imisa, rom registraciis procesi metad martivia 

mas axasiaTebs garkveuli Taviseburebani. sistemuri 

administratoris SesaZleblobebi icvleba Windows-is 
versiebTan erTad, aseve bevria damokidebuli Windows-is 
instalaciis dros amorCeul oficebze. 

informacia momxmarebelTa aRricxvis Canawerebis Sesaxeb 
inaxeba dacul monacemTa bazaSi Security Accounts Manager (SAM). 
momxmareblis aRricxvis Canaweris Seqmnis momentSi mas mieniWeba 

unikaluri SID identifikatori. SID-is yvela mniSvneloba 
iwyeba S-1 simboloebiT, xolo Semdeg modis ricxvebis 
mimdevroba, romelic unikalurad gansazRvravs aRricxvis 

Canawers. am identifikatorTan mimarTva SesaZlebelia sistemuri 
reestris saSualebiT (regedit).  

SID identifikatori Seqmna xdeba momxmareblis axali 

aRricxvis Canaweris Seqmnis Tanave da arsebobs misi waSlis 
momentamde. Tu amave momxmareblisa da parolisTvis SevqmniT 
axal aRricxvis Canawers, mas mieniWeba axali SID-
identifikatori. ixileT nax.1.1. SID-is Sesaxeb dawvrilebiT 
informaciis misaRebad mimarTeT Semdeg saitebs: 
http://www.microsoft.com/teachnet/ptodtechnol/winxppro/reskit/prnc_ci
d_cids.asp. 

http://www.microsoft.com/teachnet/ptodtechnol/winxppro/reskit/prnc_ci
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nax.1.1 

 
 1.2. usafrTxoebis jgufebi 

 

usafrTxoebis jgufebi, warmoadgenen momxmarebelTa 

aRricxvis Canawerebis koleqcias, romlebic usafrTxoebis 
sistemis administrirebis saSualebas iZlevian. aseTi jgufebis 
gamoyeneba mniSvnelovnad amartivebs muSaobas, radganac erTnairi 

mimarTvis uflebebis mqone momxmarebelTa aRricxvis Canawerebs 
aqvT privilegiebis identuri nakrebi. 

Windows-is SemadgenlobaSi Sedis cxra CaSenebuli jgufi, 

aseve dasaSvebia damatebiTi jgufebis Seqmnac. 
Administrators (administratorebi) – esaa yvelaze mZlavri 

jgufi, romelsac ufleba aqvs srulad akontrolos sistema.  

Power Users (gamocdili momxmareblebi) –  aqvT mravali 
privilegia, magram ara imdeni rac administrators. 

Users  (momxmareblebi) – esaa SezRuduli uflebebis 

nakrebi iseTi momxamareblebisaTvis, romelTac ar eZlevaT 
sistemis administrirebis ufleba. 

SID იდენტიფიკატორი 
მომხმარებლის სააღრიცხვო 
ჩანაწერისათვის 
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Guests  (stumrebi) – am jgufis wevrebs aqvT SezRuduli 

uflebebi gankuTvnili stumrebisa da SemTxveviTi 
momxmareblebisaTvis. 

Backup Operators (sarezervo aslis Seqmnis operatorebi) – 

im privilegiebis miniWeba, romelic saWiroa failebis, 
saqaRaldeebis rezervirebisa da aRdgenisaTvis. 

Replicator (replikatori) – uzrunvelyofs replikaciebis 

marTvas  domenur qselebSi. 
Network Configuration Operators (qselis konfigurirebis 

operatorebi) – am jgufis wevrebs aqvT qseluri komponentebis 

konfigurirebisa da dayenebis ufleba. 
Remote Desktop Users (daSorebuli momxmareblebi) _ 

kompiuterTan mimarTvis uzrunvelyofa Remote Desktop 
Connection-is saSualebiT. 

Help Services Group (teqmomsaxurebis jgufebi) – raTa 
teqnikur personals mieces saSualeba miuerTdes kompiuters. 

 
1.3. momxmarebelTa aRricxvis Canawerebis Seqmna  

 
momxmarebelTa aRricxvis Canawerebis Seqmena SeiZleba oTxi 

gziT: 
– utilita Users and Passwords, airCieT Rilaki Users, 

Semdeg Rilaki Add. gamoCndeba ostati, sadac airCevT 
momxmareblis saxelsa da parols. aq aseve SesaZlebelia 
aRricxvis Canaweris damateba usafrTxoebis lokalur jgufSi. 

– utilita Local Users and Groups. airCieT saqaRalde Users, 
misi konteqsturi meniudan airCieT brZaneba  New User. 
miuTiTeT monacemebi New User-is Sesaxeb da daaWireT klaviSas 

Create. ixileT nax.1.2. 

– utilita User Accounts-is saSualebiT, aRricxvis Canaweri 

iqmneba RilakiT Create New Account. aqve unda ganisazRvros 

mivaniWoT aRricxvis Canawers administratoris uflebebi, Tu 
davadoT SezRudvebi. 
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nax.1.2 

 
– brZaneba Net User. brZanebis Sesasruleblad Command 

Prompt fanjaraSi akrifeT  brZaneba: 
Net User momxmareblis saxeli / Add / random  

cxrilSi mocemulia Net User brZanebaTa parametrebi 
 

parametri aRwera 

/Add axali aRricxvis Canaweris Seqmna. 
momxmareblis saxeli SeiZleba Seicavdes 

maqsimum 20 simbolos, akrZalulia `/ \[ 
]:;=,+*?< > simboloebis gamoyeneba. 
 

paroli,* an 
/Random 

parolis dayeneba. Tu mivuTiTebT (*), ekranze 
gamoCndeba Setyobineba momxmareblis parolis 
Setanis Sesaxeb. /Random-is miTiTebis 

SemTxvevaSi paroli generirdeba SemTxveviTi 
wesiT da Sedgeba 8 simbolosagan. 
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/Fullname: 
”saxeli” 

 

momxmareblis sruli saxelis miTiTeba. 

/Comment:” 
teqsti” 

 

aRweriTi komentaris miTiTeba. 

/Passwordchg:
yes   an 
Passwordchg: 
no    

 
momxmareblisaTvis parolis Secvlis uflebis 

miniWeba. 

/Active:no an 
/Active:yes 

aRricxvis Canaweris aqtivizacia/ blokireba. 

 

1.4. aRricxvis Canawerebis gamorTva/waSla 
 
im SemTxvevaSi, rodesac aRricxvis Canawerebi aRar aris 

saWiro igi an unda gamovrToT an wavSaloT. aRricxvis 
Canawerebis gamorTvis SemTxvevaSi momxmareblebi registraciaze 
ar daiSvebian, Tumca xeluxlebeli rCeba maTi aRricxvis 

informacia, serTipikatebi da momxmarebelTa failebi. Tu 
aRricxvis informacia dagvWirdeba SemdgomSi, xdeba misi 
gaaqtiuroba, Tu igi aRar aris saWiro, umjobesia misi waSla. 

aRricxvis Canaweris gamosarTavad arsebobs Semdegi 
meTodebi: 

– utilita Local Users And Groups fanjaraSi, airCieT 

saWiro aRricxvis Canaweri. ekranze gamosul dialogiur 
fanjaraSi airCieT Rilaki General. CarTeT/gamorTeT ofcia 
Accounts is Disables. 

– Command Prompt fanjaraSi aRricxvis Canaweris 
gamosarTvelad akrifeT brZaneba: 

net user momxmareblis saxeli/ active :no 
CasarTavad akrifeT brZaneba: 
net user momxmareblis saxeli/ active :yes 
aRricxvis Canaweris waSlis SemTxvevaSi misi gamoyeneba 

SeuZlebelia. amasTan, SeuZlebelia resursebTan Zveli 
mimarTvebis aRdgena aRricxvis Canaweris xelmeored Seqmnis 

SemTxvevaSi. resursebSi igulisxmeba momxmarebelTa kodirebuli 
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failebi, personaluri serTifikatebi, aseve is parolebi, 

romlebic gankuTvnili iyo veb-kvanZebTan da sxva qselur 
informaciasTan mimarTvisaTvis. saqme imaSia, rom mimarTvis 
uflebebi dakavSirebulia SID aRricxvis Canawerebze. axali 

aRricxvis Canaweris Seqmnisas (im SemTxvevaSic ki, Tu 
momxmareblis saxeli da paroli emTxveva ukve waSlil 
aRricxvis Canawers) xdeba SID identifikatoris generacia, 

amitom, axali aRricxvis Canaweris uflebebi gansxvavdebian wina 
aRricxvis Canaweris uflebebisagan. 

dasaSvebia nebismieri aRricxvis Canaweris waSla (garda 

Administrator-isa da  Guest-isa an im aRricxvisTvis Canawerisa, 
romelTanac mierTebuli xarT amJamad). 

– utilita Users and Passwords gaaqtiurebisas, airCieT 

CanarTi Users, airCieT wasaSleli aRricxvis Canaweri da 
daaWireT Rilaks Remove. 

– utilita Local Users And Groups fanjaraSi, airCieT 

Rilaki Users, ekranze gamoCndeba momxmarebelTa sia. airCieT 
saWiro aRricxvis Canaweri da misi konteqsturi meniudan 
airCieT Delete. 

– utilita User Accounts gaaqtiurebisas, airCieT 
wasaSleli aRricxvis Canaweri. airCieT Delete The Accounts. 
ekranze gamoCndeba dialogiuri fanjara. ixileT nax.1.3. 

 

 
nax.1.3 
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ofcia Keep Files-arCevisas, moxdeba momxmarebelTa 

failebisa da saqaRaldeebis, romlebic mdebareoben samuSao 
magidaze da My Documents saqaRaldeSi, kopireba specialur 
saqaRaldeSi samuSao magidaze. 

ofcia Delete Files _ arCevisas, CaiSleba mimdinare 
aRricxvebis Canaweri da masTan dakavSirebuli yvela faili. 

– brZaneba New User momxmareblis saxeli/ Delete. 

1.5 momxmarebelTa aRricxvis Canawerebis CarTva 
usafrTxoebis jgufebSi 

 
Tu kompiuteris momxmarebelTa sia mkacrad 

kontrolirdeba, saWiroa TiToeuli momxmarebeli CarToT 

calkeul usafrTxoebis jgufebSi. usafrTxoebis jgufebisaTvis 
dadgenilia garkveuli mimarTvis wesebi da uflebebi, romlebic 
misaRebia momxmarebelTa umravlesobisaTvis. 

 

 
nax.1.4 
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– utilita Users and Passwords gaaqtiurebisas, moiSneT 

CanarTi Users. airCieT aRricxvis Canaweri (Tagus marcxena 
Rilaks daaWireT 2-jer), daaWireT Rilaks Group Membership, 
da airCieT usafrTxoebis jgufi. ixileT nax.1.4. 

utilita Local Users and Group jgufebSi gawevrianebis 
marTvis saukeTeso  meTodebs iZleva: 

– konkretuli momxmareblis jgufebSi gaerTianebis 

samarTavad konsolis xeze airCieT Users, airCieT momxmarebeli 
(Tagus marcxena Rilaks daaWireT 2-jer), Semdeg airCeT CanarTi 
Member of, Semdeg Rilaki Add da SeavseT dialogiuri fanjara. 

RilakiT Remove SeiZleba momxmareblis aRricxvis Canaweris 
amoReba jgufidan. 

 

– 
nax.1.5 

 
jgufebSi gawevrianebisaTvis airCieT Rilaki Groups.    

konsolis xeze gamoCndeba jgufebis CamonaTvali. ama Tu im 
jgufis dasaxelebaze Tagus marcxena Rilaks orjer daWeriT, 
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moxdeba jgufSi Semavali wevrebis siis ekranze gamotana. 

RilakiT Add SesaZlebelia momxmareblis aRricxvis Canaweris 
damateba jgufSi, xolo RilakiT Remove momxmareblis 
aRricxvis Canaweris amogdeba jgufidan. ixileT nax.1.5. 

– utilita Users Accounts saSualebas iZleva aRricxvis 
Canaweri gaerTiandes mxolod da mxolod Administrators da 
Users-s jgufebSi. cvlilebebis gansaxorcieleblad airCieT 
Change the Account Type. 

 

 
1.6. aRricxvis Canawerebis marTvis saSualebebi 

 
 utilita Users and Passwords  
misi saSualebiT SesaZlebelia Semdegi moqmedebebis 

Sesruleba: 
– SecvaloT momxmarebelTa aRricxvis Canawerebi. 

_ moaxdinoT avtomaturi registraciis konfigurireba. 
– Ctrl+Alt+Del klaviSebis  kombinaciis dayeneba. 
utilitis gasaaqtirueblad brZanebaTa striqonSi akrifeT 

control userpasswords2. ixileT nax.1.6. 
 

 utilita Local Users and Groups  
am utilitasTan mimarTva xorcieldeba konsoliT Microsoft 

Management Console (MMC). ixileT nax.1.7. aq arsebobs 
gacilebiT meti SesaZlebloba vidre Users and Passwords 
utilitis SemTxvevaSi. am utilitis gaaqtiureba SesaZlebelia 
Semdegi xerxebiT: 

1) airCieT brZaneba: 
Administrative Tools à Computer Management à System Tools 

à Local Users and Groups. 
2) brZanebaTa striqonSi akrifeT brZaneba: lusrmgr.msc 
3) utilita Users and Passwords-is fanjaraSi airCieT ofcia 

Advanced. 
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nax.1.6 

 

Net-brZanebebi 
brZanebaTa striqonis es utilitebia Net User da Net 

Localgroup. damatebiTi cnobebis misaRebad akrifeT 
CamonaTvalis da sintaqsis dasaTvaliereblad akrifeT 

brZanebebi net user/? da net localgroup/?. 
Net-brZanebis Sesruleba mosaxerxebelia Command Prompt 

fanjaraSi, risTvisac Run brZanebaTa striqonSi akribeT cmd. 
 

utilita Users Accounts  
am utilitis gasaaqtiureblad airCieT brZaneba: 
Control Panel à User Accounts 
cxrilSi ganxilulia aRricxvis Canawerebis marTvis 

saSualebebis funqciebi: 
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nax.1.7 
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aRricxv Canaweris 

aqtivizacia/gamorTva 

ara diax diax diax 

saRricxvo Canawerze 
blokirebis moxsna 

ara diax diax ara 

 
1.7. momxmarebelTa parolebi  

 
   usafrTxoebis dacvis mizniT TiToeul aRricxvis 

Canawers aucilebelia hqondes Tavisi registraciis paroli. 
parolis daniSvna xdeba Semdegi utilitebiT. 

– utilita Users and Passwords, airCieT CanarTi Users,   
momxmareblis saxeli da Rilaki Reset Password. 

- utilita Local Users and Groups. airCieT saqaRalde Users,  
momxmareblis saxeli, Semdeg  daaWireT Tagus marjvena Rilaks 
da airCieT ofcia Set Password. 

- utilita Users Accounts. airCieT momxmareblis aRricxvis 

Canaweri da Rilaki Create A Password. aqve SeiZleba 
parolisaTvis karnaxis formireba. 

– parolis dayeneba SesaZlebelia brZanebiT Net User. 
Command Prompt reJimSi akrifeT Semdegi brZaneba: 

Net User momxmareblis saxeli paroli 

sadac parametri paroli Rebulobs  Semdegi sami 

mniSvnelobidan erT-erTs. 
– dasaniSni paroli; 
– * (am SemTxvevaSi momxmarebels eZleva saSualeba TviTon 

miuTiTs paroli) 
– / random (Windows-i TviTon axdens rTuli parolis 

generirebas, romelic rva simbolosagan Sedgeba) 

sasurvelia, paroli iyos rTuli, raTa parolebis 
„gatexvis“ programas gauWirdes misi amocnoba. aseve, 
sasurvelia rTuli parolis xSiri ganaxleba. 

 rTuli parolis maxasiaTeblebia: 

• Seicavdes minimum rva simbolos 

• Sedgebodes zeda/qveda registris asoebisagan, 

simboloebisa da cifrebisagan; 
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• periodulad Seicvalos paroli; amasTan axali 

mniSvnelovnad unda gansxvavdebodes Zveli parolisagan. 

• ar unda Seicavdes saxelebs, momxmareblis saxelebs, an 
romelime azrian sityvebs. 

• rTuli parolebi dasamaxsovreblad Znelia. efeqturi 
midgoma imaSi mdgomareobs, rom advilad dasamaxsovrebeli 

fraza gadavakeToT Znelad amosacnob parolad. magaliTad, 
fraza „Windows XP Security“ da dabadebis dRe „18 ianvari“ (18-
1) miviRebT parols 18WXP-1. 

 
1.8. parolebis politis dayeneba da gamoyeneba 

 

  parolebis politikis dayeneba xdeba konsolidan Local 
Security Settings, mis gasaaqtiureblad brZanebis striqonSi 
akrifeT secpol.msc. im politikebis sanaxavad, saidanac xdeba 

„qcevis wesebis“ gansazRvra TiToeuli aRricxvis 
CanawerisaTvis, gaxseniT fanjara Security Settings à Account 
Policies à Password Policy. arsebobs meore gzac, airCieT Semdegi 
brZaneba: 

 Administrative Tools à Local Security Policy 
cxrilSi qvemoT ganmartebulia TiTeuli politika: 
 

politika aRwera 

 

avsaxoT parolebis  
 

qronologia 

dadebiTi ricxvi (maq. 24). 

Windows-i imaxsovrebs wina 
parolebis raodenobas da miuTiTebs 
momxmarebels gamoiyenos iseTi 

paroli, romelic gansxvavdeba wina 
parolebisagan. 

 
parolebis 

moqmedebis 

dadebiTi ricxvi (maqs.999) 
miuTiTebs dReebis raodenobas, 
romelTa ganmavlobaSic paroli 

„vargisia“. „0“ niSnavs, rom paroli 
arasdros ar Zveldeba. 
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maqsimaluri   vada 

dadebiTi ricxvi (maq.999), 

romelic gansazRvravs vadas, 
rodesac momxmarebels eZleva saSu-
aleba Secvalos igi. „0“ niSnavs, 

rom parolis Secvla SeiZleba 
nebismier dros. 

 

 
 

parolis moqmedebis 

dadebiTi ricxvi (maq.14) 
gansazRvravs, parolis Semadgeneli 
simboloebis raodenobas. „0“ 

miuTiTebs, rom momxmarebeli uars 
ambobs parolebze. cvlilebebis 
Setana ar reagirebs mimdinare 

parolebze. 
 

 

 
minimaluri vada 

gaaaqtiurebs politikas, romlis 

Tanaxmad axali paroli unda 
Seadgendes minimum 6 simbolos; 
paroli unda Sedgebodes orive 

registris simbolosagan da 
ricxvebisagan. ar unda Seicavdes 
momxmareblis saxels. 

 

 

 
parolis minimaluri 

sigrZe 

gaaqtiurebs politikas, romlis 

Tanaxmadac parolebi SeiZleba 
inaxebodes Cveulebrivi teqstis 
saxiT. es politika saWiroa moZve-

lebul programebTan muSaobis 
Taviseburebis gasaTvaliswineblad. 

 

 
aseve arsebobs aRricxvis Canawerebis blokirebis 

saSualebebic, risTvisac saWiroa airCioT brZaneba: Run à 
Secpol.msc à Security settingà Account Policiesà Account Lockout 
policy. 
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aRricxvis Canawerebis blokirebis politikebi aRwerilia 

cxrilSi: 
 

politika aRwera 

 
 
 

aRricxvis Canawerebis 
blokirebis xangZlivoba 

dadebiTi ricxvi (maq.99999 wT), 
romelic miuTiTebs aRricxvis 
Canawerebis blokirebis xan-

gZlivobaze. miTiTebuli drois 
gasvlis Semdeg aRricxvis Canawerebze 
moixsneba blokireba. Tu miTiTebulia 

„0“, aRricxvis Canaweri daiblokeba 
samudamod da saWiro gaxdeba 
administratoris Careva. 

 

 
aRricxvis Canawerebis 

blokirebis zRurbli 

dadebiTi ricxvi (maq.99999) 
romelic gansazRvravs parolebis 

SerCevis cdebis raodenobas drois 
mocemul SualedSi. 

 

 
aRricxvis Canaweris 

blokirebis mricxvelis 
gadayeneba 

drois inrtervalis miTiTeba 
(99999wT), romlis ganmavlobaSic 

xdeba aRricxvis Canaweris blokireba, 
parolebis SerCevis garkveuli 
raodenobis cdebis Semdeg. 

 

 
 

1.9. Password Reset Disk-is gamoyeneba 
 
Password Reset Disk-is Cveulebrivi diskia, romelic 

SesaZlebelia momxmarebelTa registracia parolis akrebis 
gareSe. aseTi diskis Sesaqmnelad aucilebelia mimdinare 
parolis codna, winaaRmdeg SemTxvevaSi nebismier pirs SeuZlia 

igive proceduris Sesruleba Tqvens magier. 
Password Reset Disk-is Sesaqmnelad saWiroa Semdegi 

moqmedebebis Sesruleba: 
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1. daregistrirdiT Tqveni aRricxvis CanaweriT; 

2. airCieT brZaneba Control Panelà User Accounts; 
3. airCieT Tqveni aRricxvis Canaweri; 
4. airCieT elementi Prevent A Forgotten Password.  

 

 
nax.1.8 

 
1.10. dacva Welcome ekranis saSualebiT 

 

ekrani Welcome moxerxebulia muSaobisas; momxmareblebs 
SeuZliaT daregistrirdnen Tagvus Rilaks daWeriT an parolis 
miTiTebis Sedegad (Tu mas moiTxovs aRricxvis Canaweri). es 

ekrani aseve asaxavs momxmareblTa saxelebs da parolebis 
karnaxebs.  Welcome ekranis gaTiSva xdeba Semdegnairad: 

1. airCieT brZaneba Control PanelàUser AccountsàChange The 
Way Users Log On Or Off. 

2. gaTiSeT alami Use The Welcome Screen da airCieT Rilaki 

Apply Options. 
ekran Welcome-is gaTiSvis Semdeg xdeba gadasvla 

registraciis klasikur scenarze, rodesac gaaqtiurdeba 

dialogiuri fanjrebi Welcome To Windows da log on to 
Windows. ekran Welcome-is gaTiSvis Sedegad avtomaturad 
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gaiTiSeba Tviseba Fast User Switching, romelic sxva 

aRricxvis CanaweriT registraciis saSualebas iZleva. es ofcia 
uzrunvelyofs ramodenime momxmareblis erTdroul 
registracias. 

 

1.11. usafrTxoebis uzrunvelyofa klasikuri scenariT   
registraciisas 

 

 klasikuri scenariT registracia, iTvaliswinebs 
Ctrl+Alt+Delete klaviSebis kombinacias. am SemTxvevaSi 

momxmarebelma unda akrifos moxmareblis saxeli da paroli. 
aRniSnuli procesis gasaaqtiureblad saWiroa: 

 

 
nax.1.9 

 

1.  airCioT brZaneba Runàcontrol userpasswords2. 
2. airCioT CanarTi Advanced da CarTeT alami Require Users To 

Press Ctrl+Alt+Delete ixileT nax.1.9. 
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3. avtonomiuri registraciis gamorTvisaTvis airCieT CanarTi 

Users da CarTeT alami Users Must Enter A User Name and 
Password.  

4.  
1.13. gamafrTxilebeli Setyobineba 

 
arsebobs SemTxvevebi, rodesac saWiroa misalmebis an 

gafrTxilebis teqstis gamotana ekranze. am dros 
momxmareblisaTvis gankuTvnili teqsti gamoCndeba ekranze 

dailogiuri fanjris Log On To Windows-is gamoCenamde. ixileT 
nax.1.10. 

 

 
nax.1.10 

 

msgavsi saxis Setyobinebis gamosatanad saWiroa: 
1. airCieT brZaneba RunàSecpol.msc. 
2. dialogiur fanjaraSi airCieT brZaneba Security setting à Local 

Policies à Security Options 
3. daaWireT Tagus marcxena Rilaks 2-jer punqtze Message 

Tittle For Users Attampting to log on (Setyobinebis saTauri). 
4. akrifeT teqsti, daaWireT Rilaks OK. 
5. daaWireT Tagus marcxena Rilaks 2-jer punqtze Message Text 

For Attampting Top Log On (Setyobinebis teqsti). 
6. akrifeT Setyobinebis teqsti, daaWireT Rilaks OK. 
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1.14.  dacvis damatebiTi done (Tviseba Syskey) 
 

Tviseba Syskey-is gamoyenebis SemTxvevaSi, Cveulebrivi 
registraciis ekranis gamoCenisaTvis saWiro xdeba parolis 

Setana. moqmedebebis Tanmimdevroba: 
1. brZanebaTa striqonSi akrifeT SysKey. 
2. ekranze gamoCndeba dialogiuri fanjara. airCieT Rilaki 

Update. ixileT nax1.11. 
dialogiur fanjaraSi Startup Key airCieT erT-erTi Semdegi 

sami ofciidan. ixileT nax.1.12. 

 

 
nax.1.11 

 

– Password Setup (parolis dayeneba). akrifeT paroli, romelic 

unda aikrifos kompiuteris yoveli CarTvis Sedegad. 
usafrTxoebisaTvis umjobesia paroli Sedgebodes minimum 12 
simbolosagan.  

–  Store Startup Key Locally (sastarto gasaRebi Senaxulia 
lokalurad. es ofcia CarTulia „gaCumebiT“) 

– Store Startup Key On Floppy Disk. am SemTxvevaSi Syskey 
utilita axdens axali sastarto gasaRebis generacias da 
inaxavs mas disketze. 
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1.15. usafrTxoebis wesebi momxmarebelTa aRricxvis 

Canawerebisa da parolebisaTvis 
 
qvemoT CamoTvlilia usafrTxoebis wesebi, romlebic 

saSualebas iZlevian davmaloT ucxo Tvalisagan aRricxvis 
Canawerebi, parolebi da registraciis procesis detalebi. 

– TiToeuli momxmareblisaTvis SeqmeniT calke aRricxvis 
Canaweri; 

– gamorTeT an waSaleT aRricxvis Canawerebi, romelTac aRar 

iyenebT;  
– yvela aRricxvis CanawerisaTvis gamoiyeneT aratrivialuri 

parolebi; 

 

 
nax.1.12 

 
– daicaviT administratoris aRricxvis Canawerebi; 
– airCieT parolebTan muSaobis iseTi politika, romlebic 

saSualebas aZleven momxmareblebs amoirCion an 

regularulad Secvalon parolebi; 
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– uzrunvelyaviT dakarguli parolebis aRdgenis saSualebebi; 

– gamoiyeneT parolebTan usafrTxo muSaobis specialuri 
programa; 

– gamorTeT sawyisi ekranis gamosvla registraciis procesSi; 

– daayeneT Ctrl+Alt+Del klaviSebis kombinaciis akrebis moTxovna 
registraciis dawyebamde; 

– CarTeT ekranis gamosaxuleba, romelic amcnobs momxmarebels 
arasaqcionirebuli mimarTvis mcdelobis Sesaxeb; 

– gaaaqtiureT parolebis blokirebis politika, romelic 
parolebis SerCevis programis gauqmebas axdens; 

– umaRlesi donis usafrTxoebis aucileblobisas 

uzrunvelyaviT sistemis CatvirTva, mxolod specialuri 
parolis an sxva damxmare saSualebebis akrebis Semdeg. 

 
 

 

sakontrolo kiTxvebi: 
 

1. romeli oTxi xerxiT SeiZleba aRricxvis Canawerebis Seqmna? 

2. rogor CavrToT aRricxvis Canaweri usafrTxoebis jgufebSi? 
3. rogor gavTiSoT avtomaturi registaciis procesi? 
4. ris saSualebas iZleva Tviseba Syskey? 
5. rogor CavrToT gamafrTxilebeli Setyobineba registraciis 

procesSi? 

6. rogor davayenoT Ctrl+Alt+Delete klaviSebis kombinacia 

registraciis procesSi? 

7. ras niSnavs dacva Welcome ekranis saSualebiT? 

8. rogor CavrToT parolebis politikebi? 

9. ras gulisxmobs termini rTuli paroli? 

10.  rogor CavrToT politika, romelic moiTxovs momxmareblis 

parolis Secvalas erT kviraSi? 
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Tavi 2. usafrTxoebis dacvis ZiriTadi 
principebi 

 
2.1.  NTFS formatis gamoyeneba failebisa da saqaRaldeebis 

samarTavad 
 
 praqtikulad yovelTvis, rodesac erT kompiuterTan 

muSaobs ramdenime momxmarebeli, warmoiSoba usafrTxoebasTan 
dakavSirebuli problemebi. Tu TiToeul momxmarebels aqvs 

kompiuterTan mimarTvis iseTi uflebebi, romlebic Seesabameba 
mis kvalifikaciis dones, usafrTxoebis teqnikasTan 
dakavSirebuli riski SedarebiT dabalia. 

operaciuli sistema  Windows XP, romelic uSualod 
gamoiyenebs NTFS mimarTvis wesebs, _ esaa erTaderTi saSualeba 
aawyoT usafrTxo muSaoba failebTan da saqaRaldeebTan. meores 

mxriv,  NTFS-Tan uSualo mimarTva “gaCumebis” principiT 
blokirebulia moxerxebulobis TvalsazrisiT. imisaTvis, rom 
viqonioT NTFS-sTan mimarTvis sruli nakrebi, gaaaqtiureT  

Windows Explorer, airCieT brZaneba Tools à Folder Options da 
gamorTeT ofcia Simple File Sharing. 

NTFS failuri sistemis gamoyenebiT daformatebuli 

diskebis tomebSi, mTavari failuri cxrilebis (master file table) 
TiToeuli Canaweri moicavs mimarTvis sakontrolo sias ACL 
(access control list). es sia gansazRvravs im momxmareblebs an 

jgufebs, romlebTac aqvT obieqtTan mimarTvis ufleba. 
 failis an saqaRaldis mflobels ufleba aqvs misces an 

ar misces am resursTan mimarTvis ufleba danarCen 

momxmareblebs. nax.2.1-ze naCvebebia mimarTvis uflebebi, 
romlebic daniSnulia e.w. “gaCumebis principiT”. aq TiToeul 
momxmarebels failebsa da saqaRaldeebze sruli kontrolis 

ufleba aqvs.  
rodesac usafrTxoebis uzrunvelyofa metad mniSvnelovania, 

sxvadasxva momxmarebelTa jgufebs eniWebaT gansxvavebuli 

mimarTvis uflebebi. 
naxazze mocemul magaliTze warmodgenilia mimarTvis 

uflebaTa sruli nakrebi (saqaRaldeebisTvis C:\\Winnt), 
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zemoxsenebuli dialoguri fanjris gasaxsnelad saqaRaldis 

konteqsturi meniudan airCieT PropertiesàSecurityà  Advanced. 
 

 
nax.2.1 

cxrilSi CamoTvlilia mimarTvis uflebebi da maTi 

moqmedebis Sedegebi: 
 

mimarTvis uflebebi moqmedebebi momxmareblebisa da 
jgufebisaTvis 

Full Control amorCeuli momxmareblisaTvis an 

jgufisaTvis uzrunvelyofs srul 
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kontrols failebze an saqaRaldeebze. 

kerZod, daaTvalieros saqaRaldis 
Semcveloba, Seqmnas axali failebi, 
waSalos failebi da qvekatalogebi, 

Secvalos failebTan da qvekata-logebTan 
mimarTvis uflebebi, moipovos sakuTrebis 
uflebebi failebze. 

Modify uflebas aZlevs amorCeul momxmarebels 

an jgufs moaxdinon failebis wakiTxva, 
redaqtireba, Seqmna da waSla, magram ar 

aZlevs uflebas uflebas Secvalos 
mimarTvis uflebebi da miiRos sakuTrebis 
ufleba failze. 

Read & Execute uflebas aZlevs amorCeul momxmarebels 

an jgufs daaTvalieron failis 
Semcveloba da gauSvan programebi 
Sesrulebaze. 

List Folder Contents es ufleba moqmedebs mxolod 

saqaRaldeebisaTvis. gulisxmobs igive 
uflebebs, rasac  Read & Execute ufleba. 
gansxvaveba imaSia, rom es mimarTvis ufle-
ba moqmedebs mxolod  saqaRaldeebisaTvis. 

Read uflebas aZlevs amorCeul momxmarebels 

an jgufs daaTvalieros failebis 

atributebi, uzrunvelyofs failebis 
wakiTxvisa da sinqronizaciis 
SesaZleblobas. 

Write uflebas aZlevs amorCeul momxmarebels 

an jgufs Seqmnas failebi, Caweros 
monacemebi, waikiTxos atributebis 

mniSvnelobebi da mimarTvis uflebebi, 
aseve Seasrulos failebis sinqronizacia. 
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2.2. pirad dokumentebTan mimarTvis blokireba 
 
Windows XP-Si Seqmnili yoveli axali aRricxvis Canaweri 

avtomaturad Tavsdeba jgufSi Administrators. aqedan gamomdinare, 
Tu momxmareblis aRricxvis Canaweri Sedis Administrators-is 
jgufSi mas SeuZlia daaTvarielos nebismieri momxmareblis 

saqaRalde. Sesabamisad, administratoris uflebebidan 
gamomdinare, SeuZlia Secvalos, waSalos, daamators failebi 
nebismieri momxmareblis saqaRaldeSi.  

meores mxriv, SezRuduli aRricxvis Canaweris mqone 
momxmarebels, ufleba aqvs mimarTos mxolod pirad dokumentebs 
My Computer saqaRaldeSi. SezRuduli uflebebis nebismieri 

momxmarebeli, romelic ecdeba sxva momxmareblis piradi 
failebis daTvalierebas saqaRaldeSi Documents and Settings, 
dainaxavs Semdegi saxis Setyobinebas ” Access Denied”. 

amgvarad, Tu Tqveni aRricxvis Canaweri _ esaa erTaderTi 
administratoris aRricxvis Canaweri kompiuterze, xolo 
danarCen momxmareblebs aqvT SezRuduli aRricxvis Canawerebi, 

yovelgvari riskis gareSe SegiZliaT SeinaxoT piradi failebi 
My Documents saqaRaldeSi, ise rom ar mianiWoT mas Tviseba 
Private. Tu Tqveni kompiuteris aRricxvis Canawerebis lokaluri 

baza Administrators jgufSi moicavs erTze met Canawers, saWiroa 
CarToT ofcia Make This Folder Private. 

amasTan, metad sayuradReboa am ofciis Semdegi Tvisebebi: 

 _ diski, sadac inaxeba Tqveni piradi profili, unda iyos 
daformatebuli NTFS failuri sistemis saSualebiT. es ofcia 
ar moqmedebs, Tu diski daformatebulia FAT32 failuri 

sistemis gamoyenebiT; 
_  ofcia Make This Folder Private misawvdomia mxolod im 

SemTxvevaSi, Tu dablokilia ofcia Simple File Sharing; 
_ Tqveni aRricxvis Canaweri daculi unda iyos paroliT; 
_ ofcia Make This Folder Private misawvdomia mxolod 

konkretuli momxmareblis konkretuli profilisaTvis. Tqven 

ver gamoiuyenebT am ofcias im saqaRaldisaTvis, romelic 
ekuTvnis sxva momxmareblis profils. 
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2.3. rogor mivmarToT fails Tu ar gvaqvs mimarTvis 

ufleba 
 
TiToeul fails an saqaRaldes NTFS ganyofilebaSi hyavs 

mflobeli. mflobels SeuZlia mianiWos an waarTvas failebTan 
da saqaRaldeebTan mimarTvis ufleba sxva momxmareblebsa da 

jgufebs. rogorc mflobeli, Tqven SegiZliaT dablokoT yvela 
sxva momxmarebeli, Administrators jgufis wevrebis CaTvliT. 
aseve, SegiZliaT gadasceT sxva momxmarebels am failze an 

saqaRaldeze pasuxismgeblobis ufleba. amisaTvis, SeasruleT 
Semdegi moqmedebebi. 

_ Tu Tqven xarT obieqtis mflobeli 

1. failis an saqaRaldis konteqsturi meniudan airCieT 
punqti Properties. 

2. airCieT brZaneba SecurityàAdvanced.  gaixsneba 

dialoguri fanjara Advanced Security Settings. (ix.nax.2.2) 
3. airCieT ofcia Owner, am dialogur fanjaraSi 

miTiTebulia mimdinare mflobelis saxelwodeba. Tqven 

SegiZliaT gadasceT sakuTrebis ufleba nebismier momxmarebels 
an jgufs. 

4. Tu amorCeuli obieqti aris saqaRalde da Tqven gindaT, 

rom cvlilebebi Seexos am saqaRaldis yvela failsa da 
qvesaqaRaldes, airCieT ofcia Replace Owner On Subcontainers 
And Objects. 

5. airCieT saxeli siidan Change Owner To . 
 

_ Tu Tqven xarT administratori, SegiZliaT uSualod 
miiRoT sakuTrebis ufleba. gaxsniT dialoguri fanjara 
Advanced Security Settings, airCieT ofcia Owner da saxeli siidan 
Change Owner To. 

 _ Tu Tqven ar xarT administratori, saWiroa TxovoT 

mimdinare mflobels an administrators daamatos Tqvens 
aRricxvis CanawerSi fails an saqaRaldis ACL da miganiWoT 
Tqven Take Ownership mimarTvis uflebebi. amisaTvis, dialogur 

fanjaraSi Advanced Security Settings, airCieT brZaneba  
Permissions àEdit. 
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informaciis sruli konfidencialobis misaRwevad saWiroa 

damatebiTi RonisZiebebis miReba, magaliTad, kodireba. 
 

 
nax.2.2 

 
 

2.4. programebTan mimarTvis formireba brZanebaTa 

striqonidan 
 

mimarTvis uflebebis daTvalierebis da redaqtirebis 
gansxvavebuli meTodia brZanebaTa striqonis utilita Calcs.exe.   

brZanebis Sesasruleblad brZanebaTa striqonSi akrifeT 

Semdegi brZaneba: 
calas failis_saxeli 
brZanebis sintaqsis sanaxavad brZanebaTa striqonSi akrifeT 

calcs. 
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es brZaneba moxerxebulia imiT, rom SeiZleba obieqtebTan 

mimarTvis uflebebis swrafad gansazRvra, mravalricxovani 
diloguri fanjrebis gareSe. 

cxrilSi ganxiluliaa Calcs brZanebis utilitebi 

 

parametri funqcia 
/T mimarTvis uflebebis Secvla miTiTebuli 

failebisaTvis mimdinare saqaRaldeSi da yvela 
misi qvesaqaRaldeSi 

/E mimarTvis uflebebis siis redaqtireba 
/C damatebiT failebTan muSaobis gagrZeleba, im 

SemTxvevaSic ki Tu miiReT “Access Denied” 
Setyobineba. 

/G user:perm miTiTebul momxmarebels mianiWebs mimarTvis 
uflebebs; Tu gamoiyeneba /E parametris gareSe 
mTlianad icvleba mimarTvis uflebebi. 

/R user gaTiSavs mimarTvis uflebebs miTiTebuli 
momxmareblisaTvis (unda gamoiyenoT parametri 

/E) 
/P user:perm cvlis mimarTvis uflebebs miTiTebuli 

momxmareblisaTvis 

/D user uars eubneba mimarTvaze miTiTebul 
momxmarebels 

 
parametrebisaTvis /G da /P gamoiyeneba erT-erTi Semdegi 

oTxi simbolodan (perm-is nacvlad): 

• F (Full Control) _ Allow alamis eqvivalenturia 

striqonisaTvis Full Control CanarTSi Security. 
• C  (Change) – Allow alamis eqvivalenturia striqonisaTvis  

Change CanarTSi Security. 
• R (Read) – Allow alamis eqvivalenturia striqonisaTvis 

Read CanarTSi Security. 
• W (Write) _ Allow alamis eqvivalenturia striqonisaTvis 

Write CanarTSi Security. 
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2.5. programebTan mimarTvis SezRudva    
 
nebismier administrators surs SeuzRudos momxmareblebs 

garkveuli programebTan mimarTvis saSualeba. qvemoT 

CamoTvlilia ramodenime meTodi. 
_ waSaleT swrafi mimarTvis piqtogramebi saqaRaldeebidan 

%AllUsersProfile%\Desktop da %All Usersprofile%\Short Menu. 
_ waSaleT jgufi Everyone da momxmarebelTa jgufebi 

mimarTvis uflebaTa siidan, datoveT mxolod jgufi  
Administrators da Power User. (ix. Tavi. 2.1.) 

_ ar misceT saSualeba momxmareblebs gaaaqtiuron 
programebi cmd.exe  da command, romlebic mdebareoben 
saqaRaldeebSi com %SystemRoot%\System32. SecvaleT am orive 

failTan mimarTvis wesebi, ise rom maTi gaaqtiurebis ufleba 
hqondes mxolod administrators, an gadaarqviT maT saxelebi.  

_ gamoiyeneT programaTa SezRudvis polotikebi. es 

zlieri, Tumca salmaod rTuli instrumentuli saSualebebi 
dawvrilebiTaa aRwerili statiaSi Microsoft Knowledge Base 
Q310791. 

 
2.6. periferiuli mowyobilobebis marTva 

 
imisaTvis, rom akrZaloT diskebTan, kompaqt-diskebTan, zip-

diskebTan mimarTvis saSualeba saWiroa fizikurad CaketoT 
diskebi an gamoiyenoT Group Policy.  aseve SegiZliaT gamoiyenoT 

utilita Device Lock (htt://www.ntutility.com/dl/indec/htm), 
romelic uzrunvelyofs dacvis damatebiT saSualebebs. 

aseve SesaZlebelia aukrZaloT momxmarebels lokalur 

printerTan mimarTvis saSualeba (saWiroa gaTiSoT ofcia Simlpe 
File Sharing).  

TiToeul printers aqvs ofcia Security (nax.3.3), sadac 
CamoTvlilia :  
_  momxmareblebi, romlebsac aqvT beWdvis ufleba 

_  momxmareblebi, romelTac aqvT davalebebis marTvis ufleba. 
_ momxmareblebi, romelTac SeuZliaT marTon printeris 
parametrebi. 

http://www.ntutility.com/dl/indec/htm)
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nax.3.3 

 

 

sakontrolo kiTxvebi: 
 

1. rogor CavrToT Simple File Sharing interfeisi da risTvisaa 
igi saWiro? 

2. SeiZleba CaiTvalos Tviseba Private saqaRaldis dacvis 

saimedo saSualebad? 

3. rogor SevzRudod ama Tu im programis Sesrulebaze gaSveba? 

4. ris saSualebas iZleva calcs  brZaneba? 
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Tavi 3. usafrTxo interneti da 
eleqtronuli fosta 

 
3.1. virusebi da maTTan brZola 

 
kompiuteruli virusebis gamoCena 1980 wlidan daiwyo, 

rodesac isini swrafad vrceldebodnen inficirebuli 
disketebis saSualebiT. bolo wlebSi isini sul ufro metad 

mavne da momxmareblisaTvis SeumCnevelni gaxdnen. internetis, 
eleqtronuli fostis da Zalian popularuli Windows-is 
wyalobiT virusebi mTels qveyanaSi warmoudgeneli siswrafiT 

vrceldeba. eqspertTa dakvirvebis mixedviT, malware-s (yvela 
saxis mavnebeli programis sayovelTaod miRebuli dasaxeleba) 
moculobis zrda weliwadSi 15%-s aRemateba. 

marTalia, ZiriTad safrTxes momxmareblebs kompiuteruli 
virusebi uqmnian, arsebobs sxvadasxva saxis mavne programebic. 
ganvmartoT maTi muSaobis principebi. 

virusi _ esaa programuli kodi, romlis tiraJirebac sxva 
obieqtSi damatebis Sedegad xdeba. es procesi mimdinareobs 
SeumCnevlad, momxmareblis nebarTvis gareSe, amgvarad, viruss 

SeuZlia failebis, dokumentebis an failuri da diskuri 
struqturebis, rogoricaa CasatvirTi seqtori an failebis 
ganlagebis cxrili, inficireba. virusis gaaqtiureba xdeba 

inficirebuli programis gaSvebisas. maT SeuZliaT mudmivad 
iarsebon mexsierebaSi da moaxdinon momxmarebelTa failebis 
inficireba an sakuTari failebis Seqmna, aseve SeuZliaT 

Secvalon mniSvnelobebi sistemur reestrSi. virusi, 
aucilebeli araa iyos calkeuli programa, da yovelTvis ar 
warmoadgens destruqciuls Tavisi SinaarsiT, yvelaferi 

damokidebulia mis nairsaxeobaze. 
Worm (Wia) _ esaa damoukidebeli programa, romelic erTi 

kompiuteridan meoreze sakuTari Tavis kopirebis Sedegad 

vrceldeba, rogorc wesi lokaluri qselis an safosto 
gzavnilebis saSualebiT. es programebi anadgureben monacemTa 
failebs an awarmoeben erTobliv Setevas sxva kompiuteris 
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winaaRmdeg. yovelTvis ar arsebobs mkafio gansxvaveba virusebsa 

da Wiebs Soris. 
troas cxenebi anu troianebi _ programebi, romelTa 

gaaqtiurebac xSirad momxmareblis Tanxmobis Sedegad xdeba. am 

erTi SexedviT uwyinar programebs SeuZliaT Secvalon 
momxmarebelTa parolebi da mimarTvis uflebebi. troiani 
SeiZleba aRmoCndes kompiuterSi safosto gzavnilebidan an veb-

saitebidan. magaliTad, hakeri romelime saitidan atyobinebs 
msxverpls, rom internetSi SeimCneva Zalian veragi virusis 
epidemia da sTavazobs mimarTos Tavis viTomc da antivirusul 

programas, saidanac realurad moxdeba misi inficireba. 
Sereuli kodebi warmoadgenen axali klasis daxvewil mavne 

programebs, romlebic moicaven virusebis, Wiebis da troianebis 

yvela maxasiaTebels, rac saSualebas aZlevs borotganmzraxvels 
awarmoos gansakuTrebiT efeqturi Seteva. aseTi programebis 
mizans warmoadgens veb-serverebi da qselebi, rac mniSvnelovnad 

amaRlebs maT safrTxes. 
da bolos, ar SeiZleba ar aRvniSnoT _ spami. yvela, vinc 

sargeblobs eleqtronuli fostiT, adre Tu gvian Rebulobs 

mosabezrebel sareklamo Setyobinebebs anu spams. spami  
namdvili ubedurebaa, romelic safrTxes uqmnis kompiuteris 
usafrTxoebas. igi warmoadgens idealur garemos sxadasxva 

TaRliTebisaTvis, romlebic avrceleben saeWvo marketingul 
sqemebs. am kategoriis zogierTi werili Seicavs virusebs da 
sxva mavne programebs. rogorc wesi, spamerebi eZeben miamit 

momxmareblebs, romlebic miiReben Setyobinebas da moaxdenen 
masze reagirebas. isini malaven sakuTar misamarTebs, amitomac 
SeuZlebelia maTi dasja. 

arc Tu ise martivi saqmea Cveulebrivi werilrbis 
gansxvaveba spamisagan, Tumca arsebobs maTTvis damaxasiaTebeli 
Taviseburebebi. kerZod, spamerebi iyeneben fiqtiur misamarTebs 

(velSi From), uTiTeben uwyinar teqstebs velSi Subject 
(magaliTad, “Tqven miiReT Cemi werili?” an “informacia, 
romelic Tqven SeukveTeT”), cdiloben CarTon werilSi mimarTva 
“erTjerad” veb-gverdebze, romelic qreba mas Semdeg, rodesac 

vinme wamoegeba ankesze. 
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dawvrilebiT spamerebis teqnologiebi aRwerilia veb-saitze 
http://www.spamfaq.net/spamfighting.shtml. 

 

gTavazobT zogierTi antvirusuli programis mokle 
daxasiaTebas. 

 

Aladdin Knowledge Systems 
produqtebi: eSafe Desctop, eSafe Enterprisees 
es paketi aerTianebs antivirusul teqnologiebs, 

personalur brandmauers, safosto filtrs da samuSao magidis 
blokirebis utilitebs. SesaZlebelia 60-dRiani demo-versiis 
gadmotvirTva veb-saitidan: http://www.aks.com. 

informacia virusebis Sesaxeb: 
 http://www.aks.com/home/csrt/valerts.asp 
 
Central Command 
produqtebi: Vexira Antivirus (versiebi: Home, Small Business, 

Enterprise, Government, Educational Edition). 
esaa gamosayeneblad martivi skanerebi, romelTa 

saSualebiTac SegiZliaT SeamowmoT eleqtronuli fosta, 
CasatvirTi failebi da qseluri diskebi. TiToeuli 

produqtisaTvis arsebobs demo-versia.  
veb-saiti: http://www.centralcommand.com 
informacia virusebis Sesaxeb: 
http://www.centralcommand.com/recent_threats.html 
 
Command Software Systems, Inc. 
produqtebi: Command AntiVirus, saxlis da korporatiuli 

versia. 
es programa amowmebs 70 tipis (maT Soris SekumSul) 

failebs, aucileblobis SemTxvevxaSi veb-gverdebsac. 

xelmisawvdomia 30-dRiani demo-versia veb-saitze: 
http://www.commandcom.com 

informacia virusebis Sesaxeb: 
http://www.commandcom.com/virus/index.cfm 
 
 

http://www.spamfaq.net/spamfighting.shtml
http://www.aks.com
http://www.aks.com/home/csrt/valerts.asp
http://www.centralcommand.com
http://www.centralcommand.com/recent_threats.html
http://www.commandcom.com
http://www.commandcom.com/virus/index.cfm
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Computer Associates International, Inc. 
produqtebi: eTrust EZ Armor, eTrust EZ Antivirus, eTrust EZ 

Deskshield, eTrust EZ Firewall. 
kompania CAI gvTavazobs produqtebis farTo speqtrs, 

rogorc saxlis, ise mcire biznesisa da msxvili 
korporaciebisaTvis. 

veb-saiti: http://www.cai.com, http://www2.my-etrust.com. 
informacia virusebis Sesaxeb: 
http://www3.ca.com/virus 
 
ESET 
produqti: NOD32 
prgraamas uzrunvelyofs kompiuteris mudmiv dacvas, 

SeuZlia integrireba Windows Explorer-Tan da safosto 
klientebTan. paketi Seicavs ganaxlebis mraval variants, 

romelSic gaTvaliswinebulia lokalur qselSi muSaobis 
Taviseburebebi. 

veb-saiti: http://www.nod32.com 

informacia virusebis Sesaxeb: 
http://www.nod32.com/aupport/pedia.htm 
 
F-Secure Corp. 
produqti: F-Secure Anti-Virus 
kompanis gvTavazobs Tavisi programis aTze met versias. maT 

ricxvSi Sedis personaluri da korporatiuli programebis 

aTze meti versia. paketi Total Suite moicavs brandmauerisa da 
antivirusis funqciebs. xelmisawvdomia sademonstracio 
versiebi: 

veb-saiti: http://www.f-secure.com 
informacia virusebis Sesaxeb: 
http://www.f-secure.com/virus-info 
 
Grisoft,Inc. 
produqtebi: AVG Antivirus 6.0 (ufasod vrceldeba versiebi 

Professional da Server) 

http://www.cai.com
http://www2.my-etrust.com
http://www3.ca.com/virus
http://www.nod32.com
http://www.nod32.com/aupport/pedia.htm
http://www.f-secure.com
http://www.f-secure.com/virus-info
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kompleqtSi Sedis antivirusuli skaneri da eleqtronuli 

fostis dacvis sistema avtomaturi ganaxlebis funqciebiT. 
xelmisawvdomia 30-dRiano demo-versia. 

veb-saiti: http://www.grisoft.com 
informacia virusebis Sesaxeb: 
http://www.grisoft.com/html/us_alert.php 
 

kasperskis laboratoria 
produqti: kasperskis antivirusi. 

programas SeuZlia integrireba Outloox Express-Tan da MS 
Office-is produqtebTan. 

veb-saiti: http://www.kasperskylabs.com 
informacia virusebis Sesaxeb: 
http://www.kasperskylabs.com/news.httnl?tnews=20140 
 

Network Associates(McAfee) 
produqtebi: McAfee VirusScan, McAfee Clinic, McAfee 

NetShield, McAfee WebShield, McAfee GroupShield. 
soliduri firma, gvTavazobs antivirusuli programebis 

farTo arCevans saxlSi momuSave momxmareblebisaTvis, kerZo 
mewarmeebisaTvis da msxvili korporaciebisaTvis. TiToeuli 

produqtisaTvis xelmisawvdomia sademonstracio versia. 
veb-saiti: http://www.nai.com, http://www.mcafee.com, 

http://www.mcafeeb2b.com. 
informacia virusebis Sesaxeb: 
 http://vil.nai.com/VIL/default.asp 
 
Norman ASA 
Virus Control, Norman Personal Firewall, Norman Privacy. 
programuli paketi Sedgeba modulebisagan, romelic Seicavs 

rezidentul skaners, skaners xeliT SemowmebisaTvis, ganaxlebis 
sistemas da utilitebis nakrebs. administrators SeuZlia 

aawyos sistema iseTi saxiT, rom klientebis programebis 
ganaxleba moxdes internetidan. saitze moTavsebulia 30-dRiani 
demo-versia. 

veb-saiti: http://www.norman.com 

http://www.grisoft.com
http://www.grisoft.com/html/us_alert.php
http://www.kasperskylabs.com
http://www.kasperskylabs.com/news.httnl?tnews=20140
http://www.nai.com
http://www.mcafee.com
http://www.mcafeeb2b.com
http://vil.nai.com/VIL/default.asp
http://www.norman.com


 40

informacia virusebis Sesaxeb: 
http://www.norman.com/virus_info/virus_descriptions.shtml 

 

Panda Software 
produqti: Panda Antivirus 
SemoTavazebuli programuli kompleqsi uzrunvelyofs 

lokaluri qselis (serveris da klient-kompiuterebis) srul 
dacvas. saxlSi momuSave momxmareblebs SeuZliaT SeiZinon 

Titanium an Platinum versia, romelTa ganaxlebac xdeba 
yoveldRe da Tavsebadia WindowsXP-sTan. 

veb-saiti: http://www.pandasoftware.com, 
informacia virusebis Sesaxeb: http://www.pandasoftware.com 
 
Sophos 
produqti: Sophos Anti-Virus 
programa damuSavebulia specialurad korporatiuli 

qselebisaTvis, axorcielebs diskebis, Sesrulebadi failebis, 
dokumentebis da qseluri diskebis monitorings. xelmisawvdomia 
sasinji versia 

veb-saiti: http://www.sophos.com, 
informacia virusebis Sesaxeb: http://www.sophos.com/virusinfo 
 
Symantec Corp. 
produqtebi: Norton Antivirus, Norton Internet Security 
produqtebi gankuTvnilia, rogorc calkeul 

momxmareblebisaTvis, ise nebismieri zomis firmebisaTvis.  
Norton Internet Security-is SemadgenlobaSi Sedis brandmaueri, 
xolo Norton Antivirus-i kargad integrirdeba safosto 

programebTan da muSaobs lokalur qselSi. 
veb-saiti: http://www.symantec.com, 
informacia virusebis Sesaxeb: http://www.sarc.com 
 
 
 
 

http://www.norman.com/virus_info/virus_descriptions.shtml
http://www.pandasoftware.com
http://www.pandasoftware.com
http://www.sophos.com
http://www.sophos.com
http://www.symantec.com
http://www.sarc.com
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3.2. usafrTxoebis zonebi 
 
usafrTxoebis zonebi warmoadgens internetis 

momxmarebelTa Tavdacvis ZiriTad saSualebas. gaCumebis 
principiT yvela veb-saiti miekuTvneba internetis zonas, xolo 
Internet Explorer-i mkacrad gansazRvravs moqmedebaTa saxeebs ama 
Tu im zonis veb-saitebisaTvis. kerZod, arsebobs usafrTxoebis 
oTxi zona: 

- lokaluri intraqseli (Local Intranet). es zona 

gankuTvnilia veb-saitebis gansaTavseblad organizaciis SigniT; 
- sando veb-saitebi (Trusted Sites). am saitebs eniWebaT 

ndobis umaRlesi done. (magaliTad, veb-saitebi Tqveni saqmiani 

partniorebisaTvis);  
 

 
nax.3.1 
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- SezRuduli veb-saitebi (Restricted Sites zone). esaa saitebi, 
romlebsac danamdvilebiT ar endobiT. 

- interneti (Internet Zone). es zona gankuTvnilia im veb-
saitebisaTvis, romlebic ar moxvdnen arc erT wina kategoriaSi. 

usafrTxoebis zonebis konfigurirebisaTvis SeasruleT 
Semdegi brZanebebi: ToolsàInternet OptionsàSecurity. ix.nax.3.1. 

veb-saitis zonaSi Casamateblad airCieT zemoCamoTvlili 

zonidan erT-erTi da velSi Add this Web site to the zone , akrifeT 
veb-saitis URL-linki da daaWireT Rilaks OK. ix.nax.3.2. 

 

 
nax.3.2 

 
ofcia Require server verification (https:) for all sites in this zone 

(am zonis yvela kvanZisaTvis aucilebelia (https:) serverebis 
Semowmeba. Tu saWiroa iseTi veb-saitis Camateba, romelic ar 
iyenebs HTTPS protokols, sakmarisia alamis gamorTva. 
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3.3. cifruli serTifikatebi 
 
cifruli sertifikatebi Ms Windows-is usafrTxoebis 

struqturis mniSvnelovan komponents warmoadgens. serTifikati 

– esaa Canaweri, romelic gamoiyeneba autentifikaciis, 
kodirebis an orive am moqmedebis erTdroulad Sesrulebis 
mizniT. 

  autentifikacia _ esaa procedura, romlis saSualebiTac 
dasturdeba pirovnebis, organizaciis an teqnikuri 
mowyobilobis  namdviloba. magaliTad, Tu Tqven RebulobT 

eleqtronul Setyobinmebas cifruli xelmoweriT, es imis 
garantiaa, rom pirovneba aRniSnuli, rogorc `gamomgzavni~, 
swored es pirovnebaa da ara sxva.  

kodirebis saSualebiT SesaZlebelia informacia daumaloT 
iseT momxmareblebs, romelTac ar aqvT masTan mimarTvis 
ufleba. am procesSi gamoiyeneba gasaRebebi, romlebic axdenen 

monacemebis gadayvanas sabazo formatidan iseT  formatSi, 
romelsac ver aRiqvavs momxmarebeli. imisaTvis, rom 
SesaZlebeli gaxdes am monacemebis kvlav aRqma, arsebobs 

mxolod erTi gza _ ukugardaqmna. (am dros isev saWiroa 
gasaRebi).  

monacemTa kodirebis yvelaze ufro efeqturi da Zveli 

meTodia _ simetriuli kodireba. am dros monacemTa kodirebisa 
da dekodirebisaTvis gamoiyeneba erTi gasaRebi. arasimetriuli 
kodireba iyenebs gansxvavebul gasaRebebs monacemTa kodireba 

/dekodirebisaTvis. 
dRes, yvelaze metad gavrcelebulia simetriuli kodirebis 

erT-erTi meTodi _ kodireba saerTo gasaRebiT. am dros 

arsebobs daxuruli gasaRebi, romelTanac mimarTvis ufleba 
aqvs mxolod erT subieqts da Ria gasaRebi, romelTanac 
mimarTvis ufleba aqvT yvela danarCen momxmareblebs. monacemebi, 

kodirebuli Ria gasaRebiT, SeiZleba dekodirebuli iyos 
mxolod Sesabamisi daxuruli gasaRebiT. 

magaliTad, Tqven ugzavniT kerZo Setyobinebas anas. Tu 

gamoiyenebT mis Ria gasaRebs Setyobinebis kodirebisaTvis, maSin 
dekodirebis operacia SuZlia Caataros mxolod anam, radgan mas 
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aqvs daxuruli gasaRebi. rogor miviRoT anas daxuruli 

gasaRebi? ra Tqma unda, man is unda gamogigzavnoT. magram 
rogor davrwmundeT rom is namdvilad anam gamoagzavna? amaSi 
dagvexmareba sertifkatis mniSvnelovani Tviseba: autentifikacia. 

Setyobineba, anam gamogzavna Tavisi gasaRebi, xelmowerilia 
mesame piris (romelsac endobiT Tqvenc da anac) mier. vinaidan 
ndobiT aRWurvili piri erTaderTia, romelsac SeuZlia xeli 

moaweros Setyobinebas Tavisi  daxuruli gasaRebiT, Tqven 
rwmundebiT, rom Setyobineba namdvilad anas gamogzavnilia. 

cifruli serTifikatebi uzrunvelyofen Ria gasaRebis 

Senaxvisa da gagzavnis meqanizms. adamians, organizacias an 
kompiuters, romelsac miecema serTifikati, SeuZlia 
gaavrcelos Ria gasaRebi sertifikatis gadagzavis saSualebiT. 

serTifikati Seicavs Semdegi saxis informacias 
- subieqtis Ria gasaRebi; 
- subieqtis pirad monacemebs, rogoricaa saxeli an 

eleqtronuli misamarTi; 
- serTifikatis moqmedebis vada; 
- im serTifikaciis cenrtis CA (Certification authority) 

dasaxelebas, romelmac gasca serTifikati; 
- serTifikaciis centris cifruli xelmoweras, romelmac 

gasca serTifikati. 

 

serTifikaciis centrebi 
CA-s daniSnulebaa im Ria gasaRebebis autenfikacia, 

romlebic ekuTvnis momxmareblebs an sxva serTifikaciis 
centrebs. am funqciebis gansaxorcieleblad CA gascems 
serTifikatebs, romelic xelomowerilia maTi sakuTri 

daxuruli gasaRebiT, axorcielebs serTifikatis seriul 
nomerTan dakavSirebul operaciebs da aucileblobis SemTxvevaSi 
gaauqmebs serTifikats. 

imisaTvis, rom serTifikati gansazRvruli iyos, rogorc 
moqmedi, eleqtronuli tranzaqciis orive mxare unda endobodes 
sertifikaciis centrs (CA). Tqvens kompiuterze `gaCurebis 

principiT~ moTavsebulia mravali serTifikati, romlebic 
gacemulia sando  CA-s mier. isini moTavsebulia sacavSi Trusted 
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Root Certification Authorities. es serTifikati aqtiurdebian 

cifruli xelmoweris mqone programis CatvirTvis SemTxvevaSi. 
am dros serTifikatebi gamoiyeneba avtomaturad, Tqvengan 
damoukideblad. serTifikatebi gamoiyeneba im SemTxevaSic, Tu 

momxmarebeli mimarTvs dacul veb-saits (Internet Explorer-is 
fanjaraSi statusis panelze gamosaxulia boqlomi) 
kodirebuli mierTebis gansaxorcieleblad.  

naxaz3.3.-ze gamosaxulia serTifikati, romlis mimarTac ar 
aris dadasturebuli sando damokidebuleba, radgan is ar aris 
gacemuli ZiriTadi sando CA-s mier.  

 

 
nax.3.3 

 

Tu gsurT daicvaT Tqveni werilebi arasanqcirebuli 
mimarTvisagan an gamoaqveynoT internetSi romelime programuli 
produqti, saWiroa iqonioT serTifikatebi. serTifikatis SeZena 

SiZleba serTifikaciis centrebSi. centrebis umravlesoba 
awesebs garkveul fasebs serTifikatebze da TiToeuli maTgani 
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iyenebs pirovnebis dadasturebis sxvadasxva xerxebs. veb-saitze 

http://office.microsoft.com/assistance/2000/cerpage.aspx. firma 
Microsoft–i aqveynebs serTifikaciis centerebis sias. firma 
Thawte-i (http://www.thawte.com) garkveuli registraciis gavlis 

Semdeg, sertifikatebs gascems ufasod. nax.3.4.-ze naCvenebis 
Thawte-is mier gacemuli serTifikati. 

 

 
nax.3.4 

 

cifruli serTifikatebis Tvisebebi 
cifruli serTifikatebis Tvisebebis dasaTvaliereblad 

SeasruleT Semdegi moqmedebebi: 

1.  gaaqtiureT Internet Explorer-i; 
2. airCieT brZaneba Toolsà Internet Optionsà Contentà  
     Certificates;  

http://office.microsoft.com/assistance/2000/cerpage.aspx
http://www.thawte.com
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3. airCieT serTifikati _ orjer daaWireT Tagus marcxena 

Rilaks mis dasaxelebaze ixileT nax. 3.5. ekranze gamoCndeba 
dialoguri fanjara, romelic Sedgeba Semdegi CanarTebisagan. 

 

 
nax3.5 

 

_ General, aRwerilia serTifikatis daniSnuleba. cxrilSi 
CamoTvlilia serTifikatebis gamoyenebis zogadi sferoebi: 

 

cxrili 

gamoyenebis sfero aRwera 

klientis 

autentifikacia 

gamoiyeneba klientebis mier 

serverebTan sakuTari Tavis 
autentifikaciisaTvis  
 

serveris 
autentifikacia 

gamoiyeneba serverebis mier 
klientebTan sakuTari Tavis 

autentifikaciisaTvis 
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programuli kodis 

xelmowera 

gamoiyeneba programuli kodis 

mwarmoeblebis mier programebis 
autentifikaciisaTvis 

eleqtronuli 

Setyobinebebis dacva 

gamoiyeneba eleqtronuli 

Setyobinebebis xelmowerisa da 
kodirebisaTvis protokoliT Secure/ 
Multipurpose Internet Mail Extensions 
(S/MIME) 

ndobis siebis 
xelmowera 

gamoiyeneba serTifikatebis ndobis 
siis Sesaqmnelad 

kodirebuli failuri 
sistema 

gamoiyeneba simetriul gasaRebTan 
failebis kodireba/dekodirebisaTvis 

failebis aRdgena gamoiyeneba simetriul gasaRebTan 

failebis aRdgenisaTvis 

  
_ Details, CamoTvlilia serTifikatis yvela parametri da 

miTiTebulia misi moqmedebis vada; 
_ Certification Path,  asaxulia autentifikaciis sruli 

jaWvi. 

 
serTifikatebis marTva 

serTifikatebis marTva SeiZleba ori gziT: dialoguri 
fanjridan Certificates da Microsoft-is marTvis konsolidan 
Certificates. 

dialoguri fanjra Certificates  
dialoguri fanjra Certificates-is ekranze gamosatanad 

SeasruleT Semdegi moqmedebebi: 
1. gaaqtiureT Internet Explorer-i; 
2. airCieT brZaneba Toolsà Internet Optionsà Contentà 

Certificates;  
3. ekranze gamoCndeba nax.3.6-ze naCvenebi dialoguri fanjara 

mocemul dialogur fanjaraSi warmodgenilia serTifikatebis 
sacavi, sadac serTifikatebi dajgufebulia daniSnulebis 
mixedviT.  
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- Personal (piradi) aq inaxeba serTifikatebi Sesabamis 

daxurul gasaRebTan erTad (rogorc wesi, piradi 
serTifikatebi). 

- Other  People (sxva momxmareblebi). aq inaxeba 

serTifikatebi im momxmareblebisaTvis, romlebTan erTadac Tqven 
iyenebT erT an ramodenime kodirebul fails. 

- Intermediate Certification Authorities (serTifikaciis 
Sualeduri centrebi). aq inaxeba serTifikatebi gacemuli iseTi 
centrebis mier, romlebic ar miekuTvnebian ZiriTad sando 
serTifikaciis centrebs.  

 

 
 nax.3.6 

- Trusted Root Certificates (serTifikaciis sando mTavari 
centrebi). aq Senaxulia xelmowerili serTifikatebi. Tqven 

SegiZliaT srulad endoT calkeuli pirebisagan an firmebidan 
miRebul informacias, Tu Tanmxlebi serTifikatebi gacemulia am 
kategoriaSi miTiTebuli serTifikaciis centrebis mier. 

- Trusted Publishers (sando gamomcemlebi). aq moTavsebulia 
mxolod is serTifikatebi, romlebisTvisac dayenebuli iyo 
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alami Always trust Content From (yovelTvis endeT Sinaarss) 

dialogur fanjaraSi Security Warning. 
serTifikatebis marTvisaTvis metad xelsayrelia  _ 

konsoli certmgr.msc. akrifeT es brZaneba brZanebaTa striqonSi. 
ekranze gamoCndeba nax.3.7-ze naCvenebi fanjara. 

 

 
nax.3.7 

 

serTifikatebis eqsporti da importi 
SesaZlebelia serTifikatebis eqsporti serTifikatebis 

sacavidan Cveulebriv failSi, rac SeiZleba dagWirdeT Semdegi 

miznis misaRwevad: 
_ sarezervo aslis Sesaqmnelad; 
_ serTifikatis kopirebisaTvis an mis gadasatanad sxva 

kompiuterze. 
eqsportis gansaxorcieleblad Certificates dialogur 

fanjaraSi amoirCieT serTifikati da daaWireT Rilaks Export. 
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ekranze gamoCndeba Certificate Export Wizard ostati. ixileT 

nax.3.7. 
serTifikatis importi aucilebelia Semdegi amocanebis  

misaRwevad: 

- axali serTifikatis instalaciisas (serTifikati SeiZleba 
miiRoT sxva adamianis an serTifikaciis centridan); 

- dazianebuli an dakarguli serTifikatis aRsadgenad; 

- Tqveni personaluri serTifikatis sxva kompiuterze 
dasayeneblad. 

importis gansaxorcieleblad Certificates dialogur 

fanjriSi daaWireT Rilaks Import 
 

3.4. eleqtronuli fostis dacva S/MIME-is saSualebiT 
 
mravali popularuli safosto klienturi progrma 

(Outlook, Outlook Express da Netscape Messenger), uzrunvelyofs 

Setyobinebebis daSifrvasa da xelmoweras standartuli 
usafrTxo formatis mxadaWeriT. esaa Secure/Multipurpose Internet 
Mail Extensions (S/MIME). misi saSualebiT informaciis daSifrva 

SesaZlebelia cifruli serTifikatis miRebis Semdeg.  
imisaTvis, rom gagzavnoT daSifruli Setyobineba, 

aucilebelia gqondeT adresatis Ria gasaRebi, romelic 

cifruli serTifikatis Semadgenel komponents warmoadgens. 
(ix.3.8). Ria gasaRebis gasagzavnad sakmarisia gaugzavnoT 
adresats daSifruli Setyobineba. mxolod is adresatebi 

SeZleben daSifruli Setyobinebis miRebas, romlebsac ukve aqvT 
miRebuli cifruli serTifikati.  

mas Semdeg, rac miiRebT Ria gasaRebs Tqveni 

korespondentisagan, SeZlebT daSifruli Setyobinebis gagzavnas.  
Microsoft Outlook-is SemTxvevaSi SeasruleT Semdegi 

brZanebebi:  

1. moamzadeT Setyobineba Cveulebrivi wesiT; 
2. airCieT Office ButtonàPropertiesàSecurity. 
CarTeT alami Encrypt message contents and attachments, xolo 

cifruli xelmowerisaTvos airCieT alami Add digital dignature do 
outgoing masseges. 
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yvela Setyobinebis daSifrvisaTvis airCieT brZaneba: 

Toolsà OptionsàTrust CenteràE-Mail Security da CarTeT 
alami Encrypt Contents And Attachments For Outgoing Messages.  

Outlook Express-is SemTxvevaSi SeasruleT Semdegi brZanebebi: 

1. SeqmeniT Setyobineba Cveulebrivi wesiT; 
2. airCieT ToolsàEncrypt. 
3. cifruli xelmowerisaTvis airCieT brZaneba ToolsàDigitally 

Sign. 
4. daSifrul Setyobinebaze gamosaxulia boqlomi, xolo 

cifruli xelmowera aRniSnulia specialuri simboloTi _ 
StampiT. ixileT nax.3.8. 
 

 
nax.3.8 
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3.5.informaciis daSifrva PGP-is saSualebiT 
 
wina TavSi ganxiluli S/MIME procedurebis alternativas 

warmoadgens protokoli Pretty Good Privacy (PGP). es 

protokoli dResdReobiT praqtikulad warmoadgens qselSi 
Sifraciis standarts. zogierTi mas “oqros” standartad 
miiCnevs. igi Seqmna fil cimermanma 1991 wels. PGP-i 
saSualebas iZleva saimedod daicvaT diskebze arsebuli failebi 
da sakuTari eleqtronuli fosta ucxo pirebisagan.  
yovelgvari saSiSroebis gareSe gadasceT da miiRoT 

mniSvnelovani informacia. programa agebulia Ria gasaRebiT 
daSifrvis principze, risTvisac saWiroa gasaRebebis generacia. 
es procesi SemdegSi mdgomareobs: Tavdapirvelad saWiroa Ria 

gasaRebis generacia da misi gagzavna Ria gasaRebebis serverze 
(an konkretuli adresatisaTvis), saidanac mis miRebas SeZlebs 
nebismieri msurveli. am gasaRebiT moxdeba informaciis daSifrva 

TqvenTvis, xolo Tqven miiRebT ra adresatis aseve Ria gasaRebs, 
SeZlebT daSifroT informacis misTvis. 

 

 
nax.3.9 
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PGP-is gaaqtiurebisas ekranze gamoCndeba fanjara ixileT 

nax3.9, sadac erTi gasaRebi niSnavs Ria gasaRebs, romelic 
miRebulia fostiT an raime sxva saSualebiT, xolo gasaRebebis 
acma esaa, gasaRebebis wyvili: Ria gasaRebi (Public Key) da 

daxuruli gasaRebi (Private Key). 
 

gasaRebis generacia 
axali gasaRebis generaciisaTvis airCieT brZaneba  

Fileà New PGP Key . 
ekranze gaiSveba ostati, romlis karnaxebic zustad unda 

SeasruloT.  
_ pirvel bijzemeore bijze mxolod daaWireT klavSas Next; 
_ meore bijze akrifeT saxeli da e-meili. damatebiTi 
parametrebis misaTiTeblad airCieT Rilaki Advanced. ixileT 
nax. 3.10. 

 

 
nax.3.10 

 mesame bijze akrifeT paroli, romliTac iqneba daculi Tqveni 
gasaRebiT. es unda iyos saimedo paroli, Semdgari aranakleb 8 

simbolosagan da ar unda Seicavdes araalfabetur simboloebs 
(wertili, mZime, tire..). 
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nax3.11 

 

generaciis warmatebiT dasrulebis SemTxvevvaSi miviRebT 
Semdegi saxis fanjaras ixileT nax.3.11. 
 

 
nax.3.12 
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mas Semdeg, rac generacia mSvidobiT dasrulda SegiZliaT 

informaciis daSifrva da dokumentebis xelmowera. 
bolos ostati gaZlevT saSualebas Tu gsurT gagzavnoT 

Ria gasaRebi gasaRebebis serverze (winaaRmdeg SemTxvevaSi 

airCieT Skip). ixileT nax.3.12 
 
gasaRebebis gavrceleba 

gasaRebebis miRebis Semdeg (Public key da Private key) saWiroa 
maTi gavrceleba. yvelaze moxerxebulia gasaRebis gagzavna 
serverze da Tqveni korespondentis gasaRebis miReba aseve 

serveridan. 
sakuTari Ria gasaRebis serverze gagzavna SeiZleba, rogorc 

zemoT iyo aRwerili, gasaRebis generaciis procesSi. meore 

gzaa, airCioT brZaneba Keys à Synchronize Selected Keys. amis 
Semdeg, nebismieri msurveli SeZlebs mis miRebas, ecodineba ra 
Tqveni saxeli da e-meili.   

 

 
nax.3.13 

 

Ria gasaRebi SegiZliaT gaugzavnoT im konkretul 
pirovnebas, romelTanac awarmoebT mimoweras. airCieT brZaneba 
Fileà Export. ekranze gamoCndeba fanjara ix.nax.3.13 ar moniSnoT 
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ofcia Include Private Key(s), winaaRmdeg SemTxvevaSi gasaRebis 

eqsporti moxdeba daxurul gasaRebTan erTad, misi gagzavna ki 
ar aris saWiro. 

amis Semdeg miuTiTeT saqaRalde da failis saxeli, sadac 

inaxavT gasaRebs da miabiT es faili werilis gagzavnis dros. 
serveridan gasaRebis misaRebad airCieT brZaneba Search for 

Keys.  
ekranze gamosul fanjaraSi miuTiTeT adresatis i-meili da 

daaWireT Rilaks Search. amoarCieT saWiro gasaRebi da misi 

konteqsturi meniudan airCieT brZaneba Add to à New Keyring. 
ixileT naxazi 3.14. 

. 

nax.3.14 

 

informaciis daSifrva 
akrifeT werilis Sinaarsi nebismier teqstur redaqtorSi. 

informaciis dasaSifrad SeasruleT Semdegi moqmedebebi: 
amoWeriT teqsti da gadaitaneT gacvlis buferSi brZanebiT 
(Ctrl+X), Task bar-ze gamosaxul PGP-is piqtogrmaze daaWireT 
Tagus marjvena Rilaks da airCieT brZaneba Clipboardà Encrypt 
& Sign. ixileT nax.3.15.  

ekranze gamoCndeba fanjara ixileT nax. 3.16 airCieT saWiro 

gasaRebi da daaWireT Rilaks OK. 
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axla airCieT brZaneba Clipboardà Edit, sadac moTavsebuli 

iqneba daSifruli informacia. ixileT nax. 3.15. 
 

 
nax3.15. 

 

 
nax3.16 
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airCieT Rilaki Copy to Clipboard. brZanebiT Ctrl+V 
gadaitaneT daSifruli informacia werilSi. yovelive amis 
Semdeg SeiZleba werilis gagzavna 

 

 
nax.3.17 

 

3.6. daSifrvis sxva saSualebebi 

 
zemoaRwerili saSualebebis garda arsebobs sxva 

sasargeblo utilitebi usafrTxoebis dasacavad. zogi maTgani 
ufasoa, zogi fasiani, samagierod momxmarebels aRar sWirdeba 
serTifikatebis moTxovna da maTi marTva. gTavazobT zogierTi 

maTganis mokle daxasiaTebas. 
 
CertifiedMail.com samsaxuri 
CertifiedMail.com samsaxuri (http://www.certifiedmail.com) 

SifraciisaTvis iyenebs SSL teqnologias. kompania inaxavs Tqvens 
Tavdapirvel Setyobinebebs sakuTar serverze da atyobinebs amis 

Sesaxeb adresatebs Cveulebrivi eleqtronuli fostis 
saSualebiT. adresatebi ukavSirdebian servers SSL 
protokoliT, SehyavT paroli da iReben TavianT fostas. 

fostis gamgzavni iRebs StampiT dadasturebul Setyobinebas 

http://www.certifiedmail.com
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werilis mitanis Sesaxeb. samsaxurTan dakavSireba SeiZleba 

safosto klientebis Outlook, Outlook Express da Lotus Notes 
saSualebiT. samsaxuri gvTavazobs sxvadasxva donis 
momsaxurebebs, rogoc fasians ise ufasos.  

 
HushMail samsaxuri 
HushMail samsaxuri (http://www.hushmail.com) aris ufaso, 

xolo misi muSaobis wesebi mogvagonebs safosto veb-serverebis 
funqcionirebas. momxmarebels SeuZlia HushMail-Si sakuTari 
safosto yuTis daregistrireba nebismieri veb-brouzeriT. amis 

Semdeg mas SeuZlia gaugzavnos daSifruli an xelmowerili 
Setyobineba adresats, romelsac aseve eqneba Seqmnili safosto 
yuTi. sistema funqcionirebs OpenPGP-is standartze.  

igi mouxerxeblad SeiZleba CaiTvalos, radgan Setyobinebis 
gasagzavnad saWiroa HushMail-Si daregistrireba. Tumca, mas 
aqvs upiratesoba PGP-isTan SedarebiT _ Tqven SegiZliaT 

mimarToT sakuTar safosto yuTs nebismieri adgilidan. 
 
PrivacyX samsaxuri 
PrivacyX samsaxuri (http://www.privacyx.com) uzrunvelyofs 

Sifracias da anonimurobas muSaobisas. Tqven gamogeyofaT 
safosto yuTi da cifruli serTifikati, romelic ar Seicavs 

aranair informacias Tqvens Sesaxeb. Setyobinebis gagzavna xdeba 
Tqveni PrivacyX safosto yuTis saSualebiT, ise rom 
gamoiricxeba informacia identifikaciis Sesaxeb (adresati ver 

gebulobs visgan aris gamogzavnili Setyobineba). PrivacyX 
iyenebs S/MIME standarts, amitom dasaSvebia, rom Tqveni 
korespondentebi ar iyvnen registrirebulni am samsaxurSi. 

spamis Tavidan acilebis mizniT adresatebis raodenoba ar 
unda aRematebodes 20. momsaxureba fasiania. 

 

Sigaba Secure Email samsaxuri 
Sigaba Secure Email samsaxuri (http://www.sigaba.com) 

uzrunvelyofs safosto Setyobinebebis Sifracias da gadascems 
“kompiuteridan _kompiuters”. am dros gamoiyeneba veb-

interfeisi an standartuli safosto klient-programebi. 

http://www.hushmail.com
http://www.privacyx.com
http://www.sigaba.com
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(Outlook, Outlook Express, Lotus Notes, Eudora da Novell GroupWise, 
aseve Hotmail da Yahoo Mail)  Sigaba Secure Email samsaxuri 
iyenebs simetriul da daxurul gasaRebebs, aseve gasaRebebs 
Setyobinebebis xelmosawerad da ara momxmarebelTa 

identifikaciis saSualebebs. servisis gamosayeneblad gamgzavni 
da adresati unda daregistrirdnen samsaxurSi. momsaxureba 
ufasoa. 

 
ZixMail samsaxuri 
ZixMail samsaxuri (http://www.zixit.com) uflebas aZlevs 

moaxdinon eleqtronuli Setyobinebebis daSifrva da xelmowera, 
rogorc samsaxurSi daregistrirebul, ise aradaregistrirebul 
momxmareblebs. daregistrirebuli momxmareblebi Rebuloben 

fostas eleqtronuli werilis saxiT, xolo 
aradaregistrirebulebi miiReben Setyobinebas, rom maTTvis 
gankuTvnili usafrTxo werili imyofeba  ZixMail-serverze. am 
dros serverTan dakavSireba xorcieldeba SSL doneze. 

samsaxurTan dakavSireba SesaZlebelia safosto klientebis 
 (Outlook da Lotus Notes) saSualebiT. momsaxureba fasiania. 

 
 

sakontrolo kiTxvebi: 
 
1. rogor movaxdinoT usafrTxoebis zonebis konfiguraciebis 

dayeneba Internet Explorer-Si?  
2. rogor miviRoT cifruli serTifikati? 

3. rogor gavugzavnoT Ria gasaRebi adresats? 
4. rogor gavagzavnoT werili xelmowerili cifruli 

serTifikatiT? 

5. rogor gavagzavnoT S/MIME formatiT daSifruli 

Setyobineba? 

6. rogor gavagzavnoT daSifruli Setyobineba PGP-is 
saSualebiT? 

http://www.zixit.com
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Tavi.4 failebisa da saqaRaldeebis 
kodireba 

 
4.1. monacemebis kodireba 

 
kodirebuli failuri sistema (Encrypting File System, EPS), 

saSualebas iZleva daSifroT failebi, romlebic moTavsebulia 
NTFS tomebSi da Sesabamisad uzrunvelyofs monacemTa 

usafrTxo Senaxvas. EPS-i aris usafrTxoebis kidev erTi done 
mimarTvis uflebebTan erTad, romelic arsebobs NTFS sistemaSi. 
Tumca mas aqvs Tavisi “susti adgilebi”. yvela momxmarebels, 

romelsac aqvs administratoris mimarTvis ufleba, SeuZlia 
mimarTos Tqvens fails. 

kodirebisas Windows operaciuli sistema iyenebs 

SemTxveviTi ricxvebis generators, qmnis failebis kodirebis 
gasaRebs (File encryption key, FEK), da Semdgom iyenebs maT 
kodirebisaTvis. amis Semdeg, xdeba TviT FEK gasaRebis kodireba 
Ria gasaRebis saSualebiT. gasaRebis dekodirebisaTvis 
aucilebelia serTifikati da masTan asocirebuli Ria gasaRebi, 
romelTan mimarTvac momxmarebels saxelisa da parolis 

miTiTebis Semdeg SeuZlia.  yvela sxva momxmarebeli, romelic 
ecdeba kodirebul failebTan muSaobas, miiRebs Setyobinebas 
“access denied”. administratoris uflebebis mqone momxmarebelic 

ki ver waikiTxavs Tqvens monacemebs. 
SesaZlebelia calkeuli failebis, saqaRaldeebis an mTeli 

diskebis kodireba. rekomendebulia ara calkeuli failebis, 

aramed mTeli saqaRaldeebis kodireba. kodirebuli saqaRaldis 
SemTxvevaSi, axlad Seqmnili failebis kodireba xdeba 
avtomaturad. 

saqaRaldis kodirebisaTvis airCieT Semdegi moqmedebebi: 
1. moniSneT saqaRalde, misi konteqsturi meniudan airCieT 

Properties, Semdeg CanarTi General da Rilaki Advanced. (ixileT 

nax4.1). 
2. airCieT ofcia  da daaWireT Rilaks OK. 
dekodirebisaTvis moxseniT alami ofciaze Encrypt contents to 

secure data. 
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nax.4.1. 

 
 

kodireba Cipher brZanebiT 
kodireba Cipher warmoadgens alternatiul utilitas, 

romelic muSaobs brZanebaTa striqonis reJimSi da emsaxureba 
failebis kodireba/dekodirebas. 

cxrilSi mocemulia Cipher programis zogierTi parametric. 
sruli siis dasaTvaliereblad brZanebaTa striqonSi akrifeT 
cipher /? 

 
gasaRebi aRwera 
/E miTiTebuli saqaRaldeebis kodireba 
/D miTiTebuli saqaRaldeebis kodireba 

/S:saqaRalde saqaRaldeebsa da qvesasaqaReldeebze (da ara 
failebze) operaciebis Sesruleba 

/A operaciebis Sesruleba miTiTebul failebze 
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magaliTad, movaxdinoT My Documents saqaRaldis kodireba 

masSi arsebul failebTan da qvesaqaRaldeebTan erTad. 
brZanebaTa striqonSi airCieT: 

cipher /e/a/s: “%userprofile%\my documents” 
failis aRdgenis serTifikatis Sesaqmnelad SeasruleT 

Semdegi moqmedebebi: 

- daregistrirdiT sistemaSi administratoris uflebebiT 
- brZanebaTa striqonSi akrifeT cipher /r:Filename, sadac 

Filename aris im failis saxeli, romelic unda mianiWoT 

serTifikatis fails. 
- akrifeT paroli, romelic SemdgomSi gamoiyeneba Tqvens 

mier Seqmnili failebis dasacavad. Seiqmneba failebi 

gafarToebiT .pfx da .cer. 
 
kodirebuli failebis identificireba 

qvemoT CamoTvlilia meTodebi, romelTa saSualebiTac 
gaarkvevT kodirebululia Tu ara mocemuli faili (saqaRalde). 

- Windows XP, gaCumebis principiT, kodirebul failebs 
gamoyofs mwvane feriT. 

- brZanebaTa striqonSi akrifeT cipher brZaneba 
parametrebis miTiTebis gareSe. kodirebuli failebis win weria 

simbolo “f”, xolo Cveulebrivi failebis win weria simbolo 
”U”. 

- yvela kodirebuli failis siis ekranze gamosatanad, 
brZanebaTa striqonSi akrifeT cipher /u /n. 

kodirebul da Cveulebriv failebs Soris arsebobs Znelad 
SesamCnevi, magram mniSvnelovani gansxvavevebi. 

- Tu sistemaSi daregistrirdebiT iseTi aRricxvis 

CanaweriT, romliTac ar iyo kodirebuli faili, maSin aseTi 
failis gaxsnis mcdelobisas sistemas gamoaqvs Setyobineba 
“access denied”. igive Setyobineba gamova aseTi failis 
dekodirebis mcdelobisas. momxmarebels, romelsac aqvs 

failebis Secvlis ufleba, SeuZlia waSalos an saxeli 
gadaarqvas kodirebul fails. 
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- Tu moaxdenT Cveulebrivi failis gadatanas kodirebul 

saqaRaldeSi, am failis asli mocemul saqaRaldeSi iqneba 
kodirebuli. 

- Tu saxels gadaarqmevT kodirebul fails, igi kvlav 

rCeba kodirebuli. 
- Tu waSliT kodirebul fails, kalaTidan (Recycle Bin) 

aRdgenili faili kvlav iqneba kodirebuli. 

- Tu gsurT imuSaoT daSifrul failTan sxva 
kompiuterze, Tqveni personaluri serTifikati da misi 
kuTvnili daxuruli gasaRebi unda arsebobdes amave 

kompiuterze. SesaZlebelia gasaRebebis kopirebac. 
imisaTvis, rom gaarkvioT Tu vis mieraa kodirebuli esa Tu 

is faili da romel momxmarebels aqvs dekodirebis ufleba 

arsebobs saSualeba Efsinfo.exe, romlis gadmotvirTvac SeiZleba 
Microsoft-is serveridan http://www.reskits.com. 

 
 

EFS  dacvis  gaZliereba 
 

EPS failuri sistema uzrunvelyofs dacvis saimedo dones. 

gaCumebis principiT, kodireba/dekodirebisaTvis gamoiyeneba 
monacemTa kodirebis gafarToebuli standarti (Data Encryption 
Standart, DESX). Windows XP-Si arsebobs saSualeba kidev ufro 

aamaRloT usafrTxoebis done monacemTa sammagi kodirebis 
standartis (Triple Data Encryption Standart, 3DES) gamoyenebis 
saSualebiT.   

3DES-is CasarTavad SeasruleT Semdegi brZanebebi: 
1. gaaqtiureT konsoli Local Security Settings (Secpol.msc). 
2. amoirCieT ganyofileba Security Settings\Local    
       Policies\Security Options. 
3. amoirCieT punqti System Cryptography: Use FIPS Compliant  
      Algorithms For Encryption, Hashing, And Signing. 
4. airCieT reJimi Enabled da daaWireT klaviSas OK. 
 
 
 

http://www.reskits.com
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4.2. monacemebis aRdgenis agentis daniSvna 
 
erT-erTi momxmareblis daniSvna monacemebis aRdgenis 

agentad, saSualebas mogcemT aRadginoT kodirebuli failebi 
daxuruli gasaRebis dakargvis SemTxvevaSi. 

 

aRdgenis serTifikatis Seqmna 
aRdgenis serTifikatis Sesaqmnelad SeasruleT Semdegi 

moqmedebebi: 

1. daregistrirdiT sistemaSi administratoris uflebebiT 
2. brZanebaTa striqonSi akrifeT cipher /r:filename, sadac 

filename – saxelia, romelsac arqmevT serTifikatis fails. 

gafarToebis miTiTeba ar aris saWiro. 
3. akrifeT paroli, romelsac gamoiyenebT Tqvens mier 

Seqmnili failebis dasacavad. 

brZanebis Sesrulebis Semdeg Seiqmneba failebi gafarToebiT 
.pfx da .cer. 

 
monacemebis aRdgenis agentebis daniSvna 
agentis statusi SegiZliaT mianiWoT nebismier momxmarebels. 

1. daregistrirdiT sistemaSi im aRricxvis CanaweriT, visac 
gsurT mianiWoT agentis funqciebi. 

2. airCieT brZaneba certmgr.msc da gadadiT ganyofilebaSi 
Certificates-Current User\Personal. 

3. SeasruleT brZaneba ActionàAll TasksàImport, ris 

Semdegac gaeSveba Certificate Import Wizard. daaWireT Rilaks Next. 
4. akrifeT kodirebis serTifikatis failis saxeli da gza 

(faili gafarToebiT .pfx), romelic eqsportirebuli iyo adre 

(ixileT nax.4.2) da daaWireT Rilaks Next. Browse Rilaks 
daWeris Semdeg,  Files of Type velSi airCieT punqti Personal 
Information Exchange, raTa moZebnoT failebi gafarToebiT .pfx. 
daaWireT Rilaks  Next. 

5. miuTiTeT paroli Tqveni serTifikatisaTvis da airCieT 
ofcia Mark This Key As Exportable. daaWireT Rilaks Next. 
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nax.4.2 

 
6. airCieT parametri Automatically Select The Certificate Store 

On The Type Of Certificate da kvlav daaWireT Rilaks Next. 
7. airCieT brZaneba secopl.msc da gadadiT ganyofilebaSi 

Security SettingsàPublic Key PoliciesàEncrypting File System. 
8. airCieT brZaneba ActionàAdd Data Recovery Agent. 

daaWireT Rilaks Next. 
9. Add Recovery Agent Wizard fanjaraSi, airCieT Rilaki 

Browse da moZebneT is saqaRalde, romelic Seicavs Tqvens mier 
Seqmnil fails gafarToebiT .cer. amoirCieT faili da daaWireT 
Rilaks Open. 

10.  Add Recovery Agent Wizard fanjaraSi gamoCndeba axali 

agenti USER_UNKNOWN. (ixileT nax.4.3). 
amgvarad, mimdinare momxmarebeli daniSnulia monacemebis 

aRdgenis agentad sistemaSi kodirebuli yvela failebisaTvis. 

 
daxuruli gasaRebis waSla 

imisaTvis, raTa aRvkveToT situacia, rodesac romelime 
momxmarebeli daregistrirdeba sistemaSi administratoris 
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aRricxvis CanaweriT (an monacemebis aRdgenis agentis aRricxvis 

CanaweriT) da SeZlebs sxva momxmareblebis mier kodirebuli 
failebis daTvalierebas, saWiroa kerZo gasaRebibis waSala an 
maTi eqsportis ganxorcieleba.  

 

 
nax.4.3 

 
agentis gasaRebis wasaSlelad SeasruleT Semdegi 

moqmedebebi: 

1. daregistrirdiT sistemaSi monacemebis aRdgenis agentis 
aRricxvis CanaweriT. 

2. airCieT brZaneba airCieT brZaneba certmgr.msc da gadadiT 
ganyofilebaSi Certificates-Current User\Personal. 

3. moniSneT File Recovery serTifikati, daaWireT Tagus 
marjvena Rilaks da airCieT brZaneba All TasksàExport. ekranze 
gaeSveba Certificate Export Wizard - ostati. daaWireT Rilaks 
Next. 

4. daaWireT Rilaks Yes, Semdeg Rilaks Export The Private Key 
da Next. 
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nax.4.4 
 

4. airCieT punqti Enable Strong Protection da Delete The Private 
Key if The Exports Is Successful ixileT nax.4.4, daaWireT 
Rilaks Next. 

5. orjer akrifeT paroli da kvlav daaWireT Rilaks Next. 
6. akrifeT saxeli da gza eqsportirebul failamde. 
7. daaWireT Rilaks Next da Finish. 

 iseve, rogorc serTifikatebis SemTxvevaSi, aucilebelia 

failis kopireba disketze (romelic inaxeba dacul adgilas), 
da Semdeg misi waSla myari diskidan.  

amrigad, radgan daxuruli gasaRebi miuRwevadia, agenti ver 

SeZlebs kodirebuli failebis Semcvelobis daTvalierebas. 
imisaTvis, rom agentma SeZlos kodirebul failebTan mimarTva, 
aucilebeli iqneba daxuruli gasaRebis importi. 
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4.3. serTifikatebis sarezero kopireba 
 

rodesac monacemebis kodireba xdeba pirvelad, Widows-i 
qmnis “sakuTar” serTifikats EFS-isaTvis. sityva “sakuTari” 
niSnavs, rom serTifikati ar aris gacemuli romelime 
organizaciis mier. es serTifikati xdeba Tqveni kodirebis 

personaluri serTifikati. masSi moTavsebulia gasaRebebi (Ria 
da daxuruli), romlebic aucilebelia failebis 
kodireba/dekodirebis operaciebis Sesasruleblad. 

TiToeuli momxmarebeli, romelic axorcielebs failebis 
kodireba/dekodirebas, Rebulobs sakuTar personalur 
serTifikats. 

TiToeul momxmarebels SeuZlia Tavisi serTifikatebis 
kopireba Semdgomi Senaxvis mizniT. failebis aRdgenis 
serTifikati, saSualebas aZlevs sistemur administrators, 

mimarTos monacemebs im SemTxvevaSi, Tu momxmareblis 
personaluri serTifikati miuRwevadia.  

serTifikatis sarezervo kopirebis gansaxorcieleblad, 

SeasruleT Semdegi moqmedebebi: 
1. daregistrirdiT sistemaSi, rogorc Administrators jgufis 

wevri. 
2. brZanebaTa striqonSi airCieT brZaneba Secpol.msc, airCieT 

brZaneba Security Settingsà Public Key Policies\Encrypting File 
System. 

3. airCieT administratoris serTifikati, daaWireT Tagus 
marjveba Rilaks da airCieT brZaneba All Tasksà Export. 
ekranze gamoCndeba serTifikatebis eqsportis ostati. 
airCieT Rilaki Next. 

4. amoirCieT ofcia DER Encoded Binary X.509(CER.) ixileT 

nax.4.5. 
5. miuTiTeT eqsportisaTvis gankuTvnili failis saxeli da 

gza, daaWireT Rilaks Finish. 
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nax.4.5 

 
 

kodirebis personaluri serTifikatebis eqsporti 
personaluri serTifikatebis kodirebisaTvis SeasruleT 

Semdegi brZanebebi: 
1. daregistrirdiT sistemaSi im momxmareblis aRricxvis 

CanaweriT, romlis serTifikatis kodirebasac apirebT. 
2. gaaqtiureT Internet Explorer-i da airCieT brZaneba 

ToolsàInternet OptionsàContentsàCertificates. 
3. amoirCieT is serTifikati, romlis TvisebebSic miTiTebulia 

Encrypting File System da airCieT Rilaki Export. ixileT 

nax.3.7. 
4. ekranze gamoCndeba ostati (Certificates Export Wizard). 

daaWireT Rilaks Next. 
5. airCieT ofcia Export The Private Key da orjer daaWireT 

Rilaks Next. 
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6. akrifeT paroli   .pfx  gafarToebis mqone failisaTvis. igi ar 

unda emTxveodes aRricxvis Canaweris parols. daaWireT 
Rilaks Next. 

7. miuTiTeT eqsportisaTvis gankuTvnili failis saxeli da 

gza. 
8. daaWireT Rilaks Next  da Finish. 

 

kodirebis personaluri serTifikatebis importi 
sakuTari personaluri serTifikatis importi SeiZleba 

dagWirdeT Semdeg SemTxvevebSi: 

- Tu gsurT kodirebul failebTan muSaoba sxva kompiuterze; 
- Tu Tqveni personaluri kompiuteri daikarga an dazianda. 
serTifikatis importisaTvis SeasruleT Semdegi operaciebi. 

1. gaaqtiureT Internet Explorer-i da airCieT brZaneba 
ToolsàInternet OptionsàContentsàCertificates 

2. daaWireT Rilaks Import, ekranze gaeSveba Certificates Import 
Wizard (ostati).  

3. akrifeT saxeli da gza serTifikatamde (faili gafarToebiT 
.pfx), romlis eqsportirebac adre moxda.  

4. akrifeT paroli, aucileblobis SemTxvevaSi airCieT 
parametrebi da daaWireT Rilaks Next. 

5. amorCieT ofcia Plase All Certificates In The Following Store, 
daaWireT Rilaks Browse, airCieT punqti Personal. daaWireT 
Rilakebs OK, Next da Finish. 

 
kodirebis axali personaluri serTifikatis Seqmna 

sakuTari personaluri serTifikatis dakargvis SemTxvevaSi 
Cipher.exe programa, saSualebas mogcemT SeqmnaT axali 
serTifikati. amisaTvis brZanebaTa striqonSi akrifeT cipher /k. 

aRsaniSnavia, rom axali serTifikatis gamoyenebas ver 
SeZlebT im failebis dekodirebisaTvis, romlebic kodirebulia 
Zveli serTifikatis gasaRebiT. 
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Tavi5. monacemebis dacva 
 

5.1.monacemebTa sarezervo aslebis Seqmna 
 

informaciis dacvis TvalsazrisiT, aRsaniSnavia monacemTa 

sarezervo aslebis Seqmna, rac gamoricxavs mniSvnelovani 
informaciis dakargvis saSiSroebas. monacemTa dakargvis 
potenciuri safrTxeebia: 

_ myari diskis dazianeba. dResdReobiT myari diskebi 
imdenad sandoa, rogoric arasdros. Tumca, ver gamovricxavT 
iseT faqtorebs rogoricaa: davardna, kompiuteris vibracia an 

energomomaragebiT gamowveuli problemebi (Zabvis vardna 
azianebs vinCesters); 

_ xanZari, wyaldidoba, miwisZvra da sxva stiqiuri 

ubedurebebi; 
_ qurdoba. am mxriv aRsaniSnavia portatuli kompiuterebi; 
_ momxmareblTa Secdomebi. SemTxveviT waSlili failebi. 
Windows-is SemadgenlobaSi Sedis sarezervo aslis Seqmnis 

programa Windows  Backup.   
arsebobs monacemebis sarezervo aslebis Seqmnis sxvadasxva 

tipebi. yvelaze metad gavrceleblia Normal (normaluri anu 

sruli), Incremental (damatebiTi) da Differental 
(diferencirebuli) sarezervo aslebi.   

Normal backup-i axdens monacemebis sruli rezervis Seqmnas. 

magaliTad, gvaqvs 10 faili. Normal backup-is Sesrulebis 
Semdeg miiReba kvlav 10 faili. 

Incremental backup-is Sesruleba SeiZleba mxolod  Normal 
backup-is Sesrulebis Semdeg. Incremental backup-i axdens im 
failebis sarezervo aslebis Seqmnas, romelTa Secvlac Normal 
backup-is ukanaskneli Sesrulebis Semdeg moxda. magaliTad, 

gvqonda 10 faili, Seicvala 1 faili, Incremental backup-is 
Sesrulebis Semdeg miviRebT 1 fails, SemdgomSi Tu moxda kidev 
1 failis Secvla, miviRebT 10+1+1 fails (aqedan 10 Normal 
backup-is da 2 Incremental backup-is failiebia). im 
failebisaTvis, romlebic ar Secvlilan, Incremental backup-is 
Sesruleba ar moxdeba. 
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Differential  backup-is Sesruleba xdeba ukanaskneli Normal 
backup-is Sesrulebis momentidan. magaliTad, gvqonda Normal 
backup-is 10 faili, Seicvala 1 faili, Sesrulda differential  
backup-i 1 failisaTvis, meore dRes Seicvala kidev ori, 

Sesrulda differential  backup-i 2 failisaTvis. jamSi miiReba 
Normal backup-is 10 faili, I dRes _ 1 faili, meore dRes 2 
faili. 

amgvarad, Incremental backup-i moiTxovs cota dros Seqmnaze, 
magram did dros aRdgenisaTvis. Differential  backup-i moiTxovs 
did dros sarezervo aslis Seqmnaze da cota dros aRdgenaze.  
Incremental backup-is SemTxvevaSi unda aRdges mTeli jaWvi, 
xolo Differential  backup-is dros mxolod Normal backup-i da 
ukanaskneli Differential  backup-i. 

moviyvanoT magaliTi. ganvixiloT afTiaqis monacemTa baza. 
kviras xdeba monacemTa bazis Normal backup-is Sesruleba, 
Incremental backup-is Sesrulebisas orSabaTidan SabaTis 

CaTvliT miiReba 6 faili. Tu saWiroa bazis mdgomareobis naxva 
oTxSabaTisaTvis, unda aRdges Normal backup + orSabaTis Incr. 
backup + samSabaTis Incr.backup + oTxSabaTis Incr. backup-i. im 
SemTxvevaSi, Tu iyo Sesrulebuli Differential  backup-i 
yoveldRe, maSin oTxSabaTis sanaxavad unda aRdges Normal 
backup + oTxSabaTis  Differential backup-i. 

failebis sarezervo aslebis Seqmnis saerTo strategia 
gulisxmobs imas, rom periodulad Sesruldes kompiuteris myar 
diskze arsebuli mTeli informaciis sruli aslis kopireba. Tu 

Tqven iyenebT kompiuters yoveldRe, umjobesia SeqmnaT 
monacemebis sruli sarezervo asli yovelkvira; momxmarebeli, 
romelic iSviaTad iyenebs kompiuters, SeuZlia Seasrulos 

sruli sarezervo kopireba TveSi erTxel.  
sarezervo aslebis Senaxva SesaZlebelia informaciis  

Semdeg damgroveblebze: 

_ disketebi. maTi zoma 1.44 mg-ia. gamoiyeneba maSin, Tu sxva 
alternativa ararsebobs; 

_ zip-diskebi (moculobiT 100 da 250 mg) da jaz-diskebi 
(moculobiT 1 da 2 gbit) sasurvelia maTi gamoyeneba, magram 

Zalian Zviria; 
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_ magnitooptikuri diskebi (MO), moculobiT 128 

mgbatidan 5 gbaitamde. 
_ magnituri lenta. magnituri lentebis kasetebi arsebobs 

sxvadasxva moculobis. radgan sarezervo aslis Seqmna 

xangrZlivi procesia, saWiro xdeba ramodenime kasetis 
gamoyeneba, xolo strimerebi sakmaod Zviria. 

_ myari diski. sarezervo aslis Seqmna sxva myar diskze, 

xSirad yvelaze ufro mosaxerxebelia, radgan am SemTxvevaSi 
procesi SeiZleba ganxorcieldes avtomatur reJimSi. Tumca 
sarezervod myari diskis gamoyenebac Zviri siamovnebaa. 

_ kompaqt diski CD-RW. fasis mxriv xelmisawvdomia, 
magram moculobis (650mg) gamo saWiroa ramodenime kompaqt-
diskis gamoyeneba. 

_ sacavi dafuZnebuli veb-teqnologiebze. arsebobs 
kompaniebi, romlebic gvTavazoben msgavs momsaxurebas 
internetSi. magaliTad, sarezervo aslis Semqmneli programa 

SwapDrive, misamarTze http://www.swapdrive.com. magram 
internetSi Cqari da saimedo CarTvis SemTxvevaSic ki 
ramodenime gigabaiti moculobis monacemebis aslis Seqmna did 

dros saWiroebs. amas garda, msgavsi teqnologiiT Senaxul 
aslebs ver mimarTavT im SemTxvevaSi Tu kompiuteri gafuWda 
(sanam ar aRadgenT mas) an moipares. dawvrilebiTi informacia 

ixileT saitze http://dir.yahoo.com  
 _ universaluri cifruli diski DVD. didi moculobis 

gamo 9.4 gbaiti metad moxerxebulad SeiZleba CaiTvalos. 

aRsaniSnavia, rom Windws Backup-s ar SeuZlia aslebis 
Seqmna CD-R da CD-RW-ze. am SemTxvevaSi sarezervo asli jer 
unda Seiqmnas myar diskze, xolo Semdeg Caiweris kompaqt-

diskze. programebs Drive Image5  da Norton  Ghost 2002  SeuZliaT 
Seqmnan aslebi pirdapir kompaqt-diskebze.  

yoveldRiuri sarezervo aslebis Sesaqmnelad SeasruleT 

Semdegi moqmedebebi: 
1. Windows  Backup-is gasaaqtiureblad SeasruleT 

brZaneba Start à Programs à Accessories à System Tools à Backup 
an brZanebTa striqonSi airCieT brZaneba ntbackup.  ekranze 
gamoCndeba ostati; 

http://www.swapdrive.com
http://dir.yahoo.com
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nax.5.1 
 

2. airCieT Back up files and settings; ixileT nax.5.1. 
3. airCieT My documents and settings an Everyone’s documents 

and settings. es ofciebi Seicavs mniSvnelovan failebs Tqveni 

profilidan da gamoricxaven mTel rig iseT failebs, romelTa 
sarezervo aslebis Seqmna ar aris saWiro. daaWireT Rilaks 
Next. 

4. airCieT saqaRalde, sadac apirebT sarezervo aslis 
Senaxvas. daaWireT Rilaks Next. 

5. bolo bijze arsebuli Rilaki Advanced, saSualebas 
iZleva airCioT sarezervo aslis tipi ixileT nax.5.2. da 
daayenoT grafiki Tqveni amocanisaTvis.  

6. ofcia Append this backup to the existing backups _ miumatebs 
sarezervo aslebs ukve arsebul rezervs. 

7. ofcia Replace the existing backup _ Secvlis ukve arsebul 

rezervs. 
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nax.5.2 

 
ofcia Allow only the owner and the Administrator access to the 

backup data and to any backups appended to the medium _ uflebas 
aZlevs Administrators jgufis wevrebs aRadginos failebi Tqveni 
sarezervo failidan. es ofcia icavs im momxmareblebisagan, 

romelTac ar aqvT aRricxvis Canaweri Tqvens kompiuterze da 
surT am failis gamoyeneba. ixileT nax.5.3. 

Rilaki Schedule, saSualebas gaZlevT SeadginoT grafiki, 

sadac dagegmavT sarezervo aslebis Seqmnis amocanis gaSvebas 
nebismieri drosaTvis.  

 

5.2. monacemTa dacvis sxva saSualebebi 
Windows-is SemadgenlobaSi Sedis ramodenime utilita, 

romlebic monacemTa dacvis saSualebas iZlevian.  
 

utilita Chkdsk. 
utilita  Chkdsk-i axdens diskis Semowmebas, eZebs 

Secdomebs sistemur failebSi da monacemTa matareblebze. 
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 nax.5.3 

 
 

airCieT diski romlis Semowmebac gindaT, misi konteqsturi 
meniudan airCieT PropertiesàToolsàCheck. dialogur fanjaraSi 
gamoCndeba ori ofcia (ixileT nax.5.4.): 

Automatically fix file system errors – Secdomebis avtomaturi 
Sesworeba failur sistemaSi. (eqvivalenturi brZanebaa 
RunàChkdsk/F). 

Scan For and  And Attempt Recovery Of Bad Sectors –  skanireba 
da dazianebuli seqtorebis koreqtirebis mcdeloba 

(eqvivalenturi brZanebaa RunàChkdsk/R). am utilitis 
damatebiTi brZanebis sanaxavad airCieT brZaneba chkdsk/?.  
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 nax.5.4 

   
System Restore 
 
System Restore utilita Tvals adevnebs sistemaSi momxdar 

cvlilebebs. igi dReSi erTxel avtomaturad qmnis sistemuri 
failebisa da sistemuri reestris monacemebis aslebs, 

romlebsac inaxavs farul arqivSi. System Restore-i qmnis 
dabrunebis wertilebs Semdegi moqmedebis Sesrulebis 
SemTxvevaSi: 

_ Tu xorcieldeba mowyobilobis arasaStato draiveris 
instalaciis mcdeloba, Windows-s ekranze gamoaqvs 
gamafrTxilebeli Setyobineba. muSaobis gagrZelebis SemTxvevaSi 

System Restore-i qmnis dabrunebis wertils, manam sanam 
gaagrZelebs instalaciis process. 

_ dabrunebis wertili iqmneba yovelTvis, roca xdeba 

Windows-is ganaxleba utilitebiT Windows Update an Automatic 
Updates. 

_ rodesac vubrundebiT wina konfiguracias System Restore-
is saSualebiT, xdeba mimdinare konfiguraciis damaxsovreba. 
aucileblobis SemTxvevaSi SegiZliaT gaauqmoT aRdgena. 

_ rodesac axdenT failebis aRdgenas Windows Backup-is 
saSualebiT, System Restore utilita Seqmis dabrunebis wertils. 
Tu failebis aRdgena gamoiwvevs problemebs sistemur 
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failebTan dakavSirebiT, Tqven SegiZliaT daubrundeT 

Sromisunarian konfiguracias. 
arsebobs saSualeba, SeqmnaT sakuTari dabrunebis wertili. 

amisaTvis airCieT brZaneba StartàAll ProgramsàAccessoriesà 
System ToolsàSystem Restore. ekranze gamosul dialogur 
fanjaraSi airCieT brZaneba Create A Restore Point daaWireT 
Rilaks Next . ixileT nax.5.5. 

 

 
nax.5.5 

 

System Restore samsaxuri ar axdens dokumentebis, failebis, 
eleqtronuli fostis an sxva romelime failebis aslebis 
Seqmnas, romlebic inaxeba saqaRaldeebSi My Documents, Favorites, 
Cookies, Recycle Bin, Temporary Internet Files, History an Temp.  

imisaTvis, rom aRadginoT sistema wina konfiguraciiT 
daregistrirdeT Administrators jgufis aRricxvis CanaweriT, 

gaaqtiureT System Restore utilita da airCieT ofcia Restore My 
Computer To An Earlier Time (aRdges kompiuteris Tavdapirveli 
mdgomareoba), daaWireT Rilaks Next da airCieT saTanado TariRi. 
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sistemis aRdgena ASR  diskis saSualebiT.  
 
Automated System Recovery (ASR) diski _ esaa Windows XP 

Professional-is SesaZlebloba, romlis daniSnulebaa aRadginos 
sistema moulodneli da sruli dazianebis dros. sistemis 
sruli aRdgena SesaZlebelia mxolod im SemTxvevaSi, Tu ASR-
disks Tan axlavs sistemis sarezervo asli, Seqmnili Windows 
Backup-is mier. ASR-is sarezervo nakrebi Seicavs sistemuri 
tomis mTel Semcvelobas, diskebis tomebis sistemuri 

failebisa da instalirebuli aparaturuli uzrunvelyofis 
mimdinare konfiguraciis Sesaxeb informacias. 

yuradReba: Tu SeqmniT ASR-nakrebs, Windows Backup-is 
Advanced Mode reJimSi, moxdeba mxolod sistemuri tomis 
sarezervo aslis Seqmna. Tu gindaT sarezervo aslSi CarTod 
sxva diskebi, gamoiyeneT ostati Backup And Restore wizard, da 
airCieT ofcia All Information On This Computer. Sedegad moxdeba 
yvela diskis sarezervo aslis Seqmna. 

 

5.3.usafrTxoebis mdgomareobis Semowmeba MBSA 
utalitiT. 

 
Windows Update utilitis saSulebiT Znelia Tvalis devneba 

yvela im axal Sesworebasa da ganaxlebaze, romelic Windows-
isaTvisaa gankuTvnili. utilita Microsoft Baseline Security 
Analyzer (MBSA)-s aqvs axali Sesworebebis mxardaWera, da amave 

dros adarebs maT im parametrebTan, romlebic dayenebulia erT 
an ramodenime kompiuterze. MBSA amowmebs kompiuterebs 
sayovelTaod cnobili susti adgilebis arsebobaze (magaliTad, 

mokle parolebi an usafrTxoebis sistemis araswori 
konfiguracia) Semdeg programul saSualebebs: Windows, Internet 
Information Services, Microsoft SQL Server da Office-is ojaxis 

produqtebs.  
MBSA SegiZliaT gamoiyeniT sakuTari kompiuteris an 

qselSi CarTuli kompiuterebis Sesamowmeblad. MBSA-s Sesaxeb 
informaciis misaRebad SegiZliaT mimarToT statias Q320445 
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Microsoft Knowledge Base. am statiaSi naxavT mimarTvas failze  
(mbsasetup.msi), saidanac SeZlebT MBSA utilitis instalacias. 

utilitiT sargeblobisaTvis aucilebelia iqonioT 
administratoris uflebebi. MBSA-s gaaqtiurebis Semdeg 

ekranze gamoCndeba nax.5.6-ze naCvenebi fanjara. 
airCieT TqvenTvis saWiro funqcia. Semdeg etapze SegiZliaT 

airCioT qvemoCamoTvlili Sesasrulebeli testebi: 

_ Check for Windows vulnerabilities. es ofcia amowmebs 
sistemas arausafrTxo gamarTvaze. magaliTad, utilitas 
SeuZlia Seamowmos daformatebulia Tu ara yvela diski NTFS 
failuri sistemis gamoyenebiT. 

_  Check for weak passwords. mowmdeba parolebi TiToeuli 
aRricxvis CanawerisaTvis da im SemTxvevaSi Tu paroli ar 

arsebobs an ar pasuxobs usafrTxoebis moTxovnebs, gaicema 
Sesabamisi Setyobineba. 

_ Check for IIS vulnerabilities. es ofcia amowmebs Internet 
Information Services sistemas arausafrTxo gamarTvaze. im 
SemTxvevaSi, Tu IIS paketi ar aris instalirebuli, gaicema 
Sesabamisi Setyobineba. 

_  Check for SQL vulnerabilities. es ofcia amowmebs SQL Server-
s arausafrTxo gamarTvaze. Tu SQL Server-i ar aris 
instalirebuli, gaicema Sesabamisi Setyobineba. 

_ Check for hotfixes. am ofciis arCevisas MBSA-a CatvirTavs 
ukanasknel informacias da Seamowmebs miTiTebul kompiuterebs 
kritikuli ganaxlebebis arsebobaze. 

 nax.5.7-ze mocemulia MBSA-s Semowmebis Sedegebi. 
_ wiTeli kritikulad sust adgilebs; 
_ yviTeli jvari gviCvenebis, rom kompiuterma ver gaiara 

testi ganaxlebebze; 
_ mwvane alami gviCvenebs, rom yvelaferi wesrigSia. 
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nax.5.6 

 

 
nax.5.7 
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Tavi6. movlenaTa monitoringi 
usafrTxoebis sistemaSi 

 
6.1. movlenaTa auditi 

 
kompiuteris mdgomareobaze mudmivad Tvalyuris devneba 

sakmaod rTulia. bunebrivia, es procesi ufro rTuldeba, 
rodesac saWiroa qselSi CarTuli ramodenime kompiuteris 

kontroli. 
Windows XP Professional-s aqvs saSualeba Seamowmos 

sistemis usafrTxoebaSi arsebuli “susti adgilebi”, axdens ra 

movlenaTa registracias specialur JurnalebSi. es Jurnalebia: 
usafrTxoebis Jurnali (Security log), danarTebis Jurnali 
(Application log) da sistemuri Jurnali (System log). auditis 
procesSi usafrTxoebis JurnalSi aRiricxeba momxmarebelTa 
mier Sesrulebuli movlenebi. 

usafrTxoebis auditis CarTva xdeba Semdegi brZanebebiT: 
1.Control Panel àAdministrative Tools à Local Security Policy 
    an brZanebaTa striqonSi akrifeT secpol.msc; 
2. airCieT brZaneba Security SettingsàLocal Polices à Audit Policy; 
3. Tagus marcxena Rilakze orjer daWeriT SegiZliaT airCioT 

is politika, romlisTvisac gsurT usafrTxoebis auditis 

daniSvna. airCieT alami Success (warmateba), Failure 
(warumatebloba) an orive erTad. 
cxrilSi ganxilulia usafrTxoebasTan dakavSirebuli 

auditis politikebi. 
 

aRricxvis Canawerebis 

registraciis 
movlenaTa auditi 
 

es movlena warmoiSoba maSin, 

rodesac momxmarebeli cdilobs 
registracia gaiaros (an uari Tqvas 
registraciaze) qselSi, amasTan xdeba 

momxmareblis saaRricxvo Canaweris 
identifikacia. 

aRricxvis Canawerebis 

marTvis auditi 
 

aRricxvis Canawerebis marTvasTan 

dakavSirebuli movlenebi warmoiSveba 
momxmarebelTa aRricxvis Canawerebis 
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an usafrTxoebis jgufebis Seqmnis, 

Secvlis an waSlis dros; 
momxmareblis aRricxvis Canaweris 
aqtivaciis, gamorTvis, saxelis 

gadarqmevis an parolis daniSvnis 
dros. 

katalogebis 

samsaxurTan mimarTvis 
auditi 
 

katalogebis samsaxurTan mimarTvis 

movlenebi warmoiSveba maSin, Tu 
momxmarebeli cdilobs moipovos 
mimarTva Active Directory-sTan. (Tu 

kompiuteri ar aris CarTuli 
Microsoft Windows-is domenis 
SemadgenlobaSi, msgavsi tipis 

movlenebi ar warmoiSoba) 

registraciasTan 
dakavSirebuli 

movlenaTa auditi 
 

es movlenebi warmoiSoba im 
SemTxvevaSi Tu momxmarebeli ecdeba 

muSa sadguridan interaqtiul 
reJimSi gaiaros registracia. 

obieqtebTan mimarTvis 
auditi 
 

es movlenebi dakavSirebulia 
failebTan, saqaRaldeebTan, 
printerebTan, sistemuri reestris 

gasaRebTan an im obieqtebTan 
(romlebisTvisac CarTulia auditi) 
mimarTvis mcdelobis SemTxvevaSi, 

romelTaTvisac arCeulia auditi. 

politikis Secvlis 
auditi 

 

es movlena warmoiSoba maSin, Tu 
moxda momxmarebelTa mimarTvis 

uflebebis, auditis, parolebis 
daniSvnis politikis Secvla. 

privilegiebis 

gamoyenebis auditi 
 

es movlena warmoiSoba maSin, Tu 

momxmarebeli gamoiyenebs iseT 
mimarTvis wesebs, romlebic 
gansxvavdeba Semdegi mimarTvebisagan: 

registracia, sistemidan gasvla an 
qselTan mimarTva.  
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procesebze Tvalyuris 

devnebis auditi 
 

am kategoriaSi xvdeba iseTi 

movlenebi, rogorebicaa programis 
aqtivizacia, deskriptoris dubli-
reba, obieqtTan arapirdapiri 

mimarTva da procesidan gasvla. 
marTalia, es politika axdens didi 
raodenobiT politikebis generacias, 

am dros SeiZleba sasargeblo 
informaciis dafiqsireba, magaliTad 
cnobebi im programis momxmarebelze, 

romlebmac miiRes obieqtTan 
mimarTvis ufleba. 

sistemur movlenaTa 

auditi 
 

sistemuri movlenebi warmoiSoba 

maSin, Tu momxmarebeli gadatvirTavs 
an gamorTavs kompiuters, aseve Tu 
movlena gavlenas axdens sistemis 

usfrTxoebaze an registracias gadis 
usafrTxoebis JurnalSi. 

 
 
 

6.2. failebTan da printerebTan mimarTvis usafrTxoebis 
auditis konfigurireba 

 

 MsWindows operaciul sistemas SeuZlia akontrolos 
sistemur da samomxmareblo movlenaTa mTeli rigi. konkretuli 
obieqtisaTvis usafrTxoebis auditis CasarTavad, aucilebelia 

iqoniT administratoris uflebebi da SeasruloT Semdegi 
moqmedebebi: 

1. CarTeT usafrTxoebis auditi Local Security Settings. 
gaaqtiureT Audit object access (obieqtebTan mimarTvis auditis 
politika). 

2. My computer saqaRaldeSi airCieT saWiro obieqti da 

misi (failis, saqaRaldis, printeris) Tvisebebi (Properties). 
daaWireT Rilakebze Security, Advenced da Auditing. ixileT 
nax.6.1. 
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nax.6.1 

3. daaWireT Rilakze Add, airCieT aRricxvis Canaweris an 
usafrTxoebis jgufis dasaxeleba. 

4.  dialogur fanjaraSi Auditing Entry airCieT is 
mimarTvis uflebebi, romelTa gakontrolebacaa saWiro 

amorCiuli aRricxvis Canawerisa Tu usafrTxoebis jgufisaTvis. 
nax.6.2-ze da nax.6.3-ze naCvenebia ofciebi sxvadasxva tipis 
obieqtebisaTvis. Tu arCeulia alami Successful (warmatebuli) , 
usafrTxoebis JurnalSi Caiwereba Canaweri, romelic Seicavs 
momxmareblis (jgufis) mier miTiTebuli failis an saqaRaldis 
warmatebulad gamoyenebis saaTsa da TariRs. analogiurad, Tu 

CarTulia alami Failed (warumatebeli), usafrTxoebis JurnalSi 
Canaweri Caiwereba yovelTvis, rodesac miTiTebul failTan an 
saqaRaldesTan mimarTvis mcdeloba iqneba warumatebeli. 
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nax.6.2 

 
 

qvemoT CamoTvlilia rCevebi usafrTxoebis auditis 

gamoyenebasTan dakavSirebiT: 
- ar gamoiyenoT usafrTxoebis auditi, Tu amis saWiroeba 

ar arsebobs. aucilebelia zustad amoirCioT Sesamowmebeli 
movlenebi. usafrTxoebis Jurnalis zoma fiqsirebulia da misi 

Sevseba umniSvnelo movlenebiT ar Rirs, raTa ar moxdes 
mniSvnelovani movlenebis gamodevneba;  

- akontroleT sistemaSi registraciis warumatebeli 

(Failure)mcdelobebi, romlebic miuTiTeben imaze, rom viRac 
cdilobda gamoeyenebina araswori parolebi; 
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- Tu eWvobT, rom viRac ecdeba sistemaSi daregistrirdes 

moparuli paroliT, akontroleT sistemaSi registraciis 
warmatebuli (Success) mcdelobebi; 

- araavtorizebuli momxmareblis mier mniSvnelovani 

failebis gamoyenebis aRmosaCenad, akontroleT warmatebuli 
mimarTva kiTxvisa da Caweris reJimze am failebisaTvis; 

- virusuli programebis aRmosaCenad, akontroleT 

warmatebuli mimarTva Caweris reJimze programebis 
failebisaTvis (failebi gafarToebiT exe, com da dll); 

- imisaTvis, rom aRmoaCinoT, Tu vin beWdavs ferad 

kartrijze akontroleT warmatebuli mimarTva printeris 
gamoyenebaze. 

 

 
nax.6.3. 
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6.3. usafrTxoebis Jurnalis daTvaliereba 
 
usafrTxoebis Jurnalis dasaTvaliereblad gamoiyeneba 

Event Viewer utilita. mis gasaaqtiureblad SeasruleT brZaneba: 
Control Panelà Administrative Toolsà Event Viewer  
an brZanebaTa striqonSi akrifeT brZaneba eventvwr.msc. 
Event Viewer-is saSualebiT SesaZlebelia samive Jurnalis 

daTvaliereba. esenia: danarTebis Jurnali (Appevent.evt), 
usafrTxoebis Jurnali (Secevent.evt) da sistemuri Jurnali 

(Sysevent.evt). ixileT nax.6.4. 
 

 
 nax.6.4 

 

 _ miuTiTebs Sesamowmebeli movlenis warmatebiT 

dasrulebaze. 
 

  _  miuTiTebs Sesamowmebeli movlenis warumateblad 

dasrulebaze. 



 91

gaCumebis principiT danarTebis Jurnali da sistemuri 

Jurnali SeuZliaT daaTvalieron Everyone jgufis wevrebma, 
xolo usafrTxoebis Jurnalis daaTvaliereba SeuZliaT mxolod 
 Administrators jgufis wevrebs da aseve mxolod am ukanaskneli 

jgufis wevrebs SeuZliaT am samive Jurnalis gasufTaveba. 
movlenis Sesaxeb damatebiTi informaciis misaRebad, airCieT 

saWiro movlena, daaWireT 2-jer Tagus marcxena Rilaks, 

ekranze gaixsneba Event Properties fanjara ixileT nax.6.5. 
 

 
 nax6.5 

 

romelime konkretuli movlenis moZebna SeiZleba brZanebiT 
ViewàFind.  

JurnalSi moTavsebuli movlenebi SegiZliaT gafiltroT 
brZanebiT  ViewàFilter. magaliTad, gvainteresebs movlenebi, 
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romelTac adgili hqondaT drois gansazRvrul intervalSi. 

ixileT nax.6.6. 
 

 
 nax.6.6 

 
 

6.4. Jurnalebis failebis damuSaveba 
 

gaCumebis principiT, samive Jurnalis saerTo zoma ar unda 
aRematebodes 512 kbaits. dasaSvebia misi Semcireba an gazrda. 

TiToeul JurnalSi movlenebi inaxeba 7 dRe, Tumca SeiZleba am 
parametris Secvlac. ixileT nax.6.7. 

Jurnalis arqivis Sesaqmnelad airCieT brZaneba: 
View à Save Log File As 
ekranze gamosul dialogur fanjaraSi airCieT failis tipi 

Event Log(*.evt),  ris Sedegadac miiReba Jurnalis sruli asli, 
romlis daTvalierebac SeiZleba mxolod Event Viewer 
utilitiT. 
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 nax.6.7 

 
 

sakontrolo kiTxvebi: 
 

1. rogor movaxdinoT failis kodireba/dekodireba? 
2. rogor aRvadginoT dazianebuli seqtorebi diskze? 
3. ris saSualebas iZleva utilita MBSA? 
4. rogor SevqmnaT monacemebis sarezervo aslebi? 
5. rogor CavrToT usafrTxoebis auditi?  
6. rogor CavrToT saqaRaldesTan mimarTvis movlenaTa auditi? 
7. rogor davaTvalieroT usafrTxoebis Jurnali? 
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Tavi.7. jgufuri politikebi. 

 
7.1.usafrTxoebis uzrunvelyofasTan dakavSirebuli 

politikebi 
 

jgufuri politika _ esaa Ms Windows XP-is funqcia, 
romelic saSualebas aZlevs administrators moaxdinos 

kompiuteris konfiguraciis parametrebis dayeneba, da amave 
dros ar aZlevs uflebas momxmarebels Secvalos ukve 
dadgenili konfiguracia. 

jgufuri politikis saSualebiT SesaZlebelia 
usafrTxoebis politikebis marTva. usafrTxoebis politikebis 
daTvaliereba SeiZleba ori gziT: 

1. airCieT brZaneba Administrative Tools à Local Security 
Policy an brZanebaTa striqonSi akrifeT Secpol.msc. ixileT 

nax.7.1. 

 
nax.7.1 
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7.2. momxmareblis mimarTvis ufleba 

 
termini “momxmareblis mimarTvis ufleba” igulisxmeba 

politikebis nakrebi, romlebic gansazRvraven im moqmedebebs, 
romelTa Sesrulebis uflebac usafrTxoebis jgufebSi Semaval 
momxmareblebs eZlevaT. ACL-isagan gansxvavebiT, romelic 

konkretul obieqtebTan (failebi an printeri) mimarTvas 
akontrolebs, momxmareblis mimarTvis ufleba iseTi operaciebis 
Sesrulebas exeba, romlebic mTlianad kompiuterze moqmedeben. 

 

 
 nax.7.2 

 
momxmareblis mimarTvis ufleba moicavs uflebaTa or 

farTo kategorias: registraciis uflebebi da privilegiebi. 

registraciis wesebi gansazRvraven maT, visac aqvT kompiuterTan 
mimarTvis ufleba.  privilegiebi ki gansazRvraven im 
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momxmareblebs, romelTac kompiuterze gansazRvruli 

moqmedebebis Sesrulebis ufleba aqvT. magaliTad, failebis 
sarezervo kopireba. 

TiToeuli momxmareblis aRricxvis Canaweris an 

momxmarebelTa jgufebSi cvliebebis sanaxavad airCieT brZaneba: 
Security Settings  à  Local Policies  à  User Rights Assigment 
im momxmarebelTa aRricxvis Canawerebis da usafrTxoebis 

jgufebis siis Sesacvlelad, romelTac daniSnuli aqvT 
konkretuli mimarTvis uflebebi, saWiroa:  

1. airCioT ufleba Tagus marcxena Rilakis 2-jer daWeriT. 
2. ekranze gamoCndeba TvisebaTa dialoguri fanjara, sadac Add 

RilakiT SegiZliaT daamatoT saWiro momxmareblis 

aRricxvis Canaweri an usafrTxoebis jgufi. (ixileT nax. 7.2. 
) 
 

7.3. usafrTxoebis uzrunvelyofis parametrebi 
 
usafrTxoebis parametrebis politikebs aqvT mravali 

saintereso ofcia, romlebic gansazRvraven sistemis moqmedebas. 
airCieT brZaneba Security SettingsàLocal PoliciesàSecurity Options. 

am politikebis ~gaCumebis principiT” daniSnuli 
parametrebi uzrunvelyofen usafrTxoebis savsebiT 
damakmayofilebel dones, romelic misaRebia momxmarebelTa 

umravlesobisaTvis. Tu gadawyvitavT cvlilebebis Setanas, 
Tavdapirvelad aucilebelia dakvirvebiT gaecnoT politikis 
aRweras da mere SecvaloT. zogierTi politikisaTvis 

mdgomareoba Enabled (CarTuli) warmoadgens ufro usafrTxos, 
xolo sxva SemTxvevaSi umjobesia gamoiyenoT Disabled 
(gamorTuli). 

cxrilSi aRwerilia usafrTxoebis politikebis is 
parametrebi, romlebic uzrunvelyofen sistemis usafrTxo 
funqcionirebas lokaluri kompiuterebis SemTxvevaSi. danarCeni 
politikebi (aq ar ganixileba) gamoiyeneba, rogorc wesi, didi 

domenebis SemadgenlobaSi Semavali kompiuterebisaTvis. 
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Accounts: 
Administrator 
account status 

es politika Disabled mdgomareobaSi blokavs 

Administrator-is aRricxvis Canawers. 
blokirebis SemTxvevaSi aRricxvis Canaweri 
miRwevadia Safe Mode reJimSi. 

Accounts: 
Guest 
account status 

es politika Disabled mdgomareobaSi blokavs 
Guest-is aRricxvis Canawers. 

Accounts: 
Limit local 
account use of 
blank passwords 
to console logon 
only 

es politika CarTulia gaCumebis principiT. 
xels uSlis momxmarebelTa daSorebul 

registracias iseTi momxmareblis aRricxvis 
CanaweriT, romelsac ar aqvs paroli. 
sistemis usafrTxo funqcionirebis 

uzrunvelyofis mizniT, yovelTvis sasurvelia 
CarTuli iyos es politika. 

Accounts: 
Rename 
administrator 
account 

am politikis saSualebiT SesaZlebelia 

administratoris aRricxvis Canaweris 
Sesabamis SID identifikators mieniWos sxva 
saxeli. am midgomis gamoyeneba mosaxerxebelia 

hakerebisagan Administrator-is aRricxvis 
Canawers damalvis mizniT. 

Accounts:Rename 
guest account 

am politikis saSualebiT SesaZlebelia Guest 
aRricxvis Canaweris Sesabamisi SID 
identifikatoris saxelis Secvla. es 
damaluli potenciuri “Sesvlis” wertili 

cnobilia yvela borotmoqmedisaTvis.   
  

Audit: 
Audit the access 
of global system 
objects 

es politika saSualebas iZleva SeasruloT 

sxva damatebiTi sistemuri obieqtebis auditi, 
im SemTxvevaSi, Tu arCeulia obieqtebTan 
mimarTvis auditi.  es politika gaCumebis 

principiT blokirebulia, misi SarTva xdeba 
gansakuTrebul SemTxvevebSi. 
 

Audit: 
Audit the use of 
Backup and 

Cveulebriv, rodesac xdeba failebis 
sarezervo kopireba an aRdgena, usafrTxoebis 

JurnalSi Canawerebi ar iwereba, auditis 
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Restore privilege privilegiebis CarTvis SemTxvevaSic ki.  am 

politikis gaaqtiurebisas ganixileba 
privilegiis TiToeuli gamoyeneba.   

Audit: Shut down 
system 
immediately if 
unable to log 
security audits 

imis da mixedviT, Tu rogoraa 

konfigurirebuli movlenaTa registraciis 
parametrebi, usafrTxoebis Jurnali SesaZloa 
gadaivsos da SeuZlebeli gaxdes masSi 

damatebiTi Canawerebis Setana. amis gamo 
usafrTxoebis Jurnali veRar afiqsirebs 
movlenebs.  am politikis gaaqtiureba, aseT 

SemTxvevaSi gaTiSavs kompiuters. muSa 
mdgomareobis aRsadgenad, administratorma 
unda gawmindos usafrTxoebis Jurnali da 

Semdeg Tavidan daayenos sistemuri reestris 
mniSvnelobebi.  

Interactive logon: 
Do not display 
last user name 

Tu es politika dablokilia (gaCumebis 

principiT), dialoguri fanjara Log On To 
Windows asaxavs bolos daregistrirebuli 
momxmareblis saxels. politikis gaaqtiure-

bis SemTxvevaSi veli User Name rCeba 
carieli. 

Interactive logon: 
Do not require 
Ctrl+Alt+Del 

Tu es politika gaTiSulia, momxmarebelma 
unda akrifos Ctrl+Alt+Del klaviSebis 
kombinacia Log On To Windows dialoguri 

fanjris gamosatanad. es politika ar iZleva 
efeqts, Tu kompiuteri konfigurirebulia 
Welcome ekranis gamotanis gaTvaliswinebiT. 

Interactive logon: 
Message text for 
users attempting 
to log on 

es politika gansazRvravs im Setyobinebis 
teqsts, romelic gamoitaneba TiToeuli 
registraciis win. (ix.Tavi2) 

Interactive logon: 
Message title for 
users attempting 
to log on 

es politika gansazRvravs im Setyobinebis 

teqstis saTaurs, romelic gamoitaneba 
TiToeuli registraciis win. (ix.Tavi2) 

Interactive logon: 
Prompt user to 

es politika miuTiTebs im dReebis 

raodenobas, romelTa gasvlis Semdegac 
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change passwords 
before expiration 

momxmareblis aRricxvis Canaweri wyvts 

funqcionirebas. 
Interactive logon: 
Smart card 
removal behavior  

es politika miuTiTebs, Tu ra moxdeba, Tu 
registrirebuli momxmareblis smart-baraTi 

amoiRes smart-baraTis Casadebidan. (smart-
baraTi warmoadgens sakredito baraTis zomis 
mowyobilobas, sadac inaxeba monacemebi  

serTifikatebisa da parolebis Sesaxeb.smart-
baraTis mimRebiT aRWurvil kompiuterze, 
registraciisaTvis momxmarebeli parols 

akrebis nacvlad, smart-baraTs Cadgams.) 
SesaZlebelia am politikis iseTi saxiT 
dayeneba, rom zedmeti problemebis gareSe 

daiblokis momxmareblis registracia. 
Shutdown:Allow 
system to be shut 
down without 
having to log on 

gaCumebis principiT dialoguri fanjara Log 
On To Windows Seicavs Rilaks Shutdown.  am 
politikis gaTiSvis SemTxvevaSi Rilaki 
miuRwevadia. aseT SemTxvevaSi mxolod is 
momxmarebeli SeZlebs kompiuteris gaTiSvas, 

romelic warmatebiT daregistrirda.  
System 
cryptography:Use 
FIPS compliant 
algorithms for 
encryption, 
hashing, and 
signing 

am politikis gaaqtiurebis Sedegad failebis 

kodireba/dekodirebisaTvis kodirebis failu-
ri sistema (EFS) gamoiyenebs 3DES 
standarts DESX algoriTmis nacvlad. 

(ixileT Tavi 3 ) 

 
 
 

7.4. jgufuri politikebi 
 
Windows XP-Si arsebobs asobiT jgufuri politika. 

umravlesoba maTgani akontrolebs momxmarebelTa interfeiss, 

aseve gansazRvravs im funqciebis nakrebs, romelTa  Sesrulebis 
uflebac aqvs momxmarebels. nebismier politikas aqvs sami 
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parametri : Not Configured - ar gamoiyeneba, Enabled - CarTulia an 

Disables - gamorTulia. “gaCumebis” principiT Group Policy-is 
yvela politikas aqvs mniSvneloba Not Configured. 

parametrebis Sesacvlelad airCieT saWiro politika (2-jer 

kliki).  dialogur fanjaraSi properties SegiZliaT airCioT 
zemoCamoTvlili ofciebidan erT-erTi, xolo Explain Rilaki  
iZleva dawvrilebiT cnobebs ama Tu im politikis Sesaxeb. 

ufro konkretuli informacia TiToeuli politikis Sesaxeb 
misawvdomia saitze :  http://www.microsoftxom/ windows2000 
/techinto/reskit/en-us/default.asp/  RilakebiT   previous setting da  
Next Setting SegiZliaT martivad dabrundeT Tavdapirvel 

parametrebze.  
cxrilSi  aRwerilia usafrTxoebis mxardamWeri jgufuri 

politikebi 
 
 

 

   politika aRwera 

Computer Configuration\Administrative Templates\Windows 
Components\NetMeeting 

saerTo mimarTvis 
gaTiSva daSorebul 

samuSao magidasTan 

es politika gaTiSavs NetMeeting-is 
mxolod im Tvisebas, romelic 

uzrunvelyofs daSorebul samuSao 
magidasTan mimarTvas. (es Tviseba 
saSualebas aZlevs daSorebul 

momxmarebels daaTvalieros da 
akontrolos Tqveni samuSao magida.) Tu 
xdeba   NetMeeting-is gamoyeneba da 

SeuZlebelia Tqvens samuSao magidasTan 
sxva momxmareblis mimarTvis uflebis 
SezRudva isargebleT am politikiT. 

 
 
 

http://www.microsoftxom/
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Computer Configuration\Administrative Templates\Windows 
Components\Internet Explorer 
usafrTxoebis 
zonebi: 

konfiguraciis 
gamoyeneba mxolod 
mocemuli 

kompiuterisaTvis 

politika gansazRvravs erTi kompiuteris 
sxvadasxva momxmareblis mier Microsoft 
Internet Explorer-is erTi da igive 
usafrTxoebis zonebis gamoyenebas. Tu es 
politika ar aris gaaaqtiurebuli, 

TiToeul momxmarebels damoukideblad 
SeuZlia moaxdinos usafrTxoebis zonebis 
konfiguraciis dayeneba. am politikis 

gaaqtiureba garantias iZleva, rom Tqvens 
mier dawesebuli usafrTxoebis zonebis 
mkacr konfiguracias erTnairad 
gamoiyenebs yvela momxmarebeli. 

 
usafrTxoebis 
zonebi: 

momxmareblebs ar 
aqvT ufleba 
Secvalon 

politikebi 

es politika aZlierebs wina politikis 
moqmedebas. misi gaaqtiviurebis 

SemTxvevaSi gaiTiSeba Rilakebi Custom 
Level da usafrTxoebis donis 
maregulirebeli Security CanarTSi, 

romlebic mdebareoben Internet Options 
dialogur fanjaraSi. am politikis 
gaaqtiurebis Sedegad momxmarebeli ver 

Secvlis usafrTxoebis zonebis 
konfiguraciebs. 
 

Internet Explorer-is 
komponentebis 
avtomaturi 

CarTvis gaiTiSva.  

Web-kvanZTan mimarTvis dros, dialoguri 
fanjara Security Warning ekiTxeba 
momxmarebels daayenos Tu ara mocemuli 

komponenti. Tu saWiroa aukrZaloT 
momxmareblebs iseTi komponentebis 
gaaqtureba, romlebic xels uSlian 

muSaobis process, gamorTeT Sesabamisi 
ofcia am politikis amorCevis gziT. 
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Computer Configuration\Administrative Templates\Windows 
Components\Terminal Services\Encription and Security 
klientis 
mierTebisaTvis 

kodirebis donis 
momzadeba 

Tu kompiuterze instalirebulia 
operaciuli sistema Windows XP da 

gamoiyeneba daSorebuli samuSao magida 
(Remote Desktop), xolo danarCen masTan 
dakavSirebul kompiuterebze aseve 

sruldeba Windows XP, gaaqtiureT es 
politika da mianiWeT mniSvneloba High 
Level.  
 

Computer Configuration\Administrative Templates\Network\Offline 
Files 
qeS-mexsierebis 
Semcvelobis 

kodireba, romelic 
moicavs avtonomiur 
failebsac 

am politikis gaaqtiurebis Sedegad 
xdeba avtonomiuri failebis yvela 

lokaluri aslis kodireba. amgvarad, 
uzrunvelyofilia damatebiTi usaf-
rTxoeba im SemTxvevaSi, Tu hakeri 

SeZlebs Tqvens kompiuterTan ara-
kanonieri mimarTvis uflebis mopovebas. 
 

Computer Configuration\Administrative Templates\Windows 
Components\NetMeeting 
NetMeeting-is 
usafrTxo 
gamoZaxebis  
ofciebis dayeneba 

am politikis arCevisas moiTxoveba 

usafrTxoebis dacva yvela Semomomavali 
da gamavali gamoZaxebisaTvis. 
 

 
avtomaturi 
gamoZaxebis miRebis 

aRkveTa 

es politika krZalavs NetMeeting-is im 
Tvisebis gamoyenebas, romelic 

uzrunvelyofs pasuxebis avtomatur 
generirebas, ris Sedegadac nebismier 
momxmarebels SeuZlia miuerTdes 

kompiuters Tqveni aryofnis periodSi. 
(es politika moqmedebs mxolod maSin, 
rodesac gaaqtiurdeba NetMeeting-i) 
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Computer Configuration\Administrative Templates\Windows 
Components\NetMeeting\Application Sharing 
danarTebTan 
saerTo 

mimarTvis 
gaTiSva 

politika blokavs saerTo mimarTvis 
SesaZleblobas, rac miRwevadia NetMeeting-
is danarTebis Sesrulebisas. Tu es 
politika gaaqtiurebulia momxmareblebs ar 
SeuZliaT erTdroulad gamoiyenon danarTebi 

an erTdroulad mimarTon im danarTebs, 
romlebic mdebareoben sxva kompiuterze. 
 

 

Computer Configuration\Administrative Templates\Windows 
Components\Internet Explorer 

serTifikatebis 

parametrebis 
Secvlis 
gaTiSva 

 
 
 

 
ar gamoiyenoT 
avtoSevsebis 

Tviseba 
parolebis 
SenaxvisaTvis 

 es politika gaTiSavs Certificates Rilaks, 

romelic gamosaxulia Internet Options 
dialoguri fanjris Content CanarTSi, riTac 
ublokavs momxmarebels serTifikatebis 

damatebis an waSlis saSualebas. 
 
 

 
am politikis gaaqtiurebisas, Internet 
Explorer-i ar daimaxsovrebs Tqvens mier 

veb-gverdebze akrebil parolebs. gaiTiSeba 
AutoComplate Settings dialoguri fanjris 
ofciebi. Internet Explorer-is saSualebiT 

parolebis Senaxva riskTan aris 
dakavSirebuli, radgan ucxo pirs, romelsac 
aqvs Tqvens kompiuterTan mimarTvis ufleba, 

SeuZlia mimarTos Tqveni parolebiT dacul 
veb-saitebs. 
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User Configuration\Administrative Templates\Windows 
Components\Internet Explorer\Internet Control Panel 

Security gverdis 
gaTiSva 

am politikis gaaqtiurebis Sedegad 
daimaleba Internet Options dialoguri 

fanjris CanarTi Security, ris 
Sedegadac momxmareblebebi ar 
daiSvebian usafrTxoebis zonebis 

dasaTvaliereblad an Sesacvlelad. 
 

User Configuration\Administrative Templates\Windows 
Components\Windows Explorer 

 
gansazRvruli 
diskebis damalva My 
Computers fanjaraSi 

 
am politikis gaaqtiurebis Sedegad 
gansazRvruli diskebi aRar aisaxeba 

My Computers, Windows Explorer da 
saerTo dialogur fanjrebSi (mag., 
fanjaraSi Open). es diskebi rCeba 

misawvdomi programebisaTvis, 
brZanebaTa striqonSi da sxva aracxadi 
saSualebebis gamoyenebisas. 
 

My Computers-is 
diskebTan mimarTvis 
blokireba 

am politikis saSualebiT izRudeba 

calkeul diskebTan mimarTva  Windows 
Explorer-is an sxva instumentaluri 
saSualebebiT. diskebi gamoCndebian (Tu 

isini ar arian damaluli wina 
politikis saSualebiT), magram maTTan 
mimarTva SeuZlebelia. Tumca, 

programebs SeuZliaT mimarTon am 
diskebs. 
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Security CanarTis 
amogdeba 

am politikis gaaqtiurebis Sedegad 

daimaleba CanarTi  Security failebisa 
da saqaRaldeebis Tvisebebis dialogur 
fanjaraSi, riTac ekrZalebaT 

momxmareblebs daaTvalieron an 
Secvalon mimarTvis uflebebi. 
gamocdilma momxmareblebma SeiZleba 

aicilon Tavidan es SezRudva Calcs da 
Xcalcs brZanebebis gamoyenebiT 
 

User Configuration\Administrative Templates\Windows 
Components\Windows Explorer\Common Open File Dialog 

axlaxan Seqmnili  

failebis damalva 
siidan 

Tu es politika ar aris 

gaaqtiurebuli File Name veli Open 
dialogur fanjaraSi Seicavs bolos 
gaxsnili failebis sias. Tu gsurT, rom 

sxva momxmareblebisaTvis ar gaxdes 
cnobili am failebis dasaxelebebi 
gaaqtiureT  es politika.    

  

User Configuration\Administrative Templates\ Start Menu and 
Taskbar 

ar inaxeba 

Canawerebi bolos 
gaxsnili do-
kumentebis Sesaxeb. 

rogorc wesi, Tqvens mier gaxsnil 

dokumentebze swrafi mimarTva inaxeba 
saqaRaldeSi Windows, 
%UserProfile%\Recent. am politikis 

gaaqtiurebis Sedegad waiSleba Recent 
saqaRaldis Semcveloba da sxva 
momxmareblebi ver gaigeben romel 

dokumentebTan muSaobdiT bolo dros. 
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bolos gaxsnili 

dokumentebis 
Jurnalis 
gasufTaveba 

sistemidan gasvlis 
Semdeg. 

am politikis saSualebiT seansis 

procesSi SegiZliaT gamoiyenoT brZaneba 
Star tà Recent Documents da 
moxerxebulad mimarToT im failebs, 

romlebic erTxel ukve iyo gaxsnili. am 
failebis saxelwodebebi siidan 
waiSleba sistemidan gasvlis Semdeg. 

 

User Configuration\Administrative Templates\Control Panel 

Control Panel-Tan 
mimarTvis akrZalva 

am politikis gaaqtiurebis Sedegad 
gaiTiSeba Control Panel-i; igi amovardeba 
Start-meniudan da My Computer 
fanjridan.  
 

User Configuration\Administrative Templates\Control Panel\Display 

Screen Saver-is 
dacva paroliT 

am politikis gaaqtiurebis Sedegad 

yvela Screen Saver-i daculi xdeba 
paroliT. 
 

User Configuration\Administrative Templates\System 

brZanebaTa 
striqonTan 
mimarTvis akrZalva 

es politika ukrZalavs momxmareblebs 
Cmd.exe programis gamoyenebas, saidanac 
SeiZleba nebismieri programis gaSveba 

Sesrulebaze. 
 
 

sitemur reestrTan 
mimarTvis akrZalva 
redaqtirebis 

instumentebis 
gamoyenebiT. 

es politika blokavs reestris 
redaqtors Registry Editor (Regedit.exe da 
Regedit32.exe). 
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mxolod 

gansazRvruli 
Windows-danarTebis 
Sesruleba 

Tu namdvilad gindaT Tqveni 

kompiuteris muSaobis dablokva airCieT 
es politika. aq SesaZlebelia im 
programaTa siis miTiTeba, romelTa 

Sesrulebaze gaSvebac SeiZleba Start-
meniudan an Windows Explorer-idan. 
 

 
gansazRvruli 
Windows-danarTebis 
Sesrulebis 
akrZalva 

am politikis saSualebiT SeiZleba im 
programaTa siis miTiTeba, romelTa 

Sesrulebaze gaSvebac ar SeiZleba. 
 
 

User Configuration\Administrative Templates\System\Ctrl-Alt-Del 
Options 

Task Manager-is 
amogdeba 

Ctrl-Alt-Del klaviSebis kombinacis 
saSualebiT xdeba Task Manager-is 
gaSveba. am politikis gaaqtiurebiT 

iblokeba Task Manager-i. misi gaSveba 
aseve SeuZlebelia Taskmgr.exe gamSvebi 
failiTac. 

 

 

 

 
7.5. sxvadasxa mimarTvis uflebebi gansxvavebuli 

momxmareblebisaTvis 
  
Group Policy-is konsolis gaaqtiruebisas naTlad Cans, 

sxvadasxva saqaRaldeebi Computer Configuration  da  User 
Configuration. Tumca es konfiguraciebi erTnairad exeba yvela 
momxmarebels, romelic daregistrirebulia sistemaSi. am mxriv, 

metad moqnilia Windows.Net Server, sadac SesaZlebelia 
konfiguraciebis sruli koleqciis Seqmna sxvadasxva 
kompiuterebisa da momxmareblebisaTvis. 
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marTalia, Group Policy-is SemTxvevaSi uSualod TiToeuli 

jgufisaTvis konfiguraciis Secvla ar SeiZleba, SesaZlebelia 
gamoiyenoT momxmarebelTa jgufi: isini visTvisac vrceldeba 
Group Policy-Si arCeuli parametrebi da isini visTvisac es 

parametrebi ar vrceldeba. aseTi saSualebis miRweva SeiZleba 
User Configuration saqaRaldidan, xolo Computer Configuration-Si 
miTiTebuli parametrebi gamoiyeneba sistemaSi romelime 

momxmareblis registraciamde. 
zemoaRwerilis miRweva SesaZlebelia, im mosazrebidan 

gamomdinare, rom Group Policy-Si arCeuli politikebi 

vrceldeba mxolod im momxmareblebze, romelTac aqvT Group 
Policy-is obieqtis wakiTxvis reJimis ufleba (igi mdebareobs 
saqaRaldeSi %SystemRoot\System32\Group Policy), xolo 

momxmareblebs, romelTac ar aqvT wakiTxvis ufleba maTze 
politikebi ar vrceldeba. amgvarad, Tu avukrZalavT 
administrators an im momxmareblebs romlebisTvisac ar gsurT 

gaavrceloT akrZalvis politikebi, Group Policy saqaRaldis 
wakiTxvis uflebas, isini ganTavisufldebian akrZalvis 
politikisagan. 

amisaTvis airCieT Semdegi moqmedebebi: 
1. SecvaleT jgufuri politikebis parametrebi. 
2. Windows Explorerà Toolsà Folder Options à View airCieT 

ofcia Show Hidden Files and Folders da gamorTeT alami 
ofciisaTvis   Use Simple File Sharing; 

3. airCieT saqaRalde %SystemRoot\System32\Group Policy  da 

misi konteqsturi meniudan airCieT properties. 
4. Group Policy properties dialogur fanjaraSi airCieT ofcia  

Security, airCieT jgufi  Administrators da CarTeT alami Deny 
kiTxvis reJimze. (SegiZliaT CaamatoT sxva momxmareblebi an 
jgufebi administratoris msgavsad); 

5. aRadgineT Options saqaRaldis Tavdapirveli konfiguracia. 

am moqmedebaTa Sesrulebis Sedegad administratori veRar 
SeZlebs Group Policy-is gaaqtiurebas. am funqciis aRsadgenad 
kvlav gaaqtiureT fanjara Group Policy Properties da uflebaTa 
CamonaTvalidan airCieT  Full Control . 
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rogor davicvaT Tavi: 
 

yovelive zemoaRwerilis gaTvaliswinebiT ukve gasagebi 

xdeba sistemis usafrTxoebis potenciuri safrTxeebi. 

metad mniSvnelovania, usafrTxoebis zomebis dasacavad 

erTiani gegmis SemuSaveba. gegmaSi aucilebelia Sediodes 

Semdegi momentebi: 

 

- uzrunvelyaviT Tqveni kompiuteris fizikuri dacva; 

- SeasruleT Windows Update daaxloebiT TveSi erTxel; 

- gamoiyeneT rTuli parolebi. ar gamoiyenoT erTi da 

igive paroli sxvadasxva aRricxvis CanawerebisaTvis, 

SecvaleT parolebi yoveli ramodenime Tvis Semdeg. ar 

CarToT avtomaturi registraciis reJimi; 

- daayeneT antivirusuli programebi da regularulad 

ganaaxleT isini; 

- regularulad SeqmeniT mniSvnelovani monacemebis 

sarezervo aslebi. SeinaxeT es aslebi usafrTxo 

adgilas. 

- moaxdineT mniSvnelovani informaciis Sifracia. 

dekodirebis gasaRebi SeinaxeT usafrTxo adgilas. 

- daicaviT usafrTxoebis wesebi eleqtronul fostasTan 

muSaobisas. 
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laboratoriuli samuSao #1 
 

samuSaos Tema: momxmarebelTa aRricxvis 
Canawerebi 

 
 davaleba: 
 
SeasruleT Semdegi moqmedebebi: 
 

1. SeqmeniT/waSaleT aRricxvis Canawerebi utilitiT 

Users and Passwords; 
2. SeqmeniT/waSaleT aRricxvis Canawerebi utilitiT 

Local Users and Groups; 
3. SeqmeniT/waSaleT aRricxvis Canawerebi Net- 

brZanebebis utilitiT; 

4. SeqmeniT/waSaleT aRricxvis Canawerebi utilitiT 

User Accounts; 
5. gaTiSeT/CarTeT aRricxvis Canaweri. 
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laboratoriuli samuSao #2 
 
samuSaos Tema: momxmarebelTa parolebi. 
 
davaleba: 
 
SeasruleT Semdegi moqmedebebi: 
 

1. adre Seqmnili aRricxvis CanawerisaTvis daniSneT 

paroli; 

2. daicaviT sistema Welcome ekranis saSualebiT; 

3. gamoitaneT gamafrTxilebeli Setyobineba; 

4. gamoiyeneT  Tviseba Password Reset Disk; 

5. gamoiyeneT Tviseba Syskey; 
6. CarTeT parolebis politika; 

7. daayeneT moTxovna rTul parolze; 

8. daayeneT moTxovna parolebis qronologiis asaxvis  

Sesaxeb; 

9. daayeneT parolebis moqmedebis maqsimaluri vada 

erTi kvira. 
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laboratoriuli samuSao #3 

 

samuSaos Tema: dacvis RonisZiebebi lokalur 

qselSi 

 

 davaleba: 

 

SeasruleT Semdegi moqmedebebi: 

 
5. CarTeT Simple File Sharing interfeisi; 
6. mianiWeT Tqvens saqaRaldes Tviseba Private; 
7. aRricxvis CanawerTa jgufs Users SeuzRudeT 

internetSi Sesvla; 

8. aRricxvis CanawerTa jgufs Users SeuzRudeT  

Windows-is TamaSebis Sesrulebaze gaSvebis ufleba; 

9. aRricxvis CanawerTa jgufs Users SeuzRudeT 

printerze beWdvis ufleba; 

10. gaTiSeT USB-portis gamoyenebis ufleba. 
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laboratoriuli samuSao #4 
 

samuSaos Tema: serTifikatebis gamoyeneba 

 

 davaleba: 

 

SeasruleT Semdegi moqmedebebi: 

 

1. daaTvaliereT serTifikatebi dialoguri fanjridan 

Certificates da konsolidan Certificates; 
2. moiTxoveT Tqveni sakuTari serTifikati veb-saitidan 

Thawte.com  
3. moaxdineT Tqveni serTifikatis eqsporti disketze; 

4. moaxdineT Tqveni serTifikatis importi sxva 

kompiuterze; 

5. moaxdineT serTifikatis kopireba Trusted Root 
Certification Authorities sacavidan Trusted People sacavSi; 

6. moaxdineT serTifikatis ganaxleba axali gasaRebiT; 

7. gaugzavneT Tqveni serTifikati romelime adresats 

Outlook Express-is saSualebiT; 

8. daumateT sxva adresatis serTifikati Tqvens 

serTifikats; 

9. waikiTxeT daSifruli Setyobineba Outlook Express-is 
saSualebiT. 
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laboratoriuli samuSao #5 

 

samuSaos Tema: failebisa da saqaRaldeebis 

kodireba 

 

davaleba: 

 

SeasruleT Semdegi moqmedebebi: 

 

1. SeqmeniT Tqveni saqaRalde da masSi moaTavseT raime 

faili; 

2. daSifreT es saqaRalde EPS-is gamoyenebiT; 

3. moaxdineT am failis dekodireba EPS-is saSualebiT; 

4. moaxdineT failebis kodireba/dekodireba Cipher-is 
saSualebiT; 

5. uzrunvelyaviT saerTo mimarTva Tqvens kodirebul 

saqaRaldesTan; 

6. daniSneT romelime aRricxvis Canaweri monacemTa 

aRdgenis agentad; 

7. moaxdineT daxuruli gasaRebis eqsporti disketze; 

8. moaxdineT serTifikatis sarezervo kopireba; 

9. moaxdineT personaluri serTifikatis importi. 
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laboratoriuli samuSao #6 

 

samuSaos Tema: PGP protokolis gamoyeneba  

daSifruli werilebis miReba/gasagzavnad.  

 

davaleba: 

   SeasruleT Semdegi moqmedebebi: 

 

1. moaxdineT PGP-is instalacia; 

2. moaxdineT gasaRebis generacia; 

3. gagzavneT Ria gasaRebi serverze Global Directory; 
4. daSifreT informaciis PGP-is saSualebiT; 

5. gaugzavneT es informacia adresats; 

6. moaxdineT daSifruli informaciis deSifracia; 

7. moaxdineT CertifiedMail.com programis instalacia 

saitidan http://www.certifiedmail.com; 
8. gamoiyeneT es samsaxuri informaciis kodireba/ 

dekodirebisaTvis. 

 
 

 
 

 
 

 
 

 
 
 

 
 

 

http://www.certifiedmail.com
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laboratoriuli samuSao #7 
 

samuSaos Tema: monacemTa dacva 
 
davaleba: 
 
SeasruleT Semdegi moqmedebebi: 
 

1. SeqmeniT monacemTa sruli (Normal) sarezervo asli  

Windows Backup-is saSualebiT; 

2. SeqmeniT monacemTa damatebiTi (Incremental) sarezervo 
asli  Windows Backup-is saSualebiT; 

3. SeqmeniT monacemTa diferencirebuli (Differental) 
sarezervo asli  Windows Backup-is saSualebiT; 

4. aRadgineT monacemebi Windows Backup-is sarezervo 

aslidan; 

5. gamoiyeneT utilita Chkdsk; 
6. gaaqtiureT utilita System Restore; 
7. moaxdineT Windows-is ganaxleba utilitiT Windows 

Update; 
8. SeamowmeT Tqveni kompiuteris mdgomareoba MBSA 

utilitis saSualebiT; 
9. SeamowmeT qselis yvela kompiuteri MBSA utilitis 

saSualebiT; 
10. aamuSaveT MBSA utilita brZanebaTa striqonidan, 

gamoiyeneT misi sxvadasxva parametrebi. 
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laboratoriuli samuSao #8 

 
samuSaos Tema:   movlenaTa auditi 
 
 
davaleba: 
 
SeasruleT Semdegi moqmedebebi: 

 
1. CarTeT aRricxvis Canawerebis registraciis 

movlenaTa auditi. daafiqsireT User-i, romelic 

cdilobda administratoris aRricxvis CanaweriT 

daregistrirebas; 

2. CarTeT aRricxvis Canawerebis marTvis auditi. 

daafiqsireT User-i, romelic cdilobda axali 

aRricxvis Canaweris Seqmnas; 

3. CarTeT politikis Secvlis auditi; 

daafiqsireT User-i, romelic cdilobda auditis da 

parolebis politikis Secvlas; 

4. CarTeT obieqtebTan mimarTvis auditi. daafiqsireT  

User-i, romelic cdilobda akrZaluli failis da 

saqaRalis daTvalierebas; 

5. daaTvaliereT auditis Jurnali, gafiltreT 

movlenebis mixedviT; 

6. usafrTxoebis JurnalSi SecvaleT parametrebi, ise 

rom movlenebi inaxebodes 10 dRe. 
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laboratoriuli samuSao #9 
 

samuSaos Tema: usafrTxoebis politikebi 
 
davaleba: 
 
SeasruleT Semdegi moqmedebebi: 
 
 

1. dablokeT Gest aRricxvis Canaweri; 
2. saSualebas iZleva administratoris aRricxvis 

Canawers Seecvalos saxeli; 

3. gaaqtiureT politika, romelic gaTiSavs sistemas  

im SemTxvevaSi Tu ar moxdeba usafrTxoebis 

JurnalSi Canawerebis Cawera; 

4. gaaqtiureT politika, romelic Windows-Si yoveli 

registraciisas gamoitans gamafrTxilebel 

Setyobinebas. 

5. gaTiSeT Rilaki Shut Down dialogur fanjaraSi Log 
On To Windows; 

6. gaaqtiureT politika, romelic kodirebis failuri 

sistemis  (EPS) nacvlad gamoiyenebs 3DES standarts 
failebis kodireba/dekodirebisaTvis. 
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laboratoriuli samuSao #10 
 
jgufuri politikebis gamoyenebiT SeasruleT 

Semdegi moqmedebebi: 

 

1. akrZaleT Control  Panel-Tan mimarTva; 

2. damaleT My Computer saqaRaldeSi D:  diski ; 
3. gaTiSeT Certificates Rilaki, romelic gamosaxulia 

dialoguri fanjris Content CanarTSi; 

4. gaaqtiureT politika, romelic krZalavs Tqvens mier 

veb-gverdebze akrebili parolebis damaxsovrebas; 

5. aukrZaleT momxmarebels Internet Explorer-is 
usafrTxoebis zonebis daTvaliereba da Secvla; 

6. dablokeT brZanebaTa striqonidan programebis 

gaSvebis ufleba; 

7. dablokeT reestris redaqtoris gamoyenebis ufleba; 

8. gaaqtiureT politika, romelic damalavs Security 
CanarTs obieqtebis Tvisebebis dialoguri 

fanjridan; 

9. gaaqtiureT politika, romelic paroliT daicavs 

yvela Screen Saver-s.  
10. Windows-is Start RilakSi gamoaCineT mxolod is 

programebi, romelTa gaSvebis uflebasac aZlevT 

momxmarebels. 

 
 

 
 
 
 
 
 
 
 
 



 120

literatura 
 

1. g. CogovaZe, g. gogiCaiSvili, g.surgulaZe, T. Serozia, 
o.Sonia. marTvis avtomatizebuli sistemebis daproeqteba da 

ageba, Tbilisi, 2001w. 
2. k.bothe, g.surgulaZe, T.doliZe, o.Sonia Tanamedrove 

programuli prlatformebi da enebi, Tbilisi, `teqnikuri 

universiteti~ 2003w. 
3. g.gogiCaiSvili, k.odiSaria, o.Sonia. informaciis dacva 

avtomatizebul sistemebSi, Tbilisi, saqarTvelos teqnikuri 

universiteti, 2008w. 
4. o.Sonia, T.Serozia. informaciuli teqnologiebi da 

usafrTxoeba. Tbilisi, saqarTvelos teqnikuri universiteti, 

2008w. 
5. g.surgulaZe, o.Sonia, l. yvavaZe, monacemTa ganawilebuli 

bazebis marTvis sistemebi, Tbilisi 2004w. 

6. o.Sonia, g.nareSelaSvili, i.qarTveliSvili, umavrTuli 
qselebis usafrTxoeba, Tbilisi, teqnikuri universiteti, 2009. 

7. Э.Ботт, К.Зихерт, Безопастность Windows, 2003. 
8.  Использование PGP  
   http://old.pgpru.com/pgp_for_beginners/pgp_for_beg_04.htm. 
 

http://old.pgpru.com/pgp_for_beginners/pgp_for_beg_04.htm

