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informaciis daSifvris arastandartuli simetriuli  

kriptografiuli algoriTmi  

vasil kuciava, ana kuciava, giorgi gogolaZe 

saqarTvelos teqnikuri universiteti 

reziume 

ganxilulia aTobiTi sistemiT warmodgenili 𝑨𝑨𝑨𝑨𝑨𝑨𝑨𝑨𝑨𝑨 an 𝑬𝑬𝑬𝑬𝑬𝑬𝑬𝑬𝑬𝑬𝑬𝑬  kodis nebismieri 
raodenobis simboloebisgan Sedgenili monacemTa blokis daSifvra arastandartuli sime-

triuli kriptosistemis algoriTmis gamoyenebiT. daSifvra mimdinareobs SemTxveviTi 

mniSvnelobis da SemTxveviTi sigrZis mqone saidumlo gasaRebiT, romlis miReba xdeba pro-

gramulad gasaRebis maformirebeli algoriTmis mixedviT. daSifvra xorcieldeba viJineris 

meTodiT (erTi da imave gasaRebis mravaljer gamoyeneba an avtogasaRebis reJimi, romelSic 

ZiriTadi gasaRebis amowurvis Semdeg saidumlo gasaRebad gamoiyeneba sawyisi Ria teqsti 

an daSifvris Sedegad miRebuli Sifrteqsti).  
sakvanZo sityvebi: arastandartuli simetriuli algoriTmi. viJineris meTodi. 

saidumlo gasaRebi. kriptomedegoba. swrafqmedeba.   

1. Sesavali 

korporaciul qselebSi CarTul kanonier momxmareblebs Soris gadacemuli 

informaciis konfidencialurobis uzrunvelsayofad gamoiyeneba rogorc simetriuli, ise 

asimetriuli kriptografiuli algoriTmebi.  aqve unda aRiniSnos, rom didi biujetis  (10 
milion dolaramde) mqone korporaciebisaTvis advilad gansaxorcielebelia iseTi 

simetriuli kriptografiuli algoriTmebis “gatexa”, romelTa saidumlo gasaRebis sigrZe 

ar aRemateba 𝟔𝟔𝟔𝟔 −s (“gatexa” xorcieldeba gasaRebis yvela mniSvnelobis gadamrCevi  𝑭𝑭𝑭𝑭𝑭𝑭𝑭𝑭 
da 𝑨𝑨𝑺𝑺𝑺𝑺𝑺𝑺 mikrosqemebis  an superkompiuteris gamoyenebiT). aseT algoriTms warmoadgens 

DES  algoriTmi, romlis gasaRebis yvela mniSvneloba 𝟐𝟐𝟓𝟓𝟓𝟓-is tolia.  amis gamo 𝑫𝑫𝑫𝑫𝑫𝑫 

standartis nacvlad gamoiyeneba 𝑨𝑨𝑨𝑨𝑨𝑨  standarti, romlis saidumlo gasaRebis sigrZea 𝟏𝟏𝟐𝟐𝟐𝟐, 
 𝟏𝟏𝟏𝟏𝟏𝟏 an 𝟐𝟐𝟐𝟐𝟐𝟐 biti, xolo dasaSifri blokis - 𝟏𝟏𝟏𝟏𝟏𝟏 biti. magram gamoTvliTi teqnologiebis 

ganviTarebam  uaxloes momavalSi SeiZleba miaRwios iseT dones, rom SesaZlebeli gaxdes 

𝑨𝑨𝑨𝑨𝑨𝑨 standartis “gatexac”. 
arsebuli kriptografiuli algoriTmebis erT-erTi naklia is garemoebac, rom korpo-

raciul qselSi CarTuli kanonieri momxmareblebis personalisaTvis cnobilia rogorc 

saidumlo gasaRebis mniSvneloba, ise TviT algoriTmi. am garemoebis gamo arakanonier 

momxmareblebs SeuZliaT bandituri kriptoanalizis Sedegad (daSinebis, wamebis, SantaJis 

an qrTamis micemis gziT) moipovon gasaRebis mniSvneloba da monacemTa daSifvrisaTvis 

gamoyenebuli algoriTmi.  

aRniSnuli naklulovanebebis ugulebelsayofad mizanSewonilad CavTvaleT korpo-

raciul qselebSi gadacemuli informaciis konfidencialurobis SesanarCuneblad iseTi 

arastandartuli simetriuli algoriTmis SemuSaveba, romelic muSaobs gacilebiT didi 

gasaRebiT, kavSiris xazSi ar saWiroebs rogorc daSifvris, ise gaSifvris procedurebSi 

uSualod monawile arcerTi parametris mniSvnelobis gadacemas da momsaxure personalma 

ar icis  damSifravi saidumlo gasaRebis mniSvneloba. SemuSavebuli algoriTmi gamoirCeva 

maRali kriptomedegobiT.  
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2. ZiriTadi nawili 

dasaSifri Ria  teqstis monacemebi 𝑨𝑨𝑨𝑨𝑨𝑨𝑨𝑨𝑨𝑨 an 𝑬𝑬𝑬𝑬𝑬𝑬𝑬𝑬𝑬𝑬𝑬𝑬 kodSi Semavali simboloebia 

warmodgenili aTobiTi sistemis Sesabamisi nomrebiT. TiToeuli simbolo gamosaxulia 

samTanriga aTobiTi ricxviT. Ria teqstis daSifvrisas masSi Semaval simboloebis Sesabamisi 

aTobiTi cifrebis mimdevrobis qveS moTavsdeba formirebuli saidumlo gasaRebis cifrebis 

mimdevroba.  

gasaRebis formirebisas xdeba 

𝑲𝑲𝐢𝐢−𝟏𝟏 = 𝝋𝝋𝐢𝐢−𝟏𝟏(𝑵𝑵𝐢𝐢−𝟏𝟏)𝒎𝒎𝒎𝒎𝒎𝒎𝟏𝟏𝟏𝟏 , 𝑻𝑻𝐢𝐢−𝟏𝟏 =  𝝋𝝋𝐢𝐢−𝟏𝟏(𝑵𝑵𝐢𝐢−𝟏𝟏)𝒎𝒎𝒎𝒎𝒎𝒎𝟏𝟏𝟏𝟏,   𝑺𝑺𝐢𝐢−𝟏𝟏 =  𝝋𝝋𝐢𝐢−𝟏𝟏(𝑵𝑵𝐢𝐢−𝟏𝟏)𝒎𝒎𝒎𝒎𝒎𝒎𝟑𝟑   

mniSvnelobebis gamoTvla, sadac 𝑲𝑲𝐢𝐢−𝟏𝟏, 𝑻𝑻𝐢𝐢−𝟏𝟏, 𝑺𝑺𝐢𝐢−𝟏𝟏 arauaryofiTi mTeli ricxvebia,  𝝋𝝋𝐢𝐢−𝟏𝟏(𝑵𝑵𝐢𝐢−𝟏𝟏) 
eileris funqcia, xolo 𝑵𝑵𝐢𝐢−𝟏𝟏 sami martivi ricxvis namravli [3].  radgan eileris funqciis 

mniSvneloba luwi ricxvia, amitom 𝑲𝑲𝐢𝐢−𝟏𝟏 −is gamoTvlisas miiReba 𝟎𝟎, 𝟐𝟐, 𝟒𝟒, 𝟔𝟔   an 

𝟖𝟖  ricxvebidan erT-erTi. 𝑻𝑻𝐢𝐢−𝟏𝟏   miiRebs erT-erT mniSvnelobas [𝟎𝟎, 𝟏𝟏𝟏𝟏] Sualedidan, xolo  

𝑺𝑺𝐢𝐢−𝟏𝟏   ki 𝟎𝟎, 𝟏𝟏  da  𝟐𝟐 mniSvnelobebidan erT-erTs (gamoTvla xorcieldeba 𝒊𝒊 = 𝟏𝟏, 𝟐𝟐, 𝟑𝟑 Dda 𝟒𝟒 
mniSvnelobebisaTvis).  

Ria teqstis qveS saidumlo gasaRebis moTavsebis Semdeg Sesruldeba marcxnidan 

marjvniv sam-sami, oTx-oTxi an xuT-xuTi cifrebiT gamosaxuli ricxvebis Sekreba 

𝒎𝒎  moduliT. TiToeul jgufSi Semavali cifrebis raodenobis gansazRvra xdeba 𝑺𝑺𝟑𝟑 −is 
mniSvnelobis mixedviT (𝑺𝑺𝟑𝟑 = 𝟎𝟎 −sami cifri, 𝑺𝑺𝟑𝟑 = 𝟏𝟏 −oTxi cifri, 𝑺𝑺𝟑𝟑 = 𝟐𝟐 − xuTi cif-
ri). Mmimdevrobis sam-samad dayofisas TiToeuli samTanriga jgufisaTvis 𝒎𝒎 warmoadgens 

individualur mniSvnelobas, xolo oTx-oTx da xuT-xuT cifrian jgufebad dayofisas 𝒎𝒎 

–is mniSvneloba, Sesabamisad, 𝟏𝟏𝟏𝟏𝟏𝟏𝟏𝟏𝟏𝟏 da 𝟏𝟏𝟏𝟏𝟏𝟏𝟏𝟏𝟏𝟏𝟏𝟏 −is tolia. Aaqve unda aRiniSnos, rom:  

1) Tu dasaSifr Ria teqstis monacemebSi Semavali cifrebis raodenoba araa oTxis an 

xuTis jeradi, maSin dayofis Sedegad  miRebuli bolo marjvena jgufi Seivseba saWiro 

raodenobis nulebiT;  

2) Tu saidumlo gasaRebSi Semavali cifrebis mimdevrobaSi Semavali cifrebis 

raodenoba araa 𝟑𝟑 −is, 𝟒𝟒 −is an 𝟓𝟓 −is jeradi, maSin dayofis Sedegad  miRebuli bolo 

marjvena jgufi gauqmdeba. 

cifrebis mimdevrobis sam-samad dayofisas  𝒎𝒎 modulis individualuri mniSvnelobebis 

gansazRvra xdeba 𝟏𝟏, 𝟐𝟐 da 𝟑𝟑 matricebis saSualebiT. TiToeuli matrica 𝟏𝟏𝟏𝟏 × 𝟓𝟓 
ganzomilebisaa da Seicavs modulebis 𝟕𝟕𝟕𝟕 mniSvnelobas.  

am sami matricidan erT-erTis arCeva xdeba 𝑺𝑺–is mniSvnelobis mixedviT, xolo matri-

cis svetisa da striqonis arCeva, Sesabamisad, 𝑲𝑲 da 𝑻𝑻-s mniSvnelobis mixedviT (Tavdapirve-

lad sveti da Semdeg striqoni). radgan algoriTmis mixedviT gamoTvlilia 𝑺𝑺,𝑲𝑲 da 𝑻𝑻  
sameulebis oTxi mniSvneloba, amitom modulebis pirveli oci mniSvneloba SeirCeva  𝑲𝑲𝟎𝟎 , 𝑻𝑻𝟎𝟎 ,    
𝑺𝑺𝟎𝟎   sameuliT, meore oceuli   𝑲𝑲𝟏𝟏,, 𝑻𝑻𝟏𝟏 ,     𝑺𝑺𝟏𝟏  sameuliT, mesame - 𝑲𝑲𝟐𝟐  , 𝑻𝑻𝟐𝟐 , 𝑺𝑺𝟐𝟐    sameuliT, xolo 

meoTxe - 𝑲𝑲𝟑𝟑 , 𝑻𝑻𝟑𝟑, 𝑺𝑺𝟑𝟑 sameuliT. Ee.i. sul miiReba modulis 𝟖𝟖𝟖𝟖 mniSvneloba (𝑺𝑺, 𝑲𝑲 da 𝑻𝑻-s  
mniSvnelobidan gamomdinare SeiZleba moxdes modulebis mniSvnelobebis gameoreba). oTxmoci 

jgufis Semdeg daiwyeba gameoreba.         
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 matrica 1 (𝑺𝑺 = 𝟎𝟎)  

 𝐊𝐊 = 0 𝐊𝐊 = 2 𝐊𝐊 = 𝟒𝟒 𝐊𝐊 = 𝟔𝟔 𝐊𝐊 = 𝟖𝟖 
𝐓𝐓 = 𝟎𝟎  713 444 961 518 318 
𝐓𝐓 = 𝟏𝟏  322 734 687 811 928 
𝐓𝐓 = 𝟐𝟐 438 612 568 293 871 
𝐓𝐓 = 𝟑𝟑 824 917 482 378 384 
𝐓𝐓 = 𝟒𝟒 374 712 728 648 311 
𝐓𝐓 = 𝟓𝟓 538 338 554 958 529 
𝐓𝐓 = 𝟔𝟔 628 934 817 558 283 
𝐓𝐓 = 𝟕𝟕 711 473 356 813 496 
𝐓𝐓 = 𝟖𝟖 268 588 638 976 733 
𝐓𝐓 = 𝟗𝟗 924 504 437 643 967 

 𝐓𝐓 = 𝟏𝟏𝟏𝟏 821 638 578 715 658 
 𝐓𝐓 = 𝟏𝟏𝟏𝟏 362 742 296 348 513 
𝐓𝐓 = 𝟏𝟏𝟏𝟏 938 278 753 478 684 
𝐓𝐓 = 𝟏𝟏𝟏𝟏 464 734 989 831 873 
𝐓𝐓 = 𝟏𝟏𝟏𝟏 803 393 621 929 492 

                                                             matrica 2 (𝑺𝑺 = 𝟏𝟏) 

 𝐊𝐊 = 𝟎𝟎  𝐊𝐊 = 𝟐𝟐  𝐊𝐊 = 𝟒𝟒 𝐊𝐊 = 𝟔𝟔 𝐊𝐊 = 𝟖𝟖 
𝐓𝐓 = 𝟎𝟎  810 673 512 401 379 
𝐓𝐓 = 𝟏𝟏  733 643 578 938 268 
𝐓𝐓 = 𝟐𝟐 530 285 490 895 824 
𝐓𝐓 = 𝟑𝟑 967 713 283 612 811 
𝐓𝐓 = 𝟒𝟒 568 917 374 628 473 
𝐓𝐓 = 𝟓𝟓 529 356 588 924 384 
𝐓𝐓 = 𝟔𝟔 845 310 495 295 560 
𝐓𝐓 = 𝟕𝟕 728 554 817 356 638 
𝐓𝐓 = 𝟖𝟖 989 753 296 528 437 
𝐓𝐓 = 𝟗𝟗 515 905 940 780 505 
𝐓𝐓 = 𝟏𝟏𝟏𝟏 685 580 570 425 305 
𝐓𝐓 = 𝟏𝟏𝟏𝟏 734 568 378 3843 322 
𝐓𝐓 = 𝟏𝟏𝟏𝟏 444 687 293 704 713 
𝐓𝐓 = 𝟏𝟏𝟏𝟏 518 928 961 811 872 
𝐓𝐓 = 𝟏𝟏𝟏𝟏 619 783 708 521 654 

matrica 3 (𝑺𝑺 = 𝟐𝟐) 
 𝐊𝐊 = 0 𝐊𝐊 = 2 𝐊𝐊 = 𝟒𝟒 𝐊𝐊 = 𝟔𝟔 𝐊𝐊 = 𝟖𝟖 

𝐓𝐓 = 𝟎𝟎  972 512 472 702 602 

𝐓𝐓 = 𝟏𝟏  382 768 572 649 889 
𝐓𝐓 = 𝟐𝟐 587 812 932 324 757 

𝐓𝐓 = 𝟑𝟑 843 313 613 988 501 
𝐓𝐓 = 𝟒𝟒 298 343 831 430 942 
𝐓𝐓 = 𝟓𝟓 745 971 281 893 301 
𝐓𝐓 = 𝟔𝟔 351 624 875 513 498 
𝐓𝐓 = 𝟕𝟕 968 527 770 561 712 
𝐓𝐓 = 𝟖𝟖 402 861 488 270 652 
𝐓𝐓 = 𝟗𝟗 635 462 582 961 318 

𝐓𝐓 = 𝟏𝟏𝟏𝟏 858 594 723 663 363 

𝐓𝐓 = 𝟏𝟏𝟏𝟏 539 952 460 791 803 
𝐓𝐓 = 𝟏𝟏𝟏𝟏 782 436 677 477 922 
𝐓𝐓 = 𝟏𝟏𝟏𝟏 451 682 320 713 572 
𝐓𝐓 = 𝟏𝟏𝟏𝟏 697 734 957 374 445 
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  A magaliTad, Tu 𝑺𝑺𝟎𝟎 = 𝟎𝟎 ,   𝑲𝑲𝟎𝟎 = 𝟐𝟐 ,    𝑻𝑻𝟎𝟎 = 𝟏𝟏𝟏𝟏,   𝑺𝑺𝟏𝟏 = 𝟏𝟏 ,   𝑲𝑲𝟏𝟏 = 𝟎𝟎,   𝑻𝑻𝟏𝟏, = 𝟏𝟏,   𝑺𝑺𝟐𝟐   = 𝟐𝟐,  
  𝑲𝑲𝟐𝟐 = 𝟒𝟒, 𝑻𝑻𝟐𝟐 = 𝟖𝟖,   𝑺𝑺𝟑𝟑 = 𝟎𝟎,   𝑲𝑲𝟑𝟑 = 𝟔𝟔  da 𝑻𝑻𝟑𝟑 = 𝟓𝟓, maSin miiReba modulebis mniSvnelobebis 

Semdegi oTxmoci mniSvneloba: 444, 734, 612, 917, 713,338, 934, 473, 588, 504, 638, 742, 

278, 734, 393, 362, 742, 296, 348, 513, 810, 733, 530, 967, 568, 529, 845, 728, 989, 515, 

685, 734, 444, 518, 619, 382, 768, 572, 649, 889, 472, 572, 932, 613, 831, 281, 875, 770, 

488, 582, 723, 460, 677, 320, 957, 402, 861, 488, 270, 652, 518, 811, 293, 378, 648, 958, 

558, 813, 976, 643, 712, 348, 478, 831, 929, 745, 971, 281, 893, 301. 

rodesac Ria teqstSi Semavali aTobiTi ricxvebis raodenoba aRemateba saidumlo 

gasaRebSi Semavali cifrebis raodenobas, maSin xdeba gasaRebis Tanamimdevrobis gameoreba 

sarkuli anarekliT (cifrebis wakiTxva moxdeba marjvnidan marcxniv) an daSifvra 

gagrZeldeba avtogasaRebis reJimSi (Sifrteqstis an Ria teqstis cifrebis mimdevrobis 

gamoyeneba marcxnidan marjvniv).Aam sami reJimidan erT-erTis arCeva xdeba 𝑺𝑺𝟐𝟐–is 
mniSvnelobis mixedviT Semdegnairad:     

1) 𝑺𝑺𝟐𝟐 = 𝟎𝟎 − gasaRebi meordeba saWiroebis mixedviT;  
2) 𝑺𝑺𝟐𝟐 = 𝟏𝟏 − sawyisi gasaRebis amowurvis Semdeg gasaRebis rols asrulebs miRebuli 

Sifrteqsti dasawyisidan;     

3) 𝑺𝑺𝟐𝟐 = 𝟐𝟐 − sawyisi gasaRebis amowurvis Semdeg gasaRebis rols asrulebs Ria teqsti 

dasawyisidan. 

algoriTmSi gamoyenebuli  matricebi saidumlo gasaRebebia da maTi Sedgeniloba 

cnobili unda iyos mxolod korporaciul qselSi CarTuli kanonieri momxmareblebisaTvis. 

algoriTmis kriptomedegobis gasazrdelad mizanSewonilia am matricebis Sedgenilobis 

cvlileba drois garkveuli periodis gasvlis Semdeg.  

Sifrteqstis gaSifvris Sesasruleblad mimRebSi Sifrteqsts qveS miewereba saidumlo 

gasaRebi da Sesruldeba gamokleba imave moduliT. uaryofiTi ricxvis miRebisas xdeba 

modulis mniSvnelobis mimateba.   

D3. daskvna 

      Cvens mier SemoTavazebul algoriTms aqvs Semdegi Rirsebebi: 

1. algoriTmis procedurebSi monawile nebismieri parametris mniSvneloba ucnobia 

momsaxure personalisaTvis; 

2. daSifvra SeiZleba Sesruldes rogorc monacemebis blokebad dayofiT (erTi 

gasaRebis mravaljer gamoyenebiT), ise dayofis gareSe (avtogasaRebis reJimi Sifrteqstis 

an Ria teqstis gamoyenebiT). Aam reJimebis arCeva xdeba programulad gamoTvlili 

parametrebis mniSvnelobebis mixedviT; 

3. algoriTmSi Sesrulebuli gamoTvlebis Sedegad miRebuli Sedegebis mixedviT xdeba 

samTanriga aTobiTi ricxvebiT warmodgenili dasaSifri simboloebis Sesatyvisi aTobiTi 

cifrebis mimdevrobis dayofa marcxnidan marjvniv sam, oTx an xuTcifrian jgufebad da 

Semdeg TiToeuli jgufis daSifvra modulis individualuri mniSvnelobis gamoyenebiT. Aam 

ukanasknelis arCeva xdeba specialuri matricebidan gamoTvliT miRebuli parametrebis 

mniSvnelobebis mixedviT. 
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NON-STANDARD SYMMETRICAL CRYPTOGRAPHIC ALGORITHM OF 
INFORMATION ENCODING 

Kutsiava Vasil, Kutsiava Ana, Gogoladze Giorge 
Georgian Technical University 

Summary 

              The paper describes encoding the block consisting from any number of symbols of ASCII or 

EBCDIC code represented by decimal system, using non-standard symmetrical cryptographic 

algorithm. Encoding process uses secret key with random value and random length, which is generated 

by the program with key forming algorithm. The encoding is performed using Visionery method (using 

the same key multiple times or auto key mode, where beginning open text or ciphered text is used as a 

secret key, after the main key is over).  
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Резюме  

Рассмотрено шифрование блока данных, составленного из неограниченного количества  
символов 𝑨𝑨𝑨𝑨𝑨𝑨𝑨𝑨𝑨𝑨 или 𝑬𝑬𝑬𝑬𝑬𝑬𝑬𝑬𝑬𝑬𝑬𝑬 кодов, представленных в десятичной системе, с помощью 
алгоритма нестандартной симметричной криптосистемы. Шифрование производится секретным 
ключом, значение которого обеспечивается  программно с использованием специального 
алгоритма и имеющего случайное значение и случайную длину. Шифрование осуществляется 
методом Виженера (многократное  использование одного и тогоже ключа или режим автоключа,  
в  котором  используется   исходный открытый  текст или шифрованный текст после 
исчерпывания основного секретного ключа).   

82 
 


