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kriptografiis simetriuli sistemis zogierTi  

meTodis realizaciis sakiTxebis Sesaxeb 

valerian kekelia, gulnara kotrikaZe 

saqarTvelos teqnikuri universiteti 

reziume 

ganxilulia kriptografiis zogierTi meTodebis realizaciis praqtikuli sakiTxebi. 

kerZod, igi eZRvneba cnobili simetriuli meTodebis (cezaris, viJinerisa da vernamis) 

marealizebeli algoriTmebis abstraqtuli modelis saxiT warmodgenas da maTi aparaturu-

li realizaciis sakiTxebs. SemoTavazebulia maTematikuri aparati, romelsac safuZvlad 

udevs algoriTmuli (mikroprogramuli) algebris sistemis – operatoruli algebris da 

pirobis algebris cneba, romelTa terminebSic SeiZleba iyos aRwerili sxvadasxva saxis 

algoriTmuli procesebi.  

sakvanZo sityvebi: kriptografia. operatoruli algebra. pirobebis algebra. mikro-

programa. iteracia. koniunqcia. diziunqcia. cezari. viJineri. vernami.  

1. Sesavali 

naSromSi ganxilulia maTematikuri aparati, romelsac safuZvlad udevs ori erT-

maneTTan urTierTdakavSirebuli algebris – operatoruli-G(G1,G2,…) da pirobis-P(,,…) 

algebris cneba. aRniSnuli algebrebi warmodgenilni arian erTregistriani an mravalre-

gistriani periodulad gansazRvruli gardasaxvebis saxiT, romelTa terminebSic aRiwereba 

zogierTi algoriTmuli procesebis mikroprogramebi. cnobilia, rom operatoruli algeb-

ris elementebs rogorc bazurs, aseve mისgan warmoebuls, uwodeben operatorebs da gan-

sazRvrulni arian isini M informaciul simravleze, sadac M im registrebis mdgomareobaTa 

saerTo ricxvia, romlebis monawileobas Rebuloben sistemaSi mimdinare gamoTvliT 

procesebSi. dauSvaT, rom XR=…, x-1
R, x0

R, x1
R, …(sadac R=1,2,3,…) ormxriv usasrulo 

registrebis erTobliobaa da maTi yoveli n-uri (-<n>) elementi (e.w. trigeri) 

Rebulobs erT-erT mniSvnelobas simravlidan E2=0,1. pirobis algebris elementebi (ro-

gorc bazuris, aseve mისgan warmoebulis) ganisazRvrebian M informaciul simravleze, 

rogorc pirobebi, romlebsac SeuZliaT miiRon erT-erTi mniSvneloba Tavisi sami mniSv-

nelobidan <T(true), F(false), U(unknown)>. operatorul algebraSi ZiriTad operaciad miRebu-

lia gamravlebis operacia anu operatorebis Tanmimdevruli Sesruleba, xolo pirobis 

algebraSi – operaciebi: koniunqcia, diziunqcia, inversia. ganvixiloT operaciebi, romelTa 

meSveobiTac xorcieldeba G da P algebrebis urTierTdakavSireba [1,3]:  

1.   - diziunqcia aris operacia, romlis mixedviTac ganisazRvreba Sesasrulebeli 

operatori ori mocemuli operatoridan:  

Q = (  G1 ∪ G2 ) 

sadac Q=G1 Tu =true  da Q=G2 Tu =false, xolo თუ =unknown-s es aris SemTxveva, rac 

iwvevs error-s. aRniSnuli operacia programirebaSi cnobilia rogorc “pirobiTi gadasvlis” 

operatori anu operatori, romelic gamoiyeneba ganStoebadi algoriTmebis sarealizaciod.   

2.  - iteracia, aris operacia, romlis mixedviTac ganisazRvreba Sesasrulebeli 

operatoris mravaljeradi gameoreba: 

Q= G 
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sadac Q operatori Rebulobs G Sesasrulebeli operatoris mniSvnelobebs manam, sanam 

=true. operatori Q ar aris gansazRvruli, Tu logikuri piroba =unknown-s. im SemTx-

vevaSi, Tu =false operatori G ar sruldeba. -iteraciis operacia programirebaSi ga-

moiyeneba “cikluri procesebis” sarealizaciod. aRwerili operaciebis saxesxvaobebi SeiZ-

leba warmovadginoT Semdegi gamosaxulebebis saxiT: 

Q={G }=G{ G} 

(G1 ∪ G2 )= (  G2 ∪ G1 ) 

Q=F G=e  

sadac e carieli operatoria. 

=G - aris logikuri piroba, romelic Rebulobs imave mniSvnelobas rasac , oRond G 

operatoris Sesrulebis Semdeg [3].  

2. ZiriTadi nawili 

cnobilia, rom nebismieri operatoris warmodgenas algoriTmuli algebris sistemaSi 

uwodeben am operatoris regularul mikroprogramas [1,3]. magaliTis saxiT qvemoT moyvani-

lia regularuli mikroprograma - c , romlis Sesrulebis Sedegi ori mTeli ricxvis 

jamia:   

                                            

 

 

 

sadac, ƩR
i,j – ori mTeli ricxvis (r1 da r2) Sekrebis mikroprogramaa. igulisxmeba, rom 

ricxvebi r1 da r2 Sesabamisad Setanilia Xi da Xj registrebSi, xolo mikroprogramis ƩR
i,j 

Sesrulebis Sedegi fiqsirdeba Xi registrSi, im SemTxvevaSi Tu R=i, xolo roca R=j – Xj 

registrSi.  

0R – XR (R=i,j,..) registris nulovan mdgomareobaSi gadayvanis operatoria, xolo ZRr – r 

ricxvis mniSvnelobis XR – registrSi Setanis operatoria.  

mod2(X
i
n, X

j
n) – warmoebuli logikuri operatoria, marealizebeli f(xi

n, x
j
n) gadamrT-

veli funqciis f(xi
n,x

j
n)=~xi

n&xj
n∪xi

n&~xj
n

  (funqcia aRwers Xi da Xj registrebis n-uri Tanri-

gebis (-∞<n>∞) mniSvnelobebis oris moduliT Sekrebas).  

&(Xi
n, X

j
n) – bazuri logikuri operatoria marealizebeli f(xi

n, x
j
n) gadamrTveli funq-

ciis f(xi
n, x

j
n)=xi

n&xj
n

  (funqcia aRwers Xi da Xj registrebis n-uri Tanrigebis mniSvnelobebis 

logikur gamravlebas – koniunqcias).  

Lj
1 – Xj registrSi Setanili ricxvis erTi TanrigiT marcxniv daZvris operatoria.  

 - logikuri pirobaa, sadac = false , Tu logikuri operatoris &(Xi
n, X

j
n) Sesru-

lebis Sedegad Xj registris yvela elementi miiRebs nulis mdgomareobas,   winaaRmdeg SemTx-

vevaSi = true.  

SevniSnoT, rom mikroprogramebSi erT svetSi Setanili operatorebi sruldeba para-

lelurad. aRniSnulidan gamomdinare igulisxmeba, rom Zi da Zj aseve 0i da 0j operatorebi 

sruldeba erTdroulad. erTdroulad sruldeba agreTve - mod2(X
i
n, X

j
n) da &(Xi

n, X
j
n)  ope-

ratorebi.  

ganvixiloT Ʃc mikroprogramis Sesrulebis procedura konkretul magaliTze. vTqvaT, 

Sesakrebia ori mTeli dadebiTi ricxvi: 87 da 78, romelTa jami udris 165-s. SevniSnoT, 

(1) 

 
(2) 
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rom 87 da 78, W da N simboloebis kodebis mniSvnelobebia Sesabamisad, aTobiT aTvlis 

sistemaSi.  

01010111 

01001110             

Seesabameba ricxvs 87, orobiT aTvlis sistemaSi 

Seesabameba ricxvs 78, orobiT aTvlis sistemaSi 

X1 

X2 

00011001 

01000110                      

jami mod2 

-koniunqcia (logikuri namravli) 

X1 

X2 

10001100 L1
2 (X2 –is erTi TanrigiT marcxniv daZvra) X2 

00011001 

10001100 

operandebis formireba 

 

X1 

X2 

10010101 

10001000                    

jami mod2 

-koniunqcia (logikuri namravli) 

X1 

X2 

00010000 L1
2 (X2 –is erTi TanrigiT marcxniv daZvra) X2 

10010101 

00010000 

operandebis formireba 

 

X1 

X2 

10000101 

00010000                       

jami mod2 

-koniunqcia (logikuri namravli) 

X1 

X2 

00100000 L1
2
    (X2 –is erTi TanrigiT marcxniv daZvra) X1 

10000101 

00100000 

operandebis formireba 

 

X1 

X2 

10100101 

00000000                                    

jami mod2.   (1*128+32+4+1=165) 

& - koniunqcia (logikuri namravli) 

X1 

X2 

                

radgan & - koniunqciis Sedegi gaxda nulis toli. cxadia, rom mikroprogramis 

Sesruleba damTavrebulia. 

ganvixiloT Sekrebis operaciis Sebrunebuli operacia “gamokleba”, konkretul maga-

liTze da Semdeg SevadginoT “gamoklebis” operaciis marealizebeli mikroprograma.  

vTqvaT gamosaTvlelia sxvaoba ori (165 da 78) dadebiT ricxvebs Soris, rezultati 

iqneba 165-78=87. aRniSnuli operaciis Sesasruleblad saWiroa maklebi (78) gadaviyvanoT 

Sebrunebul kodSi da miRebul Sedegs bolo TanrigSi daumatoT 1. aRniSnuli manipu-

laciebis Sesrulebis Sedegad miiReba maklebi gadayvanili damatebiT kodSi. amrigad, 

gveqneba: ~(01001110)+00000001=10110010. aRwerili procedurebis Sesrulebis Semdeg, vas-

rulebT mikroprogramas “Sekreba” - Ʃc.   

10100101 

10110010                

saklebi, anu 165-is orobiTi kodi 

maklebi, anu  78-is damatebiTi kodi 

X1 

X2 

00010111 

10100000                

jami mod2 

-koniunqcia (logikuri namravli) 

X1 

X2 

01000000 L1
2
   (X2 –is erTi TanrigiT marcxniv daZvra) X2 

00010111 

01000000               

jami mod2 operandebis formireba 

-koniunqcia (logikuri namravli) 

X1 

X2 

01010111 

00000000         

jami mod2 .   (1*64+1*16+1*4+1*2+1=87 ) 

-koniunqcia (logikuri namravli) 

X1 

X2 
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radgan -koniunqciis (logikuri namravlis) Sedegi gaxda nulis toli cxadia, rom 

operaciis Semdgomi Sesruleba damTavrebulia. 

aRwerili proceduris (ori mTeli ricxvis operacia “gamokleba”: r1-r2) ma-

realizebeli mikroprogramas - Ʃs aqvs Semdegi saxe: 

 

 

sadac, Y1
j – aris operatori, romlis Sesrulebis Sedegad Xi registris bolo Tanrigi 

gadadis erTis (anu – 0000....0001) mdgomareobaSi [3].  

SemoTavazebuli maTematikuri aparatis gamoyenebiT Sedgenilia mikroprogramebi da 

maTi sqemuri realizaciis abstraqtuli modelebi, kriptografiaSi farTod cnobili 

simetriuli sistemis meTodebisa, romelTa ricxvsac miekuTvneba cezaris, viJinerisa da 

vernamis meTodebi.  

aRniSnuli meTodebis mixedviT teqsturi informaciis daSifvra-gaSifvra xorcieldeba 

erTi an ramodenime simbolos e.w. daSifvris daxurulი gasaRebიs - DG gamoyenebiT. DG 

SeirCeva sawyisi teqsturi informaciis damSifraviს (stid) mier, romelsac igi piradad 

(saidumlo gziT) gadascems daSifruli teqsturi informaciis gamSifravis (dtig-ს). 

avRniSnoT, rom daxuruli gasaRebi - DG, SerCeuli stid-is mier gamoiyeneba, rogorc 

teqstis dasaSifrad aseve mis gasaSifradac. rac Seexeba daSifrul teqstur informacias 

(Dti), misi gadacema SeiZleba da rogorc wesi, xorcieldeba xelTarsebuli teqnikuri 

saSualebebiT, Ria arxebiT (globaluri qseliT), rac yvelasaTvis xelmisawvdomia [2].  

sawyisi teqsturi informaciis (Sti) daSifvrisa da gaSifvris procedurebis reali-

zaciis etapebi, Sesabamisad, naCvenebia 1-el da me-2 naxazebze.  

 

        

 

 

 

 

 

 

 

 

  

                                       

momavalSi igulisxmeba, rom Sti aikrifeba klaviaturidan im simboloebis gamoyenebiT, 

romlebic gansazRvrulia ASCII standartiT. am standartis mixedviT nebismieri Si sim-

bolos ricxviTi kodis mniSvneloba, aTobiT aTvlis sistemaSi, ekuTvnis sasrulo simravles 

U, sadac UЄ32,33,......,106,106. cxadia, rom Si simbolos ricxviTi kodi, rom warmovadginoT 

orobiT aTvlis sistemaSi, saWiroa Svidi biti. daSifvra-gaSifvris procedurebis ganxor-

cielebisa da maTi marealizebeli sqemis aRweris mizniT, ganvixiloT sami ormxriv usas-

rulo orobiTi registri X1, X2 da X3 (SevniSnoT, rom X3 registri gamoiyeneba Sualeduri 

rezultatebis dasamaxsovreblad). davyoT es registrebi tol nawilebad. TiToeul nawilSi 

(3) 

DG orobiT kodSi 

gadayvana, Dti da DG  

registrebSi Setana    

Dti-is გaSifvra 
(gaSifvris MK 

realizacia)   

gaSifruli teqstis 

gamotana (ekranze, 

printerze) 

nax.2. daSifruli teqsturi informaciis gaSifvris procedura. 
 

Sti klaviaturidan 

Setana da DG 

arCeva 

Sti da  DG orobiT 

kodSi gadayvana 

da registrebSi 

Setana 

  

Sti-is daSifvra 

(daSifvris MK 

realizacia) 

Dti da DG 

gadacema 

 

nax.1. sawyisi teqsturi informaciis daSifvris procedura. 
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Nz (z=1,2,3,…,Z-simboloebis raodenoba Sti-Si) gavaerTianoT registris rva elementi anu 

rva trigeri - xz
j (sadac j=7,6,5,4,3,2,1,0). X1 registris Nz nawilSi SevitanoT dasaSifri 

teqstis Sz simbolos kodis orobiTi mniSvneloba, xolo X2 mdgomareoba ganisazRvreba 

Semdegi wesiT: 

cezaris meTodi. X2 registris yovel Nz (z=1,2,3,…) nawilSi Seitaneba damSifravi 

simboloebis kodebis orobiTi mniSvneloba. aRniSnul meTodSi Sti dasaSifrad (anu damSif-

ravi striqonis formirebisaTvis), rogorc cnobilia, gamoiyeneba erTi simbolo an simbo-

loebis mimdevroba daZrulni erTmaneTisgan garkveuli wesiT, romelTa raodenoba Z-is 

tolia.  

viJineris meTodi. rogorc cnobilia, winaswar SerCeuli (vTqvaT, ABC) simboloebisgan 

formirdeba damSifravi striqoni (Semdegi wesiT: ABCABCABC…), romelSic simboloebis 

raodenoba unda iyos tolia (da ara meti da arc naklebi) Sti-Si Semavali simboloebis 

raodenobaze. amgvarad formirebuli striqonSi Semavali yoveli simbolos ricxviTi kodi 

Seicvleba misTvis Sesabamisi orobiTi kodiT da Seitaneba X2 registrSi. 

vernamis meTodi. stid-i irCevs damSifrav teqsts, romelSic simboloebis raodenoba 

Sti-Si Semavali simboloebis raodenobis tolia. X1 registrSi Sti-is Setanis analogiurad 

X2 registrSi Seitaneba damSifravi teqstis simboloebis kodebis orobiTi mniSvnelobebi. 

SevniSnoT, rom X2 registrSi naklebi simboloebis Semcveli teqstis Setanis SemTxvevaSi, 

am registris bolo Tanrigebi iqneba Sevsebuli nulebiT [2]. 

ganvixiloT teqsturi informaciis daSifvra-gaSifvris procedurebis realizaciis 

ori varianti. avRniSnoT, rom TiToeli maTgani sruldeba or etapad. pirvel etapze srul-

deba Sti daSifvra, xolo meoreze - Dti-gaSifvra. orive SemoTavazebuli variantisaTvis am 

etapebis Tanmimdevruli Sesruleba iwvevs analogiur gardasaxvebs. 

varianti 1.  Sti daSifvrisa marealizebel mikroprogramas M1  aqvs Semdegi saxe:  

                      M1=mod2(X
1

n, X
2
n),                                                          (4) 

sadac (-<n>) , xolo mod2(Xi
1,Xi

2)  – warmoebuli logikuri operatoria (ix.formula 

2). M1 mikroprogramis realizaciis Sedegad X1 registrSi dafiqsirdeba Sifroteqsti (Dti).    

  M1 mikroprogramis ganmeorebiTi Sesrulebis Sedegad,  X1 registrSi dafiqsirebuli 

Sifroteqsti  Dti,  gardaisaxeba  Sti , romelic dafiqsirdeba agreTve   X1 registrSi. 

varianti 2. X1 registris yoveli Nz  nawilisaTvis Tu ganxorcieldeba Ʃc mik-

roprogramis marealizebel gardasaxvebi da mieTiTeba, rom R=1,   X1 registrSi dafiqsirdeba 

Sifroteqsti (Dti).  

Dti-idan Sti aRdgenis mizniT sakmarisia X1, X2 da X3 registrebze ganxorcieldes Ʃ1
s  

mikroprogramiT (5) gansazRvruli gardasaxvebi:     

 

 

sadac Y1
1,z aris mikrooperacia, romlis Sesrulebis Sedegia  X1 registris yovel Nz  

(z=1,2,3,..,Z)  nawilSi x0
1 elementis nulis mdgomareobaSi gadayvana.                                                                                                                                                    

Ʃ1
s mikroprogramis Sesrulebis Sedegi - Sti dafiqsirdeba X1 registrSi.  

dasasruls avRniSnoT, rom gaerTianebuli simboloebis (inglisuri, qarTuli, rusuli 

enebis alfabitis) nakrebis bazaze agreTve Sedgenilia kriptografiaSi farTod gavrce-

lebuli simetriuli sistemebis algoriTmebis mikroprogramebi da SemoTavazebulia maTi 

sqemoteqnikuri realizaciis optimaluri variantebi, aseve damuSavebulia Microsoft Visual 

(5) 
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studio 2010 garemoSi daprogramebis enis C bazaze teqsturi informaciis daSifvra-gaSifvris 

marealizebeli programebi. 

3. daskvna 

avRniSnoT, rom kriptografiis simetriuli sistemebis meTodebis SemoTavazebuli 

mikroprogramuli realizacia, mikroeleqtronikaSi Tanamedrove miRwevebis gaTvaliswinebiT 

ar unda warmoadgendes did sirTules da ar unda moiTxovdes did danaxarjebs. anu SeiZleba 

iyos ekonomikuri, finansuri TvalsazrisiTac.  
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SYMMETRIC CRYPTOGRAPHY SYSTEM ON THE METHOD OF  

IMPLEMENTATION ISSUES 

Kekelia Valer, Kotrikadze Gulnara 

Georgian Technical University 

Summary 

The article deals with some of the methods for the realization of practical issues in 

cryptography. In particular, it is dedicated to the well-known symmetric methods (Cezar, Vijiner 

and Vernam) algorithms selling model in the form of an abstract idea and the realization of their 

hardware. The proposed mathematical apparatus, which is based on algorithmic system algebra - 

terms of camerawork algebra and concepts algebra, which may be described the term different of 

algorithmic processes. 
 

О ВОПРОСАХ  РЕАЛИЗАЦИИ НЕКОТОРЫХ МЕТОДОВ  

СИМЕТРИЧНОЙ СИСТЕМЫ КРИПТОГРАФИИ 

Кекелия В., Котрикадзе Г. 

Грузинский Технический Университет 

Резюме 

В работе рассмотрены практические вопросы реализации некоторых методов 

криптографии. В частности, она посвящена  представлению  ввиде абстрактной модели  

алгоритмов, реализующие  известные симетрические методы (Цезария, Видженера и Вернама) 

и вопросам их аппаратной реализации. Предложен математический аппарат, в основе 

которого лежит пониятие системы алгоритмической (микропрограмной) алгебры - алгебры 

операторов и алгебры  условий, в терминах  которых может быть описаны разного рода 

алгоритмические процессы. 
 


