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Kerio Control – usafrTxoebis kedeli da administratoris

kompleqsuri instrumenti

kaxaber revaziSvili

saqarTvelos sapatriarqos wmida andria pirvelwodebulis

saxelobis qarTuli universiteti

reziume

Tanamedrove korporatiuli qselebi Tavisi struqturis da datvirTvis sakmaod

rTul da daxvewil gadawyvetilebebs moicavs. arsebobs iseT punqtebi, romelTa

ugulebelyofa, usafrTxoebis principidan gamomdinare, dauSvebelia. saWiroa mTeli rigi

marTvadi mowyobilobebi, romelTa konfigurirebis Semdeg SeiZleba CaiTvalos, rom

kompiuteruli qseli rogorc Lan aseve WAN gamarTulia. Cven pirvel rigSi vixilavT

Tu ra sirTulis qseluri struqtura SeiZleba Segvxvdes da Semdeg im aparaturul Tu

programul uzrunvelyofas, romelic dagvWirdeboda maT gasamarTad.

sakvanZo sityvebi: programuli marSrutizatori. aparaturuli marSrutizatori.

statikuri marSruti. usafrTxoebis kedeli. korporatiuli qseli. qselis aparaturul

programuli uzrunvelyofa.

1. Sesavali

organizaciis qseluri infrastruqturis dagegmareba da misi mowyoba aparaturul-

programul doneze, Tanamedrove ganviTarebuli teqnologiebis fonze ukve pirvel-
xarisxovani amocanaa. pirvel rigSi gasaTvaliswinebelia, ra tipis organizaciasTan gvaqvs

saqme, ra amocana dgas organizaciis winaSe, ramdenad mniSvnelovania am organizaciis

dokumenturi bazis dacva. Tu gadavxedavT saWiro mowyobilobaTa fasebs msoflio

bazarze, aRmovaCenT, rom araswori dagegmarebis SemTxvevaSi gaumarTlebel xarjebamde

SeiZleba mivides organizacia [1].

2. mcire ofisis tipis lokaluri qseli

am tipis qselis mosawyobad sruliad sakmarisi iqneboda standartuli marTvadi

marSrutizatoris damontaJeba, misi SeerTeba standartul sviCze. statikuri marSrutis

gaweris Semdeg SeiZleba CaiTvalos, rom qseli Seasrulebs Tavis movaleobas da

momxmarebels eqneba rogorc lokalur, aseve globalur qselebTan wvdoma. aqve

aRvniSnavT, rom dReisTvis farTod gavrcelebuli `Rrublis” teqnologiebTan wvdoma,

mcire ofisis mowyobis SemTxvevaSi, gansakuTrebul sirTuleebTanaa dakavSirebuli [2].

IP damisamarTeba, samive lokalur klasze 192.168.0.0/24, 172.16.0.0/16 da 10.0.0.0/8

SeiZleba darCes standartul `qveqselebze”, Tumca mainc rekomendebulia, rom qseli

gamoiyos konkretuli sabnetiT, romelSic moTavsdeba saWiro IP misamarTebi da ara umetes.

Cveni amocanidan gamomdinare ganvixiloT Kerio Control, misi konfigurireba da yvela

is mosaxerxebeli instrumenti, romelsac SemogvTavazebs aRniSnuli programuli

uzrunvelyofa. aq ar ganvixilavT am sistemis SesaZleblobebs da mis upiratesobas Cisco-
s an juniperis aparaturasTan. imisTvis, rom Cven TviTon miviRoT gadawyvetileba, vnaxoT

rogor konfigurirdeba lokaluri qseli da statikuri marSruti Cisco-s da Kerio-s
magaliTebze. 1-el naxazze mocemulia zogadi standartuli sqema.
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nax.1. qselis standartuli sqema

mocemul sqemaze gansakuTrebuli sirTuleebi saerTod ar ganixileba. vnaxoT

routeris CarTvis principi sabneti gamoyofa da a.S. Cisco-s terminalSi.

Router>enable
Router#configure terminal
Router(config)#hostname R1 (am brZanebiT Cven routers mivaniWeT saxeli)

R1(config)# enable secret „paroli“ (am brZanebis Sesrulebi Semdeg routeris

terminali daiketeba daSifruli paroliT, ra Tqma unda arsebobs parolis miniWebis

meore gzac enable password, magram am SemTxvevaSi sityva-gasaRebi ar iSifreba)
statikuri marSrutis gaweris SemTxvevaSi terminalis brZaneba sruldeba martivad:

R1(configure)#ip route A.A.A.A M.M.M.M   F.F.F.F

sadac A.A.A.A aris sasurveli qseli, romelic unda SevaswavloT Cvens routers,

M.M.M.M aris am qselis sabneti da F.F.F.F aris interfeisis misamarTi an misi saxeli da

tipi (magaliTad fa0/0), romliskenac moiZebneba SemdgomSi aRniSnuli qseli.

kerio SemTxvevaSi, mocemuli amocanis gadawyveta sxvagvaradaa. moviyvanoT kerios

saSualebiT qselis mowyobis sqema (nax.2).

nax.2. qselis struqtura Kerio-s bazaze

rogorc SevamCnieT, kerios mosawyobad saWiroa serveruli sistema (platforma

SezRuduli araa, igi instalirdeba Windows, Linux, MacOS x platformebze), Tumca,

aucilebeli araa, rom serveruli operaciuli sistema davainstaliroT. CvenTvis mTavaria
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aRniSnul serverze CavdgaT saWiro raodenobis interfeisebi (Cven SemTxvevaSi serverSi

moTavsebulia ori interfeisi: 192.168.0.0/24 da 192.168.1.0/24 qselebis aRwerisTvis).

SeiZleba CaiTvalos, rom amocana ukve gadawyvetilia da Cven qsels aqvs rogorc

lokaluri aseve globaluri wvdoma, radgan kerio TavisTavad warmoadgens pirvel rigSi

marSrutizators. misi instalirebis da gaSvebis pirvelive momentidan sistema TviTon

gvTavazobs marSrutebis aRweras. aRweraSi igulisxmeba interfeisebis miTiTeba.

moxmareblis mxare mowyobilobebisTvis Default Gateway iqneba kerios lokaluri qselisken

momarTuli interfeisi (routeris SemTxvevaSi Default Gateway iqneboda routeris

lokaluri interfeisi).

SeiZleba daisvas SekiTxva, mxolod amiT Semoifargleba kerios funqciebi?

davrwmundebiT, rom ase araa. ganvixiloT ramdenime funqcia romelsac uzrunvelyofs

kerio da visaubroT mis dadebiT Tu uaryofiTi mxareebze.

kerios uaryofiTi mxare, romelic xSir SemTxvevaSi qmnis diskomforts, isaa, rom

igi Zalian cudad an sulac ar imuSavebs virtualur interfeisebze da damatebiT

misamarTebze. da kidev, ra Tqma unda, programuli uzrunvelyofa aparaturul

uzrunvelyofasTan SedarebiT nelia da kargad unda movifiqroT, ra simZlavris serveri

dagvWirdeba amocanis gadasawyvetad. es, ra Tqma unda, Cveni qselis sirTulezea

damokidebuli. ganvixiloT kerios funqciebi ukve saSualo da didi korporatiuli

qselis magaliTze.

3. saSualo da didi korporatiuli qseli Kerio-s gamoyenebiT

am tipi qselze ukve gacilebiT meti moTxovna da sirTuleebi modis, rogorc

aparaturul-programul, aseve protokolebis gamoyenebis mimarTulebiT. kerioSi

interfeisebi ganixileba rogorc konkretuli funqciis matarebeli. magaliTad,

Trusted/Local da Internet interfeisebi. am jgufebSi Cveni survilisamebs SegviZlia

ganvaTavsoT interfeisebi (nax.3).

nax.3.

amasTan erTad aRsaniSnavia, rom Kerio ar Txoulobs erTi tipis interfeisebis
Cayenebas. es kargad Cans sqemaze.

axla ganvixiloT kerios funqciebi [3]:



Transactions. Georgian Technical University. AUTOMATED CONTROL SYSTEMS - No 2(20), 2015

170

1. Traffic Rules – trafikis scenari. aRniSnuli scenari Cven TviTon SegviZlia

davakonfiguriroT. gavxsnaT an davketoT konkretuli mimarTuleba. davblokoT an

SevzRudoT momxmareblis wvdoma ama Tu im servisze. agreTve vawarmooT logebis

Jurnali. unda aRvniSnoT, rom logebis Jurnalis gamoyenebisas serveri moiTxovs sakmaod

swraf da didi moculobis myar diskebs [4];

2. Infusion prevention – am instrumentis saSialebiT SegviZlia aRvweroT da

davblokoT is bazebi da resurebi, romelTa wvdomac Cvens sivrceSi arasasurveli

iqneboda;

3. Security Settings – aq ganixileba wvdomis SezRudva MAC misamarTebis aRweriT.

Zalze mniSvnelovania, rom Kerio kontrol sistemas gaaCnia Tavisi DHCP servisi da

sakmaod mosaxerxebelicaa, im mimarTulebiT, rom aRniSnuli servisis gamoyeneba da CarTva

SesaZlebelia martivi vizardis saSualebiT da specialuri codna DHCP-s sferoSi ar
moiTxoveba. aq martivad SeiZleba interfeisis amorCeva da masze pulis da lizis dayeneba.

agreTve SegviZlia vakontroloT (vizualurad) klientebi, romlebic arian CarTuli am

servisze.

Kerio Control-s aqvs momxmarebelTa Seqmnis da maTze uflebaTa gaweris saSualebac.

agreTve IP misamarTebis jgufebis Seqmna, VPN servisis mowyoba. momxmarebelTa statistikis

CarTva da ase Semdeg.

yvelaze metad, rac xiblavs Kerio Control-is administratorebs, esaa qseluri

resursebis da maTi gamoyenebis vizualuri kontrolis SesaZlebloba (nax.4).

nax.4.
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am sqemaze kargad Cans, rom Cveni qseli, misi gamoyenebis mixedviT, sakmaod kargadaa

aRwerili administratorisTvis da mas aqve SeuZlia im momxmarebels, romelmac

gadaaWarba limitebs, SeuzRudos wvdoma. Tumca mas winaswarve SeuZlia daayenos resursis

gamoyenebis kvotebi. zemoT mocemul suraTze kargad Cans, rom Kerio Tvilis kavSirebis

raodenobas, romelsac amyarebs momxmareblis mowyobiloba qselSi. es Zalian

mniSvnelovania, radgan xSirad gadaWarbebuli kavSirebis arseboba miuTiTebs kompiuterze

virusuli sistemis arsebobas da ara kompiuteris realur datvirTvas qselSi. es

saSualebas iZleva ukve yuradReba gavamaxviloT kompiuteris gawmendaze mavne programuli

CanarTebisgan.

sainteresoa agreTve logirebis sistema, romelic imdenad martivadaa mowyobili,

rom raimes konfigurirebas ar saWiroebs. usafrTxoebis principidan gamomdinare,

CavTvaloT, rom logebis Senaxva da maTi gadaxedva saWiroebis SemTxvevaSi, albaT bevr

usiamovenebas agvaridebs.

4. daskvna

gansakuTrebiT unda aRiniSnos, rom specialuri usafrTxoebis politikis arseboba

organizaciaSi aucilebelia. samwuxarod bevr organizaciaSi, romelTa programuli da

qseluri sisufTave kritikulad mniSvnelovania, saerTod ar ganixileba da kompiuteruli

teqnikis gamoyeneba dayvanilia elementarul qselur gadawyvetilebamde: routeri

(provaideris mier dakonfigurirebuli), umarTavi sviCi da IP damisamarTeba, romelic

saerTod ar moicavs aranair IP jgufebs da gamoiyeneben srul sabnetebs. aseT SemTxvevaSi,

Kerio-s gamoyeneba yovlad dauSvebelia. dauSvebelia Tundac imitom, rom moxmarebeli

unda gaecnos im usafrTxoebis polisebs, romelic moqmedebs kerios gamoyenebis dros.

unda ganvumartoT, rom kerios sistemuri gamarTvis Semdeg administrators xelisgulze

aqvs yvela is resursi razedac moxmarebels hqonda wvdoma. Cans yvela linki da faili,

romelsac moeWida qselSi. unda avuxsnaT, rom kerios CarTvis SemTxvevaSi, IT
TanamSromels ar miuwvdeba xeli mis pirad informaciaze (sabanko angariSebi, piradi

elfosta, socialuri qseli da a.S.).

Cveni azriT, qselis mowyoba, usafrTxoebis dayeneba da a.S., iwyeba martivi, Tumca

aucilebeli, qselis dagegmarebiT da amocanebis dasmiT, rac IT menejeris pirveladi da

yvelaze mniSvnelovani amocanaa. kompiuteruli qselis gareSe TiTqmi aRar ganixileba

organizaciis nayofieri funqcionireba, miTumetes, Tu gadavxedavT teqnologiebs, vnaxavT,

rom ufro da ufro meti organizacia erTveba Rrubrlis teqnologiebSi.
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KERIO CONTROL – NETWORK FIREWALL AND ADMINISTRATOR’S
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Summary

The structure of modern corporative network is more loaded and complicated system. Need

a number of manageable devices, which can moderate our LAN and WAN. In First, we need to

manage our network, need to get software and hardware what we need in our topology. One of

Solution to manage out LAN is Kerio Control. It is new name of Kerio WinRoute Firewall. This

software provides lot of network tasks. The main task of Kerio control is to replace expensive

network hardware, such as routers, firewalls and etс.

KERIO CONTROL – МЕЖСЕТЕВОЙ ЭКРАН И УДОБНЫЙ ИНСТРУМЕНТ
ДЛЯ АДМИНИСТРАТОРА

Ревазишвили К.

Грузинский университет им. Андрея Первозванного
Патриашества Грузии

Рeзюме

Структура сети в современном офисе, по своей структуре, уже являеться сложной

структурой. Для решений всех задач требуеться множество устройств и протоколов. Одним

из решении является Керио Контроль. Главная задача этого програмного обеспечения,

организовать сетевые протоколы организации. Также это алтернативное решение, которое

заменит множество дорогих устройств.


