
Transactions. Georgian Technical University. AUTOMATED CONTROL SYSTEMS - No2(18), 2014

57

samarTlebriv-saZiebo avtomatizebuli sistemis

usafrTxoebis uzrunvelyofa

oTar Sonia, ioseb qarTveliSvili, levan yolbaia

saqarTvelos teqnikuri universiteti

reziume

naSromSi warmodgenilia saxelmwifo dawesebulebebSi da kerZo struqturebSi

normatiul-samarTlebrivi dokumentebis marTvisa da saqmiani procesebis integrirebuli

avtomatizebuli sistemis dacva, misi normaluri procesis funqcionirebaSi SemTxveviTi

da mizanmimarTuli Carevisagan, informaciis moparvis mcdelobisagan, misi komponentebis

modificirebisa an fizikuri ganadgurebisagan, sxvadasxdava sagangaSo zemoqmedebis

ganeitralebis SesaZlebloba, usafrTxoebis uzrunvelyofis aucilebloba.

sakvanZo sityvebi: normatiul-samarTlebrivi dokumentebi. samarTlebriv-saZiebo

avtomatizebuli sistemebi. usafrTxoebis uzrunvelyofa.

1. Sesavali

ukanasknel xanebSi kompiuterul qselebSi (sadeniani da usadeno) usafrTxoeba da

momsaxurebis xarisxi uaRresad mniSvnelovani da aqtiuri kvlevis sagani gaxda, risi

mizezic monacemTa paketebis gadacemis mxardaWeris mzardi moTxovnaa [1,2]. adekvaturi

usafrTxoebis gareSe organizaciebi Tavs aarideben kompiuterul qselebis gamoyenebas.

usafrTxoebis sakiTxebi kompiuterul qselebSi mniSvnelovani dabrkolebaa aseTi

qselebis farTod adaptirebis mizniT. Sesabamisad, msgavsi kompiuteruli qselebis

usafrTxoeba mniSvnelovani sferoa, rac reagirebas moiTxovs, Tuki aseTi qselebi farTod

iqneba gamoyenebuli. aucilebelia, rom aRniSnuli sferos mkvlevarebma moaxdinon Ria

problemebis identificireba da uzrunvelyon Sesabamisi gadawyvetilebebi am

problemebisTvis.

usafrTxoeba uaRresad mniSvnelovani sakiTxia kompiuterul qselebisaTvis, vinaidan

garemoSi gavrcelebuli sakomunikacio signalebi xelmisawvdomia dasaWerad. aqedan

gamomdinare, kompaniebma da individualurma momxmareblebma unda Seicnon potenciurad

arsebuli problemebi da miiRon Sesabamisi zomebi.

nebismier sistemas, romelsac dacva sWirdeba, gaaCnia sisusteebi an xarvezebi,

romelTa nawils an yvelas erTad amoirCevs Tavdamsmxmeli obieqtad. Sesabamisad, sistemis

usafrTxoebis meqanizmebis Seqmnis erT-erTi midgomaa im safrTxeebisa da savaraudo

Tavdasxmebis ganxilva, romelTa winaSe dgas sistema, imis gaTvaliswinebiT, rom sistemas

xarvezebi gaaCnia. usafrTxoebis meqanizmebma unda uzrunvelyos sistemis usafrTxoeba

mocemuli safrTxeebis, Tavdasxmebisa da xarvezebis gaTvaliswinebiT.

unda aRiniSnos, rom kompiuteruli qselebis marSrutizaciis oqmebi specifikaciebSi

ar gansazRvravs raime saxis prevenciul RonisZiebebs an usafrTxoebis meqanizmebs.

amdenad, kompiuteruli qselebis marSrutizaciis oqmebis usafrTxoeba gadaudebel

aucileblobad iqca qselis gaSvebis stimulirebisa da gamoyenebis sferos

gafarToebisTvis.
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2. ZiriTadi nawili

Tanamedrove pirobebSi saxelmwifo dawesebulebebSi da kerZo struqturebSi

samarTlebriv-saZiebo avtomatizebuli sistemebis informaciuli resursebis marTvis

efeqturi meqanizmebis Seqmna, SeuZlebelia informaciuli usafrTxoebis samecniero

dasabuTebis da dabalansebuli politikis praqtikulad ganxorcielebis gareSe.

am dawesebulebebSi inaxeba da muSavdeba didi raodenobis sxvadasxva monacemebi,

romlebic dakavSirebulia ara marto maTi saqmianobis warmarTvasTan, aramed sxvadasxva

kvleviTi da konstruqciuli proeqtebis ganxorcielebasTan, personalis piradi

monacemebis damuSavebasTan, saxelmwifo, komerciuli, piradi da sxva saxis

konfedencialuri informaciis SenaxvasTan.

maRali teqnologiebis sferoSi danaSaulebis zrdam ganapiroba moTxovnebi

saxelmwifo da kerZo dawesebulebebis samarTlebriv-saZiebo sistemebis mimarT

gamoTvliTi qselebis resursebis dacvis kuTxiT. aqtualuri gaxda sakuTari

usafrTxoebis sistemis Seqmnis aucilebloba, rac gulisxmobs samarTlebriv-normatiuli

bazis arsebobas, usafrTxoebis koncefciis formirebas, specialuri RonisZiebebis

SemuSavebas, usafrTxoebis mizniT procedurebis dagegmvas, proeqtirebas, informaciis

dasacavi teqnikuri saSualebebis realizebas [3]. yvela zemoT CamoTvlili sistemuri

kompontebi gansazRvravs informaciuli usafrTxoebis dacvis erTian politikas.

saxelmwifo Tu kerZo dawesebulebebis samarTlebriv-saZiebo sistemaSi informaciis

dacvis specifika mdgomareobs imaSi, rom es dawesebulebebi xasiaTdebian mudmivad

cvalebadi personaliT, momxmarebelTa farTo wriT, saWiro informaciis miRebis

msurvelTa uzarmazari raodenobiT da maT Soris „damwyebi kiber kriminalebis“ aqtiuri

zrdiT.

saxelmwifo Tu kerZo dawesebulebebi, rogorc informatizaciis obieqti, gamoirCeva

mravalprofiluri saqmianobiT, dafinansebis wyaros mravalferovnebiT, damxmare

qvedanayofebisa da servisebis arsebobiT (mSenebloba, warmoeba, sameurneo saqmianoba),

saganmanaTleblo momsaxurebis bazarze mudmivi adaptaciiT, Sromis bazris moTxovnebis

analiziT, zemdgom organizaciebTan eleqtronuli urTierTqmedebis aucileblobiT,

TanamSromlebisa da momxmarebelTa statusebis xSiri cvalebadobiT.

samarTlebriv-saZiebo sistemis usafrTxoebis dacvaze mniSvnelovan gavlenas axdens

_ informaciuli garemos arqiteqtura da informaciul resursebze xelmisawvdomobis

uflebebis marTva. ganvixiloT TiToeuli donis struqtura:

inforamciuli garemos aqriteqturaSi Sedis - infrastruqtura, romelic

uzrunvelyofs samarTlebriv-saZiebo sistemis servisebis saimedo, usafrTxo da 24

saaTian reJimSi funqcionirebas da sainformacio resursebi, romlebic uzrunvelyofs

nebismier adgilidan da nebismier dros samarTlebriv-saZiebo sistemis sainformacio

resursebTan martiv da saimedo wvdomas. sadeniani qseluri (komutatorebi,

marSrutizatorebi da a.S.) routerisa da komutatorebis administrireba, romlebic

uzrunvelyofs rogorc gare internetTan wvdomas, aseve Siga resursebTan kavSirs. Siga

kompiuteruli qselis samisamarTo sistemis menejmenti, Siga qselis TviToeuli segmentis

usafrTxoebis uzrunvelyofa da dacva rogorc gare aseve Sida arasanqcirebuli

SeRwevisagan. aseve usadeno qseluri (usadeno komutatorebi da marSrutizatorebi) -

usadeno routerebisa da komutatorebis administrireba, romlebic uzrunvelyofs

internetiT kavSirs mocilebuli momxmareblebisaTvis. usadeno qselis samisamarTo
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sistemis menejmenti, maTi usafrTxoebis uzrunvelyofa da dacva. aseve mniSvnelovania

serverebis administrireba, romelzec gaSvebulia yvela saWiro sainformacio resursis

gamarTulad da Seuferxeblad muSaobisTvis Sesabamisi programuli uzrunvelyofa. xdeba

serverebis 24 saaTiani monitoringi da yvela SesaZlo xarvezis umokles droSi

aRmofxvra da gasworeba. serverebze dayenebuli programuli uzrunvelyofis perioduli

ganaxleba, sarezervo kopireba da dacva rogorc gare, aseve Siga arasanqcirebuli

SeRwevisagan.

SesaZlebeli rom iyos informaciaze wvdomis kontroli, aucilebelia rogorc

aparaturuli, ise programuli saSualebebis efeqturad funqcionireba. 1-el naxazze

naCvenebia, Tu rogor unda iyos gamarTuli informaciuli infrastruqtura sxvadasxva

organizaciebSi, aparaturuli da programuli saSualebebis nakrebis gamoyenebiT.

nax.1. sainformacio resursebisa da sxvadasxva servisebis

mxardaWeris struqtura

mokled davaxasiaToT sainformacio resursebis struqturaSi gamoyenebuli

TiToeuli komponenti:

 Proxy servisi – saxelmwifo da kerZo dawesebulebebis lokalur qselSi

arasanqcirebuli vebgverdebis filtracia `transparent proxy" teqnologiiT, misi

administrireba da gamarTuli muSaoba;

 E-mail servisi - TanamSromlebisa da momxmareblebis el-safosto servisis

administrireba da gamarTulad muSaobis uzrunvelyofa. el-safosto dagzavnis siebis

Seqmna, maTi ganaxleba da mxardaWera.
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 DNS servisi - domenuri saxelebis (pirveladi da meoradi) administrireba da

gamarTuli muSaoba:

 Web servisi - kuTvnil domenur saxelebze dafuZnebuli vebgverdebis usafrTxoeba,

administrireba da gamarTuli funqcionireba;

 monacemTa bazebi - vebgverdebisaTvis saWiro SQL monacemTa bazebis usafrTxoeba,

administrireba da gamarTuli funqcionireba;

 File servisi - SFTP da failuri serveris administrireba da misi gamarTuli

funqcionirebis uzrunvelyofa;

 sarezervo kopireba - serverebze arsebuli vebgverdebis, failebis, monacemTa bazebis

perioduli sarezervo kopirebis uzrunvelyofa;

samarTlebriv-saZiebo sistemis usafrTxoebis dacvis erT-erT mniSvnelovan meTodia

informaciul resursebze xelmisawvdomobis uflebebis marTva. rogorc wesi, gamoiyeneba

ramdenime programuli produqti da informaciuli sistema. TiToeuls gaaCnia

registraciis da uflebebis administriebis sakuTari sistema. aseTi sistemebis

marTvisTvis aucilebelia e.w. administratorebi, romelTa fuqnciaa momxmareblis

kategoriisa da maTi uflebebis gansazRvra.

saxelmwifo da kerZo dawesebulebebis samarTlebriv-saZiebo informaciul sistemaze

wvdomis ufleba eZlevaT, rogorc TanamSromlebs aseve specialuri uflebamosilebis

mqone pirebs. maTi raodenoba mudmivad cvalebadia, Sesabamisad, iqmneba informaciul

resursebze xelmisawvdomobis uflebebis marTvis avtomatizaciis aucilebloba.

qselis daucveloba „xakers“ aZlevs potenciur saSualebas arasanqcirebuli

wvdomisa da falsifikaciis. sakvlev sistemaSi usafrTxoebis dasacavad gamoyenebulia AAA
(Authentication, Authorization, and Accounting) protokoli, romelic axorcielebs qselis

momxmareblis autentifikaciis, avtorizaciisa da aRricxvis SesaZleblobas.
1. autentifikacia - iTxovs pirovnebisgan damtkicebas, rom is namdvilad

warmoadgens qselis momxmarebels (magaliTad: momxmareblis saxelis da parolis Seyvana);

2. avtorizacia - autentifikaciis Semdeg, avtorizacia iRebs gadawyvetilebas Tu

romel resursze aqvs wvdomis ufleba momxmarebels da romeli moqmedebebis Sesrulebaa

nebadarTuli;

3. aRricxva - afiqsirebs Canawerebis saxiT momxmareblis monacembze wvdomis drosa

da informacias misi qmedebebis Sesaxeb.

mokled mimovixiloT TiToeuli maTgani:

autentifikacia _ kvlevis obieqtis SemTxvevaSi, sistemis momxmareblis tipis

gansazRvris Semdeg, xdeba momxmareblisTvis saxelisa da parolis miniWeba, romelsac

axorcieleben Sesabamisi struqturis warmomadgenlebi (magaliTad, kerZo dawesebulebebSi

xelmZRvanelis davalebiT Sesabamisi TanamSromeli qmnis momxmareblis saxelsa da parols,

saxelmwifo dawesebulebis SemTxvevaSi ki - registraciis samsaxuri, personalis marTvis

departamenti). TiToeuli tipis gaTvaliswinebiT, momxmareblis saxeli iqmneba specialuri

algoriTmis mixedviT, romelic ganTavsdeba bazaSi cxrilis saxiT. informacia egzavneba

sistemis administrators. mravalwlianma gamocdilebam mkafiod dagvanaxa aucilebloba

gaZlierdes samarTlebriv-saZiebo sistemis usafrTxoeba. momxmarebelTa tips

(TanamSromeli) ganesazRvra marTvis avtomatizibul sistemaze muSaobis ufro farTo

uflebebi. swored, aman ganapiroba sxvadasxva parolis SemoRebis aucilebloba.

TanamSromlebis informaciis daculobis xarisxis gazrdisTvis gancalkevda meil-
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serverisa da avtomatizebuli sistemis parolebi, romlebic kontrolirdeba Seyvanisas,

programis mier. garda amisa, avtomatur reJimSi, yovel sam TveSi, sistema iTxovs

momxmareblis parolis Secvlas.

avtorizacia - momxmareblis sistemaSi registraciis Semdeg isazRvreba TiToeuli

momxmareblis uflebebi samuSao adgilisa da Tanamdebobis mixedviT. uflebebi Cawerilia

specialur cxrilebSi, romelic isazRvreba administratorisa da momxmareblis doneze.

arsebobs sami tipis momxmarebeli: TanamSromeli, stumari, registrirebuli

momxmarebeli. autetifikaciis Semdeg TiToeuli momxmareblis tipis Sesabamisad, Sedis

misTvis gankuTvnil modulSi. tipis gansazRvris Semdeg, momxmarebebls ufleba eZleva

imuSaos misTvis gansazRvrul programuli jgufebze. TanamSromeli an registrirebuli

momxmarebeli Sedis mxolod maTTvis gankuTvnil gverdze, romelTac, TavianTi

momxmareblis tipis farglebSi aqvT erTnairi uflebebi. Sesabamisi dawesebulebis

Sesabamis TanamSromels, samuSao poziciis gaTvaliswinebiT, ganesazRvreba programul

jgufSi da programul bmulze muSaobis uflebebi.

usafrTxoebis dacvis mizniT, TiToeuli TanamSromlisTvis, gawerilia Sida qselis

IP misamarTebi. TanamSromels ufleba eZleva sistemaze imuSaos mxolod Sida qselidan.

magaliTad, erT-erTi organizaciis TanamSromels ufleba aqvs imuSaos dasaSveb

monacemebis bmulze Secvalos informacia, magram mas ar aqvs ufleba daamatos an waSalos

raime saxis informacia bazidan. es ufleba miniWebuli aqvs Sesabamisi samsaxuris

TanamSromels. rogorc zemoT aRiniSna, samive momxmareblis tipis uflebebi gawerilia

specialur cxrilebSi.

aRricxva - sistemis momxmareblis mier Sesrulebuli qmedebebi da Sesrulebis dro

aRiricxeba specialur cxrilSi, romlis yoveldRiur analizs akeTebs sistemis

administratori. aRricxvadi qmedebebia: momxmareblis piradi monacemebis cxrilSi

informaciis damateba, waSla, redaqtireba; registraciebis cxrilSi informaciis damateba,

waSla, redaqtireba; Sesabamisi uflebamosilebis mqone piris mier failebis atvirTva,

atvirTvis dro, failis saxeli, IP misamarTi da momxmarbelis mier failebis

CamotvirTvis dro, failis saxeli, IP misamarTi.

3. daskvna

teqnologiuri siaxleebis periodSi, rodesac mimarTuleba ganicdis swraf

ganviTarebas, aucilebelia samarTlebriv-saZiebo sistemis usafrTxoebis uwyveti

ganaxlebis procesis uzrunvelyofis xelSewyoba. swored am amocanis winaSe dganan

saxelmwfio da kerZo dawesebulebebis samarTlebriv-saZiebo marTvis avtomatizebuli

sistemebi mudmivad.

praqtikaSi uwyvet samuSo cikls eqvemdebareba dacvis meqanizmebis gaZliereba da

kidev ufro inovaciuri meTodebis danergva. Tavis mxriv, uaxlesi meTodebisa da ideebis

SemuSaveba da maTi praqtikuli gamoyeneba, naTlad dagvanaxvebs meTodebis dadebiT

mxareebsa da mis naklovanebebs. situaciuri analizis safuZvelze xdeba meTodebis

gaZliereba sxvadasxva mimarTulebiT da ufro metad srulyofa dacvis meTodebisa

arsebuli momentisTvis.
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LEGAL-SEARCH AUTOMATED SYSTEM SECURITY GUARANTEES
Shonia Otar, Kartvelishvili Ioseb, Kolbaia Levan

Georgian Technical University
Summary

During the technical innovation period, when the direction, experiencing rapid

development, it’s necessary to provide legal-search system security continuous renewal process

promotion. This is the task that the public and private institutions legal-search automated

management system facing constantly. In practice continuous employment cycle is subject

strengthening security mechanism and introduction more innovative methods. In turn, the latest

methods and ideas development and their practical application clearly demonstrate the positive

and negative sides of the method. On the basis of situational analysis happens strengthen of

method in different direction and improve further the protection of the existing methods.

ОБЕСПЕЧЕНИЕ БЕЗОПАСНОСТИ ПРАВОВО-ПОИСКОВОГО
АВТОМАТИЗИРОВАННОГО СИСТЕМЫ

Шония О., Картвелишвили И., Колбая Л.
Грузинский Технический Университет

Резюме
В период технологических новшеств, когда направление подвергается быстрому

развитию, обязательно обеспечение беспрерывного содействия обновлению процесса

безопасности правово-поисковой системы. Именно перед этой задачей стоят постоянно

правово-поисковые автоматизированные системы. На практике беспрерывному трудовому

циклу подчинены усиления защитных механизмов и еще более-ускорения иновационных

методов. В свою очередь, выработка новейших методов и идей и их практическое

использование явно покажут положительные стороны и недостатки. На основании

ситуационного анализа происходит усиление методов в разном направлении и еще более-

усовершенствование методов защиты в данном моменте.


