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kompaniebSi insaiderebisgan momdinare safrTxeebi,

maTgan dacvis problematika da Log-menejmenti

daviT gomelauri

saqarTvelos teqnikuri universiteti

rezume

naSromSi moyvanilia insaidarebisgan da gare safrTxeebisgan informaciis dakargva,

dazianebis magaliTebi  da maTgan Tavdacvis Tanamedrove saSualebebi. safTxis Tavidan

acilebis mizniT ganxilulia korporaciul qselSi informaciis dacvis Tanamedrove

meTodebis erT-erTi sqema. aseve naSromSi ganxilulia log menejmentis kritikuloba.

sakvanZo sityvebi: insaideri. insaiderebisgan dacvis problematika. informaciis

dacvis meTodebi.

1. Sesavali

imisaTvis, rom gaverkveT da SevafasoT is muqarebi, romelTa matareblebic arian

insaiderebi nebismieri sawarmos mimarT da SerCeuli iqnas namdvilad adekvaturi dacvis

zomebi, aucilebelia ganvmartoT cneba terminisa `insaideri”.

arsebobs aRniSnuli terminis mravalnairi ganmarteba, magram Cveni Tematikidan

gamomdinare Semogvaqvs Semdegi ganmarteba: insaderi – pirovneba, romelsac Tavisi

samsaxureobrivi an ojaxuri mdgomareobidan gamomdinare aqvs daSveba kompaniis saqmianobis

konfidencialur da sxva sasicocxlo mniSvnelobis informaciasTan. saubaria Tanamdebobis

pirze, direqtorze, zogadad TanamSromlebze, romlebic muSaoben kompaniis

avtomatizebul sainformacio sistemasTan. am kategorias vakuTvnebT aseve, korporaciis

ZiriTad aqcionerebs da maT axlo naTesavebs.

aqve unda aRvniSnoT is garemoeba, rom yvela ganmartebaSi, Cveni ganmartebis

CaTvliT, sayrdeni sityvebia: `aqvT daSveba informciasTan”. es ki saSualebas iZleva kidev

ufro davakonkretoT `insaiderebis” problema, gavacnobieroT, rom arsebobs Sida

borotganmzraxvelis problema, da is gavyoT or nawilad: insaiderad, romelsac aqvs

daSveba informaciasTan da TanamSromlad, romelic cdilobs miiRos aseTi daSveba;

insaiderebisgan da gare safrTxeebidan gamomdinare ,informaciis gaJonvis

minimizaciisTvis kompaniam unda uzrunvelyos yoveldRiuri monitoringi- kerZod

danergos logebis monitoringis sistema.

2. ZiriTadi nawili

informacia – esaa ganmarteba,  raRac cnoba.

monacemebi – esaa warmodgena faqtebis da ideebis formalizebul saxeSi, romelic

gamosadegia gadacemisa da damuSavebisaTvis romeliRac sainformacio procesSi.

am cnebebSi kidev ufro ukeT gasarkvevad moviyvanoT magaliTebi (cxr.1).

insaiderebi asocirdebian imasTan, rom maT gamoaqvT klientebis sia, dokumentebi,

monacemTa bazebi da informacia.

rogorc analizma gviCvena amocanebi, romlebic unda gadawydes insaiderebTan

brZolisas aseTia: normatiuli aqtebis da standartebis moTxovnebTan Sesatyvisoba;

informaciuli daculoba (uvnebloba); monacemebis daculoba; gaJonvis arsebis gamovlena;

uTanaziarobis damamtkicebeli sabuTi.
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faqtebis, monacemebis da informaciis cxrili cxr.1.

faqti monacemebi informacia

kompania emzadeba gamouSvas

axali produqti

teqnikuri dokumentacia,

sareklamo masala,

distributiki, produqtis

sawyisi kodi.

produqti jer kidev araa

mzad/araa atestirebuli,

gamoSvebis vadebi iqneba

darRveuli/daculi

kompania cdilobs gazardos

Tavisi aqciebis Rirebuleba

RonisZiebebis gegmas, romlebic

mimarTulia-------, prognozebi

aqciebis Rirebulebaze da a.S.

kompanias ubralod amzadeben

gasayidad

kompania agrovebs axal

TanamSromlebs

gancxadebebi serverebze

maZieblebisaTvis

kompania emzadeba axali

momsaxurebis gamosaSvebad male

gaxsnis axal filials

SeiZleba gamovyoT informaciis gaJonvis aRkveTis Semdegi ZiriTadi gzebi:

insaiderebis TviTkontroli, raTa ar moxdes am informaciis uneblie gaJonva;

xelmZRvanel Tanamdebobaze daniSvna pasuxismgebeli, Semowmebuli, moralurad mdgradi

adamianebis; am adamianebis yuradRebis aqcentireba imaze, rom ara yvela informaciaa

gankuTvnili farTo publikaSi gasavrceleblad.

es problema, rogorc Cans mTlianad Zevs adamianis faqtoris sferoSi. samwuxarod,

masTan gamklaveba uWirT saukeTeso specsamsaxurebsac ki.

monacemTa gaJonvis problemis winaaRmdeg brZola SesaZlebelia. diax swored

brZolaa SesaZlebeli da ara am problemis damarcxeba da ai ratom , rogorc ar unda

SevzRudoT adamianebis daSveba informaciasTan:

- adamians SeuZlia aCvenos dokumenti kolegas monitorze/nabeWdi, romlisTvisac is

araa gankuTvnili;

- adamians SeiZleba daaviwydes dokumenti printerSi, sasadiloSi, datovos

umeTvalyurod kabineti an keisi an seifi;

- adamians SeuZlia ekranidan furcelze amoweros;

- adamians SeuZlia waikiTxos telefonSi an bevri ram Tqvas diqtofonze;

- SeiZleba monitoris ekranis fotografireba fiWuri telefonis fotokameriT;

- adamians bolos da bolos SeuZlia ubralod daimaxsovros dokumentis SigTavsi

sxva ramesTan erTad, igive nouTbuki monacemebiT SeiZleba daikargos an moparul iqnas.

dacvis nebismieri saSualeba qmnis mouxerxeblobas da dakavSirebulia damatebiT

xarjebTan – es aqsiomaa. nebismieri dasanergi (danergili) dacvis saSualeba saWiroebs

momsaxurebas – es cxovrebis kanonia.

Tanamedrove kompaniebs romlis IT-infrastruqturaSi aTeulobiT serveri, qseluri

mowyobilobebi, aplikacebi da bazebia, xolo informacia sensitiuri, Zalzed

mniSvnelovania  yoveldRiurad logebis monitoringi da analizi.

Sesabamisad, saWiroa fizikuri mowyobiloba an iseTi programuli uzrunvelyofa,

rogoricaa Security information and event management. igi uzrunvelyofs sxvadasxva

sistmebidan, bazebidan, mowyobilobebidan da aplikaciebidan… logebis gagzavnas erT

centralizirebul serverze, Semdgom maT korelaciasa da analizs, aseve statistikuri

monacemebis naxvasa da Setyobinebebis gagzavnas.
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nax.1. korporaciuli qseli - informaciuli usafrTxoebis

Tanamedrove damcavi meqanizmebi

logebis analizi amcirebs informaciis dakargvis, damaxinjeba-dazianebis riskebs.

informaciuli usafrTxoebis TanamSromeli yoveldRiurad unda amowmebdes sxvadasxva

IT-infrastruqturis (nax.1), rogoricaa sistemebi (Windows, Linux), monacemTa bazebis,

serverebis, RSA, FireWall, Router, FIM, Switch, DLP, aplikaciebis da a.S. logebs, raTa

magaliTisaTvis ar moxdes an droulad ganxorcieldes reagireba  Semdeg qmedebebze:

arasanqcirebuli wvdomis gaxsna, informaciis gatana, momxmareblisTvis zedmeti

uflebebis miniWeba, parolis Secvla da Semdgom misi arasanqcinirebulad gamoyeneba,

egreT wodebuli “brute force” Seteva, SQL Injection , DDOSSetevebi  da a.S.
3. daskvna

miuxedevad imisa , rom  informaciis dacvis 100% garanti ar arsebobs, “kompaniam”

xarjebis gaTvaliswinebiT unda danergos informaciis dacvis sxvadasxva meqanizmebi da

informaciis gatana-damaxinjebis minimizaciisTvis uzrunvelyos yoveldRiuri Canawerebis

(logebis)  monitoringi.
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THREATS COMING FROM INSIDERS TO AN ORGANIZATION
AND LOG MANAGEMENT

Gomelauri David
Georgian Technical University

Summary
The article discusses issues related to the protection of computer networks from insiders.

The article deals developed scheme of information security including newest information security
methods. Also in the article is shown criticality of log management.

УГРОЗЫ, ИСХОДЯЩИЕ ОТ ИНСАЙДЕРОВ И ЛОГ МЕНЕДЖМЕНТ
Давид Гомелаури

Грузинский Технический Университет
Резюме

Pассматриваются вопросы, связанные с защитой компьютерных сетей от инсайдеров.
Pазработана схема информационной безопасности, включая новейшие методы защиты
информации, а также показано критичность управления лог журналами.


