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asimetriuli kriptosistemis RSA-s meTodis gatexva

gulnara kotrikaZe, ekaterine roWikaSvili,

zviad jobava, nugzar yandaSvili, Teimuraz mamukaSvili

saqarTvelos teqnikuri universiteti

reziume

kriptografiis RSA meTodSi, mesame arakanonieri momxmareblisaTvis, SesaZlebelia,
saidumlo gasaSifri gasaRebis gareSe, misTvis cnobili parametrebis safuZvelze, ukuprocesiT
daSifruli informaciis gaSifvra da sawyisis miReba. aseve informaciis gamtacebels,

daSifruli informaciidan, deSifraciis gareSe, Cvens mier dadgenili kanonzomierebis

safuZvelze, SeuZlia sawyisi Setyobinebis miReba.

sakvanZo sityvebi: kriptografia. medegoba. kodis gatexva.

1.Sesavali

informacia cxovrebis aucilebeli atributia. adamiani cxovrobs informaciul garemoSi da

gamudmebiT monawileobs informaciul procesebSi. informaciuli ewodeba iseT process, romelic

dakavSirebulia informaciis miRebasTan, SenaxvasTan, gardaqmna-analizsa da gadacemasTan. aseT

process informaciis damuSavebis processac uwodeben. nebismieri kodi, informaciis matarebelia.
kodirebis sistemebi informaciis damuSavebis, gadacemisa da damaxsovrebisaTvis iqmneba [1].

risTvisaa saWiro informaciis dacva? risi gakeTeba SeuZlia informaciis gamtacebels –

`hakers” ? mas SeuZlia Secvalos informacia Tavisi miznebisaTvis, gaifarTovos Tavisi

kanonieri uflebamosilebani. gaigos, vis ra informaciasTan aqvs Sexeba, SeuSalos xeli

momxmareblebs Soris informaciis gacvlas (nax.1).

nax. 1. daSifvra-deSifraciis sqema

informaciis gadacemis procesSi monawileobs kanonieri momxmareblebi da informaciis

gamtaceblebi. gamtaceblebi cdiloben daSifruli informaciis xelSi Cagdebasa da sawyisi

informaciis miRebas.
kriptografia saidumlos Senaxvis mecnierebaa. kriptoanalizi - kodis gatexvis

xelovnebaa, e.i. werilis aRdgena gasaRebis winaswari codnis gareSe. kriptografiaSi momuSave
adamianebi kriptografebia, xolo kriptoanalizSi momuSaveebi – kriptoanalitikosebi [2,6].
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2. asimetriuli RSA meTodis algoriTmi

Tavdapirvelad ganvixiloT RSA kriptosistema da Semdgom misi gatexvis algoriTmi.
RSA kriptosistemaSi saidumlo gasaRebi Zs, Ria gasaRebi ZR, X Setyobineba da Y

kriptograma miekuTneba mTel ricxvTa {0,1,2,....N-1) simravles, sadac N=p×q aris moduli.
p da q SemTxveviTi didi martivi ricxvebia. maqsimaluri usafrTxoebis uzrunvelsayofad

isini SeirCeva erTnairi sigrZis da inaxeba saidemlod.
Ria gasaRebis mniSvneloba SeirCeva SemTxveviT Semdegi pirobebis gaTvaliswinebiT: 1< ZR,

≤ φ (N), usg (ZR, φ (N))=1, φ(N)=(p-1)×(q-1), sadac φ(N) eileris funqciaa da gamoiyeneba orive

gasaRebis gamosaTvlelad.
saidumlo gasaRebis mniSvneloba gamoiTvleba evklides algoriTmiT: Zs ×ZR=1(mod φ(N))

an Zs =ZR
-1 (mod(p-1)×(q-1)).

Ria gasaRebi gamoiyeneba monacemebis dasaSifrad, xolo saidumlo gasaRebi am

Sifroteqstis gasaSifrad.
daSifvrisas kriptograma miiReba y=EZR(x)=xZR(modN) gamosaxulebiT, xolo am

ukanasknelis gaSifvra xdeba x=DZs(y)=yzs(mod N) gamosaxulebiT.
X Setyobinebis gansazRvra, roca cnobilia y, zR da N(N=2512) praqtikulad

SeuZlebelia, amboben meTodis avtorebi, Tumca Cven aRmovaCineT, rom SesaZlebelia, Tanac

sakmaod martivad [5].

3. RSAA(raives-Samir-eidelmanis) algoriTmis gatexva

informaciis kriptografiuli dacvisTvis gamoyenebuli Sifri unda akmayofilebdes

Semdeg moTxovnebs: unda xasiaTdebodes maRali kriptomedegobiT; daSifvrisa da gaSifvris

procesi unda iyos asimetriuli; daSifvrisa da gaSifvris procedura unda iyos martivi da

swrafi; daSifruli informaciisaTvis dasaSvebia umniSvnelo siWarbe; Sifri ar unda iyos

mgrZnobiare daSifvris procesSi daSvebuli mcireodeni Secdomebis mimarT; kriptomeTodis

algoriTmis ukugza ar unda arsebobdes. aRniSnul moTxovnebs RSA meTodi ar akmayofilebs [3].
meTodis gatexvis algoriTmi. kriptografiaSi yvelaferi dadis maTematikaze anu

cifrebze, amitom gasagzavni Setyobineba unda CavweroT cifrebis saxiT. anbani CavweroT rigiTi

nomrebis mixedviT (cxrili 1).

qarTuli anbani da Sesamamisi numeracia cxr.1

a 2 m 13 R 24

b 3 n 14 y 25

g 4 o 15 S 26

d 5 p 16 C 27

e 6 J 17 c 28

v 7 r 18 Z 29

z 8 s 19 w 30

T 9 t 20 W 31

i 10 u 21 x 32

k 11 f 22 j 33

l 12 q 23 h 34
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ganvixiloT konkretuli magaliTi:
q=5 da p=7; maSin N=q×p=5×7=35, φ(N)=(p-1)×(q-1)=(7-1)×(5-1)=6×4=24;

Setyobineba M=(2….34), aviReT yvela SesaZlo varianti 35-mde, radgan moduli aris 35.
Ria gasaRebi SevarCieT 5 da davSifreT yvela cifri 35-mde. Sedegidan amoviReT moduli 35-iT.

miRebuli gavSifreT igive Ria gasaRebiT, mesame piris mier cnobili parametris

safuZvelze, anu saidumlo gasaRebis gareSe da miviReT sawyisi Setyobineba. agraTve davadgineT
kanonzomiereba, gaSifvris dros pirveli oTxi cifrisaTvis dagvWirda ukuprocesi, Semdegma
samma cifrma mogvca Tavisi Tavi, anu gaSifvrisaTvis ar dagvWirda ukuprocesi da a.S. [4,6].

yovelive zemoaRniSnuli TvalsaCinoebisaTvis mocemulia cxrilis saxiT, ix. cxrili 2.

daSifrva-deSifacia, roca Ria gasaRebi aris 5 cxr.2

teqsti
xarisxi

(gasaRebi)
moduli

daSifvra

teqsti5
Mod 35

gaSifvra

mod 35

sawyisi

teqsti

2 5 35 32 32 33554432 2

3 243 33 39135393 3

4 1024 9 59049 4

5 3125 10 100000 5

6 7776 6 7776 6

7 16807 7 16807 7

8 32768 8 32768 8

9 59049 4 1024 9

10 100000 5 3125 10

11 161051 16 1048576 11

12 248832 17 1419857 12

13 371293 13 371293 13

14 537824 14 537824 14

15 759375 15 759375 15

16 1048576 11 161051 16

17 1419857 12 248832 17

18 1889568 23 6436343 18

19 2476099 24 7962624 19

20 3200000 20 3200000 20

21 4084101 21 4084101 21

22 5153632 22 5153632 22

23 6436343 18 1889568 23

24 7962624 19 2476099 24

25 9765625 30 24300000 25

26 11881376 31 28629151 26

27 14348907 27 14348907 27

28 17210368 28 17210368 28

29 20511149 29 20511149 29

30 24300000 25 9765625 30

31 28629151 26 11881376 31

32 33554432 2 32 32

33 39135393 3 243 33

34 45435424 34 45435424 34
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3. daskvna
1. rodesac P da Q aris martivi ricxvebi da N aris maTi namravli, romelic gamoiyeneba

daSifvra-gaSifvrisaTvis da N icis mesame pirma, mxolod is ori konkretuli P da Q
daakmayofilebs N-is mniSvnelobas. aqedan gamomdinare, mesame pirs SeuZlia ipovos P da Q, aseve
gamoTvalos φ(N)-is mniSvneloba. icis Ria gasaRebi da gamoTvlis saidumlsac;

2. mesame pirisaTvis cnobili parametrebis safuZvelze, rogoricaa Ria gasaRebi da

moduli, SesaZlebelia Setyobinebis miReba ukuprocesiT, anu saidumlo gasaRebis gareSe.
meTodis deSifraciaSi, roca SesaZlebelia ukuprocesi, aq ukve saimedooba anulirdeba;

3. daSifrul informaciaSi gamoisaxeba kanonzomiereba, rodis aris saWiro deSifracia

da rodis ara, anu rodis rCeba daSifvris Sedegad Tavad informacia;
4. agreTve, mesame pirs SeuZlia gaSifvris gareSe, rodesac igi xelT Caigdebs daSifrul

informacias, misTvis cnobili Ria gasaRebisa da daSifruli informaciis periodulad Sekreba-
gamoklebiT, miiRos sawyisi informacia.
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Summary

RSA cryptography method, a third illegal for consumers, it is possible to decipher a secret key
known to him without any parameters, based on retreat decrypt the encrypted information and the
initial reception. Besides, even without retreat based on the known parameters of a certain regularity
of the initial information.

ВЗЛОМ RSA МЕТОДА АСИММЕТРИЧНОЙ КРИПТОСИСТЕМЫ
Котрикадзе  Г., Рочикашвили Е.,

Джобава З., Кандашвили Н., Мамукашвили Т.
Грузинский Технический Университет

Резюме

В RSA методе криптографии, для третьего, незаконного потребителя возможно, без
тайного ключа дешифровки, на основе известных ему параметров, обратным процессом,
дешифровка шифрованной и получение исходной информации. Похититель информации
без дешифрации шифрованной информации может также, на основе установленных нами
закономерностей, получить начальное сообщение.


