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eleqtronuli sagadaxdo sistemebi da maTi

ganviTarebistendenciebi
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saqarTvelosteqnikuriuniversiteti

reziume

ganxiluliaeleqtronuli sagadaxdo sistemebis ganviTarebis tendenciebi.

aRweriliaTanamedrove eleqtronuli sabanko gadaxdebis EFTsistema, am sistemisadmi

wayenebuli moTxovnebi, sainformacio usafrTxoebis uzrunvelyofis

sakiTxebi.formalizebulia is ZiriTadi problemebi da maTi gadawyvetis meqanizmebi,

romlebic uzrunvelyofs sagadaxdo informaciis daculobas.

sakvanZosityvebi:eleqtronulisagadaxdosistema.eleqtronuligadaxdebisusafrTxoeba.

1. Sesavali

XX saukunis 60-70-ian wlebSibankebma eleqtronuli gadaricxvebisaTvis satelekomu-

nikacio qselebis warmatebiT gamoyeneba daiwyes da Sesabamisad gaCnda cneba - eleqtronuli

gadaxdebi. im periodSi Seiqmna pirveli eleqtronuli terminaluri mowyobilobebi:POS-
terminalebi da bankomatebi. eleqtronuli gadaxdebis istoria mWidrod aris dakavSirebuli

sabanko baraTebTan, romlebic gaxda maTi mamoZravebeli Zala. jer kidev 1980 wlisaTvis

gamoSvebul iqna 73 milioni VISA da 55 milioni MasterCard plastikuri paraTi.

80-90-iani wlebis dasawyisSi plastikuri baraTi, romelzec magnituri zoli iyo

datanebuli, faqtobrivad eleqtronuli angariSsworebis erTaderTi instrumenti iyo, xolo

eleqtronuli sabanko operaciebi ZiriTadad Semoifargleboda bankomatebidan da bankis

ofisebidan naRdi fulis gamotaniT, savaWro da momsaxurebis obieqtebSi saqonlisa da

momsaxurebis safasuris gadaxdiT, bankTaSorisi angariSsworebis da klientebis (iurudiuli

pirebis) distanciuri momsaxurebiT.bunebrivia, am periodsaTvis msoflioSi Camoyalibda

msxvili saprocesingo centrebis instituti, romelic uzrunvelyofs eleqtronul

gadaxdebsa da maTSoris angariSsworebas. aseTi midgoma bankebisgan nakleb danaxarjebs

moiTxovda,vidre sakuTari saprocesingo centrebis Seqmna.amasTan, bankebs saSualeba ar

hqonda, sakuTar klientTaTvis SeeTavazebina eqskluziuri eleqtronuli momsaxureba.

90-ian wlebSi sainformacio teqnologiebis, satelekomunikacio sistemebis swrafma

zrdam da internetma, rogorc saqonlisa da momsaxurebis gayidvebis arxebis erT-erTma

umniSvnelovanesma saSualebam, ganapirobes eleqtronuli gadaxdebis bazarze situaciis

mkveTri cvla.

1993 wels holandiis kvleviTi institutis CWI (Centrum voor Wiskunde en Informatica)
kriptografiis ganyofilebis xelmZRvanelma - devid Caum`eleqtronuli fulis" ideologiis

realizaciis mizniT principulad axali teqnologia SeimuSava - sistema eCash, romelic

amJamad gamoiyeneba bevr eleqtronuli angariSsworebis sistemaSi. 1994 wels amerikis

SeerTebul StatebSi eCash teqnologiis gamoyenebiT internetiT pirveli SeZena ganxor-

cielda,xolo saukunis dasasruls ukve asobiT eleqtronuli angariSsworebis sistema

funqcionirebda.

eleqtronuli gadaxdebis bazris zrda - es aris obieqturi procesi. kvlevebis Tanax-

mad, dRes msoflioSi, magaliTad, internetbankis sistemas iyenebs daaxloebiT 200 milioni

adamiani. msoflio bankis eqspertebi miiCneven, rom ganviTarebul qveynebSi internetbankis
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sistemis momxmarebelTa raodenoba 2013 wels mosaxleobis 90%-s gadaaWarbebs.aseTi prog-

nozebis safuZvels eleqtronuli gadaxdebis msoflio bazris zrdis swrafi tempebi iZleva.

klientTa momsaxurebis eleqtronuli arxebi da eleqtronuli sagadaxdo instru-

mentebi mudmivad viTardeba. dRes momxmarebels SeuZlia isargeblos iseTi momsaxurebis

saSualebebiT, rogoricaa: bankomatebi, POS-terminalebi, interneti, mobiluri telefonebi,

jibis personaluri kompiuterebi, xolo sagadaxdo instrumentebad gamoiyenos:- plastikuri

baraTebi, eleqtronuli Cekebi, cifruli fuli, smart-baraTebi da a.S.

bankebis filialebi sul ufro metad emsgavseba finansur `supermarketebs", radgan

bankis filialebis-„maRaziebis“ farTo qselis gaSla gasagebi mizezebis gamo SezRudulia.

sabanko momsaxurebis advilad wvdomisaTvis bankebi sul ufro aqtiurad qmnis mini ofisebis

qselebs, romlebic aRWurvilia eleqtronuli terminalebiTa da TviTmomsaxurebis eleqtro-

nuli saSualebebiT. isini ofisebis gareT ganlagebul ofisebis farTo qsels qmnian.

2. ZiriTadinawili

eleqtronuli gadaxdebis bazris Tanamedrove mdgomareoba da ganviTarebis perspeqt-

ivebi xasiaTdeba Semdegi tendenciebiT:

 eleqtronuli terminaluri mowyobilobebisa da eleqtronuli gadaxdis arxebis

speqtri bolo periodSi mniSvnelovnad gafarTovda da momavalSic gafarTovdeba. garda

tradiciuli bankomatebisa da POS-terminalebisa, isini ukve moicavsfulis banknotebis

mimReb mowyobilobebs, veb-s(Web), vap-s(Wap), mobilur telefonebs, TviTmomsaxurebis

terminalebs da a.S. klientisTvis erTi da imave momsaxureba unda iqnes SeTavazebuli sxva-

dasxva terminaluri mowyobilobebisa da sagadaxdo instrumentebis gamoyenebiT;

 mniSvnelovnad gaizarda bankebis mier sxvadasxva eleqtronuli terminalebis gamoye-

nebiT SeTavazebuli momsaxureba. es aris ara marto naRdi fulis moxsna da SeZenili saqon-

lis an momsaxurebis Rirebulebis gadaxda, aramed yvela saxis gadasaxadis gadaxda, gadaric-

xvebi, sesxis dafarva, depozitebis gaxsna/Sevseba da a.S. es tendencia gagrZeldeba

momavalSic;

 swrafad izrdeba sagadaxdo sistemebis raodenoba da saxeobebi, romelTa Sorisac

saWiroa urTierTSeTanxmebuli qmedeba. Tu cota xnis win mxolod `sabaraTe” sagadaxdo

sistemebi arsebobda, dRes ukve arsebobs gadaxdebis mimRebi sistemebic, gadaricxvebis

sistemebic, internet-maRaziebic da a.S.;

 momxmareblebi cdiloben, eleqtronuli terminalebis gamoyenebiT miiRon sabanko da

sxva momsaxurebis farTo speqtri, radganac es maTTvis mosaxerxebeli da iafi saSualebaa

(xSirad ufasoc). bankebisaTvis eleqtronuli momsaxurebis arxebis gamoyeneba, rogorc wesi,

ufro iafi, masStaburi da mobiluria, vidre operatoris mier momxmareblis momsaxureba.

amitomeleqtronuli gadaxdebis mniSvneloba da moculoba, romelic, rogorc wesi, drois

realur reJimSi xorcieldeba, mudmivad izrdeba;

 izrdeba bankebis moTxovnileba, Tavis momxmarebels SesTavazos unikaluri

eleqtronuli momsaxureba. bankebisaTvis aRar aris sakmarisi, klientebs SesTavazon

erTnairi produqtebida Cndeba eqskluziuri eleqtronuli momsaxurebis SeTavazebis

aucilebloba. yvela es tendenciaubiZgebs bankebs, klientTa mozidva/SenarCunebisa da

danaxarjebis Semcirebis mizniT, sakuTari saxsrebiT ganaxorcielon eleqtronuli sabanko

gadaxadebis avtomatizacia.
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marTalia, eleqtronuli gadaxdebi sainformacio teqnologiebisprogresisSedegia,

magram, Tavis mxriv, eleqtronuli gadaxdebi warmoadgens am progresis erT-erT mamoZrave-

bel Zalas da sainformacio teqnologiebs uyenebs axal-axal moTxovnebs.es moTxovnebi

mravalmxrivia: sakomunikacio saSualebebisa da gamoTvliTi teqnikis ganviTrebis

aucilebloba, axali, ufro daxvewili algoriTmebisa da kriptografiuli dacvis

saSualebebis SemuSaveba da sxva.

ganvixiloT Tanamedrove eleqtronuli sabanko gadaxdebis EFT (Electronic Funds Transfer
- fuladi saxsrebis eleqtronuli gadaricxva) sistemebi da moTxovnebi, romlebic am tipis

sistemebis avtomatizaciis process waeyeneba.

EFTsistemebis erTi-erT mniSvnelovan maxasiaTebels warmoadgens maTi integrirebis

SesaZleblobebi. EFTsistemebi unda urTierTqmedebdnen momsaxurebis sxvadasxvagvar termina-

lur mowyobilobebTan, saprocesingo sistemasTan, sagadaxdo sistemebTan da sxvadasxva miz-

nobrivi daniSnulebis qselebTan (sabaraTe, gadaxdebis mimRebi, gadaricxvebis miReba/gacemis,

internet-eqvairingis da a.S.) da, rac mTavaria, sakredito organizaciebis beq-ofisisa da

front-ofisis sistemebTan (avtomatizirebuli sabanko sistemebi, ABS).
bunebrivia, eleqtronuli gadaxdebis sainformacio usafrTxoebis uzrunvelyofa

EFTsistemis ganuyofeli funqciaa. amasTan mniSvnelovania informaciuli usafrTxoebis

moTxovnaTa Sesrulebis uzrunvelyofa (rogorc sakredito institutis, aseve sxvadasxva

sagadaxdo sistemebis) eleqtronuli gadaxdis mTel gzaze - terminalidan misi avtori-

zaciis centramde da piriqiT.

EFTsistemis funqcionalur SesaZleblobebis mimarT moTxovnebi SeiZleba daiyos

saerTo da specialur moTxovnebad. saerTo moTxovnebs unda akmayofilebdes nebismieri

EFTsistema. maT miekuTvneba, upirveles yovlisa, eleqtronuli tranzaqciebis marSrutizacia

da avtorizacia (produqtis Semowmeba, limitebis kontroli da a.S.), sakomisiosa da

mosakreblebis gaTvla, monacemTa momzadeba gadaxdebis gaangariSebisaTvis da a.S.

EFTsistemebis specialuri moTxovnebi maTi konkretuli daniSnulebiT ganisazRvreba:

sabaraTe EFT-sistemebisaTvis iqneba erTi tipis moTxovnebi, gadaxdebis mimRebi

sistemebisaTvis - meore, gadaricxvebis miReba/gacemis sistemebisaTvis - mesame. Tumca,

bankebis umetesoba saWiroebs universalur EFTsistemas, raTa uzrunvelyos Tavisi

klientebis eleqtronuli da eqskluziuri momsaxurebis farTo speqtri: sabanko baraTebTan

muSaoba, onlain gadaxdebis miReba, sesxebis dafarva TviT momsaxurebis terminalebiT da a.S.

universaluri EFTsistemis biznes-arqiteqtura unda iyos moqnili da

gafarTovebadi.sasurvelia, banks SeeZlos, iZens ra EFT-sistemas, magaliTad,

TviTmomsaxurebis terminalebSi gadaxdebis misaRebad, SemdgomSi teqnologiuri platformis

Secvlis gareSe gamoiyenos igi onlain gadaricxvebis miReba/gacemisaTvis.

EFTsistemebis mimarT zemoT CamoTvlili bevri moTxovna SesaZlebelia

gadawydesprogramuli uzrunvelyofis SemuSavebis mimarT Tanamedrove arqiteqturuli

midgomebiT. Tanamedrove bankebisaTvis programuli uzrunvelyofis msoflioSi wamyvani

mimwodeblebi TandaTan gadadian servisze orientirebuli arqiteqturis (SOA) gamoyenebaze,

rogorc IT gadawyvetilebebis bazisze. kerZod, gamokiTxvis Sedegebi aCvenebs, rom 80%

evropuli bankebisa an ukve gamoiyeneben sakuTar IT-arqiteqturaSi SOA-s principebs, an

gegmaven maT danergvas uaxloes momavalSi.
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eleqtronuli gadaxdebis usafrTxoeba. statistikuri monacemebiT, yvelaze xSirad

Tavdasxma xorcieldeba Semdeg sistemebze: terminalebze (32%), monacemTa bazebis serverebze

(30%), aplikaciebis serverebze (12%), veb-serverebze (10%); samuSao sadgurebze, auten-

tifikaciis serverebze,sarezervo kopirebis serverebze, fail-serverebze da sxva (erTad mxo-

lod 10%). aRniSnuli statistikidan garkveviT Cans saitebisa da aplikaciebis usafrTxo-

ebis aqtualuroba, radganac maTi daucvelobis gamo xSirad xdeba SesaZlebeli monacemebis

wvdoma.

ra uzrunvelyofs sagadaxdo sistemebis usafrTxoebas? veb-gverdze SSL (Transport
Layer Security ) sertifikatis arseboba ar aris sakmarisi piroba usafrTxo internet-gadasa-

xadebis sawarmoeblad. mxolod kompleqsuri midgoma iZleva saSualebas, iTqvas, rom serti-

ficirebuli Tanamedrove saerTaSoriso standartebiTinternet-gadaxdebis damuSaveba maRal

donezea uzrunvelyofili.momxmarebelTa dacvas uzrunvelyofs:

 sistemaSi Sesasvleli saxeli/paroli, romelic gadis testirebas sirTuleze;

 sabanko baraTis nomris, moqmedebis vadis, mflobelis saxelis, CVV/CVC kodebis

kombinacia;

 internet-gadasaxadebis ganxorcielebisaTvis virtualuri baraTis Seqmnis unari,

romelic dublirebas ukeTebs ZiriTad baraTs.

qvemoT CamoTvlilia is ZiriTadi wesebi,romlebsac myidveli unda icavdes:

 arasodes aravis SeatyobinoTparoli, maT Soris sagadaxdo sistemebis

TanamSromlebs;

 darwmundiT, rom kavSiri marTlac xorcieldeba SSL dacul reJimSi - Tqveni

brauzeris qveda marjvena kuTxeSi unda Candes daxuruli boqlomis niSani;

 darwmundiT, rom kavSiri ganxorcielda sagadaxdo sistemis misamarTTan an

internet-bankTan;

 arasodes SeinaxoT informacia parolis Sesaxeb nebismier informaciis matarebelze,

maT Soris kompiuterSi. Tu Tqven gagiCndaT eWvi, rom vinmem moipova Tqveni pirad angariSis

wvdoma, SecvaleT paroli an dablokeT Tqveni angariSi;

 muSaobis dasrulebis Semdeg aucileblad daaWireT gasvlis Rilaks;

 darwmundiT, rom Tqveni kompiuteri ar aris davirusebuli. daayeneT da gaaaqtiureT

antivirusuli programa. ecadeT maT mudmivad ganaxlebas, radgan virusis moqmedeba SeiZleba

mimarTul iyos Tqveni parolis Sesaxeb informaciis mosapoveblad;

 gamoiyeneT programuli uzrunvelyofis sando da saimedo wyaroebi da regularulad

ganaxorcieleT maTi ganaxleba.

Tavis mxriv eleqtronuli sagadaxdo sistemis teqnikuri dacva moicavs:

 sagadaxdo servisis klientis fiqsirebul IP-misamarTTan da telefonis nomerTan

mibmas;

 sistemaSi klientis wvdomis ganxorcielebasHTTPS/SSL daSifruli oqmis meSveobiT;

 virtualuri klaviaturis gamoyenebis SesaZleblobas saidentifikacio monacemebis

Sesayvanad;

 tranzaqciis formirebisa da avtorizaciis arxebis gayofas;

 tranzaqciis avtorizebas specialuri kodis meSveobiT, romelic mokle teqsturi

Setyobinebis (SMS) saxiT klients miewodeba gadaxdis ganxorcielebis Semdeg mobilur
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telefonze (asoebisa da cifrebisa SemTxveviTi kombinacia, romelic moqmedebs mxolod

ramdenime wuTis ganmavlobaSi).

borotmoqmedebi yvelaze xSirad cdiloben, miiRon wvdoma baraTis monacemebze.

sagadaxdo usafrTxoebis sferoSi usafrTxoebis specialistebis angariSebSi miTiTebuli

statistikiT,100-dan saSualod 91 SemTxvevaSi Setevebis mizani iyo sabaraTe monacemebi.

sainformacio usafrTxoebis TvalsazrisiT eleqtronuli gadaxdebis sistemebSi

arsebobs Semdegi daucveli adgilebi:

 sagadaxdo davalebebis gadacema banksa da klients Soris,banksa da banks Soris;

 informaciis damuSaveba gamgzavni da mimRebi organizaciis SigniT;

 klientebis wvdoma angariSebze akumulirebul saxsrebTan;

 erT-erT yvelaze daucvel adgils eleqtronuli gadaxdebis sistemaSi warmoadgens

sagadaxdo da sxva informaciis gadagzavna bankebs Soris, banksa da bankomats Soris, banksa

da klients Soris.

sagadaxdo informaciis gadacemisas Aucil;ebelia dacul iqnes usafrTxoebis Semdegi

ZiriTadi moTxovnebi:

 gamgzavn da mimReb organizaciaTa Sida sistemebi unda iyos adaptirebuli eleqtro-

nuli dokumentebis gagzavnisa da miRebisaTvis. amasTan, unda uzrunvelyofdes saWiro dacvas

maTi damuSavebisas organizaciis SigniT;

 eleqtronuli dokumentis gamgzavnisa da mimRebis urTierTqmedeba uSualod xorci-

eldeba kavSiris arxebis saSualebiT.

gadaxdebis dacvis organizebisas xdeba Semdegi problemebis gadawyveta:

 abonentTa urTierTamocnoba (kavSiris damyarebisas urTierTidentifikaciis

problema);

 sakomunikacio arxebiT gadacemuli eleqtronuli dokumentebis dacva (dokumentis

konfidencialurobisa da mTlianobis uzrunvelyofis problema);

 eleqtronuli dokumentebis gacvlis procesis usafrTxoebis dacva (dokumentis

gagzavnisa da miRebis dadasturebebis problema);

 dokumentis Sesrulebis uzrunvelyofa (gamgzavnsa da mimRebs Soris urTierT-

undoblobis problema, maTi sxvadasxva organizaciasTan kuTvnilebisa da urTierT damouki-

deblobis gamo).

eleqtronuli gadaxdebis calkeul kvanZebze informaciis dacvis funqciis uzrnvelsa-

yofad unda ganxorcieldes usafrTxoebis Semdegi meqanizmebi:sistemebis wvdomis

marTva;SetyobinebaTa mTlianobis kontroli;Setyobinebis konfidencialurobis

uzrunvelyofa;abonentTa urTierTautentifikacia;Setyobinebis avtorobaze uaris Tqmis

SeuZlebloba;Setyobinebis miwodebis garantia;SetyobinebasTan dakavSirebiT zomebis miRebaze

uaris Tqmis SeuZlebloba;SetyobinebaTa mimdevrobis registracia;SetyobinebaTa mimdevrobis

mTlianobis kontroli.

zemoT aRniSnuli problemebis gadawyvetis xarisxi did wilad ganisazRvreba kriptog-

rafiuli saSualebebis racionaluri arCevaniT dacvis meqanizmebis realizaciisas.
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3. daskvna

eleqtronuli sagadaxdo sistemebis momsaxurebis maRali donisa da muSaobis saimedo-

obis uzrunvelsayofad ZiriTad amocanas warmoadgens eleqtronuli sagadaxdo sistemebis

usafrTxoebis marTvis ganawilebuli sistemebis sinTezi, romlebic aerTianeben rogorc

eleqtronul sagadaxdo sistemaSi informaciiis mTlianobis, wvdomis administrirebisa da

konfedencialurobis dacvis SesaZleblobebs, aseve dinamikuri monitoringisa da qseluri

trafikis analizis avtomatizebul saSualebebs.
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Summary

There are described the main tendencies of development of electronic payment systems in this

article. Particularly, the modern electronic banking EFT payments system. There are also described

requirements for this system, main questions of information security and are formalized basic

problems and their solution mechanismswhich provides protection of payment information.
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Резюме

Рассмстриваются тенденции развития электронных платежных систем.Описаны

современная электронная банковская платежная система EFT, требования к системе, вопросы

информационной безопасности.Формализованы те основные проблемы и механизмы решения,

которые обеспечивают защищенность платежной информации.


