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organizaciaSi informaciis usafrTxoebis mxardamWeri  

programuli saSualebebi 

nino Tofuria, maka lomiZe 

saqarTvelos teqnikuri universiteti 

reziume 

warmodegenilia programuli produqtebi, romlebic gamoiyeneba informaciuli 

usafrTxoebis sferoSi arsebuli marTvis amocanebis gadasawyvetad. ganxilulia sistema 

`COBRA” da kompaniis informaciuli usafrTxoebis politikis marTvis programuli 

kompleqsi `КОНДОР+”. es programebi Setanili informaciis safuZvelze avtomatur 

reJimSi axdenen angariSgebebis formirebas, romelic Seesabameba ISO17799 standartis 
moTxovnebs. 

sakvanZo sityvebi: informaciuli usafrTxoeba, informaciuli usafrTxoebis dacvis 

programuli saSualebebi, ISO17799 standarti. 

1. Sesavali 

organizaciaSi sakuTari informaciis usafrTxoebis dacva, rogorc wesi, warmoadgens 

saerTo marTvis ganuyofel nawils. sistemuri mizanmimarTuli moqmedebis aucilebloba 

miT ufro matulobs, rac maRalia organizaciaSi biznes-procesebis avtomatizaciis done. 

organizaciis qveS igulisxmeba nebismieri firma, sawarmo, kompania, dawesebuleba, uwyeba, 

romelsac gaaCnia finansuri resursebi da aqvs sakuTari organizaciuli-saStato 

struqtura. informaciis saxiT arsebuli aramaterialuri aqtivebi aseT pirobebSi 

TamaSoben erT-erT ZiriTad rols konkurentunarianobis amaRlebisa da biznesis 

ganviTarebis kuTxiT. 

informaciuli usafrTxoeba aseve mniSvnelovania aramarto organizaciis 

strategiuli ganviTarebisa da ZiriTadi produqtis Sesaqmnelad, aramed biznes-procesebis 

iseTi calkeuli mimarTulebebisaTvis, rogorebicaa komerciuli molaparakebebi, 

kontraqtis pirobebi, fasebis politika da sxv. 

amas garda, organizaciis informaciuli nakadis Semadgeneli SeiZleba iyos ara 

marto komerciuli, aramed saxelmwifo mniSvnelobis saidumlo, aseve sxva saxis 

konfidencialuri informacia (sabanko angariSebi, samedicino, sanotaro, saadvokato, 

sadazRvevo, sagamoZiebo, sasamarTlo, gaSvilebis saidumlo, kompaniebis inteleqtualuri 

sakuTreba da sxv.)  

2. ZiriTadi nawili 

organizaciaSi informaciuli usafrTxoebis uzrunvelyofa SesaZlebelia sxvadasxva 

tipis programuli paketebiT. praqtikulad yvela Tanamedrove programul produqts aqvs 

`CaSenebuli~ saSualebebi, romlebsac SeuZliaT mkacrad gansazRvron ama Tu im 

momxmareblis uflebebi, gamijnon informaciasTan mimarva, gaanawilon sistemuri 

resursebis gamoyenebis wesebi da Semoitanon sxva SezRudvebi, romlebic uzrunvelyofs 

informaciuli uzrunvelyofis politikis realizacias. 

ufro ganviTarebuli programuli produqtebis koncefcia ki efuZneba interaqtiul 

inteleqtualur analizs da usafrTxoebis politikis srulyofilebas. igulisxmeba, rom 

menejers Tavdapirvelad Seaqvs sistemaSi (pasuxobs dasmul SekiTxvebs) yvela aucilebeli 

informacia, romelic asaxavs informaciuli usafrTxoebis mdgomareobas organizaciaSi. 
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Sedegad Rebulobs detalur angariSgebas informaciuli usafrTxoebis mdgomareobis da 

saerTaSoriso standartebTan Sesabamisobis Sesaxebis, rekomendaciebs moqmedi 

usafrTxoebis politikis daxvewaze da sxva angariSebs. amgvarad, programuli 

uzrunvelyofa saSualebas iZleva erT procesSi moeqces organizaciis Sesaxeb pirveladi 

informaciis mogroveba, informaciuli usafrTxoebis uzrunvelyofis faqtobrivi donis 

analizi, dokumentaciis SemuSaveba da marTvis meTodebis adaptacia gansazRvrul 

moTxovnebTan (magaliTad, ISO 17799 standartTan). 
erT-erTi aseTi produqtia sistema `COBRA”, romelic Seqmna britanulma kompaniam 

`C&A Systems Security Ltd." mas aqvs ori varianti: Semoklebuli versia Seicavs moduls 

`COBRA ISO17799 Consultant". srul versiaSi warmodgenilia riskebis analizis damatebiT 

saSualebebi “Risk Consultant” da specialuri moduli `Module Manager". am saSualebebiT 

SesaZlebelia informaciuli usafrTxoebis mdgomareobis Sesaxeb sakuTari codnis bazebis 

Seqmna da maTi modifikacia saWiroebis SemTxvevaSi. sistemis sabazo modulis 

daniSnulebaa Seafasos, Tu ramdenad Seesabameba informaciuli usafrTxoebis mdgomareoba 

ISO17799 standartis moTxovnebs. pirvel etapze muSaobas iwyebs moduli `Question 
Module". esaa SekiTxvebis nakrebi, romelic aRwers personalis usafrTxoebas, uwyveti 

muSaobis dagegmvas, usafrTxoebis politikas da a.S. (nax.1). 

 
nax.1.  sistema “COBRA”-s SekiTxvebis jgufi 

aseTi saxiT Setanili informaciis safuZvelze miiReba angariSi informaciuli 

usafrTxoebis mdgomareobis Sesaxeb, romelic Sedgeba xuTi nawilisagan: Sesavali; 

Sesrulebuli samuSaos ZiriTadi mimarTulebebis CamonaTvali; ara Sesabamisobis donis 

Sefaseba; organizaciuli RonisZiebebis CamonaTvali, romelTa realizaciac   aucilebelia 

standartebis moTxovnebis Sesasruleblad da dasmuli SekiTxvebisa da monacemebis 

CamonaTvali. 

teqsturi nawilis garda, angariSSi SeiZleba CarTuli iyos grafikebi, romlebic 

naTlad asaxavs standartis moTxovnebis Sesrulebis dones (nax.2). 

aseTi programuli produqtebis ricxvs aseve miekuTvneba kompaniis informaciuli 

usafrTxoebis politikis marTvis programuli kompleqsi `КОНДОР+”. igi Seqmnilia 

sankt-peterburgis firma “Digital Security”-is mier da sistema `COBRA”-s analogiuria. 



Transactions. Georgian Technical University. AUTOMATED CONTROL SYSTEMS -  No 1(14), 2013 

83 
 

 

nax.2. sistema “COBRA”-s mier standartis moTxovnebis Sesrulebis  

xarisxis maCvenebeli grafiki 

me-3-e naxazze asaxulia Digital Security Office sistemis muSaobis procesi: 

 

nax.3. Digital Security Office sistemis muSaobis procesi 

 

mocemuli programuli kompleqsi, moicavs oTx funqcionalur moduls: 

• `proeqti” _ gankuTvnilia informaciuli usafrTxoebis mdfomareobis Sesaxeb 

informaciis Sesagroveblad; 

• `angariSebi” _ gankuTvnilia Segrovebuli monacemebis safuZvelze informaciuli 

usafrTxoebis detaluri analizisaTvis; 

• `diagramebi/statistika _ gankuTvnilia informaciuli usafrTxoebis mdgomareobis 

Semajamebeli analizisaTvis; 

korporatiuli versia 
specialists filialSi 

Seaqvs monacemebi gare 

resursebis Sesaxeb 

xelmZRvaneli 

gaaanalizebs sistemis 

Sesaxeb angariSs 

administrators Seaqvs 

monacemebi resursebis 

daucvelobis Sesaxeb 

usafrTxoebis oficers Seaqvs 

monacemebi informaciuli 

usafrTxoebis marTvis sistemis Sesaxeb

specialists filialSi 

Seaqvs monacemebi gare 

resursebis Sesaxeb 

proeqti 
saerverze 
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• `riskebis analizi” _ gankuTvnilia arsebuli riskebis raodenobrivad 

SefasebisaTvis. 

me-4-e naxazze mocemulia am sistemis muSaobis erT-erTi fragmenti kerZo firmis 

magaliTze. 

 

 
 nax.4. sitema «Гриф»-is muSaobis fragmenti 

 

aseTi saxiT Setanili informaciis safuZvelze sistema avtomaturad axdens 

Semajamebeli statistikis formirebas, romelic warmodgenilia diagramis saxiT ISO 17799 
standartis TiToeuli nawilisaTvis. 

 

 
nax.5 darRvevebis Sesaxeb Semajamebeli monacemebis grafiki 
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3. daskvna 

amgvarad, Catarebulia ofisis informaciuli usafrTxoebis dacvis analizi 

programuli saSualebebiT Cobra da “КОНДОР+”. Setanili informaciis safuZvelze 

miRebulia angariSgeba informaciuli usafrTxoebis mdgomareobis Sesaxeb, romelic 

Seesabameba ISO17799 standartis moTxovnebs. 
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SOFTWARE TOOLS FOR SUPPORTING THE MANAGEMENT OF  
INFORMATION SECURITY IN THE ENTERPRISE 

Nino Topuria, Maka Lomidze 
Georgian Technical University 

Summary 
 

Article considers the main types software tools used to support the decision of administrative 

tasks in sphere of information security. Describes the basic functionality of the software systems 

"COBRA" and "Kondor +". Based on the provided information programs automatically generate 

reports that meet the international standard ISO 17799. 

 

ПРОГРАММНЫЕ СРЕДСТВА, ПОДДЕРЖИВАЮЩИЕ УПРАВЛЕНИЕ 
ИНФОРМАЦИОННОЙ БЕЗОПАСНОСТЬЮ НА ПРЕДПРИЯТИИ 

Топурия Нино,  Ломидзе Мака 
Грузинский Технический Университет 

 
Рeзюме 

Рассматриваются основные типы программных продуктов, используемых для 
поддержки решения управленческих задач в сфере информационной безопасности. 
Описываются основные функциональные возможности программных комплексов “COBRA” 
и “КОНДОР+”. На основе введенной информации программы автоматически формируют как 
сводную статистику, представляемую в виде диаграмм для каждого раздела стандарта ISO 
17799, так и детализированные отчеты об имеющихся несоответствиях.  
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