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ganxilulia kompiuteruli qselebis usafrTxoebis sistemis agebis ZiriTadi principebi. 
aRwerilia wvdomis marTvis sabazo modelebi. gaanalizebulia maTi dadebiTi da uaryofiTi 
mxareebi. meTodurad aris aRwerili roluri modelis agebis principebi obieqt-
orientirebuli midgomis safuZvelze, romelsac gamoyenebiT programebSi upiratesoba eniWeba 
administrirebis simartivis TvalsazrisiT. informaciul resursebze wvdomis marTvis 

damuSavebuli modeli Tavsebadia cnobil sabazo modelebTan, magram amave dros mas Semoaqvs 
Tavisuflebis damatebiTi xarisxi, rac sistemis obieqtebis ierarqiaze momxmareblebis 
uflebebis mibmis procesis simartiveSi mdgomareobs. amdenad, igi gacilebiT moqnils xdis 
obieqtebze wvdomis sqemas.  

sakvanZo sityvebi: mandaturi modeli. diskreciuli modeli. roluri modeli.  

1. problemis arsi da aqtualoba 

danarTis usafrTxoebis gonieri politikis realizebisTvis mniSvnelovani roli 
uWiravs danarTis obieqtebze wvdomis marTvis modelebis damuSavebas. wvdomis marTvis yvela 

modelis saerTo midgomaa sistemis Semadgeneli mravali komponentis ganawileba obieqtebis 
da subieqtebis simravleze. amave dros obieqtisa da subieqtis cneba arsebiTad 
gansxvavebulia. CavTvaloT, rom obieqti aris informaciis konteineri, xolo subieqti – 
momxmarebeli, romelic obieqtze atarebs sxvadasxva operacias. subieqtsa da obieqts Soris 
urTierTdamokidebulebis xasiaTi gansxvavebulia wvdomis marTvis diskreciul, mandatur da 
rolur modelebSi. amdenad, mizanSewonilia gavaanalizoT obieqtze wvdomis marTvis 

ZiriTadi modelebis Rirsebebi da naklovanebebi.  
momxmareblis didi raodenobis SemTxvevaSi wvdomis marTvis  tradiciuli roluri 

sistemebi administrirebis TvalsazrisiT sakmaod rTuli xdeba. kavSirebis raodenoba 
momxmareblebisa da obieqtebis warmoebuliT izrdeba. aRniSnuli sirTulis Semcirebis 
mizniT mizanSewonilia problemis obieqt-orientirebuli gadawyveta. 

2. ZiriTadi nawili 

diskreciuli wvdomis marTvis (Discretionary Access Control - DAC) Rirsebebs miekuTneba 
SedarebiT martivi realizacia da kargi ganswavlis unari, xolo rac Seexeba naklovan 
mxareebs,  pirvel rigSi aRsaniSnavia wvdomis SezRudvis statikuroba _ rac gamoixateba 

imaSi, rom kompiuteruli sistemis mdgomareobis cvlilebis miuxedavad, obieqtis mimarT 
subieqtis wvdomis ufleba SemdgomSi ar Seicvleba.  

wvdomis diskreciuli modelis gamoyenebisas ar xdeba Semowmeba imisa, gamoiwvevs Tu 
ara obieqtze wvdomis nebarTva zogierTi subieqtisaTvis kompiuteruli sistemis 
informaciuli usafrTxoebis darRvevas. sxvagvarad rom vTqvaT, wvdomis diskreciuli marTva 
ver uzrunvelyofs konfidencialuri informaciis gaJonvisgan dacvas. aRniSnuli modelis 

nakls miekuTvneba aseve, subieqtebze wvdomis uflebis avtomaturi daniSvna [1]. 
zemoaRniSnuli naklovanebebi nawilobriv aRmofxvrilia wvdomis mandatur modelSi 

(Mandatory Access Control  - MAC), romlis ZiriTadi maxasiaTeblebidan gamovyoT zogierTi 
maTgani: 
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_ kompiuteruli sistemis yvela obieqti da subieqti unda iyos erTmniSvnelovnad 
identificirebuli; 

_ arsebobs konfidencialobis maCveneblebis da misi Sesabamisi daSvebis xarisxis 
wrfivad mowesrigebuli nakrebi; 

_ kompiuteruli sistemis calkeul obieqts miniWebuli aqvs konfidencialobis 
maCvenebeli; 

_ kompiuteruli sistemis calkeul subieqts miniWebuli aqvs obieqtze wvdomis 
xarisxi. 

zemoaRniSnulidan gamomdinare, wvdomis marTvis mandaturi modelis ZiriTadi mizania 
konfidencialobis maRali maCveneblis obieqtebidan konfidencialobis dabali maCveneblis 

obieqtebSi informaciis gaJonvis aRmofxvra. 
aRvniSnoT wvdomis mandaturi  modelis sxva Rirsebebic: 
_ kompiuteruli sistemis muSaobis gacilebiT maRali saimedoba, ramdenadac obieqtebze 

wvdomis SezRudvisas kontroldeba ara mxolod dadgenili uflebebis dacva, aramed TviT 
sistemis mdgomareoba; 

_ wvdomis SezRudvis wesebis gansazRvris simartive. 
rac Seexeba wvdomis mandaturi marTvis naklovan mxareebs, SeiZleba gamovyoT: 
_ programuli realizaciis sirTule, rac zrdis Secdomebis Setanis albaTobas da 

konfidencialuri informaciis gaJonvis arxebis gaCenas; 
_ kompiuteruli sistemis muSaobis efeqturobis Semcireba, ramdenadac obieqtze 

subieqtis wvdomis uflebis Semowmeba xorcieldeba ara mxolod obieqtis gaxsnisas, aramed 
masze nebismieri operaciis Sesrulebisas; 

_ kompiuteruli sistemis momxmareblis muSaobaSi damatebiTi diskomfortis Seqmna, 
rac ganpirobebulia arakonfidencialur obieqtze informaciis SecvlasTan dakavSirebuli 
problemebiT, im SemTxvevaSi, Tu igive procesi iyenebs informacias konfidencialuri 

obieqtidan. am ukanasknelis aRmofxvra moiTxovs kompiuteruli sistemis programuli 
uzrunvelyofis damuSavebas mandaturi SezRudvis Taviseburebebis gaTvaliswinebiT [2,3]. 

wvdomis marTvis roluri modeli (Role-Based Access Control - RBAC) ramdenadme mkacria, 
magram amavdroulad moqnilia. am ukanasknelis Rirsebad CaiTvleba didi raodenobis 
momxmareblebisa da obieqtebis mqone rTul sainformacio sistemebis resursebze jgufuri 
wvdomis organizaciis SesaZlebloba [4]. 

roluri modeli efuZneba adamianis mier dakavebul Tanamdebobas _ anu rols. amdenad, 
igi moiTxovs rolebis nakrebis damuSavebas, romelic Seesabameba TanamSromlebis mier 
SromiTi funqciis Sesrulebas. 

wvdomis marTvis roluri modelis realizeba SeiZleba warmovadginoT Semdegi bijebis 
saxiT: 

 
nax.1. roluri modelis realizebis sqema 

obieqtebis nakrebis gansazRvra 

privilegiebis siis Sedgena 

rolebis biblioTekis Sedgena 

rolebis ganawileba 
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pirveli biji axdens obieqtebis siis dazustebas; meore biji axorcielebs 
privilegiebis gansazRvras da siis Sedgenas; mesame bijze rolebis konstruqtori amuSavebs 
mocemuli sistemisaTvis rolebis biblioTekas; meoTxe bijze rolebis dispetCeri sistemis 
calkeul momxmarebels statikuri saxiT mianiWebs mocemuli momxmareblisaTvis SesaZlo 

rolebis nakrebs. 
momxmareblis avtorizebis Semdeg, monacemebi dafiqsirdeba auditis JurnalSi. roluri 

modeli iTavsebs diskreciuli da mandaturi SezRudvis elementebsac. momxmareblebsa da 
privilegiebs Soris Sualedur rgols warmoadgens roli.  TiToeuli momxmareblisaTvis 
erTdroulad SeiZleba aqtiuri iyos ramdenime roli, romelTagan TiToeuli momxmarebels 
aZlevs garkveul uflebas. momxmareblebis, obeqtebisa da rolebis urTierTdamokidebuleba 

warmodgenilia nax. 2.-ze. 

 
roluri wvdoma SeiZleba ganvixiloT rogorc obieqt-orientirebuli karkasi, romelic 

aadvilebs administrirebas, ramdenadac igi wvdomis ganawilebis sistemas marTvads xdis 
momxmarebelTa didi raodenobisaTvis, rolebs Soris kavSiris damyarebis xarjze, romelic 

obieqt-orientirebul sistemebSi memkvidreobiTobis analogiuria. garda amisa roli SeiZleba 
iyos gacilebiT mcire, momxmarebelTan SedarebiT, romlis Sedegadac administrirebis 
kavSirebi xdeba momxmareblebisa da obieqtebis jamis proporciuli. 

SeiZleba iTqvas, rom momxmareblebsa da uflebebs Soris aris `mravali mravalTan’’ 
damokidebuleba. seansis procesSi  aqtivirdeba mravali roli, amavdroulad momxmarebelma 
SeiZleba gaxsnas mravali seansi. Tu r2 roli aris r1  rolis memkvidre, maSin r2-s mieniWeba 
r1-is yvela ufleba. memkvidreobiTobis damokidebuleba aris ierarqiuli, amdenad wvdomis 
uflebebi da momxmareblebi vrceldebian ierarqiis doneebze. zogadad, memkvidreobiToba aris 
mravlobiTi, anu erT rols SeiZleba hyavdes ramdenime winapari da aseve, memkvidre.  

rolebis ierarqiis formireba daviwyoT minimumi uflebebidan, romelsac mivakuTvnoT 

roli `TanamSromeli’’, TandaTan davazustoT momxmareblebis Semadgenloba da davamatoT 
rolebi, magaliTad: roli `sistemuri administratori’’, `buRalteri’’, `menejeri’’ da a.S. 
rolebis ierarqia mocemulia me-3 naxazze. 

 

momxmarebeli 1 momxmarebeli 2 .  .  . . . 

roli 1 roli k .  .  . . . . . . . . . 

obieqti 1 obieqti 2 .  .  . . . obieqti n 
 

momxmarebeli n 

nax.2. obieqtebze wvdomis zogadi struqtura 
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erTi momxmarebeli SeiZleba asrulebdes or rols, magaliTad molaris da buRaltris 
rols, magram ara erTdroulad. buRaltris rolamde, man unda daxuros salaro. am saxiT 
realizdeba e.w. ndobis droebiTi SezRudva, romelic warmoadgens privilegiebis minimizebis 
ZiriTad aspeqts. 

avagoT obieqtze wvdomis roluri modeli, Tu mocemuli gvaqvs oTxi sxvadasxva 
obieqti: A1, A2, B1, B2, gvaqvs ori operacia, romelic unda Sesruldes A tipis obieqtze da 
erTi operacia, romelic unda Sesruldes B tipis obieqtze. operaciebi obieqtebis mimarT 
aRvniSnoT: OPA1, OPA2, OPB1. sistemaSi daregistrirebulia ori momxmarebeli: U1, U2.  r1 roli 
moicavs OPA2, OPB1  operaciebs, xolo r2 roli moicavs r1 rolis yvela operacias damatebuls 
OPA1-s. davuniSnoT rolebs momxmareblebi: U1 asrulebs sistemaSi r2 rols, xolo U2 -  orive 

rols. momxmareblebze rolebis ganawileba mocemulia nax.4.-ze. 
 

 

 

 

 

 

nax.4. momxmareblebze rolebis ganawileba 

danarTis yvela obieqti moviyvanoT erTian ierarqiaSi, risTvisac SemovitanoT Co 
fesvuri obieqtis klasi, romlis pirdapiri memkvidreebi iyos A da B obieqtebis klasebi, 
anu CA da CB klasebi. obieqtebze rolebis damokidebuleba warmodgenilia nax.5.-ze.  

 

nax.5. rolebis damokidebuleba obieqtebze 

3. daskvna 

amdenad, diskreciulTan SedarebiT marTvis roluri modelis upiratesobas warmoadgens 
administrirebis simartive, ramdenadac rolebze momxmareblebis daniSvna da aseve axali 
rolebis Seqmna sirTules ar warmoadgens. amitomac roluri modelis realizeba 
mizanSewonilia gamoyenebiT programebSi. Tumca, aRniSnuli modelis nakls moekuTvneba 
kompiuteruli sistemis usafrTxoebis formaluri mtkicebulebis ararseboba, dublirebis 

Setanis SesaZlebloba da danaklisi momxmareblebze wvdomis uflebebis wardgenisas, 
rolebis konstruirebis sirTule. 

Co 

A2 
CA 

A1 

CB 
B1 

B2 

r1 

r1, r2 
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wvdomis marTvis warmodgenili modeli efuZvneba sabazo models, rac metad 
mniSvnelovania. igi afarToebs mas momxmareblebis rolebze daniSvnis SesaZleblobiT 
sistemis nebismieri obieqtis mimarT. amdenad, rolebis simravle, romelsac momxmarebeli 
asrulebs drois raRac momentSi ar aris erTidaigive danarTis yvela obieqtisTvis. igi 

Seivseba axali rolebiT obieqtebis ierarqiaSi siRrmiseuli principiT. 
zemoaRniSnulis safuZvelze Cndeba SesaZlebloba momxmareblebisTvis maqsimalurad 

bunebrivi saxiT SeizRudos danarTis gansazRvrul nawilze moqmedebis are. rolebis mimarT 
obieqt-orientirebuli midgoma rolebis optimizaciis da obieqtebze wvdomis sqemis gamarti-
vebis saSualebas iZleva. yovelive zemoTqmulidan gamomdinare warmodgenili modeli flobs 
danarTis obieqtebze arasanqcirebuli wvdomis SezRudvis aucilebel SesaZleblobebs, 

amdenad, igi miznad isaxavs moqnili usafrTxoebis politikis Seqmnas.  
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MANAGEMENT MODELS OF ACCESS INFORMATION RESOURCES IN 
COMPUTER NETWORKS 
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Summary 
In the article the main principles of construction of safety systems for computer networks are 

discussed. Base models of access management are described, and also advantages and disadvantages are 
in details considered. The principle of construction of a role model on the basis of objective focused 
approach is methodologically defined, which, due to its simplicity in administration, is preferencial one 
for the use in applied programs. The developed model of access management is compatible to known base 
models, but it releases an additional degree of latitude expressed in user-friendly application of hierarchy 
of system objects. Thus, the given approach makes schemes of access to objects considerably flexible. 

 
МОДЕЛИ УПРАВЛЕНИЯ ДОСТУПОМ К ИНФОРМАЦИОННЫМ РЕСУРСАМ В 

КОМПЬЮТЕРНЫХ СЕТЯХ 
Джанелидзе Г.,  Твалавадзе Л. 

Грузинский Tехничесский Университет 

Резюме 
Pассматриваются основные принципы построения систем безопасности компьютерных 

сетей. Описаны базовые модели управления доступом, а также детально рассматриваются  их 
преимущества и недостатки. Методически описан принцип построения ролевой модели на основе 
объектно- ориентированного подхода, который из-за простоты администрирования является 
предпочтительным к использованию в прикладных программах. Разработанная модель управления 
доступом совместима с известными базовыми моделями, но она вводит дополнительную степень 
свободы, которая выражается в простоте привязки пользователских полномочий к иерархии 
объектов системы. Данный подход делает схемы доступа к объектам значительно гибкими. 
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