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reziume 

usadeno qselebSi usafrTxoeba da momsaxurebis xarisxi ukanasknel 

dros uaRresad mniSvnelovani da aqtiuri kvlevis sagani gaxda, ris mizezs 

audiosa da videos cocxali gadacemis mxardaWeris mzardi moTxovna 

warmoadgens, rogorc samoqalaqo, aseve samxedro sferoSi. adeqvaturi 

usafrTxoebis gareSe sawarmoebi Tavs aarideben usadeno qselebis 

gamoyenebas, Tavdacvis organizaciebma SesaZloa ver uzrunvelyon 

personalis usafrTxoebis garantiebi brZolis velze, momxmareblebi ki 

pasuxismgebelni gaxdebian qmedebebisTvis, romlebic maT arasdros 

CaudeniaT. usafrTxoebis sakiTxebi usadeno qselebSi mniSvnelovan 

dabrkolebas warmoadgens aseTi qselebis farTod adaptirebisTvis. 

Sesabamisad, msgavsi usadeno qselebis usafrTxoeba mniSvnelovani sferoa, 

rac reagirebas moiTxovs, Tuki aseTi qselebi farTod iqneba gamoyenebuli. 

aucilebelia, rom aRniSnuli sferos mkvlevarebma moaxdinon Ria 

problemebis identificireba da uzrunvelyon Sesabamisi gadawyvetilebebi am 

problemebisTvis. TiToeuli aseTi mcdeloba usadeno qsels odnav ufro 

usafrTxos xdis. 

winamdebare kvlevis mizans is warmoadgens, rom SemuSavdes rigi 

RonisZiebebisa, romlebic aamaRlebs usadeno qselebis usafrTxoebas. 

yovelive zemoTqmulidan gamomdinare, sadisertacio naSromSi dasmulia 

Semdegi amocana: usadeno qselebSi marSrutizaciis usafrTxoebis amaRleba.  

amasTan dakavSirebiT winamdebare naSromSi moyvanilia usafrTxoebis 

fundamenturi principebi, iseve, rogorc Ria problemebi. mocemulia 

usadeno qselebis usafrTxoebis sakiTxebis yovlismomcveli mimoxilva da 

amasTan erTad ganixileba dRemde SemoTavazebuli sxvadasxva sqemebis 

upiratesobebi da naklovanebebi. 

unda aRiniSnos, rom usadeno qselebis marSrutizaciis protokolebi 

specifikaciebSi ar gansazRvraven raime saxis prevenciul RonisZiebebs an 

usafrTxoebis meqanizmebs. amdenad, usadeno qselebis marSrutizaciis 

 4



protokolebis usafrTxoeba gadaudebel aucileblobad iqca qselis 

gaSvebis stimulirebisa da gamoyenebis sferos gafarToebisTvis. 

Sesabamisad, winamdebare naSromSi SemoTavazebul da gansazRvrul 

iqna gansxvavebuli gadawyvetilebebi da koncefciebi usafrTxoebis 

mimarTulebiT. ZiriTadi yuradReba Tavdapirvelad gamaxvilebulia sawyis 

nabijze – usadeno marSrutizaciis protokolebis xarvezebis Seswavlasa 

da analizze. TavdasxmaTa Sedegebis SefasebisTvis samizne marSrutizaciis 

usadeno protokolad TavdasxmisTvis arCeulia OLSR protokoli. 

ganxilulia usadeno qselebSi OLSR protokolis mier generirebuli 

makontrolebeli trafikis usafrTxoeba. mocemulia Tavdasxmebisa da 

naklovanebebis taqsonomia, warmodgenilia arsebuli usafrTxoebis 

gadawyvetileba, romelic kvanZebs ajildovebs marSrutizaciis informaciis 

gacvlis operaciebis Sesabamisad. naCvenebia rom SemoTavazebuli sqema, 

romelic warmatebiT miwodebuli paketebidan miRebuli marSrutebis 

informacias ukavSirebs gadacemebze uSualo dakvirvebas, amsubuqebs 

usafrTxoebis sakiTxebs. magram amasTan erTad  misTvis damaxasiaTebelia 

garkveuli naklovanebebi, rogoric aris: dakvirvebis meqanizmis gamoyeneba, 

romelsac axasiaTebs garkveuli cdomileba; gamafrTxilebeli 

Setyobinebebis gavrceleba qselSi, rac saSualebas iZleva dadanaSauldes 

kargad momuSave kvanZebi da amis Sesaxeb informacia gavrceldes qselSi, da 

a.S. am naklovanebebidan gamomdinare, warmodgenil sadisertacio naSromSi 

SemoTavazebulia usafrTxiebis modificirebuli algoriTmi (meqanizmi), 

romelic iyenebs reitingebis sistemas, eyrdnoba axal dajildovebisa da 

dasjis meTods da Tavis muSaobaSi kvanZebis qcevis dadgenis mizniT 

akontrolebs OLSR-protokolisaTvis damaxasiaTebel Setyobinebebs, 

rogoric aris TC da HELLO. warmodgenili modifikacia saSualebas iZleva 

ufri zustad moxdes mcdarad momuSave kvanZebis aRmoCena da maTi dasja, 

xolo adre mcdarad momuSave kvanZebisaTvis maTi gamosworebis SemTxvevaSi 

gaTvaliswinebulia reputaciis aRdgenis procedura. garda amisa aRkveTilia 

arsebuli usafrTxoebis algoriTmisaTvis iseTi damaxasiaTebeli 

naklovanebebi rogoric aris gamafrTxilebeli Setyobinebis gavrceleba, 

kvanZebis moZraobasTan dakavSirebuli Secdomebi da sxva.  
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sadisertacio naSromSi warmodgenilia SemuSavebuli modificirebuli 

algoriTmis modelirebis Sedegebi. modelireba Catarebulia  qselis 

simulatoris ns2 versia 2.29.2- gamoyenebiT. warmodgenilia grafikuli 

naxazebi, romlebzedac asaxulia kvanZebis qceva da maTi reitingebi 

sxvadasxva situaciebSi. modelirebis Sedegebi amtkicebs SemuSavebuli 

modificirebuli algoriTmis funqcionirebis efeqturobas.  

sadisertacio naSromi Sedgeba Sesavlis, oTxi Tavisagan, daskvnebis, 

gamoyenebuli literaturis siisagan da ori danarTisgan. 

SesavalSi zogadad daxasiaTebulia sadisertacio naSromis 

problematika. 

pirvel TavSi aRwerilia usadeno qselebi da maTi Taviseburebani. 

daxasiaTebulia SesaZlo safrTxeebi. amave TavSi aRwerilia is Tavdasxmebi, 

romlebsac SeiZleba adgili hqondes usadeno qselebSi. garda amisa 

ganxilulia kriptografiis meTodebi.  

meore TavSi ganxilulia usadeno qselebSi marSrutizaciis 

realizaciis sakiTxebi. amasTan dakavSirebiT aRniSnulia is momatebuli 

safrTxeebi, da is mizezebi, romlebic ganapirobeben momatebul saSiSroebas 

usadeno qselebSi. daxasiaTebulia arsebuli marSrutizaciis protokolebi 

da moyvanilia maTze SesaZlo Tavdasxmebi.  

mesame TavSi ganxilulia usadeno qselebisaTvis SemuSavebuli OLSR 

marSrutizaciis protokoli. aRwerilia misi funqciebi da Setyobinebebi, 

mocemulia maTi formati.  

meoTxe TavSi moyvanilia OLSR protokolis arsebuli gafarToveba 

SemuSavebuli misi saimedobis amaRlebis mizniT. warmodgenilia aRniSnuli 

gafarTovebis Cvens mier SemuSavebuli usafrTxoebis modificirebuli 

algoriTmi. 

daskvnebSi aRniSnulia, rom: 

- reputaciis koncefciaze dafuZnebuli usafrTxoebis uzrunvelyofa 

aris ufro efeqturi, vidre mxolod kriptografiuli meTodebiT 

uzrunvelyofili; 

- SemoTavazebulia kvanZebis muSaobis reputaciis funqcionaluri 

damokidebuleba reitingebis sistemaze; 
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- SemuSavebul modificirebul OLSR protokols emateba mxolod ori 

elementi, ar saWiroebs gamafrTxilebeli Setyobinebis gavrcelebas, 

rac icavs sworad momuSave kvanZebis usafuZvlod dadanaSaulebisagan; 

- modificirebuli algoriTmi amowmebs OLSR-sTvis damaxasiaTebel 

Setyobinebebs da maTi Semowmeba warmoebs iseTi meTodiT, romelic 

ufro sandos xdis Tavad Semowmebas da Tavidan gvacilebs 

gadaadgilebis Secdomebis generirebas; 

- gaaCnia moqnili dasjisa da dajildovebis meqanizmebi, romelic 

uzrunvelyofs kvanZebis ufro efeqtur muSaobas; 

- SemoTavazebuli reitingebis sistema ufro efeqturs xdis kvanZebis 

muSaobas (reitingebis sawyisi mniSvnelobebis cvla, dasjisa da 

dajildoebis meqanizmi, yalbi mdgomareobidan aRdgenis marTva); 

- SemoTavazebuli modificirebuli meTodi efeqturia sxvadasxva 

Tavdasxmebis winaaRmdeg da  

- damuSavebuli meTodi ekonomiuria Warbi informaciis gadacemis 

TvalsazrisiT. 

sadisertacio naSroms agreTve axlavs danarTebi: pirvel danarTSi 

mocemulia modelirebis dros gamoyenebuli kodi, xolo meore danarTSi 

mocemulia kvanZebis gadaadgilebis scenari. 
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Abstract 

Security and quality of service in wireless networks have recently become very 

important and actively researched topics because of a growing demand to support live 

streaming audio and video in civilian as well as military applications. Without 

adequate security, enterprises will shy away from the use of wireless networks, 

governmental, defense organizations might be unable to guarantee the safety of their 

personnel in battlefield scenarios and users will be liable for actions that they never 

committed. The security concerns in wireless networking remains a serious 

impediment to widespread adoption of wireless networks. Thus, the security of such 

wireless networks is an important area that needs to be addressed if such networks are 

to be widely used. Very important is for the researchers in this field to identify open 

problems and provide solutions to the identified open problems. Each such effort 

makes these wireless networks a little bit more secure. 

The objective of this research is to identify a set of measures that will increase 

the security of wireless networks. Therefore, the following topic is analyzed in this 

thesis: increasing the routing security in wireless networks. 

Based on this, the thesis makes aware of the fundamentals of the area of security 

of wireless networks as well as the open problems. This will hopefully spur much 

more activity in this area. This thesis provides a comprehensive overview of the 

security of wireless networks and discusses the advantages and disadvantages of the 

various schemes that have been proposed so far. 

Routing protocols for wireless networks haven’t defined any prevention 

measures, or security mechanisms in their specifications. Securing wireless routing 

protocols had then appeared as an urgent need in order to promote the network 

deployment and to widen its application domains. 

Consequently, in this thesis different solutions and concepts were proposed and 

defined. The primary focus in a preliminary step is on the study and the analyses of 

the wireless routing protocols vulnerabilities before proceeding to the conception of a 

security solution. In order to evaluate attacks consequences, the OLSR protocol is 

chosen as the targeted wireless routing protocol to attack.  Focusing on the Optimized 

Link State Routing (OLSR) protocol, taxonomy of attacks and vulnerabilities is 

provided based on which a security solution that rewards nodes depending on their 

cooperation in the exchange of routing information is proposed. The proposed 
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scheme, which correlates direct observation of transmissions with path information 

from successfully delivered packets, is shown to mitigate a relevant set of security 

issues. However it is characterized with some disadvantages as well such as: usage of 

observation mechanism, which have some level of inaccuracy; spreading of warning 

messages in the network, which gives the possibility to punish the correct working 

nodes and spread this information in the network, etc. Based on these disadvantages 

the modified security algorithm (mechanism) is proposed in this thesis which uses the 

system of rating focusing on new method of awarding and punishment. It also controls 

the OLSR messages such as TC and HELLO in order to know the behavior of nodes. 

The introduced modification gives the possibility to identify and punish more 

accurately the fault nodes. It also considers the recover procedure for these nodes. 

Apart from this, the following disadvantages that are characterizing the security 

algorithm are mitigated: spreading of warning messages, faults related to movement of 

nodes, etc. 

The simulation results of introduced algorithm are given in the research. The 

simulation is done with network simulator NS2 ver.2.29.2. The graphical schemes are 

reflecting the behavior of nodes and their rating in different situations. The simulation 

results prove the effectiveness of the modified algorithm. 

The thesis consists of introduction, four chapters, conclusion, references and 

two Appendices. 

The main issues of the research are generally discussed in introduction. 

Chapter 1 focuses on wireless networks and their characteristics. Those attacks 

are considered that might affect such networks. Possible vulnerabilities are discussed 

together with the cryptography methods. 

Chapter 2 considers the routing schemes in wireless networks and the increased 

vulnerabilities related to routing issues in such networks. Different routing protocols 

are analyzed together with possible attacks. 

Chapter 3 focuses on OLSR routing protocol which is designed for wireless 

networks. Its functionality, messages and format are analyzed. 

Chapter 4 discusses already existing improvements of OLSR protocol from the 

point of view of security. The development of modified algorithm is also presented in 

this chapter. 

And finally, the conclusion states that: 
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- Security based on reputation mechanism is more effective than security 

based only on cryptographic methods 

- Functional dependency on rating system of functionality of nodes is 

introduced. 

- in the developed modified algorithm of OLSR protocol only two 

elements are added, there is no need for spreading the warning messages 

which secures exactly the correctly behaving nodes from faulty 

punishment 

- The modified algorithm checks the messages characterizing the OLSR 

protocol and their checking is done via the method which makes more 

secure the checking itself and avoids the generation of movements 

faults. 

- Has more flexible punishment and awarding mechanisms which ensure 

more effective functionality of nodes. 

- The introduced rating system makes more effective the functionality of 

nodes (the change of initial rating states, punishment and awarding 

mechanisms, recovery from wrong states) 

- Is more effective against various attacks 

- Is more efficient from the point of view of excessive transmission of 

information. 

The thesis also includes appendices: Code used for modeling is given in 

Appendix 1. Scenario for movement of nodes is given in Appendix 2. 
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დისერტაციაში გამოყენებული აბრევიატურები 

AODV Ad hoc On-demand Distance Vector routing; miznobrivi 
moTxovniT distanciur-veqtoruli marSrutizacia 

ADV Adaptive Distance Vector routing; adapturi distanciur-
veqtoruli marSrutizacia 

ADVSIG ADVanced SIGnature message; gaumjobesebuli 

xelmoweris Setyobineba 
AES Advanced Encryption Key; kodirebis Tanamedrove 

standarti 
Bluetooth usadeno qselis protokoli 
CA Certification Authority; sertificirebis organo 
CBRP Cluster Based Routing Protocol; klasterze dafuZnebuli 

marSrutizaciis protokoli 
DES Data Encryption Standard; monacemTa kodirebis standarti 
DH Diffie–Hellman protocol; difi-helmanis protokoli 
DoS Denial of Service; servisis mtyuneba 
DSDV Destination-Sequenced Distance -Vector routing; 

daniSnuleba-Tanmimdevruli distanciur-veqtoruli 

marSrutizacia 
DSR Dynamic Source Routing; wyarodan dinamikuri 

marSrutizacia 
End-to-end gamWoli 
EXE file Sesrulebadi faili 
ETSI European Telecommunications Standards Institute; evropuli 

telekomunikaciebis standartebis institute 
Firewall qselTaSorisi ekrani 
FIPS Federal Information Processing Standard; informaciis 

damuSavebis federeluri standarti 
FSR Fisheye State Routing; TevzisTvala mdgomareobis 

marSrutizacia 
HDLC High-Level Data Link Control – bit orientirebuli 

qseluri protokoli 
HiperLAN (HIgh PErformance Radio LAN) – usadeno qselis 

standarti 
HMAC Hashed Message Authentication Code; heSirebuli 

Setyobinebis identifikaciis kodi 
HomeRF usadeno qselis organizebis sqema saxlis 

mowyobilobebisaTvis 
Hop-by-hop bijuri 
IARP IntrAzone Routing Protocol; IntrAzone marSrutizaaciis 

protokoli 
IERP IntErzone Routing Protocol; IntErzone marSrutizaaciis 

protokoli 
IP Internet Protocol; internet protokoli 
ISM radio band industrial, scientific and medical; sawarmoo, samecniero, 

samedicino radio sixSire 
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Java programirebis ena 
LAN Local Area Network; lokaluri qseli 
LANMAR LANdMARk routing; LANdMARk marSrutizacia 
LSA Link-State Advertisement; arxis mdgomarebis Setyobineba 
LSU Link-State Update message; arxis mdgomareobis ganaxlebis 

Setyobineba 
MAC Message Authentication Codes; Setyobinebis 

auTentifikaciis kodebi 
MedAC Medium Access Control; garemos misawvdomobis marTva 
MID Multiple Interface Declaration; mravlobiTi interfeisis 

deklaracia 
MitM Man-in-the-Middle; SuaSi mdgomi Tavdasxma 
MPR Multipoint Relay; mravalpunqtiani rele 
NIST National Institute of Standards and Technology; standartebis 

da teqnologiebis erovnuli institute 
NHA Network Association; qselis asociacia 
NSA National Security Agency; usafrTxoebis erovnuli 

saagento 
OLSR Optimized Link State Routing protocol; optimizirebuli 

arxis mdgomareobis marSrutizaciis protokoli 
OSI Open Systems Interconnection; Ria sistemebis 

urTierTdakavSireba 
OSPF Open Shortest Path First routing; Tavisufali umkolesi 

marSruti pirvelad marSrutizacia 
PRV Primary Recovery Value; pirveladi aRdgenis sidide 
PV Punishment Value; dasjis sidide 
SHA Secure Hash Algorithm; usafrTo heS algoriTmi 
SLSP Secure Link-State routing Protocol; usafrTxo arxis 

mdgomareobis marSrutizaciis protokoli 
SNMP Simple Network Management Protocol; martivi qselis 

marTvis protokoli 
SRV Secondary Recovery Value; meoradi aRdgenis sidide 
STAR Source Tree Adaptive Routing ; sawyisi xis adapturi 

marSrutizacia 
SYN sinqronizacia 
TBRPF Topology dissemination Based on Reverse-Path Forwarding 

routing; topologiis ganfantva, dafuZnebuli 

ukumimarTulebis gadacemiT marSrutizacia  
TC Topology Control; topologiis kontroli 
TCP Transmission Control Protocol; monacemTa gadacemis marTvis 

protokoli 
ThC Threshold Criptography; zRvruli kriptografia 
TTL  Time To Live; arsebobis dro 
UDP User Datagram Protocol; momxmarebilis deitagramis 

protokoli 
WIRP Wireless Internet Routing Protocol; usadeno internet 

marSrutizaciis protokoli 
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WLAN Wireless Local Area Network; sadeno lokaluri qseli 
WRP Wireless Routing Protocol; usadeno marSrutizaciis 

protokoli 
Wormhole Attack Tavdasxma Wiis xvreli 
X.25 OSI qseluri modelis arxuli donis protokolTa 

jgufi 
ZRP Zone Routing Protocol; zonuri marSrutizaciis 

protokoli 
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Sesavali 
 

usadeno qselebi swrafad iqca Cveni cxovrebis aucilebel nawilad. 

amis naTeli dadasturebaa msgavsi qselebis farTod gamoyeneba sxvadasxva 

sferoebSi, iqneba es ofisi, bina, universiteti, aeroportebi, sastumroebi 

Tu sxva. Tumca usadeno qselebis usafrTxoebis sakiTxebi seriozul 

bariers warmoadgens maTi farTod danergvisaTvis. usadeno qselebi, 

Cveulebriv, ar aris damokidebuli saofise garemoSi arsebul tradiciul 

infrastruqturaze, rogoric aris denis wyaro, maRali gamtarunarianoba, 

mudmivi kavSiri, saerTo qseluri servisi, statikuri konfiguracia, 

sistemis administrireba da fizikuri usafrTxoeba. adeqvaturi 

usafrTxoebis gareSe sawarmoebi uars ityvian usadeno qselebis 

gamoyenebaze, samTavrobo uwyebebi akrZalaven usadeno qselebis gamoyenebas, 

Tavdacvis organizaciebma SesaZloa ver uzrunvelyon sakuTari 

TanamSromlebis usafrTxoeba brZolis velze, xolo momxmarebeli 

pasuxismgebeli gaxdes qmedebisTvis, romelic arasodes Caudenia. 

Sesabamisad, msgavsi usadeno qselebis usafrTxoeba mniSvnelovani sakiTxia, 

razec unda gamaxvildes yuradReba, Tuki aseTi qselebis gamoyeneba farTod 

dainergeba. 

 winamdebare naSromSi yuradReba gamaxvilebulia usadeno qselebis 

informaciul usafrTxoebaze. usadeno qselebis usafrTxoebis Tema sakmaod 

farToa da moicavs iseT sferoebs, rogoricaa qselis protokolebis, 

usadeno mowyobilobebis. operaciuli sistemebis da a.S. usafrTxoeba.  

naSromSi ganxilulia usadeno qselebis protokolebis usafrTxoeba 

da kerZod marSrutizaciis OLSR protokolos usafrTxoeba. P OLSR 

protokoli SemuSavebuli iqna HIPERCOM proeqtis jgufis mier 

kompiuteruli mecnierebis da kontrolis erovnul kvleviT institutSi 

(INRIA), romelic mdebareobs rosquenqortSi, safrangeTSi. OLSR 

protokoli ar iqna SemuSavebuli usafrTxoebis principebis 

gaTvaliswinebiT. Sesabamisad advilia iseTi gzebis monaxva, romlebic xels 

SeuSlis am protokolis gamarTulad funqcionirebas. am naSromis ZiriTadi 
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mizania SesaZlebeli Tavdasxmebis gamokvleva da OLSR protokolis 

usafrTxoebis sxvadasxva gzebis SemuSaveba.    

sadisertacio naSromi Sedgeba Sesavlisa da oTxi Tavisagan. 

pirvel TavSi aRwerilia usadeno qselebi da maTi Taviseburebani. 

aRwerilia SesaZlo safrTxeebi da amave TavSi daxasiaTebulia is 

Tavadasxmebi, romlebsac SeiZleba adgili hqondes usadeno qselebSi. garda 

amisa ganxilulia kriptografiis meTodebi, rogorc Tavdacvis erT-erTi 

SesaZlo meTodi.   

meore TavSi ganxilulia usadeno qselebSi marSrutizaciis 

realizaciis sakiTxebi. amasTan dakavSirebiT aRniSnulia is momatebuli 

safrTxeebi, da is mizezebi, romlebic ganapirobeben momatebul saSiSroebas 

usadeno qselebSi. daxasiaTebulia arsebuli marSrutizaciis protokolebi 

da moyvanilia maTze SesaZlo Tavdasxmebi.  

mesame TavSi ganxilulia usadeno qselebisaTvis SemuSavebuli OLSR 

marSrutizaciis protokoli. aRwerilia misi funqciebi da Setyobinebebi, 

mocemulia maTi formati.  

meoTxe TavSi ganxilulia OLSR-protokolis usafrTxoebis amRlebis 

sakiTxebi. zogadad daxasiaTebulia arsebuli usafrTxoebis amaRlebis 

meTodebi, aRniSnulia, rom reputaciis meqanizmi SeiZleba iyos gamoyenebuli 

rogorc erT-erTi saimedo midgoma usafrTxoebos uzrunvelsayofad. 

gamoyvanilia reputaciis funqcionaluri damokidebuleba reitingebze. 

amasTan erTad moyvanilia OLSR protokolis arsebuli gafarToveba 

SemuSavebuli misi saimedobis amaRlebis mizniT. warmodgenilia aRniSnuli 

gafarTovebis SemuSavebuli usafrTxoebis modificirebuli algoriTmi. 

da bolos daskvnebSi aRniSnulia, rom sadisertacio naSromSi 

miRebulia Semdegi Sedegebi:  

- dasabuTebulia, rom reputaciis koncefciaze dafuZnebuli 

reitingebis sistema iZleva usafrTxoebis uzrunvelyofis ufro 

srulyofil SesaZleblobebs;  

- SemuSavebuli algoriTmebi ufro sandos xdis Tavad Semowmebas,  

Tavidan gvacilebs gadaadgilebis Secdomebis generirebas da 

efeqturia sxvadasxva Tavdasxmebis winaaRmdeg; 
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- gaaCnia moqnili dasjisa da dajildovebis meqanizmebi, romlebic 

uzrunvelyofen kvanZebis ufro efeqtur muSaobas; 

- ekonomiuria Warbi informaciis gadacemis da gamoyenebuli 

resursebis TvalsazrisiT;  

- icavs sworad momuSave kvanZebis usafuZvlod dadanaSaulebisagan. 

danarTSi warmodgenilia eqsperimentuli nawili, romelic 

adasturebs SemuSavebuli  modificirebuli algoriTmis efeqturobas da 

romelic Sedgeba ori nawilisgan: pirvel nawilSi naCvenebia modelirebis 

dros gamoyenebuli kodi, xolo meore nawilSi – mocemulia kvanZebis 

gadaadgilebis scenari. 
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1. usadeno qselebis usafrTxoebis sakiTxebi 
 

 1.1 usadeno qselebi 

 

 dReisaTvis usadeno teqnologiebi farTod gamoiyeneba mTel 

samyaroSi, raTa daakmayofilos momxmarebelTa didi raodenobis 

sakomunikacio moTxovnebi. unda aRiniSnos, rom msoflios zog nawilSi 

usadeno teqnologiebi ufroa gavrcelebuli, vidre tradiciuli kabeluri 

kavSiris teqnologiebi. usadeno teqnologiebis arsebul popularobas 

ramdenime mizezi gaaCnia. usadeno mowyobilobebis fasi sagrZnoblad 

Semcirda, rac momsaxurebis provaiders saSualebas aZlevs mniSvnelovnad 

Seamciros usadeno servisis Rirebuleba da igi metad misawvdomi gaxados 

momxmareblisTvis. mzard bazrebze usadeno qselebis instalaciis 

Rirebuleba aseve Semcirda da ufro naklebia, vidre kabeluri qselis 

damontaJebis Rirebuleba, [1]. 

 erT-erT farTod gavrcelebul usadeno teqnologias warmoadgens 

IEEE 802.11–ze dafuZnebuli usadeno adgilobrivi qseli (WLAN), 

romelsac aseve Wi-Fi-s uwodeben, [2]. igi umeteswilad gamoiyeneba 

personalur kompiuterebsa da leptopebs Soris monacemTa usadenod 

gadacemisTvis Senobebs SigniT. fiWur qselTan SedarebiT mocemuli 

teqnologia mowyobilobebs saSualebas aZlevs kavSiri potenciurad Zalian 

maRali siCqariT daamyaron (magram SedarebiT mokle manZilebze). faqtiurad 

am qselebs WLAN (Wireless Local Area Network) usadeno lokalur qselebs 

uwodeben, radgan isini LAN-kavSiris eqvivalents uzrunvelyofen Senobebs 

SigniT. 

 aqamde ganxiluli usadeno qselebi mobiluri kvanZebis erTmaneTTan 

dasakavSireblad damokidebuli arian fiqsirebul kvanZebze (radio anZebi da 

mimReb-gadamcemebi). garda amisa, mocemuli qselebisTvis aucilebelia 

garkveuli saxis fiqsirebuli infrastruqtura, raTa fiqsirebuli kvanZebi 

erTmaneTs daakavSiros. kavSirgabmulobis iseTi qselis arseboba, romelic 

fiqsirebul infrastruqturas eyrdnoba, yvela saxis gamoyenebiTi 

programisTvis misaRebi ar aris. ukanasknel wlebSi SemoTavazebul iqna 

axali usadeno arqiteqtura, romelic ar saWiroebs aranair fiqsirebul 
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infrastruqturas. am arqiteqturis mixedviT SesaZloa, rom yvela kvanZi 

mobiluri iyos da arc erTi maTgani ar asrulebdes gansakuTrebul rols. 

aseTi arqiteqturis erT magaliTs warmoadgens miznobrivi arqiteqturis 

modeli 802.11. am kvanZebs erTmaneTTan kavSirisTvis usadeno qselis mimReb-

gadamcemebi ar sWirdebaT. kvanZebis dasakavSireblad aucilebeli kvanZi 

misawvdomi xdeba mezobeli kvanZis meSveobiT. erTmaneTTan axlos myofi 

kvanZebi mezoblebs aRmoaCenen. rodesac kvanZs sxva kvanZTan kavSiri 

sWirdeba, igi agzavnis monacemebs mezoblebisken, es ukanasknelebi ki, Tavis 

mxriv, gadascemen monacemebs maT mezoblebs da a.S. aRniSnuli manam 

grZeldeba, sanam am monacemTa mimRebi iqneba miRweuli. msgavsi arqiteqtura 

moiTxovs, rom qselis yoveli kvanZi asrulebdes marSrutizatoris rols, 

risTvisac unda SeeZlos mimarTulebis gansazRvra, rac paketebs sWirdebaT 

daniSnulebis punqtis misaRwevad , [3]. 

 arc Tu didi xania, rac saxlisa da mcire ofisis qselebma da mcire 

sivrceebSi kompiuterizaciam leptopebis gamoyenebiT (magaliTad, 

konferencia saklaso oTaxSi, calke mdgom SenobaSi da a.S.) swrafad 

moipova popularoba, iseve, rogorc gamoyenebis sxva ZiriTadma sferoebma. 

es moicavs komerciul gamoyenebiT programebs, romlebic dafuZnebulia 

iseT progresulad ganviTarebad teqnologiebze, rogoric  aris Bluetooth, 

[4], WiMAX [5,6], WiFi, da a.S. garda amisa, adamianebi Tavidanve mixvdnen, 

rom miznobriv qsels aSkara potenciali aqvs monacemTa mobiluri 

kompiuterizaciis yvela tradiciul sferoSi.  

imis gamo, rom usadeno  qselebis gamoyeneba xdeba samxedro an 

policiuri daniSnulebiT, gansakuTrebiT ki mzardi komerciuli 

miznebisTvis, usafrTxoebis sxvadasxva sakiTxebi ganxilvas saWiroeben. am 

sakiTxebis dabali danaxarjebiT gadawyveta saTanado doneze arsebiTia 

usadeno qselebis farTod gamoyenebisTvis. 

 usadeno qselis ZiriTadi samuSao principebis aRwera mocemulia 

sur.1.1, sadac asaxulia mravalbijiani qseli. kvanZi A uSualod amyarebs 

kavSirs aseTive kvanZTan B (erTi biji), rodesac maT Soris arsebobs 

kavSiri Sesabamisi maxasiaTeblebiT. sapirispirod amisa, aucilebelia 

mravalbijiani kavSiri, rodesac kavSiris damamyarebel kvanZebs Soris erTma 
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an metma kvanZma marSrutizatoris roli unda Seasrulos. magaliTad, 

sur.1.1 ar arsebobs aranairi kavSiri kvanZebs A da C an A da E Soris. 

Sesabamisad, kvanZebma B da D kvanZebs A da C an A da E kavSiris 

dasamyareblad Sualeduri marSrutizatoris roli unda Seasrulon. da 

marTlac, usadeno qselebis gamorCeul maxasiaTebels is warmoadgens, rom 

yvela kvanZs SeuZlia, moTxovnisamebr, marSrutizatoris roli Seasrulos. 

paketebis marSrutis SesarCevad usazRvrod grZeli marSrutebis Ziebisgan 

dasacavad, aSkara da arsebiT moTxovnas warmoadgens, rom marSruti 

ciklurobisgan Tavisufali iyos. [7].  

 

 

sur.1.1 usadeno qselis magaliTi. 

 

1.2 safrTxeebi, Tavdasxmebi da xarvezebi 

 

 nebismier sistemas, romelsac dacva sWirdeba, gaaCnia sisusteebi an 

xarvezebi, romelTa nawils an yvelas erTad amoirCevs Tavdamsmxmeli 

obieqtad. Sesabamisad, sistemis usafrTxoebis meqanizmebis Seqmnis erT-erT 

midgomas warmoadgens ganxilva im safrTxeebisa da savaraudo Tavdasxmebisa, 

romelTa winaSe dgas sistema, imis gaTvaliswinebiT, rom sistemas xarvezebi 

gaaCnia, [8, 9]. usafrTxoebis meqanizmebma unda uzrunvelyon sistemis 

usafrTxoeba mocemuli safrTxeebis, Tavdasxmebisa da xarvezebis 

gaTvaliswinebiT. sanam ganvixilavdeTYusafrTxoebis meqanizmebs, Seqmnils 

usadeno qselebSi sxvadasxva miznebis misaRwevad, ganvixiloT safrTxeebi, 

Tavdasxmebi da xarvezebi. pirvel rigSi ganvsazRvroT es cnebebi: safrTxe, 

xarvezi da Tavdasxma, [10-12]. SegviZlia moviyvanoT Semdegi ganmartebebi: 
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 - yvela meTodi an sagani, rac gamoiyeneba sistemis, mowyobilobis an 

muSaobis sisustiT sargeblobisTvis, safrTxes warmoadgens. safrTxeTa 

magaliTebi moicavs hakerebs, ganawyenebul TanamSromlebs, sawarmoo 

SpionaJsa da kriminalur organizaciebs; 

 - xarvezi aris raime mowyobiloba, an programuli uzrunvelyofa, 

rac informacias Riad tovebs misiT sargeblobisTvis. sargeblobas 

SesaZloa sxvadasxva saxe hqondes. es SeiZleba iyos informaciis 

arauflebamosili misawvdomoba an monacemTa damuSavebis xelyofa; 

 - Tavdasxma warmoadgens kompiuteris usafrTxoebis kontrolis 

meqanizmebis gverdis avlis mcdelobas. Tavdasxmis Sedegad SesaZloa 

Seicvalos, moparul iqnas an gauqmdes monacemi. TavdasxmaTa magaliTebs 

miekuTvneba monacemebis moparva gadasacemi garemodan da mowyobilobebidan, 

ukanono privilegiebis miReba, monacemebis mcdarad Setana, informaciis 

modificireba, qselis nakadis analizireba, da a.S. Tavdasxmebi or ZiriTad 

kategoriad iyofa: 

 - pasiuri Tavdasxma – aseTi Tavdasxmisas Tavdamsxmeli pasiurad 

akvirdeba paketebis an freimebis gacvlas usadeno sivrceSi, risTvisac 

sahaero talRebs akvirdeba. radgan Tavdamsxmeli mxolod akvirdeba 

gadacemad paketebs da ar axdens maT modificirebas an dazianebas, aseTi 

Tavdasxmisas umTavres samiznes sistemis konfidencialoba warmoadgens. 

 Tumca, unda aRiniSnos, rom informaciis mogrovebis aseTma procesma 

mogvianebiT SesaZloa ufro aqtiuri Tavdasxmebi gamoiwvios. rogorc wesi, 

aseTi Tavdasxmis wamowyeba ufro advilia, vidre Tavdasxmebis qvemoT 

ganxiluli saxeobebisa; 

 - aqtiuri Tavdasxma – es aris Tavdasxma, romlis dros Tavdamsxmeli 

mtrul qmedebas axorcilebs, garda imisa, rom pasiurad akvirdeba nakads 

(trafiks). magaliTad, Tavdamsxmelma SesaZloa gadawyvitos paketebis 

modificireba, Camateba an sulac qseluri servisis dazianeba. 

 usadeno qselebis usafrTxoeba sagrZnoblad gansxvavdeba maTi 

kabeliani analogis usafrTxoebisgan, ris mizezsac fizikuri garemos buneba 

warmoadgens. usadeno garemoSi kavSirisas gadacemuli da miRebuli 

signalebi haerSi mogzaurobs. Sesabamisad, nebismier kvanZs, romelic 
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gamgzavni kvanZis gadacemis diapazonSi mdebareobs da icis saoperacio 

sixSire da sxva fizikuri donis atributebi (modulacia, kodireba da a.S.), 

potenciurad SeuZlia signalis gaSifrva imgvarad, rom gamgzavns an 

savaraudo mimRebs araferi ecodineba aRniSnuli SeWris Sesaxeb. 

sapirispirod amisa, sakabelo qselebSi msgavs SeWras adgili SesaZloa 

hqondes mxolod im SemTxvevisas, Tu TavdamsxmelisTvis misawvdomi gaxdeba 

gadacemis fizikuri saSualeba (sadeni, boWko da a.S.), risTvisac, rogorc 

wesi, aucilebelia aseT saSualebasTan mierTeba. 

 usadeno qselebis dacvis kidev erT problemas warmoadgens is, rom 

usafrTxoebis arsebuli teqnologiebi umeteswilad sakabelo qselebzea 

orientirebuli, romlebic met-naklebad statikuria. arsebuli 

teqnologiebi xSirad damokidebulia nakadis filtrebze, romlebsac nakadis 

umetesi nawili gaivlis. aseT filtrul wertilebSi ganTavsebul 

usafrTxoebis mowyobilobebs SeuZliaT nakadis inspeqtireba saeWvo 

qmedebebis kuTxiT, usafrTxoebis politikis SemuSaveba da Sesabamisad 

reagireba. magram igive ar xdeba usadeno qselebSi, sadac qselis obieqtebi 

umeteswilad gadaadgildebian. usafrTxoebis tradiciuli gadawyvetilebebi 

aseve efuZneba ramdenime centralurad ganTavsebul mowyobilobas, 

romlebic qselis usafrTxoebas marTavs. msgavsi gadawyvetilebebi ver 

gamoiyeneba usadeno qselebisTvis, gamomdinare am qselebis 

maxasiaTeblebidan. 

 usadeno qselebi, romlebic farTod gamoiyeneben usadeno linkebs, 

qselisaTvis damaxasiaTebeli bunebidan gamomdinare, daucvelia sxvadasxva 

saxis Tavdasxmebisadmi. iseTi meqanizmebi, rogoric aris kodireba da 

auTentifikacia, sagrZnoblad niRbavs msgavs safrTxes, magram es usadeno 

qselSi erTaderTi safrTxe ar aris. 

 vinaidan usadeno qselebi ar aris damokidebuli infrastruqturaze 

dafuZnebul resursebze, rogoricaa denis stabiluri wyaro, maRali 

sixSire, uwyveti kavSiri an ucvleli marSrutizireba, maT mimarT 

Tavdasxmebis ganxorcieleba sakmaod advilia. 
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 1.3 usafrTxoebis ZiriTadi koncefciebi 

 

 usafrTxo sistema SeiZleba ganisazRvros, rogorc sistema, romelic 

zustad imas akeTebs, rac mis Semqmnelebs aqvT Cafiqrebuli da misTvis ar 

aris damaxasiaTebeli moulodneli qmedebebi, maSinac ki, rodesac 

Tavdamsxmeli cdilobs, rom sistema gansxvavebulad moqmedebdes, [11]. 

 usafrTxoebis ganmarteba arasruli iqneboda imis gansazRvris gareSe, 

Tu visgan an risgan aris sistema daculi. ufro metic: vinaidan 

absoluturi usafrTxoebis miRweva SeuZlebelia, unda gakeTdes angariSi 

xarjebisa da sargeblis balansis Sesaxeb. unda gvaxsovdes, rom 

usafrTxoeba moiTxovs, rom damcvelma moicvas SesaZlo Tavdasxmis yvela 

aspeqti, rodesac TavdamsxmelisaTvis, warmatebis misaRwevad, sakmarisia 

Zalisxmevis mimarTva erTi susti wertilisken. Sesabamisad, sistema imdenad 

usafrTxoa, ramdenadac usafrTxoa misi yvelaze naklebad sando wertili. 

  

 1.3.1 usafrTxoebis servisi 

 

 usafrTxoebis servisi aris damuSavebis an komunikaciis servisi, rac 

aumjobesebs organizaciis mier monacemTa damuSavebis sistemebs da 

informaciis gadacemas. servisma, savaraudod, usafrTxoebaze Tavdasxma unda 

daZlios, ris gamoc funqcionirebisTvis usafrTxoebis erT an met meqanizms 

iyenebs. 

 ITU-T rekomendaciis X.800 usafrTxoebis arqiteqtura OSI 

mowyobilobebisTvis am servisebs yofs xuT kategoriad da ToTxmet 

specifiur servisad. cxrili 1.1, [13]. 

 

cxrili 1.1 usafrTxoebis servisebi, X.800, [13]. 

 

auTentifikacia 

darwmuneba imaSi, rom sakomunikacio obieqti is aris, radac asaRebs Tavs. 

identuri obieqtis auTentifikacia 

gamoiyeneba logikur kavSirTan mimarTebiT, raTa uzrunvelyofil iqnas 

dakavSirebuli obieqtebis identuroba. 

monacemTa warmoSobis auTentifikacia 
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ukavSiro gadacemisas uzrunvelyofs imas, rom miRebuli monacemis wyaro is

iyos, radac asaRebs Tavs. 

SeRwevis kontroli 

wyaros arauflebamosili gamoyenebis prevencia (magaliTad, es servisi

kontrols uwevs imas, Tu visTvis aris misawvdomi resursi, da risi

gakeTebis ufleba aqvT maT, visTvisac es resursi misawvdomia). 

monacemTa konfidencialoba 

monacemTa dacva arauflebamosili gacemisgan. 

kavSiris konfidencialoba 

momxmareblis yvela monacemis dacva kavSirisas. 

ukavSiro monacemTa konfidencialoba 

monacemTa calkeul blokSi momxmareblis yvela monacemis dacva. 

SerCeuli velis konfidencialoba 

momxmarebelTa monacemebSi SerCeuli velis konfidencialoba kavSirisas an

monacemTa calkeul blokSi. 

nakadis (trafikis) konfidencialoba 

dacva informaciisa, romlis miReba SesaZlebelia trafikze dakvirvebiT. 

monacemTa mTlianoba 

rwmena imisa, rom miRebuli monacemi zustad is aris, rac avtorizebulma

obieqtma gagzavna (magaliTad, adgili ar hqonia modificirebas, Canacvlebas, 

waSlas an ganmeorebas).  

kavSiris mTlianoba aRdgeniT 

uzrunvelyofs momxmareblis yvela monacemis mTlianobas kavSiris dros da 

identificirebas ukeTebs monacemis nebismier modificirebas, Canacvlebas, 

waSlas an ganmeorebas monacemTa mimdevrobaSi da cdilobs monacemTa 

aRdgenas.    

kavSiris mTlianoba aRdgenis gareSe 

zemoTganxilulis identuria, magram uzrunvelyofs mxolod 

identificirebas, aRdgenis gareSe. 

SerCeuli velis kavSiris mTlianoba 

uzrunvelyofs SerCeuli velis mTlianobas, romelic moTavsebulia

kavSirisas gadacemuli monacemTa blokis momxmareblis monacemSi. 

gansazRvravs imas, Tu SerCeuli veli iyo Tu ara modificirebuli, 

Canacvlebuli, waSlili an ganmeorebuli. 

ukavSiro MmTlianoba 
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uzrunvelyofs calkeuli ukavSiro blokis mTlianobas da gansazRvravs

monacemTa modificirebis faqts.  

SerCeuli velis ukavSiro mTlianoba 

uzrunvelyofs calkeuli ukavSiro blokis SerCeuli velebis mTlianobas. 

gansazRvravs, iyo Tu ara SerCeuli veli modificirebuli. 

uaryofa 

uzrunvelyofs dacvas kavSirSi CarTuli erT-erTi obieqtis mier 

uaryofisgan, romelic monawileobda mTels kavSirsa an mis nawilSi. 

avtorobaze uaris Tqmis SeuZlebloba, warmoSobis wyaro 

dadastureba imisa, rom mocemuli gzavnili gadacemul iqna aRniSnuli 

mxaris mier. 

avtorobaze uaris Tqmis SeuZlebloba, daniSnulebis punqti 

dadastureba imisa, rom mocemuli gzavnili miRebul iqna aRniSnuli mxaris 

mier. 

 

 1.3.2 usafrTxoebis meqanizmebi 

 

 usafrTxoebis meqanizmi aris procesi (an mowyobiloba, romelic 

CarTulia am procesSi), romelic Seqmnilia, raTa aRmoaCinos, daicvas an 

aRadginos monacemi usafrTxoebis sistemaze Tavdasxmis Semdeg, [11, 14-16]. 

cxrilSi 1.2 CamoTvlilia usafTxoebis meqanizmebi, gansazRvruli X.800-iT. 

rogorc vxedavT, meqanizmebi dayofilia iseT meqanizmebad, romlebic 

sruldeba konkretuli protokolis doneze da iseTebad, romlebic ar aris 

damaxasiaTebeli romelime konkretuli protokolis donis an usafrTxoebis 

servisisTvis.  

 

cxrili 1.2. usafrTxoebis meqanizmebi, X.800, [13]. 

 

 

usafrTxoebis konkretuli meqanizmebi 

es meqanizmebi SesaZloa CarTul iqnas Sesabamisi protokolis doneze, raTa

uzrunvelyos zogierTi OSI (Open Systems Interconnection) usafrTxoebis

servisi. 

daSifrva 

maTematikuri algoriTmebis gamoyeneba informaciis transformirebisaTvis
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formad, romelic jer ar aris aRqmadi. monacemTa transformireba da

Semdgomi aRdgena damokidebulia algoriTmsa da daSifrvis sxva kodebze. 

cifruli xelmowera 

cifruli xelmowera aris monacemis kriptografiuli transformireba, rac 

saSualebas iZleva, rom monacemis mimRebma daadasturos monacemis wyaro da 

mTlianoba da daicvas gayalbebisgan (magaliTad, mimRebis mier). 

misawvdomobis kontroli 

sxvadasxva meqanizmebi, romlebic axorcieleben uflebas resursebis

misawvdomobisa. 

monacemTa mTlianoba 

sxvadasxva meqanizmebi, romlebic gamoiyeneba monacemis erTeulis an

monacemis erTeulTa nakadis mTlianobis uzrunvelsayofad. 

auTentifikaciis gacvla 

meqanizmi, romelic gamoiyeneba obieqtis identurobis uzrunvelsayofad

informaciis gacvlis saSualebiT. 

nakadis (trafikis) gadavseba 

bitebis Casma monacemTa nakadis SualedebSi nakadis analizis mcdelobis

dasabrkoleblad. 

marSrutizaciis kontroli 

iZleva saSualebas, rom mocemuli monacemisTvis SerCeul iqnas

konkretuli, fizikurad usafrTxo marSrutebi da es marSrutebi

Seicvalos im dros, rodesac usafrTxoebis sistemis dazianebaa

mosalodneli. 

dadastureba 

sando mesame mxaris gamoyeneba monacemTa gacvlis konkretuli

maxasiaTeblebis uzrunvelsayofad. 

usafrTxoebis Semavsebeli meqanizmebi 

meqanizmebi, romlebic ar aris damaxasiaTebeli konkretuli OSI
usafrTxoebis servisis an protokolis donisTvis. 

sando funqcionaluroba 

garkveuli kriteriumis Sesabamisad muSaoba (magaliTad, usafrTxoebis 

politikis Sesabamisad). 

usafrTxoebis iarliyi 

resursis (rac SesaZloa monacemis erTeuls warmoadgendes) markireba, rac

gulisxmobs resursisTvis saxelis darqmevas an gansazRvravs mocemuli

resursis usafrTxoebis atributebs. 
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RonisZiebebis gansazRvra 

usafrTxoebis kuTxiT mniSvnelovani RonisZiebebis gansazRvra. 

usafrTxoebis auditi 

monacemebi, romlebic mogrovebulia da, savaraudod, gamoiyeneba

usafrTxoebis auditis xelSewyobisTvis, rac sistemis Canawerebisa da

qmedebebis damoukidebel kvlevas da Semowmebas warmoadgens. 

usafrTxoebis aRdgena 

amuSavebs moTxovnebs iseTi meqanizmebidan, rogoric aris monacemTa

damuSaveba da menejmentis funqciebi, da agreTve axorcielebs aRdgeniT

qmedebebs. 

 

 1.3.3 safrTxeebi da Tavdasxmebi 

 

 usadeno qselebi daucvelia ara mxolod gare, aramed Sida 

Tavdasxmebis mimarTac. usadeno qselebi SeiZleba gaxdes ori gansxvavebuli 

donis Tavdasxmis obieqti. Tavdasxmis pirvel doneze mowinaamdege cdilobs 

usadeno qselis ZiriTadi meqanizmebis, rogoric magaliTad, aris 

marSrutizireba, gatexvas, rac arsebiTia qselis saTanado 

fuqncionirebisTvis, xolo Tavdasxmis meore doneze mowinaaRmdege ukve 

cdilobs daazianos qselis mier gamoyenebuli meqanizmebi, rogoric aris 

menejmentis sakvanZo sqemebi an gamoyenebadi kriptografiuli algoriTmebi. 

aRniSnuli SeiZleba ganvixiloT Tavdasxmebis klasificirebis erT gzad. 

amasTan erTad, Tavdasxma SeiZleba iyos, rogoc aqtiuri, aseve pasiuri. 

 Tavdasxmebi aseve klasificirdeba Tavdamsxmelis mier gamoyenebuli 

saSualebebis mixedviT. magaliTad, Tavdasxma, wamowyebuli distanciurad 

daSorebuli mowinaaRmdegis mier, klasificirdeba, rogorc gare Tavdasxma, 

rodesac Seteva, ganxorcielebuli erT-erTi kvanZis mier, romelic qselis 

nawils warmoadgens, ganxiluli iqneba, rogorc Sida Tavdasxma. gare 

Tavdasxmebi, rogorc wesi, aqtiurTa rigs ganekuTvneba, romelTa mizans 

qselis gadatvirTva, araswori gadasacemi informaciis gamravleba, servisis 

saTanadod muSaobisTvis xelis SeSla an qselis srulad gaTiSva 

warmoadgens. gare Tavdasxmebisgan Tavdacva SesaZlebelia usafrTxoebis 

standartuli meqanizmebis gamoyenebiT, rogoric aris qselTaSorisi ekrani 

(firewall), daSifrva da kriptografiaze dafuZnebuli sxva algoriTmebi da 

 30



a.S. Sida Tavdasxmebi, rogorc wesi, ufro mZlavria, radgan mtrulad 

ganwyobili Sida kvanZi ukve ekuTvnis qsels, rogorc uflebamosili mxare 

da, Sesabamisad, daculia qselisa da misi servisebis usafrTxoebis 

meqanizmebis mier. amdenad, aseT mtrulad ganwyobil Sida kvanZebs, 

romlebic SesaZloa jgufSic ki muSaobdnen, Tavadve SeuZliaT 

usafrTxoebis standartuli saSualebebis gamoyeneba sakuTari Tavdasxmebis 

dasacavad. 

  

 1.3.4 servisis mtyuneba (DoS)  
 

 es aris safrTxe servisis gaTiSvisa, ris mizezsac SesaZloa 

warmoadgendes, rogorc ganuzraxveli qmedeba, aseve mtruli aqti, [17]. igi 

nebismieri sistemis usafrTxoebisaTvis did risks warmoadgens, [1]. DoS 

Tavdasxmis organizebis klasikur gzas centralizebuli resursis imgvari 

gadavseba warmoadgens, rom man saTanadod veRar imuSaos an sulac 

gaiTiSos. Tumca usadeno qselebSi es SeiZleba ar iyos efeqturi midgoma, 

gamomdinare centralizebuli resursis naklebobidan. gadanawilebuli DoS 

Tavdasxma kidev ufro didi safrTxea. Tuki Tavdamsxmelebs sakmarisi 

kompiuterizebuli simZlavre da sixSire gaaCniaT, mcire zomis usadeno 

qseli SesaZloa SedarebiT martivad gamovides mwyobridan. mtrulad 

ganwyobilma kvanZebma SesaZlebelia moaxdinon protokolis an misi nawilis 

xelaxali konfigurireba, imgvarad, rom informacia Zalian iSviaTad 

gadascen, rac gamoiwvevs qselis daxSobas, xolo kvanZebi ver SeZleben 

uaxlesi informaciis miRebas qselis Secvlili topologiis Sesaxeb. Tu 

mtrulad ganwyobili kvanZebisa da marSrutis identificireba ver xerxdeba, 

qseli mZime Sedegebs miiRebs, radgan Seiqmneba STabeWdileba, rom sxva 

kvanZebisTvis qseli gamarTulad muSaobs. qselis aseTi saxis gaumarTavi 

muSaoba, gamowveuli mtrulad ganwyobili kvanZebis mier, cnobilia 

bizantiur zianad. magaliTad, mtrulad ganwyobili kvanZi SesaZloa 

monawileobas iRebdes sesiaSi, magram gamotovos paketebis garkveuli 

raodenoba, ramac SeiZleba gamoiwvios qselis mier SeTavazebuli 

momsaxurebis xarisxis dacema. servisis gaTiSvis Tavdasxmis zogi magaliTia: 
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 - SYN (Synchronization) gadavseba. aseTi saxis DoS Tavdasxmisas 

Semtevi kvanZi msxverpl kvanZs ugzavnis didi raodenobiT SYN paketebs, 

romelTa ukana misamarTi gayalbebulia. SYN paketebis miRebisas msxverpli 

kvanZi ugzavnis damadasturebel (SYNACK) paketebs kvanZebs, romelTa 

misamarTebi miRebul SYN paketebSi iyo mocemuli da elodeba 

dadasturebas (ACK) gamgzavnisgan, rasac verasdros miiRebs;  

 - daxSoba. aseTi saxis DoS Tavdasxmis iniciatoria mtrulad 

ganwyobili kvanZi. mas Semdeg, rac igi moaxdens mimRebis mier gamoyenebuli 

komunikaciis sixSiris gansazRvras, imave sixSires iyenebs mimRebisTvis 

monacemebis gasagzavnad, riTac abrkolebs operacias. aseTi Tavdasxmebis 

gverdis avlis gavrcelebuli teqnikaa sixSiris cvalebadoba; 

 - servisis gadanawilebuli mtyuneba. aseTi saxis Tavdasxmas iwyebs 

mtrulad ganwyobili kvanZebis jgufi, romlebic imave qselis nawils 

warmoadgenen da Tanxmdebian gaTiSon qseli da seriozulad daazianon igi. 

 

1.3.5 mibaZva 

 

 mibaZvis Tavdasxma usafrTxoebisTvis seriozul risks warmoadgens 

usadeno qselis yvela doneze. Tu ar gamoiyeneba mxareTa saTanado 

auTentifikacia, riskis kvanZebi SesaZloa SeuerTdnen qsels, gagzavnon 

marSrutizaciis mcdari informacia da mibaZon sxva, sando kvanZebs. riskis 

kvanZisTvis SesaZloa misawvdomi gaxdes qselis marTvis sistema da 

SesaZloa igi Seudges sistemis konfiguraciis Secvlas, rogorc super-

momxmarebeli, romelsac gansakuTrebuli uflebebi gaaCnia. servisis doneze 

SesaZloa moxdes is, rom mtrulad ganwyobili mxaris sajaro gasaRebis 

sertificireba moxdes saTanado damowmebis gareSe. mtrulad ganwyobilma 

mxarem SesaZloa SeniRbos sakuTari Tavi da warmodges, rogorc romelime 

megobruli kvanZi da sxva kvanZebs gadasces mcdari brZanebebi an informacia 

statusis Sesaxeb. mibaZvis safrTxis Semcireba xorcieldeba 

auTentifikaciis Zlieri meqanizmebis gamoyenebiT, mxarem unda SeZlos endos 

warmomavlobas monacemisa, romelic man miiRo an Seinaxa. ufro xSirad 

aRniSnuli gulisxmobs cifruli xelmoweris an TiTis kodirebuli 

anabeWdis gamoyenebas gadasacem gzavnilebSi, konfiguraciasa an statusis 
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informaciaSi an servisis gamoyenebad da gacvlad monacemSi protokolis 

imden doneze, ramdenzec es SesaZlebelia. kriptografiiT gamoyenebuli 

cifruli xelmowera problematuri sakiTxia usadeno qselSi, ramdenadac 

igi gasaRebis marTvis efeqtur da usafrTxo serviss moiTxovs da 

saWiroebs kompiuterizaciis SedarebiT ufro mZlavr SesaZleblobebs.  

 mibaZvis ori, kargad cnobili Tavdasxmaa Sybil [18] da Trust. 

 

 1.3.5.1 Tavdasxma “sibila” Sybil 
 

 “sibila”  Tavdasxmisas mtrulad ganwyobili kvanZi iseve moqmedebs, 

TiTqos iseTive iyos, rogorc kvanZebis umetesoba (nacvlad erTisa), 

risTvisac emsgavseba sxva kvanZebs an ubralod iTvisebs yalb 

saidentifikacio maxasiaTeblebs. uaresi SemTxvevisas Sybil Tavdamsxmelma 

SesaZloa moaxdinos kvanZis identurobis ganmszRvreli damatebiTi 

SemTxveviTi maxasiaTeblebis generireba, risTvi  sac gamoiyenebs mxolod 

erT fizikur mowyobilobas. kvanZis mier mopovebul damatebiT identurobas 

Sybil kvanZi ewodeba. Sybil Tavdasxma SesaZloa dawyebul iqnas sam 

ganzomilebaSi: 

 (1) pirdapiri an arapirdapiri komunikacia. pirdapiri komunikacia. 

aseTi SemTxvevisas Sybil Tavdasxmis ganxorcielebis erTi gzaa Sybil 

kvanZebis uSualo dakavSireba kanonier kvanZebTan. rodesac kanonieri kvanZi 

ugzavnis gzavnils  Sybil kvanZs, erT-erTi mtrulad ganwyobili 

mowyobiloba usmens mas. amdenad, Sybil kvanZidan gagzavnili Setyobineba 

realurad aris Setyobineba, gagzavnili erT-erTi mtrulad ganwyobili 

mowyobilobis mier. 

   arapirdapiri komunikacia. am tipis Tavdasxmisas Sybil kvanZsa da 

kanonier kvanZs Soris kavSiri myardeba arapirdapir, magaliTad, sxva 

mtrulad ganwyobili kvanZis gavliT. sxva sityvebiT rom vTqvaT, kanonier 

kvanZebs ar aqvT saSualeba pirdapir daukavSirdnen Sybil kvanZebs. Sybil 

kvanZisTvis gagzavnili Setyobineba gaivlis erT-erT mtrulad ganwyobil 

kvanZs, romelic gadascems mas Sybil kvanZs. 

(2) gayalbebuli an moparuli identuroba. Sybil kvanZs ori arCevani 

aqvs sakuTari TavisTvis identurobis mopovebisa. pirvels warmoadgens 
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sakuTari TavisTvis gayalbebuli identurobis miniWeba. meores ki 

warmoadgens legitimuri kvanZis identurobis moparva. pirveli SemTxvevisas 

Sybil kvanZs identifikatoris saxiT SeuZlia Seqmnas SemTxveviT SerCeuli 

32-bitiani mTeli ricxvi Tuki qselis kvanZebis 32-bitian identifikatorebs 

iyenebs. 

Sybil kvanZma ramenairad unda moaxerxos legitimuri identifikaciis 

mopoveba, raTa SeZlos sxva legitimur kvanZebTan dakavSireba. erT-erT gzas 

misi moparva warmoadgens. identurobis mopovebis uioles gzas 

mimsgavsebuli kvanZis identurobis mopoveba warmoadgens, Tuki aseTi kvanZi 

qselSi arsebobs. moparul identurobas ver aRmoaCenen, Tuki mimsgavsebuli 

kvanZi gauqmdeba an droebiT gaiTiSeba qselidan. Tuki legitimur 

identurobaTa erToblioba raime saxis usafrTxoebis meqanizmiT aris 

SezRuduli, idnturobis gayalbeba sakmaod garTuldeba. 

(3) erTdrouloba. Tavdamsxmelma SesaZloa ganizraxos, rom qselSi 

erTdroulad misma yvela Sybil erTeulma miiRos monawileoba. rodesac 

konkretul mowyobilobas SeuZlia imoqmedos, rogorc mxolod erTma 

erTeulma drois mocemul momentSi, mas SeuZlia Seqmnas STabeWdileba, rom 

yvela maTgani erTdroulad aris warmodgenili. 

ara-erTdrouloba. aseTi tipis Tavdasxmisas kvanZebis zogi 

identurobebis gamoyeneba xdeba drois erTi intervaliT, danarCenebisa ki 

drois sxva intervaliT. agreTve, Tuki Tavdamsxmelebs ramdenime mtrulad 

ganwyobili kvanZi aqvT, aseT kvanZebs identurobebis Secvla periodulad 

SeuZliaT da, Sesabamisad, SeumCneveli rCebian. 

 

  1.3.5.2 Trust (ndoba) Tavdasxma 
 

Trust Tavdasxma mibaZvis Tavdasxmis kidev erT saxeobas warmoadgens. 

martivi usafrTxoebis programebSi, sadac mizans mocemuli Setyobinebis an 

obieqtis dacva warmoadgens aqtiuri an pasiuri Tavdasxmisgan, momxmareblis 

ndoba SesaZloa Camoyalibdes, rogorc auTentifikaciis procedura 

sistemasa da momxmarebels Soris. ndobis ierarqia umTavresad warmoadgens 

ndobis doneebis xilul warmodgenas, rac organizaciul privilegiebs 

asaxavs. igi privilegiis TiToeul dones Sesabamis ricxvs ukavSirebs, raTa 
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asaxos usafrTxoeba, mniSvneloba da kvanZebisa da marSrutebis 

SesaZleblobebi. ndobis ierarqiaze Tavdasxma SesaZloa klasificirebul 

iqnas, rogorc gare an Sida Tavdasxma, dafuZnebuli ndobis wonaze, 

romelic asocirebulia identurobasTan an Tavdasxmis wyarosTan. aseve 

saWiroa momxmarebelTa identurobebsa da asocirebul ndobis doneebs 

Soris kavSiri. aseTi kavSiris gareSe nebismieri momxmarebeli SeZlebs 

mibaZos sxvas da moipovos ufro maRal ndobis donesTan asocirebuli 

privilegiebi. aRniSnulisgan Tavis dasacavad aucilebelia misawvdomobis 

kontrolis ufro Zlieri meqanizmebi (auTentifikacia, avtorizeba, 

kalkulireba). imisaTvis, rom vaiZuloT kvanZebi da momxmareblebi, pativi 

scen ndobis ierarqias, SesaZlebelia gamoyenebul iqnas kriptografiuli 

teqnika, magaliTad, daSifrva, gasaRebTa sajaro sertifikatebi da a.S. 

tradiciulad, gare TavdasxmebTan gasamklaveblad auTentifikaciis rTuli 

sqemebi gamoiyeneba, [7]. 

 

1.3.6 Tavdasxma gadacemad informaciaze 

 

Tavdasxmis dasawyebad, garda xarvezebis gamoyenebisa, rac 

dakavSirebulia Trust doneebis dacvasTan, mtrulad ganwyobili kvanZebi 

SesaZloa iyenebdnen informacias, romelic marSrutizaciis protokolTa 

paketebSi inaxeba. msgavsma Setevebma SesaZloa gamoiwvios informaciis 

dazianeba, informaciis gacema, legitimuri servisis moparva protokolis 

sxva obieqtebisgan an qselis servisis gaTiSva protokolis obieqtebisTvis. 

gadacemadi informaciis safrTxeebi moicavs: 

xelis SeSlas - gadacemad protokolTa paketebi, gansakuTrebiT 

marSrutis ganmsazRvreli Setyobinebebi da ganaxlebebi, SesaZloa 

Seferxebul iqnan an daiblokon an marSrutizaciis protokolebma aiZulon, 

rom mcdarad imoqmedon, 

gadamisamarTebas - marSrutizaciis trafikis protokolebs da 

sakontrolo gzavnilebs, magaliTad, “Keep alive” da “Are you up?” SesaZloa 

mimarTuleba Seucvalon, 

modificirebas - marSrutizaciis protokolTa paketebSi arsebuli 

informaciis mTlianoba SesaZloa riskis qveS dadges Tavad am paketebis 
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TviTmodificirebis gamo. SesaZlebelia mcdari marSrutebis gavrceleba da 

legitimuri kvanZebis gverdis avla, 

gayalbebas - protokolTa legitimur paketebSi mtrulad ganwyobili 

Sida kvanZebis mier SeiZleba Setanili iqnas mcdari marSrutebi da 

sidideebi. 

 

1.3.7 Tavdasxma marSrutizaciis an qselis doneze 

 

marSrutizaciis winaaRmdeg Tavdasxma ori ZiriTadi saxis aris: Sida 

da gare. gare Tavdasxma, adrindelis msgavsad, klasificirebul unda iyos, 

rogorc aqtiuri an pasiuri, [1]. 

 

1.3.7.1 Sida Tavdasxma 

 

Sida Tavdasxma ufro didi safrTxea usadeno qselisTvis. 

Tavdamsxmelma SesaZloa marSrutizaciis mcdari informacia gadasces 

qselis sxva kvanZebs. mtrulad ganwyobili kvanZi SesaZloa ganxilul iqnas, 

rogorc Sida Tavdasxmis wyaro. marSrutizaciis protokolebSi 

modificirebuli informaciis aRmoCena ZirSive rTulia, radgan mtrulad 

ganwyobil kvanZebs SesaZlebloba aqvT sakuTari kerZo gasaRebebis meSveobiT 

swori xelmowerebis generireba moaxdinon. aseve SesaZloa rTuli gaxdes 

monacemebis modifikaciebs Soris diferencireba, risi mizezi SeiZleba iyos 

mimdinare Tavdasxma an usadeno linkis dazianeba. 

 

1.3.7.2 gare Tavdasxma 

 

marSrutizaciaze gare Tavdasxma SeiZleba or kategoriad daiyos: 

pasiurad da aqtiurad. pasiuri Tavdasxma gulisxmobs marSrutizaciis 

paketebis arauflebamosil “mosmenas”. 

aRniSnuli SesaZloa warmoadgendes mcdelobas marSrutizaciis 

informaciis mopovebisa, saidanac Tavdamsxmels saSualeba eZleva moaxdinos 

TiToeuli kvanZis sxva kvanZebis mimarT poziciis Sesaxeb monacemis amoReba. 

qvemoT CamoTvlilia usadeno qselis winaaRmdeg zogi iolad 

ganxorcielebadi Tavdasxma: 

- marSrutizaciis cxrilis gadatvirTva; 
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- adgilsamyofelis gacema; 

- Wiis xvreli. 

 

1.4 kriptografia 

 

kriptografia aris maTematikuri teqnikis nawili, dakavSirebuli 

Tavdamsxmelebisgan daculi informaciis/monacemebis SenaxvasTan, [19]. 

magaliTad, kriptografiuli meqanizmebi SemuSavebul iqna monacemTa 

konfidencialobis dasacavad. kriptografiuli sqemebi imgvarad iqna 

SemuSavebuli, rom eTeriT (magaliTad, usadeno sistemis meSveobiT) 

gadacemuli informacia kodirebulia da Tavdamsxmelebis mier misi 

interpretireba SeuZlebelia. da es  miuxedavad imisa, rom Tavdamsxmelma 

SesaZloa moipovos daSifruli monacemi eTeriT gadacemuli monacemis xelT 

Cagdebis gziT. kriptografia aseve SesaZloa gamoyenebul iqnas imaSi 

dasarwmuneblad, rom monacemi marTlac im subieqtis mier iyo Seqmnili, 

romelmac misi Seqmnis Sesaxeb ganacxada. am maxasiaTebels agreTve monacemTa 

auTentifikacias uwodeben. kriptografia aseve gamoiyeneba usafrTxoebis 

sxva servisebis uzrunvelsayofad, rogoric aris monacemTa mTlianoba da 

avtorobaze uaris Tqmis SeuZlebloba, ris Sesaxeb qvemoT iqneba saubari. 

kriptografiis specialisti fokusirebas axdens kriptografiuli 

algoriTmebisa da protokolebis dizainsa da analizze. analizma SesaZloa 

xeli Seuwyos arsebuli kriptografiuli protokolebis gatexvis gzebis 

aRmoCenas. 

miuxedavad imisa, rom kriptografia warmoadgens erT-erT umTavres 

saSualebas, romliTac usafrTxoebis inJinrebi sainformacio sistemebis 

dacvas axerxeben, igi ar gaxlavT erTaderTi iaraRi, romelic msgavsi 

amocanis gadasawyvetad gamoiyeneba. sxva gamoyenebadi RonisZiebebidan unda 

aRvniSnoT biometria da stenografia. garda amisa, sistemebis dacvisTvis 

SesaZloa aucilebeli iyos iuridiuli RonisZiebebis gatareba, rogoric 

aris pasuxismgeblobis regulireba da aseve dazRveva. sistemis 

usafrTxoebis uzruvelsayofad aseve mniSvnelovan rols TamaSobs 

organizaciuli RonisZiebebi, rogoric aris usafrTxoebis saTanado 

politika da informaciis marTebuli klasificireba. aseve ar SeiZleba 
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ignorirebul iqnas adamianur resursTan dakavSirebuli RonisZiebebi, 

rogoric aris kontroli, motivireba da ganaTleba.  

 

1.4.1 kriptografiis ZiriTadi koncefciebi 

 

kriptografiuli meqanizmebi SemuSavebulia konkretuli miznebis 

misaRwevad. am miznebs, rogorc wesi, kriptografiul meqanizmebTan 

asocirebul atributebs uwodeben. maT Sorisaa , [11]: 

- konfidencialoba; 

- mTlianoba; 

- auTentifikacia; 

- avtorobaze uaris Tqmis SeuZlebloba; 

- xelmisawvdomoba. 

am fundamentaluri atributebis garda arsebobs kidev ramdenime sxva 

atributi. maT Soris unda gamovyoT: 

anonimuroba, rac gulisxmobs raime procesSi CarTuli obieqtis 

identurobis gaucxadeblobas,  

avtorizeba, rac warmoadgens sxva obieqtisTvis raimes nebis darTvis 

oficialuri sanqciis gadacemis SesaZleblobas,  

drois daniSvna, rac drois aRricxvis SesaZleblobas gulisxmobs,  

misawvdomobis kontroli anu privilegirebuli obieqtebisTvis 

resursebis misawvdomobis SezRudva,  

anulireba, rac avtorizebis gauqmebas niSnavs da a.S.  

zemoT aRniSnuli miznebis misaRwevad funqciis ramdenime 

kriptografiuli primitivi iqna SemuSavebuli. es primitivebi SesaZloa sam 

ojaxad daiyos. esenia: 

1. kriptografia simetriuli gasaRebiT – gamoiyeneba erTi gasaRebi; 

2. kriptografia asimetriuli gasaRebiT – gamoiyeneba ori gasaRebi; 

3. Setyobinebis profili – ar gulisxmobs gasaRebTa gamoyenebas. 

gasaRebis gamoyenebaze dafuZnebuli kriptografiuli sistemebi 

SeiZleba ganvixiloT, rogorc kombinirebuli boqlomis analogi. maTSi 

gamoiyeneba, rogorc algoriTmi, aseve saidumlo mniSvneloba. saidumlo 

mniSvneloba aris gasaRebi (analogi ricxvisa, romelic kombinirebul 
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boqloms aRebs) da igi daculi unda iyos Tavdamsxmelebisgan. 

kriptografiuli algoriTmi SeiZleba ganxilul iqnas, rogorc 

kombinirebuli boqlomis muSaobis principis analogi. iTvleba, rom 

algoriTmis dizaini farTod aris cnobili. algoriTmis dizainis 

sajarooba sazogadoebis mier misi sisusteebis analizis Sesaxeb msjelobas 

iwvevs. amdenad, sistemis usafrTxoeba damokidebulia mxolod gasaRebis 

saidumloobaze da Tavdamsxmelma, romelsac survili aqvs gatexos 

kriptografiuli sistema, komunikaciis usafrTxoebisTvis gamoyenebuli 

gasaRebi unda gansazRvros. 

miuxedavad imisa, rom gasaRebis zomas didi mniSvneloba eniWeba, 

sxvadasxva kriptografiuli primitivebis SefasebisTvis gamoiyeneba rigi 

faqtorebisa, romelTa Sorisaa: 

- usafrTxoebis done; 

- funqcionaluroba; 

- muSaobis meTodi; 

- ganxorcielebis siadvile; 

- warmadoba. 

usafrTxoebis done SesaZloa xarjebTan iyos dakavSirebuli. 

usafrTxoebis ufro maRali done Sedegad mogvcems imas, rom sistema 

usafrTxo iqneba kargad dafinansebuli Tavdamsxmelebis winaaRmdegac. Tumca 

unda gvaxsovdes, rom usafrTxoebis done, TavisTavad, xarisxobrivi 

ganzomilebaa.  

funqcionaluroba dakavSirebulia atributebTan da miiRweva 

SemoTavazebuli primitivebis gamoyenebiT. magaliTad, avtorobaze uaris 

Tqmis SeuZlebleblobas sWirdeba gasaRebis asimetriuli kriptografiis 

koncefciis gamoyeneba. 

tipiurad, daSifruli sistemis mimarT Tavdasxmis mizans gasaRebis 

aRdgena da ara ubralod daSifruli teqstis aRqmad teqstad aRdgena 

warmoadgens. standartuli daSifruli sqemis winaaRmdeg Tavdasxmis ori 

ZiriTadi midgoma arsebobs: 

kriptoanalizi. kriptoanalitikuri Tavdasxma emyareba algoriTmis 

bunebisa da SesaZloa moiTxovdes arakodirebuli an kodirebuli teqstis 
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ZiriTadi maxasiaTeblebis mcired codnas. am saxis Tavdasxmisas algoriTmis 

maxasiaTeblebis gamoyeneba xdeba specifiuri arakodirebuli teqstis an 

gamoyenebadi gasaRebis mopovebisaTvis; 

uxeSi Zalis Tavdasxma. Tavdamsxmeli yvela savaraudo gasaRebs cdis 

kodirebuli teqstis nawilze sanam gardaqmnis arakodirebul teqstad. 

saSualod, warmatebis misaRwevad arsebul gasaRebTa naxevarze meti unda 

iqnas gamoyenebuli. 

Tuki orive saxis Seteva warmatebiT dasruldeba, Sedegi 

katastrofuli iqneba. mocemuli gasaRebiT daSifruli yvela warsuli da 

momavali Setyobineba safrTxis qveS iqneba. 

problema yvelaze rTulia, rodesac mxolod daSifruli teqstia 

xelmisawvdomi, [11]. erT-erT savaraudo Tavdasxmas aseT garemoebebSi 

warmoadgens uxeSi Zalis Tavdasxma yvela savaraudo gasaRebis gamoyenebiT. 

Tumca mowinaaRmdeges SeuZlia Tavad kodirebuli teqstis analizs 

daeyrdnos da mis mimarT sxadasxva statistikuri testebi gamoiyenos. 

msgavsi midgomis gamosayeneblad mowinaaRmdeges garkveuli zogadi 

warmodgena unda gaaCndes dafaruli kodirebuli teqstis Sinaarsis Sesaxeb. 

magaliTad, inglisuria igi Tu franguli, EXE (Sesrulebadi) failebia Tu 

Java (programirebis ena) wyaroebis CamonaTvali, sabuRaltro faili da a.S. 

cxrili 1.3 gviCvenebs drois ra raodenobaa saWiro gasaRebTa 

sxvadasxva zomisaTvis, [11]. 56-bitiani gasaRebisTvis gamoiyeneba DES Data 

Encryption Standard (monacemTa kodirebis standarti) algoriTmi, xolo 168-

bitiani gasaRebisTvis – sammagi DES-i. gasaRebis minimaluri zoma, 

gansazRvruli AES-Tvis (Advanced Encryption Key-kodirebis Tanamedrove 

standarti), aris 128 biti. Sedegebi aseve naCvenebia imis mixedviT, rasac 

Camanacvlebel kodebs uwodeben da maTTvis 26-niSniani gasaRebi gamoiyeneba, 

sadac 26 niSnis yvela SesaZlo gadanacvleba gasaRebs warmoadgens. 

gasaRebis yvela SesaZlo zomisaTvis Sedegi naCvenebia imis daSvebiT, rom 

gaSifrvis TiToeul operacias 1 mikrowami sWirdeba, rac sakmaris sidides 

warmoadgens dRevandeli manqanebisTvis. paraleluri struqturebis mqone 

mikroprocesorebis gamoyenebiT, gacilebiT ufro maRali mniSvnelobis 

miRweva SeiZleba. cxrilis ukanasknel svetSi mocemulia Sedegebi 
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sistemisTvis, romelsac 1 milioni gasaRebis damuSaveba SeuZlia mikrowamis 

ganmavlobisas. rogorc vxedavT, DES aRar SeiZleba gamoTvlis kuTxiT 

usafrTxod CaiTvalos. 

 

cxrili 1.3 saSualo dro, aucilebeli gasaRebis sruli amoxsnisTvis. 

 

gasaRebis 

zoma (biti) 

alternatul 

gasaRebTa 

raodenoba 

dro, saWiro 1 

gaSifrvisTvis/μs 

dro, saWiro 106

gaSifrvisTvis μs-

Si 

32 232 = 4.3 x 109 231 μs = 35.8 wuTi 2.15 mikrowami 

56 256 = 7.2 x 

1016 

255 μs = 1142 weli 10.01 saaTi 

128 2128 = 3.4 x 

1038 

2127 μs = 5.4 x 1024 weli 5.4 x 1018 weli 

168 2168 = 3.7 x 

1050 

2167 μs = 5.9 x 1036 weli 5.9 x 1030 weli 

26 niSani 

(gadanacvleba) 

26! = 4 x 1026 2 x 1026 

μs 

= 6.4 x 1012 weli 6.4 x 106 weli 

 

 1.4.2 simetriuli kriptografia 

 

 simetriul-gasaRebiani kriptografiis muSaoba naCvenebia sur.1.2-ze. aq 

xdeba gasagzavni arakodirebuli teqstis kodireba kodirebis E gasaRebiT. 

Sedegad miRebuli kodirebuli teqsti SesaZloa gadacemul iqnas arxis 

(usadeno, sakabelo an kombinirebuli) meSveobiT. igulisxmeba, rom 

mtrulad ganwyobili pirebisTvis misawvdomia arxiT gadacemadi kodirebuli 

teqsti, ise, rogorc es naxatzea naCvenebi. pasiur Tavdamsxmelebs 

kodirebuli teqstis mxolod Cawera SeuZliaT, rodesac aqtiuri 

Tavdamsxmelebi mis modificirebas Seecdebian. Semdgom amisa, kodirebuli 

teqsti aRwevs mimRebs, sadac xdeba misi gaSifrvis D gasaRebiT gaSifvra, 

rogorc naxatzea naCvenebi. gaSifrvis Sedegad xdeba originaluri 
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arakodirebuli teqstis aRdgena, imis daSvebiT, rom kodirebuli teqsti 

gadacemisas ar iqna modificirebuli aqtiuri Tavdamsxmelis mier. 

Cveulebriv, orive gasaRebi – E da D – erTi da igivea da am saerTo 

gasaRebs erToblivi gasaRebi ewodeba. aseT simetriul gasaRebTa sqemebi 

SesaZloa gamoyenebul iqnas konfidencialobis, mTlianobisa da 

auTentifikaciis misaRwevad. simetriul-gasaRebiani sqemebis ZiriTadi 

moTxovna is gaxlavT, rom komunikaciaSi CarTuli mxareebi erTobliv 

gasaRebs unda iyenebdnen. aRniSnuli ki gulisxmobs imas, rom erToblivi 

gasaRebi usafrTxo sakomunikacio arxiT iqnas gagzavnili, rogorc es 

naCvenebia sur.1.3-ze. aRniSnuli ukavSirdeba gasaRebis gadacemis problemas. 

es umTavresi problemaa, gansakuTrebiT usadeno qselebSi. miuxedavad amisa, 

SeiZleba warmoiSvas SekiTxva: “ratom ar SeiZleba monacemTa gadasacemad 

imave usafrTxo arxis gamoyeneba, romliTac saidumlo gasaRebis gadacema 

xdeba?” savaraudod, aRniSnuli SeuZlebelia oridan erT-erTi mizezis gamo: 

aseT arxebze sixSiris SezRudvis an imis gamo, rom, rodesac monacemebia 

gadasacemi, arxi xelmisawvdomi ar aris, [13]. 

arakodirebuli 
informacia

E gasaRebi gasaRebi

Tavdamsxmeli

kodirebuli 
informacia

kodirebuli 
informacia

arakodirebuli 
informacia

 

sur.1.2. simetriul-gasaRebiani kriptografiis ZiriTadi funqcionireba. 

 

 simetriul gasaRebTa algoriTmebi ori saxisaa, kerZod, blok-kodebi 

da nakadovani kodebi, [20].  

blok-kodebi monacemTa blokebze muSaobs erTdroulad. yvela biti, 

romelic bloks Seadgens, xelmisawvdomi unda iyos manam, sanam  blokis 

damuSaveba daiwyeba. Sesabamisad, blok-kodi SesaZloa ganxilul iqnas, 

rogorc funqcia, romelic n-bit arakodirebul teqsts gardaqmnis n-bit 

kodirebul teqstad. funqcia unda iyos erTgvarovnad Sesabamisi, raTa 

uzrunvelyofili iyos erTgvarovani gaSifrva. blokis sigrZis zusti zoma 
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mniSvnelovania usafrTxoebis, Sesrulebisa da sirTulis TvalsazrisiT. 

blokis mcire sigrZe, savaraudod, xels Seuwyobs Tavdamsxmels martivad 

SeimuSaos gaSifrvis cxrili, romelic Seicavs arakodirebul-kodirebul 

teqstTa wyvilebs. blokis didi sigrZe mouxerxebelia monacemTa 

daSifrvisa da gaSifrvis gamoTvlebis Sesrulebis sirTulis gamo da aseve 

msgavsi gamoTvlebis SesrulebasTan dakavSirebuli jarimebis mizeziT. 

rogorc wesi, gamoyenebuli blokis sigrZea 64 an 128 biti. es aris 

kriptografiuli algoriTmis yvelaze farTod gavrcelebuli forma.  

nakadovani kodebi erTdroulad muSaobs Setyobinebis bitze an 

baitze. Sesabamisad, xdeba monacemis, rogorc “nakadis” damuSaveba. Tuki 

bloki mcire  zomisaa (biti an baiti), nakadovani kodebi SesaZloa 

araefeqturi iyos. isini ufro swrafia, vidre blok-kodebi mowyobilobaSi 

da moiTxovs naklebad rTul sqemebs. nakadovani kodebis umetesoba kerZo 

da konfidencialuria. 

 daculi arxi daculi arxi 
gasaRebis  
wyaro 

daucveli arxi 

kodireba  

Ec(m)=c 
dekodireba  

Dc(c)=m 

arakodirebuli 

informaciis  
wyaro 

arakodirebuli 
informaciis  
daniS. adgili 

alisa bobi 

mowinaaRmdege

mowinaaRmdege

 

sur.1.3 simetriul-gasaRebiani kodirebis sistemis modeli. 
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1.4.3 asimetriuli kriptografia 

 

 asimetriuli kodireba kriptografiis samaTaswliani istoriis 

manZilze Zalian mniSvnelovan wingadadgmul nabijs warmoadgens. adre Cven 

vnaxeT, rom tradiciuli simetriul-gasaRebiani kriptografia erT gasaRebs 

iyenebs, romliTac gamgzavni da mimRebi erToblivad sargebloben. garda 

amisa, aRniSnuli midgoma ver uzrunvelyofs dacvas, Tu mimRebi gaayalbebs 

Setyobinebas da ganacxadebs, rom igi gamgzavnisgan aris. aRniSnuli 

SesaZlebelia, radgan ori mxare flobs gasaRebs da am erToblivi gasaRebis 

gamoyenebiT TiToeul maTgans SeuZlia Setyobinebis Seqmna. amdenad, 

simetriul-gasaRebiani sqemebi sakuTar Tavs ar aniWeben gamgzavnis iolad 

auTentifikaciis SesaZleblobas, [7]. 

 mocemul sqemebTan dakavSirebuli kidev erTi problema ukavSirdeba 

gasaRebTa usafrTxo ganawilebas. am problemebTan brZola asimetriul-

gasaRebiani kriptografiis midgomis gamoyenebiT SeiZleba. asimetriuli 

midgoma or gasaRebs iyenebs – sajaro da kerZo gasaRebebs. sajaro gasaRebi 

SesaZloa cnobili iyos nebismierisTvis, rodesac igulisxmeba, rom kerZo 

gasaRebi mxolod Setyobinebis Semqmneli obieqtisTvis aris cnobili. 

qselis yovel obieqts, romelsac Setyobinebis gagzavnis survili aqvs, es 

ori gasaRebi gaaCnia, saxeldobr ki sajaro da kerZo gasaRebi. gasaRebebi 

erTmaneTisgan gansxvavdeba, magram erTmaneTTan maTematikurad aris 

dakavSirebuli. garda amisa, gamoTvlis kuTxiT arapraqtikulia kerZo 

gasaRebis amoxsna mxolod sajaro gasaRebisa da kriptografiuli 

algoriTmis codniT. kerZo gasaRebis amoxsnas damatebiTi informacia 

dasWirdeba. Tumca, miuxedavad zemoTqmulisa, gamoTvlis TvalsazrisiT 

advili unda iyos Setyobinebis daSifrva an gaSifrva, rodesac Sesabamisi 

gasaRebi cnobilia. 

 aRniSnul midgomas aseve asimetriuli ewodeba, radgan SetyobinebaTa 

daSifrvisas imisgan gansxvavebuli gasaRebi gamoiyeneba, rac misi 

gaSifrvisas. Sesabamisad, sxva obieqtebs SeuZliaT kvanZisken mimarTuli 

Setyobinebis kodireba am kvanZis sajaro gasaRebis gamoyenebiT. amis Semdeg 

mxolod kvanZs SeeZleba Setyobinebis gaSifrva misi kerZo gasaRebis 
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gamoyenebiT. aseT SemTxvevebSi maT, visac Setyobinebis kodireba SeuZliaT, 

ar SeuZliaT misi gaSifrva. 

 simetriuli kodirebis sqemebs usafrTxo arxebi sWirdebaT 

kodirebisTvis gamosayenebeli gasaRebis gadasacemad. meores mxriv, sajaro 

gasaRebis kodirebas ar sWirdeba aseTi usafrTxo arxi da arxis mimarT 

moTxovnac ufro rbilia. mas mxolod iseTi arxi sWirdeba, romelic 

akeTebs auTentifikacias. aRniSnuli saWiroa meore mxaris sajaro gasaRebis 

WeSmaritobis dasadastureblad. aseTi arxiT gadacemuli informaciis 

konfidencialobis dacva aucilebeli ar aris. 

 asimetriul-gasaRebian sqemebs SeuZliaT uzrunvelyon avtorobaze 

uaris Tqmis SeuZlebloba, konfidencialoba, mTlianoba da auTentifikacia. 

Tumca asimetriuli kodireba SesamCnevad nelia. 

 am faqtis gamoisobiT, zogadad sajaro gasaRebis kodirebis sqemebi 

mxolod monacemTa mcire raodenobis kodirebisTvis gamoiyeneba, magaliTad, 

gasaRebebi, gamoyenebuli simetriuli kodirebisTvis. 

 rogorc zemoT aRvniSneT, kriptografia asimetriuli gasaRebiT, 

auTentifikaciis garda, avtorobaze uaris Tqmis SeuZleblobis unarsac 

uzrunvelyofs. aRniSnuli miiRweva iseTi koncefciis gamoyenebiT, rasac 

cifruli xelmowera ewodeba da ganzraxulia imisaTvis, rom xeliT 

xelmoweris cifruli asli uzrunvelyos. aseTi SemTxvevisas obieqts 

Setyobinebis transformireba kerZo gasaRebis meSveobiT SeuZlia. aRniSnuli 

gamoiyeneba obieqtis xelmowerad Setyobinebaze. amis Semdeg nebismier sxva 

obieqts SeuZlia xelmomweris sajaro gasaRebis meSveobiT gadaamowmos 

transformacia xelmoweril Setyobinebaze. aRniSnuli cifruli 

xelmoweris koncefcias warmoadgens. koncefcia ewodeba, radgan 

igulisxmeba, rom mxolod obieqtisTvis aris xelmisawvdomi misi kerZo 

gasaRebi. amdenad, aseTi SemTxvevisas kerZo gasaRebi xelmoweris 

Sesaqmnelad gamoiyeneba, xolo sajaro gasaRebi – xelmoweris 

Sesamowmeblad. unda gvaxsovdes, rom cifrul xelmoweras garkveuli 

maxasiaTeblebi unda gaaCndes. magaliTad, igi damokidebuli unda iyos 

xelmoweril Setyobinebaze, unda iyenebdes gamgzavnisTvis unikalur 

informacias, raTa daculi iyos, rogorc gayalbebis, aseve uaryofisgan, 
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misi Seqmna, codna da gadamowmeba SedarebiT ioli unda iyos, misi gayalbeba 

gamoTvlis TvalsazrisiT arapraqtikuli unda iyos (rogorc axali 

SetyobinebiT arsebuli cifruli xelmowerisTvis, ise gayalbebuli 

cifruli xelmoweriT mocemuli SetyobinebisTvis) da misi Senaxva 

mosaxerxebeli unda iyos. SemoTavazebulia rigi algoriTmebisa 

asimetriuli gasaRebebiT, magram mxolod ramdenimea usafrTxoc da 

praqtikulic. garda amisa, zogi algoriTmi kodirebisTvis ufroa 

mosaxerxebeli, rodesac sxvebi ufro efeqturia cifruli xelmoweris 

gaTvaliswinebiT. arsebobs sami algoriTmi, romelic kargad muSaobs, 

rogorc kodirebis, aseve cifruli xelmowerebisTvisac. esenia RSA 

algoriTmi, ElGamal algoriTmi da Rabin algoriTmi. 

 

 1.4.4 Setyobinebis profili 

 

 algoriTmTa kidev erTi klasi, romelic farTod gamoiyeneba 

kriptografiul protokolebSi, aris heSirebul funqciaTa klasi, [22]. 

aseTi algoriTmebi ori sxvadasxva saxisaa, rogorc es naCvenebia suraTze 

1.4. ugasaRebo heS-funqciebs ar sWirdebaT saidumlo gasaRebi, rodesac 

gasaRebian heS-funqciebs saidumlo gasaRebi sWirdebaT. 

 ugasaRebo heS-funqciebs ubralod heS-funqciebs uwodeben, xolo 

gasaRebian heS-funqciebs – Setyobinebis auTentifikaciis kodebs (MAC) 

Message Authentication Code, [11,19]. 

 

heS-funqciebi

ugasaRebo gasaRebiani 

sur.1.4. heS-funqciis klasifikacia. 
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1.5 gasaRebis marTva 

 

qselis kvanZebisTvis aucilebelia, rom erTmaneTTan usafrTxo 

komunikacia SeeZloT, [1,11]. usafrTxo sakomunikacio arxebis arseboba 

gansakuTrebiT mniSvnelovania usadeno qselebSi, ris mizezsac usadeno 

linkebisa da aseTi qselebis sxva maxasiaTeblebis gamoyeneba warmoadgens, 

[25-27]. aseTi arxebi saWiroa mravali operaciisTvis, rogoric aris 

monacemebis gacvla an sakontrolo paketebis gacvla marSrutizirebis 

dros. imisaTvis, rom aseTi usafrTxo komunikacia SesaZlebeli iyos, 

aucilebelia, rom kvanZebisTvis xelmisawvdomi iyos gasaRebTa saTanado 

masala. aRniSnuli warmoadgens gasaRebis marTvis procesis mizans. 

ukanasknel dros igi iqca usadeno qselebis kvlevis Zalian aqtiur 

arealad, [28]. 

gasaRebis marTvis mniSvnelobis gadaWarbebiT Sefaseba, rogorc 

kabeliani, ise usadeno qselebisTvis, SeuZlebelia. kriptografiuli 

sqemebis gamoyenebisas, rogoric aris kodireba da cifruli xelmowerebi, 

kontrolisa da monacemTa trafikis dasacavad, gasaRebis marTvis servisi 

yovelTvis aucilebelia. nebismier or mxares Soris usafrTxo 

komunikaciisTvis orive obieqts unda gaaCndes saidumlo sidide an gasaRebi. 

savaraudo gzebi, romelTa gamoyenebiT aris SesaZlebeli aseTi usafrTxo 

komunikaciis damyareba, gansaxilveli obieqtebisTvis niSnavs an erToblivi 

gasaRebis flobas (simetriul-gasaRebiani sistema) an gansxvavebuli 

gasaRebis flobas (asimetriul-gasaRebiani sistema). gasaRebis marTvi aris 

procesi, romlis meSveobiTac xdeba gasaRebTa miwodeba qselis kvanZebamde, 

maTi gaumjobeseba (aucileblobisas), waSla da a.S. arsebobs ramdenime 

safexuri, romliTac unda iyos dakavebuli gasaRebis marTvi, rogorc 

simetriul-gasaRebiani sistemis, aseve asimetriul-gasaRebiani sistemisTvis. 

maT Sorisaa: 

1. sistemis momxamrebelTa inicializacia; 

2. gasaRebis masalis Seqmna, ganawileba da instalacia; 

3. gasaRebis masalis gamoyenebis organizeba; 

4. gasaRebis masalis modernizeba, gauqmeba da ganadgureba; 
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5. gasaRebis masalis daarqiveba. 

 

pirveli safexuris daniSnulebaa sistemis gaSveba. igi SesaZloa 

moicavdes sxvadasxva arakriptografiul operaciebs, rogoric aris 

momxarebelTa informaciis Semowmeba, sistemis momxmarebelTa identurobis 

uzrunvelyofa, dadastureba imisa, rom maT saTanado programuli 

uzrunvelyofa gaaCniaT gasaRebis marTvis procesSi monawileobisTvis da 

a.S. aRniSnuls Semdeg mosdevs gasaRebis masalis Seqmna da ganawileba. 

gasaRebis masalis Seqmna da ganawileba SesaZloa moxdes centralizebuli 

an aracentralizebuli saxiT. gasaRebis masala instalirdeba sxvadasxva 

kvanZebze. amas moyveba mesame safexuri, romelzec gasaRebis masala 

gamoiyeneba sxvadasxva kvanZebs Soris komunikaciis dasacavad. meoTxe 

safexuri gadamwyvetia im safrTxeebze reagirebisTvis, romlebmac SesaZloa 

gamoiwvion gasaRebis riskis qveS dayeneba. gasaRebis riskis qveS dayenebam 

SesaZloa migviyvanos konfidencialobis naklebobamde, iseve rogorc 

gasaRebis arauflebamosil gamoyenebamde. aseTi SemTxvevebisas gasaRebis 

marTvis procesebma gasaRebis gauqmeba (anulireba) unda uzrunvelyon. garda 

amisa, zogjer SesaZloa riskis qveS dayenebuli gasaRebis Canacvleba gaxdes 

aucilebeli. ar aris aucilebeli im kvanZis riskis qveS dayenebuli 

gasaRebis Canacvleba, romelic Tavdamsxmelis kontrols qveS imyofeba. 

sabolood, SesaZloa aucilebeli gaxdes mexuTe safexuri iseTi 

SemTxvevebisas, rodesac gasaRebis masalis Senaxvaa saWiro. aRniSnuli 

gansakuTrebiT mniSvnelovania iseT situaciebSi, rodesac gasaRebis aseTi 

masala aucilebelia auditis miznebisTvis, rogorc es, magaliTad, xdeba 

samarTalwarmoebisas. 

rogorc adre ukve iqna axsnili, arsebobs kriptografiuli sistemis 

ori ZiriTadi kategoria, kerZod simetriuli da asimetriuli 

kriptografiuli sistemebi. gasaRebis marTvis procesi gansxvavebul 

teqnikas gulisxmobs am ori saxis kriptografiuli sistemebisTvis. 

simetriul gasaRebTa sistemebs Soris Kerberos gasaRebis marTvis farTod 

gavrcelebuli sistemaa tradiciul qselebSi. unda aRiniSnos, rom 

gasaRebis marTva usadeno qselebSi ufro rTulia, vidre tradiciul 
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sistemebSi. amis mizezi ramdenime faqtoria, rogoric aris usadeno 

linkebis kaprizuloba, centraluri uflebamosilebis nakleboba, simwire 

resursebisa, rogoric aris eleqtroenergia, mexsiereba da sixSire, da 

SeuZlebloba gaSvebis Semdeg kvanZis mezoblebis winaswar gansazRvrisa. 

winamdebare TavSi ganxilulia gasaRebis marTvis problema usadeno 

qselebSi da axsnilia ramdenime savaraudo midgoma aRniSnuli problemis 

gadasaWrelad. 

 

1.5.1 asimetriul gasaRebze dafuZnebuli midgoma 

 

sajaro gasaRebis kriptografia moiTxovs usafrTxo obieqtis 

arsebobas, rac cnobilia gasaRebis marTvis sertificirebis organos (CA) 

saxeliT. CA-s gaaCnia sajaro/kerZo gasaRebTa wyvili, romlis sajaro 

gasaRebi cnobilia yvela kvanZisTvis. CA gascems sertifikatebs, romlebic 

sajaro gasaRebs kvanZs abamen. asimetriul gasaRebze dafuZnebuli sistemis 

tradiciuli midgoma emyareba CA-s gamoyenebas. miuxedavad amisa, msgavsi 

midgoma ramdenime mizeziT aris arapraqtikuli usadeno qselebisTvis. 

pirvel rigSi, CA qselis daucveli punqti iqneba, gansakuTrebiT iseTi 

SemTxvevisas, Tu ar xdeba misi ganawileba. CA-s riskis qveS dayeneba 

saSualebas miscems Tavdamsxmels xeli moaweros nebismier sertifikats da 

amgvarad SeZlos nebismieri kvanZis mibaZva an nebismieri sertifikatis 

gauqmeba. kidev ufro mniSvnelovania is, rom gasaRebis marTvis operaciebis 

SesrulebisTvis CA nebismier dros unda iyos xelmisawvdomi. Tu igi 

xelmisawvdomi ar aris, sistemis kvanZebma SesaZloa ver SeZlon gasaRebTa 

ganaxleba/Secvla. verc axali kvanZebi SeZleben sertifikatebis mopovebas. 

misawvdomobis gaumjobesebisaTvis SeiZleba gakeTdes CA-s servisebis 

dublireba, magram martivma dublirebam SesaZloa kidev ufro met 

problemebamde migviyvanos. nebismieri calkeuli aslis riskis qveS dayenebam 

SesaZloa mTliani sistemis kolafsi gamoiwvios. aRniSnuli problemis 

gadaWris gzaa CA-s ndobis gadanawileba kvanZebis jgufSi kvanZebs Soris 

da amgvarad kvanZebisTvis pasuxismgeblobis ganawilebis saSualebis micema, 

[7]. 
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1.5.1.1 nawilobriv gadanawilebuli uflebamosileba 

 

winamdebare TavSi mokled aris aRwerili zRvruli kriptografiis 

(ThC) threshold cryptography koncefciis sqema, rac saSualebas aZlevs n 

mxareebs gainawilon kriptografiuli operaciis Sesrulebis unari. 

magaliTisTvis ganvixiloT cifruli xelmowera Setyobinebaze. arsebobs 

teqnika, romlis meSveobiT calkeul momxmarebels SeuZlia cifruli 

xelmoweris Seqmna. Tumca problema warmoiqmneba iseT dros, rodesac 

mocemuli momxmarebeli risks warmoadgens an misi ndoba ar SeiZleba. aseTi 

SemTxvevisas ukeTes midgomas warmoadgens calkeuli momxmareblis ndobis 

ganawileba mravlobiT momxmareblebs Soris. swored amis misaRwevad ibrZvis 

zRvruli kriptografia. zRvruli kriptografiis mizans warmoadgens 

informaciis dacva misi ganawilebiT n jgufis obieqtebs Soris. garda 

amisa, arsebobs zRvari t, asocirebuli ThC sqemebTan, sadac n jgufis 

nebismier t-s SeuZlia kriptografiuli operaciis Sesruleba. aseT sqemebs 

(n,t) ThC sqemebs uwodeben. (n,t) ThC sqemebis SemTxvevisas t jgufSi Semaval 

wevrebze naklebi jgufi ver SeZlebs kriptografiuli operaciis 

warmatebiT Sesrulebas. miuxedavad amisa, ThC SesaZloa ganxiluli iyos, 

rogorc saidumlo informaciis usafrTxo ganawilebis midgoma. aqve 

SegviZlia davinaxoT, rom im SemTxvevaSic ki, rodesac obieqtebis 

garkveuli raodenoba (zRvrul t-ze naklebi) qselSi riskis obieqtebs 

warmoadgenen, sistema ar dgas riskis qveS. qselis garkveuli raodenobis 

kvanZebis miuwvdomlobas (ufro zustad ki n- t kvanZi) aseve ar eqneba 

gavlena sistemis muSaobaze. ThC sqemebi kriptografiul operacias 

ganawilebis meTodiT asruleben, [1, 29]. 

SesaZloa gamoyenebul iqnas sqema, dafuZnebuli zRvruli 

kriptografiis teqnikaze. sistemas, romelic qselis kvanZebisgan Sedgeba, 

savaraudod sajaro/kerZo gasaRebis wyvili unda gaaCndes. gasaRebTa 

aRniSnuli wyvili Tavdapirvelad, kvanZebis gaSvebamde, Seqmnilia sando 

uflebamosili obieqtis mier. amis Semdeg kerZo gasaRebi iyofa n nawilad 

(n, t+1) zRvruli kriptografiis sqemis gamoyenebiT. Semdeg es n nawilebi 

ganTavsdeba SemTxveviT arCeul kvanZebSi uflebamosili obieqtis mier, 
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romelmac sajaro/kerZo gasaRebis wyvili Seqmna. am SerCeul kvanZebs 

serverebi ewodeba. kerZo gasaRebis nawilebis serverebisTvis ganawilebis 

Semdeg centraluri uflebamosili obieqti aRar aris saWiro. Sesabamisad, 

centraluri uflebamosili obieqti saWiroa mxolod CatvirTvis fazaze. 

TiToeul servers aseve gaaCnia gasaRebTa sakuTari wyvili da inaxavs 

qselis yvela kvanZis sajaro gasaRebebs. kerZod, TiToeulma serverma 

(SerCeulma kvanZma) icis sxva serverTa sajaro gasaRebebi. Sedegad, 

serverebs erTmaneTs Soris usafrTxo linkebis Camoyalibeba SeuZliaT. 

aRniSnuli servisis sawyisi konfiguracia mocemulia suraTze 1.5, [30]. 

serviss, rogorc mTlianobas, gaaCnia sajaro/kerZo gasaRebTa wyvili K–k. 

sajaro gasaRebi K cnobilia yvela kvanZisTvis, rodesac kerZo gasaRebi k 

dayofilia nawilebad s1, . . . , sn, sadac yovel servers erTi nawili aqvs. 

yovel servers aseve gaaCnia sajaro/kerZo gasaRebTa wyvili Ki–ki. rodesac 

saWiroa, rom sertifikati xelmoweril iqnas sistemis kerZo gasaRebis 

gamoyenebiT, xdeba serverebTan dakavSireba. TiToeuli serveri axdens 

sertifikatis nawilobrivi xelmoweris generirebas kerZo gasaRebis im 

nawilis gamoyenebiT, romelic servers gaaCnia. nawilobrivi xelmowera 

Semdeg gamaerTianebels miewodeba, romelic nawilobrivi xelmowerebidan 

axdens sruli xelmoweris gamoTvlas. unda aRiniSnos, rom gamaerTianebeli 

ver SeZlebs sruli xelmoweris Seqmnas nawilobrivi xelmowerebis gareSe. 

 

sajaro-kerZo gasaRebis wyvili K-k  

kerZo gasaRebi k

dayofilia nawilebad

serveri n  serveri 1 serveri 2 

sur.1.5. nawilobriv ganawilebuli uflebamosilebis konfiguracia. 
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 vinaidan mocemuli sqema emyareba zRvruli kriptografiis 

koncefcias, sistemas SeuZlia sarisko serverebis gansazRvruli raodenobis 

daSveba. Sesabamisad, t an t-ze naklebi raodenobis sarisko serverebi ver 

SeZleben sistemis kerZo gasaRebis miRebas. es xdeba, radgan sarikso 

serverebs (igulisxmeba, rom t-ze meti ar aris) Tavad ar SeuZliaT sworad 

xelmowerili sertifikatebis generireba, gamomdinare iqidan, rom maT 

SeuZliaT araumetes t nawilobrivi xelmoweris generirebisa. garda amisa, 

ara yvela n serveria saWiro sruli xelmoweris generirebisTvis. sakmarisi 

iqneba nebismieri t+1 serveri. sur.1.6 gviCvenebs, rogor axdens serveri 

xelmoweris generirebas (3, 2) tipis zRvruli xelmoweris sqemis 

gamoyenebiT. TiToeuli serveri axdens nawilobrivi xelmoweris PS(m,si) 

generirebas m SetyobinebisTvis, risTvisac iyenebs gasaRebis nawils. c 

gamaerTianebels SeuZlia xelmoweris <m>k generireba miuxedavad imisa, rom 

serveri 2 ar uzrunvelyofs nawilobriv xelmoweras.  

 

(3,2) zRvruli xelmoweris sqema  

serveri 1 

xelmowerili 

Setyobineba  Setyobineba m  

gamaerTianebeliserveri 2 

serveri 3 

sur.1.6 magaliTi xelmoweris generirebisa zRvruli kriptografiis 

gamoyenebiT. 

 

garda amisa, sarisko serverma SesaZloa moaxdinos araswori nawilobrivi 

xelmoweris generireba. aseTi nawilobrivi xelmoweris gamoyeneba Sedegad 

mogvcems araswor xelmoweras. Sesabamisad, gamaerTianebels unda SeeZlos 
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gamoTvlili xelmoweris namdvilobis Semowmeba sajaro gasaRebis servisis 

gamoyenebiT. Tu Semowmeba warumateblad dasruldeba, gamaerTianebeli cdis 

t+1 nawilobrivi xelmoweris sxva erTobliobas. es procesi manamde 

grZeldeba, sanam gamaerTianebeli marTebul xelmoweras aagebs t+1 

marTebuli nawilobrivi xelmowerebidan an gamaerTianebeli warumateblobas 

mogvaxsenebs. SesaZloa SemuSavebul iqnas aRniSnulis miRwevis ufro 

efeqturi gzebi. 

 

 [30]-Si avtorebi gamodian gasaRebTa proaqtiuli ganaxlebis 

winadadebiT, raTa moxdes mobilur TavdamsxmelTa mogerieba, radgan 

Tavdamsxmelma imave intervalis ganmavlobisas unda moaxerxos mravlobiTi 

nawilebis Sepyroba. Sesabamisad, Tu moxdeba Tavdamsxmelis kontrols qveS 

arsebuli Zveli gasaRebis ganaxleba, isini usargeblo gaxdeba axal 

gasaRebebTan, romelTa riskis qveS dayeneba SesaZloa Tavdamsxmelma 

moaxdinos. garda amisa, sistema SesaZloa imgvarad iqnas konstruirebuli, 

rom moaxdinos konfiguraciis misadageba qselis cvlilebebisadmi. 

magaliTad, gasaRebis marTvis servisi SesaZloa daiwyos (7, 3) 

konfiguraciiT da mogvianebiT modificirebul iqnas (4, 2) kombinaciad, 

Tuki aRmoCndeba, rom zogi serveri sariskoa, xolo sxvebi – miuwvdomeli. 

  

1.5.1.2 TviTgamoSvebadi sertifikatebi 

 

es gaxlavT TviTorganizebuli midgoma, romelic saSualebas aZlevs 

moxmarebels Seqmnas, Seinaxos, gaanawilos da gaauqmos sakuTari sajaro 

gasaRebi raime sando uflebamosilis daxmarebis gareSe, [1]. 

 TiToeuli momxmarebeli Tavad irCevs sakuTar sajaro-kerZo 

gasaRebTa wyvils. rodesac momxmarebels A sWirdeba momxmarebel B-s 

kuTvnili sertifikatis auTentifikacia, momxmarebeli A amowmebs, aqvs Tu 

ara gacemuli adre sertifikati B-sTvis. Tu ara, momxmarebeli A amowmebs, 

arsebobs Tu ara sacavSi sertifikati romelime nebismieri mxarisaTvis C, 

romelsac TavisTavad gaaCnia B-s sertifikati. amgvarad, momxmarebeli A 

iZens Zalmosili sajaro sertifikatebis jaWvs ise, rom jaWvis pirveli 

sertifikati aris is, romelic A-s mier iqna gamoSvebuli. garda amisa, 
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jaWvis yoveli darCenili sertifikatis Semowmeba SeiZleba jaWvis 

winamorbed sertifikatSi Semavali sajaro gasaRebis gamoyenebiT. amdenad, 

jaWvis ukanaskneli sertifikati unda Seicavdes B momxmareblis sajaro 

gasaRebs. amgvarad, sertifikatebis gadajaWva gamoiyeneba momxmareblebis 

sajaro gasaRebTa auTentifikaciisTvis. Tu A-s ar SeuZlia 

sertifikaciuli jaWvis formireba B-sTan, mas ar SeeZleba B-s sajaro 

gasaRebis auTentifikacia. garda amisa, problema ukavSirdeba kvanZis 

sertifikatTa arqivis CatvirTvas auTentifikaciis calkeul arxze 

damokidebulebis gareSe. 

   

 1.5.2 simetriul gasaRebze dafuZnebuli midgoma 

 

 winamdebare TavSi ganxilulia gasaRebis marTvis simetriul 

gasaRebze dafuZnebuli sqemebi, SemoTavazebuli usadeno qselis 

sistemebisTvis, [1]. am sferoSi gaweuli Sromis didi nawili eTmoba 

sensorul qselebs. rogorc asimetriul gasaRebze dafuZnebuli sistemebis 

SemTxvevebSi, SeuZlebelia infrastruqturis Camoyalibeba gasaRebTa 

marTvisTvis, romlebic tradiciuli stiliT kodirebisTvis gamoiyeneba 

(Kerberos). aRniSnulis mizezia SezRuduloba, rac zemoT iqna naxsnebi da 

rac gansakuTrebiT mkacrdeba sensoruli qselebis SemTxvevebSi. 

 praqtikul gadawyvetilebas, rodesac msgavsi SezRudvebi arsebobs, 

warmoadgens gasaRebTa CatvirTva kvanZebSi manam, sanam kvanZebis gaSveba 

moxdeba. Tumca kvanZebi garkveul saidumlo informacias Seicaven, 

aRniSnulis gamoyenebiT isini usafrTxo infrastruqturas qmnian qselis 

muSaobis dros gamoyenebisTvis. 

 zemoTxsenebulze damokidebuli ramdenime midgoma iqna 

SemoTavazebuli, maT Soris midgoma, dafuZnebuli yvela kvanZisTvis 

erToblivi globaluri gasaRebis gamoyenebaze, midgoma, sadac yvela kvanZi 

unikalur gasaRebs inawilebs qselis erT an met kvanZTan da midgoma, 

dafuZnebuli yoveli kvanZis gaSvebaze gasaRebTa SemTxveviTi nakrebis 

miniWebiT. aRniSnuli midgomebi SesaZloa Tavisuflad daiyos or ZiriTad 

kategoriad: deterministul da albaTobiT sqemebad. deterministul sqemebs 

deterministuli urTierToba aqvT kvanZze CatvirTul gasaRebsa da am 
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kvanZis identurobas Soris. ufro zustad rom vTqvaT, qselis nebismier or 

kvanZs Soris usafrTxo linkis arseboba SesaZloa zustad iqnas 

nawinaswarmetyvelebi. aseT qselebSi kvanZebis riskis qveS dayenebam 

SesaZloa gamoiwvios usafrTxo kvanZebs Soris komunikaciis daucveloba, 

Tumca aseTi usafrTxo kvanZebis gansazRvra, romlebze zemoqmedeba 

mtrulad ganwyobili kvanZebis mier moxda, ZiriTadad SesaZlebelia, rom 

zustad ganisazRvros. albaTobiTi sqemis SemTxvevaSi kvanZebze CatvirTuli 

gasaRebebi SemTxeviT aris SerCeuli. Sesabamisad, qselis or nebismier 

kvanZs Soris usafrTxo linki arsebobs garkveuli albaTobiT. 

Tavdamsxmelis mier kvanZebis Sepyroba aseT qselebSi aseve gamoiwvevs 

usafrTxo kvanZebs Soris usafrTxo komunikaciis safrTxis qveS dayenebas, 

Tumca zustad gansazRvra usafrTxo kvanZebisa, romlebzec zemoqmedeba 

moxda, SeuZlebeli iqneba. im SemTxvevaSi, Tu kvanZis mezobelTa 

erToblioba gaSvebis Semdeg zustad aris cnobili, gasaRebis winaswari 

ganawileba Cveulebriv ambad iqceva. aseT SemTxvevaSi, rodesac kvanZi 

mocemulia, Cven unda movaxdinoT wyvili gasaRebis generireba, romelsac 

mocemuli kvanZi gainawilebs mis TiToeul mezobelTan, da misi CatvirTva 

kvanZze, iseve, rogorc im kvanZebze, romelTa mezobeli gaxdeba mocemuli 

kvanZi. miuxedavad amisa, problemas is warmoadgens, rom aseTi daSveba 

(kvanZis mezoblebis srulyofili codnisa) ararealuria, radgan iseTi 

qselebis kvanZebis gaSveba, rogoric aris sensoruli qseli, SemTxveviTobis 

safuZvelze xdeba.  

 
1.6 amocanis dasma 

 

miuxedavad imisa, rom usadeno LAN-ebis koncefcia 1970-iani wlebis 

bolodan arsebobs, WLAN teqnologiam Zalebis mokreba mxolod 1990-

ianebis bolodan daiwyo da dReisaTvis sayovelTaod gavrcelebul qselur 

teqnologias warmoadgens. aRniSnuli teqnologiis ukanaskneli drois aseTi 

feTqebadi zrdis mizezebi SesaZloa mraval faqtors mivaweroT, romelTa 

Sorisaa teqnologiuri winsvla da, rac yvelaze metad mniSvnelovania, 

raime saxis ukabelo kavSirisa da mobilurobis aucilebloba. 
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dReisaTvis arsebos mravali saxis ukabelo LAN teqnologia, 

rogoric aris Wi-Fi, Bluetooth, HiperLAN, HomeRF da a.S. yvela es 

teqnologia 2.4GHz ISM (samrewvelo, samecniero da samedicino) radio 

diapazonze operirebs.  

marSrutizacia nebismieri qselis mniSvnelovani funqciaa, rogorc 

sakabelosi, aseve usadenosi, [7]. miuxedavad amisa, marSrutizaciis 

protokolebs, Seqmnils am ori saxis qselisTvis, sruliad gansxvavebuli 

maxasiaTeblebi gaaCnia. sakabelo qselebis marSrutizaciis protokolebi, 

rogorc wesi, ar saWiroeben sistemis SigniT kvanZebis mobilurobiT 

manipulirebas. es protokolebi aseve ar saWiroeben iseT dizains, rom 

minimizebul iqnas komunikaciis mimdinare xarjebi, radgan sakabelo qselebs, 

Cveulebriv, maRali sixSire gaaCniaT. Zalian mniSvnelovania imis 

gaTvaliswineba, rom sakabelo qselebis marSrutizaciis protokolebi 

sruldebodes sando obieqtebze, kerZod ki marSrutizatorebze. 

 aRniSnuli maxasiaTeblebi srulad icvleba, rodesac saqme exeba 

usadeno qselebs. mobiluroba aseTi qselis ZiriTadi maxasiaTebelia. 

resursis SezRudvebi aseve moqmedebs msgavsi qselebis marSrutizaciis 

protokolebis dizainze. usadeno qselebs aseve ar gaaCniaT 

marSrutizatoris msgavsi sando obieqtebi, radgan iTvleba, rom qselis 

yoveli kvanZi iRebs monawileobas marSrutizaciis funqciaSi. Sesabamisad, 

usadeno qselis marSrutizaciis protokolebi specifiur dizains 

saWiroeben. 

 am ori tipis qselisTvis SemuSavebuli marSrutizaciis algoriTmebi 

SeiZleba pirobiTad iyos dayofili or jgufad: reaqtiuli da proaqtiuli. 

reaqtiuli protokolebis SemTxvevaSi marSrutis gansazRvra iwyeba 

mxolod maSin, rodesac dgeba amis saWiroeba. samarSruto informacia 

agreTve gadaicema mxolod saWiroebis SemTxvevaSi. sruliad sapirispiro 

xasiaTi gaaCnia proaqtiul marSrutizacias. samarSruto informacia aq 

gadaicema mudmivad garkveuli intervaliT, amitomac, rodesac saWiro xdeba 

sasargeblo informaciis gadacema, marSruti praqtikulad ukve dadgenilia 

da amaze dro ar ixarjeba.  
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 usadeno qselebi, iseve rogorc Cveulebrivi qselebi, eqvemdebareba 

mtrul Tavdasxmebs. Zalian xSirad am tipis qselebSi Tavdasxma warmoebs 

zustad marSrutizaciis procesis msvlelobisas. aq adgili aqvs 

samarSruto informaciis damaxinjebas, topologiis araswor gansazRvras da 

a.S. vinaidan usadeno qselebSi marSrutizacias aqvs gansakuTrebuli 

mniSvneloba cvalebadi topologiidan gamomdinare,  amiT aris gamowveuli 

usafrTxoebis amaRlebis aucilebloba. 

yovelive zemoTqmulis gaTvaliswinebiT mocemul sadisertacio 

naSromSi dasmulia da gadawyvetilia Semdegi amocana: usadeno qselebis 

marSrutizaciis procesis usafrTxoebis amaRleba. am mizniT 

SemoTavazebulia usafrTxoebis uzrunvelyofis meTodika, romelic eyrdnoba 

reputaciis  koncefcias da reitingebis sistemas. aRniSnuli meTodikidan 

gamomdinare SemuSavebulia algoriTmebi, romlebic qselSi uzrunvelyofen 

erTobliv usafrTxoebas, da efuZnebian jarimis funqciis gamoyenebasa da 

ukukavSiris gaTvaliswinebas.  
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2 usafrTxo marSrutizacia 
 

 2.1 distanciur-veqtoruli da arxis mdgomareobis marSrutizacia 

 

 arsebobs marSrutizaciis tradiciuli protokolebis ori ZiriTadi 

kategoria: distanciur-veqtoruli da arxis mdgomareobis protokolebi. 

distanciur-veqtoruli marSrutizacia aris saxeoba marSrutizaciis 

protokolisa, rac Tavidanve gamoiyeneba internetSi. distanciur-

veqtoruli marSrutizaciisas TiToeuli kvanZs gaaCnia cxrili, romelSic 

mocemulia manZili mocemuli kvanZidan qselis yvela danarCen kvanZamde, 

[36]. rodesac kvanZi mezoblisgan marSrutizaciis ganaxlebas iRebs, igi 

swavlobs cxrils, raTa naxos, SeuZlia Tu ara daniSnulebis damatebiTi 

punqtebis miRweva mocemuli kvanZis gavliT an Tu arsebobs gza zogierT 

daniSnulebis punqtamde mocemuli kvanZis gavliT, rac arsebul marSrutze 

moklea. Tu es asea, kvanZi anaxlebs marSrutizaciis sakuTar cxrils da 

ganaxlebul cxrils mis yvela mezobels ugzavnis. Semdeg isini rig-

rigobiT anaxleben sakuTar cxrilebs da SesaZloa ganaxleba sakuTar 

mezoblebs gaugzavnon. DSDV (Destination-Sequenced Distance-Vector Routing) 

(daniSnuleba-Tanmimdevruli distanciur-veqtoruli marSrutizacia) aris 

ukabelo qselebis distanciur-veqtoruli marSrutizaciis protokolis 

tipiuri magaliTi. 

 distanciur-veqtoruli marSrutizaciis protokolis problemas 

warmoadgens is, rom, Cveulebriv, misi konvergireba nela xdeba. neli 

konvergirebis martivi magaliTia SemTxveva, rodesac kvanZi qselidan aris 

gaTiSuli. ganvixiloT sami kvanZi, naCvenebi sur. 2.1. Tu CavTvliT, rom 

TiToeuli linkis Rirebuleba 1-is tolia, manZili B-dan C-mde aris 1, 

xolo manZili A-dan C-mde – 2. Tu C gaiTiSeba qselidan (magaliTad im 

mizeziT, rom B-s da C-s damakavSirebeli linki gatydeba), B mixvdeba, rom 

igi aRar aris pirdapir dakavSirebuli C-sTan, amdenad, B miiRebs 

Setyobinebas A-sgan imis Sesaxeb, rom mas SeuZlia daukavSirdes C-s oris 

fasad. Sesabamisad, B iZleva Setyobinebas C kvanZidan 3 manZilis Sesaxeb. 

radgan A-s marSruti gadis B-ze, rodesac A gaigebs, rom B-dan C-mde 

manZili axla 3-is tolia, igi ganaaxlebs sakuTar cxrils da Seatyobinebs 
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C-dan manZils, rac oTxis tolia. es procesi manam gagrZeldeba, sanam B-

dan C-mde manZili usasrulobas miaRwevs (Cveulebriv, marSrutizaciis 

protokolebSi warmodgenili didi ricxviT) da A-c da B-c mixvdebian, 

rom C miuRwevelia. aRniSnul process SesaZloa ramdenime safexuri 

dasWirdes. 

 

sur. 2.1 distanciur-veqtoruli magaliTi 

 

 marSrutizaciis protokolebis meore kategoria, kerZod ki arxis 

mdgomareobis marSrutizaciis protokolebi, exmianeba distanciur-

veqtoruli marSrutizaciis protokolis SezRudvebs, Tumca mas sakuTari 

naklovanebebi gaaCnia. arxis mdgomareobis marSrutizaciis protokolebi 

Semdegnairad moqmedebs: TiToeuli kvanZi mezobels aRmoaCens 

translirebuli Setyobinebis gziT (Cveulebriv, mas Hello Setyobineba 

ewodeba), romelsac yoveli kvanZi agzavnis, xolo mezobeli ismens (Tu 

isini mocemuli kvanZis gadacemis sazRvrebSi eqceva). rogorc ki kvanZi 

aRmoaCens mezoblebs, igi ugzavnis Setyobinebas, rasac, Cveulebriv, arxis 

mdgomareobis Setyobineba (LSA) ewodeba, qselis yvela sxva kvanZs, sadac 

CamoTvlilia mezoblebis sia da am mezoblebis miRwevis Rirebuleba. Semdeg 

TiToeul kvanZs SeuZlia gamoiyenos LSA MmTeli qselis topologiisa da 

yvela sxva kvanZamde marSrutebis gamosaTvlelad. OLSR warmoadgens 

ukabelo qselebis arxis mdgomareobis marSrutizaciis protokolis tipiur 

nimuSs, [37]. arxis mdgomareobis marSrutizaciis protokolebs tendencia 

aqvT ufro swrafad moaxdinon konvergireba, vidre distanciur-veqtorulma 

protokolebma. zemoT aRweril magaliTSi (ixile sur. 2.1) B iZleva 

Setyobinebas, rom C-s ar SeuZlia B-s miRweva. rogorc ki es informacia 

qselSi gavrceldeba, sxva kvanZebi (A-s CaTvliT) dauyovnebliv mixvdebian, 

rom C miuRwevelia. es gacilebiT ufro swrafi procesia, vidre is, 

romelic adre iyo aRwerili distanciur-veqtoruli marSrutizaciis 

protokolebTan mimarTebaSi. miuxedavad amisa, arxis mdgomareobis 
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marSrutizaciis protokolebi, Cveulebriv, generireben ufro maRal 

mimdinare xarjebs, radgan marSrutizaciis cxrilebi qselSi vrceldeba. 

 rogorc distanciur-veqtorul, aseve arxis mdgomareobis 

marSrutizaciis protokolebs,  gaaCniaT sakuTari naklovanebebi da  

upiratesobebi. marSrutizaciis specifiuri protokoli, romelic 

saukeTesod muSaobs, damokidebulia topologiaze, gamoyenebiTi programis 

moTxovnasa da kvanZis SesaZleblobebze, [36]. 

 

2.2 proaqtiuli da reaqtiuli marSrutizaciis Sedareba 

 

marSrutizaciis protokolebis sxvadasxva klasifikacia efuZneba 

xarisxs, romlis mixedviTac aris Seqmnili marSrutebi. gamomdinare aqedan, 

arsebobs ori gansxvavebuli kategoria, kerZod: proaqtiuli da reaqtiuli, 

[7]. proaqtiuli marSrutizaciis protokolebSi kvanZebi, Cveulebriv, 

cdiloben proaqtiulad Seqmnan marSrutebi sanam warmoiSveba aucilebloba 

specifiuri wyarodan specifiur daniSnulebamde trafikis 

marSrutizirebisa. kvanZebi, Cveulebriv, aRniSnuls axorcieleben 

marSrutizaciis perioduli ganaxlebis gagzavniT. garda amisa, 

marSrutizaciis ganaxleba igzavneba yovelTvis, rodesac topologia 

icvleba. aRniSnuli ganaxleba uzrunvelyofs, rom kvanZs uaxlesi marSruti 

hqondes sxva kvanZebamde. optimizirebuli arxis mdgomareobis 

marSrutizaciis protokolebi (OLSR) msgavsi protokolis kargi 

magaliTia. 

meores mxriv, reaqtiuli protokolebi or kvanZs Soris marSruts 

qmnian mxolod iseT dros, rodesac am or kvanZs Soris realuri trafikis 

gagzavnis aucilebloba dgeba. kvanZebi, romlebic reaqtiuli 

marSrutizaciis protokolebs iyeneben, aRniSnuls, Cveulebriv, 

axorcieleben qselSi marSrutis moTxovnis Setyobinebebis gavrcelebiT, 

romliTac wyarodan daniSnulebis punqtamde marSrutis Sesaxeb informaciis 

moTxovna xdeba. marSrutis moTxovnis Setyobinebebis warmoqmna wyaroSi 

xdeba da qselSi vrceldeba maSin, rodesac wyaros daniSnulebis 

punqtisTvis monacemTa gadacema sWirdeba. sabolood daniSnulebis punqti 

(an kvanZi, romelic ukanasknelad daukavSirda daniSnulebis punqts), iRebs 
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marSrutis moTxovnis Sesaxeb Setyobinebas da pasuxobs mas mimarTulebis 

Sesaxeb aucilebeli informaciiT. aseTi protokolis karg magaliTs 

warmoadgens miznobrivi moTxovniT distanciur-veqtoruli (AODV) 

protokoli. 

 

2.2.1 reaqtiuli protokolebi 

 

reaqtiuli (aseve moTxovniT) protokolebis mixedviT topologiis 

monacemebi mocemulia mxolod maSin, rodesac es aucilebelia, [7]. 

yovelTvis, rodesac kvanZs esaWiroeba marSrutis codna daniSnulebis 

kvanZamde, igi avrcelebs qselSi marSrutis moTxovnis Setyobinebas. 

aRniSnuls Tan axlavs damatebiTi dagvianeba im faqtidan gamomdinare, rom 

marSruti ar aris dauyovnebliv xelmisawvdomi. 

- DSR (wyrodan dinamiuri marSrutizacia) iyenebs wyaros 

marSrutizaciis meqanizmebs anu paketis mTeli marSruti paketis 

TavsarTSia. aRniSnuli Tavidan gvacilebs marSrutis ciklurobas. 

marSrutis dasadgenad kvanZi avrcelebs marSrutis moTxovnas da elodeba 

pasuxs. nebismieri mimRebi kvanZi sakuTar misamarTs umatebs marSrutis 

moTxovnas da agzavnis pakets. rogorc ki paketi miaRwevs saboloo 

daniSnulebis kvanZs, es ukanaskneli axdens marSrutis reversirebas da 

agzavnis marSrutis sapasuxo pakets. aRniSnuli SesaZlebelia, Tu MAC 

protokoli ormxriv komunikacias uSvebs. winaaRmdegi SemTxvevisas 

daniSnulebis kvanZi asrulebs sxva marSrutis Zebnas ukan, Semqmnelamde. 

yoveli kvanZi aseve inaxavs marSrutis sacavs, rac Tavidan gvacilebs im 

marSrutebis Zebnas, romlebic ukve cnobilia. marSrutis servisis meqanizmi 

saSualebas iZleva, rom Semqmneli kvanZi Setyobinebul iqnas marSrutis 

linkis dazianebis Sesaxeb. 

- AODV (Ad hoc On-demand Distance Vector routing) (miznobrivi 

moTxovniT distanciur-veqtoruli marSrutizacia) warmoadgens 

distanciur-veqtoruli marSrutizaciis protokols, anu marSrutebi 

warmodgenilia, rogorc mimarTulebisa da manZilis veqtori. imisaTvis, rom 

acilebul iqnas belman-fordis “usasrulobamde Tvlis” problema da 

marSrutizaciis cikluroba, Setyobinebebis kontrolisTvis xdeba rigiTi 
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nomrebis gamoyeneba. daniSnulebis punqtamde marSrutis sapovnelad kvanZi 

gadascems RREQ (Route REQuest) Setyobinebas. RREQ-is gadacema mimRebi 

kvanZebis mier xdeba manam, sanam igi daniSnulebis punqts an Sualedur 

kvanZs miaRwevs, romelsac axali marSruti (anu marSruti, masTan 

asocirebuli rigiTi nomriT) aqvs daniSnulebis punqtamde. amis Semdeg 

xdeba RREP (Route REPly) Setyobinebis gaSveba daniSnulebis punqtis mier 

RREQ-is Semqmnelisaken. RERR (Route ERRor) Setyobinebebi gamoiyeneba 

kvanZebis SetyobinebisTvis linkebis gatexvis Sesaxeb. 

- DSDV (Destination-Sequenced Distance -Vector routing) (daniSnuleba-

Tanmimdevruli distanciur-veqtoruli marSrutizacia) warmoadgens kidev 

erT distanciur-veqtoruli marSrutizaciis protokols, romelic 

moiTxovs, rom yovelma kvanZma marSrutizaciis cxrili mezoblebs 

Seatyobinos. marSrutizaciis informacia Seicavs marSrutis rigiT nomers, 

daniSnulebis punqtis misamarTs, daniSnulebis punqtis manZils bijebiT da 

rigiT nomers miRebuli informaciisa, rac dakavSirebulia daniSnulebis 

punqtTan, rogorc es Tavad daniSnulebis punqtis mier aris markirebuli. 

 

2.2.2 proaqtiuli protokolebi 

 

sapirispirod, proaqtiuli protokolebi (maT aseve periodul an 

cxrilur protokolebs uwodeben) xasiaTdeba topologiis kontrolis 

Setyobinebebis perioduli gacvliT. kvanZebi periodulad anaxleben 

marSrutizaciis sakuTar cxrilebs. Sesabamisad, kontrolirebadi trafiki 

ufro datvirTuli, magram mudmivia, xolo marSrutebi – myisierad 

xelmisawvdomi. ganvixiloT maTi magaliTebi: 

- OLSR (Optimized Link State Routing) (optimizirebuli arxis 

mdgomareobis marSrutizacia) aris arxis mdgomareobis marSrutizaciis 

protokoli, romelic momdevno TavSia aRwerili, [37]; 

- OSPF (Open Shortest Path First) (Tavisufali umoklesi marSruti 

pirvelad) aris kidev erTi arxis mdgomareobis marSrutizaciis 

protokoli, romelic gamoiyeneba paketuri gadacemis qselSi ARPANET. 

OSPF qselis topologiis Sesaxeb  informacias inaxavs monacemTa bazaSi, 

romelic yovel kvanZSia daculi. monacemTa am bazidan TiToeuli kvanZi 
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agebs umoklesi marSrutis xes daniSnulebis punqtebamde paketebis 

marSrutizirebisTvis. mezoblis aRmoCena xorcieldeba HELLO paketebis 

gacvlis gziT; 

- FSR (Fisheye State Routing) (TevzisTvala mdgomareobis 

marSrutizireba) warmoadgens kidev erT arxis mdgomareobis protokols. 

TiToeuli kvanZi daniSnulebis punqtis arxis mdgomareobis informacias 

mezoblebs gadascems sixSiriT, romelic ukuproporciulia daniSnulebis 

punqtis manZilisa gansazRvruls bijebiT. sxva sityvebiT rom vTqvaT, 

informacia daSorebuli kvanZebis Sesaxeb naklebad xSirad gadaecema. 

Sesabamisad, yovel kvanZs zusti codna gaaCnia misi adgilobrivi garemocvis 

Sesaxeb, rodesac codna daSorebuli kvanZebis Sesaxeb naklebad zustia 

(aqedan aris saxeli TevzisTvala). aRniSnuli zusts xdis paketebis 

marSrutizacias wyarosa da daniSnulebis punqtis siaxloves. FSR 

saTanadoa did qselebSi operirebisas; 

- TBRPF (Topology dissemination Based on Reverse-Path Forwarding) 

(topologiis ganfantva, dafuZnebuli ukumimarTulebiT gadacemaze) 

warmoadgens arxis mdgomareobis protokols, sadac TiToeuli kvanZi agebs 

warmomavlobis xes, iyenebs ra topologiis cxrilSi Senaxul nawilobriv 

topologiur informacias. aRniSnuli xe uzrunvelyofs marSrutebs yvela 

misawvdom kvanZamde da misi gamoTvla xdeba modificirebuli Dijkstra 

(deiqstra) algoriTmis gamoyenebiT. TiToeuli kvanZi periodulad 

inawilebs mocemuli xis nawils mezoblebTan. HELLO Setyobinebebi, 

romlebic mxolod mezobelTa statusis cvlilebas gvamcnoben, gamoiyeneba 

mezobelTa aRmoCenisTvis; 

- ADV (Adaptive Distance Vector routing) (adapturi distanciur-

veqtoruli marSrutizacia) proaqtiuli protokolia, magram zogi 

reaqtiuli maxasiaTebliT. yoveli kvanZi inawilebs marSrutis informacias 

mezoblebTan, belman-fordis ganawilebuli distanciur-veqtoruli 

algoriTmis Sesabamisad. miuxedavad amisa, ADV-Si kvanZi inaxavs marSruts 

mxolod im kvanZebamde, romlebic raime aqtiuri kavSiris mimRebebi arian. 

garda amisa, marSrutis ganaxlebis sixSire meryeobs qselis datvirTvisa da 
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mobilurobidan gamomdinare. amdenad, ADV swrafad axdens adaptirebas 

qselis datvirTvis ucabedi cvlilebebisadmi; 

- STAR (Source Tree Adaptive Routing) (sawyisi xis adapturi 

marSrutizacia) iyenebs yvela kvanZis mier gamoTvlil sawyis xes, raTa 

moaxdinos paketebis marSrutizacia. yoveli kvanZi mTlian xes inawilebs 

mezoblebTan; 

- LANMAR (LANdMARk marSrutizacia) warmoadgens 

marSrutizaciis protokols, romelic logikur jgufebad dayofili 

msxvili qselebisTvis aris gankuTvnili. igulisxmeba, rom yoveli kvanZi 

identificirebulia damisamarTebis sqemiT, romelic Seicavs jgufis 

saidentifikacio nomers da maspinZlis saidentifikacio nomers. axlomdebare 

kvanZebis marSrutebis Sesaswavlad kvanZebi iyeneben marSrutizaciis rTul 

protokolebs, magaliTad FSR-s. yoveli jgufi irCevs orientirs. paketebis 

marSrutizacia xdeba orientirebis mimarTulebiT, romlebic daniSnulebis 

punqtis jgufis saidentifikacio nomers Seesabameba, Semdeg ki uSualod 

daniSnulebis punqts gadaecema; 

- WRP (Wireless Routing Protocol) (usadeno marSrutizaciis 

protokoli) efuZneba mimarTulebis Zebnis algoriTms, rac amcirebs 

marSrutizaciis ciklurobis albaTobas. WRP- Si TiToeuli kvanZi 

mezoblebTan inawilebs marSrutizaciis cxrils daniSnulebis TiToeul 

punqtamde manZilisa da meoredan ukanasknelamde bijis gadacemis meSveobiT. 

kvanZebi dasturs gzavnian ganaxlebuli marSrutebis miRebis Semdeg. yoveli 

kvanZi inaxavs manZilis, marSrutizaciis da linkis Rirebulebis cxrilebs 

da Setyobinebis xelaxla gadacemis sias; 

- WIRP (Wireless Internet Routing Protocol) (usadeno internet 

marSrutizaciis protokoli) warmoadgens marSutizaciis protokols, 

SemuSavebuls usadeno internet SliuzebTan (WINGs) operirebisTvis, 

romelic gaumjobesebul TviTadaptirebad marSrutizators warmoadgens 

usadeno garemoSi. radiomowyobiloba kontroldeba FAMA-NCS 

protokolis mier, rac aRmofxvravs dafaruli sadgurebis problemas 

erTarxian qselebSi. yoveli kvanZi agebs marSrutizaciis ierarqiul xes da 

bijurad unawilebs mas mezoblebs, risTvisac axdens daniSnulebis 
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TiToeul punqtamde mxolod manZilisa da meoredan-ukanasknelamde bijis 

gadacemas. marSrutis ganaxleba yvela kvanZma unda daadasturos. 

 

2.2.3 hibriduli protokolebi 

 

hibridul protokolebs aqvT, rogorc reaqtiuli, aseve proaqtiuli 

buneba. Cveulebriv, qseli iyofa regionebad da kvanZi proaqtiul 

protokols iyenebs axlo mezoblebTan marSrutizirebisTvis, xolo 

reaqtiul protokols – am regions gareT marSrutizirebisTvis, [7]: 

- ZRP (Zone Routing Protocol) (zonuri marSrutizaciis protokoli) 

yoveli kvanZisTvis gansazRvravs radiuss (bijebis raodenobiT), romlis 

SigniT xdeba paketebis marSrutizacia proaqtiuli marSrutizaciis 

protokolis gamoyenebiT. radiusis gareT myofi kvanZebis marSrutebis 

dadgena xdeba marSrutizaciis reaqtiuli protokolis gamoyenebiT. ZRP-s 

samuSao reJimi adgilobrivad ganisazRvreba IARP-is (IntrAzone 

marSrutizaciis protokoli) mier, xolo qselis darCenili nawilisTvis 

(radiuss gareT) – IERP-is (IntErzone marSrutizaciis protokoli) mier; 

- CBRP (Cluster Based Routing Protocol) (klasterze dafuZnebuli 

marSrutizaciis protokoli) qsels yofs gadafarvisa da gaTiSvis sakvanZo 

klasterebad, sadac TiToeuli klasteri diametriT 2 bijia. TiToeuli 

klasterisTvis klasteris saTao kvanZs akisria valdebuleba 

marSrutizaciis damdgeni Setyobinebebi sxva klasterebs gaucvalos. 

TiToeuli klasteris SigniT gamoiyeneba proaqtiuli marSrutizaciis 

protokoli, rodesac klasterTaSorisi marSrutebis dadgena reaqtiulad 

xdeba, marSrutis moTxovnis gziT. 

 

2.2.4 optimizirebuli arxis mdgomareobis marSrutizaciis 

protokoli (Optimized link-state routing protocol) 
 

optimizirebuli arxis mdgomareobis marSrutizaciis protokoli 

(OLSR) warmoadgens tipiur arxis mdgomareobis marSrutizaciis 

protokols, romelic optimizirebul iqna usadeno garemoSi 

gamoyenebisTvis, [37, 38]. arxis mdgomareobis marSrutizaciis 

protokolebSi kvanZebi gzavnian marSrutizaciis Setyobinebebs, sadac maTi 
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uSualo mezoblebia CamoTvlili. es Setyobinebebi, romlebsac arxis 

mdgomareobis Setyobinebebi (LSA) ewodebaT, qselSi vrceldeba. radgan 

usadeno qselebs, Cveulebriv, xelmisawvdomi sixSir SezRuduli aqvT, 

OLSR-is koncefciaa - qselSi marSrutizaciis Setyobinebebis efeqturi 

gavrceleba. zemoaRniSnuli mravalbijiani gadacemis (MPR-Multipoint Relay) 

koncefcias efuZneba, rac winamdebare TavSi iqneba aRwerili. 

MPR-s daniSnulebaa arxis mdgomareobis ganaxlebis gavrcelebis 

optimizacia. marSrutizaciis tipiur protokolSi marSrutizaciis 

Setyobinebebi Semdegnairad vrceldeba: yoveli kvanZi, romelic iRebs 

Setyobinebas, TavisTavad yvela mimarTulebiT avrcelebs marSrutizaciis 

Setyobinebas (gadascems yvela kvanZs gadacemis arealSi Broadcast). sur. 2.2 

gviCvenebs, rom kvanZis A mier generirebuli Setyobinebebi qselSi iqneba 

gavrcelebuli. rogorc suraTidan Cans, gavrcelebis aseTi meqanizmi ar 

aris sakmarisad efeqturi, radgan sxvadasxva kvanZebma erTi da igive 

Setyobineba SeiZleba mravaljer miiRon.  

 

sur.2.2 marSrutizaciis Setyobinebebis gavrceleba. 

 

OLSR-Si Seqmnil iqna marSrutizaciis informaciis gavrcelebis 

ufro efeqturi sqemebi. aq TiToeuli kvanZi LSA-s gavrcelebis amocanas 
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akisrebs mxolod ramdenime erTbijian simetriul mezobels. am specialuri 

kvanZebis SerCeva xdeba imgvarad, rom uzrunvelyofili iyos LSA-s mier 

yvela orbijiani mezoblis miRweva. LSA-s gadacemisTvis SerCeul kvanZebs 

MPR (MultiPoint Relay-mravalpunqtiani rele) ewodebaT. magaliTad, rogorc 

es suraTze 2.3-ia naCvenebi, rodesac A gadascems marSrutizaciis 

ganaxlebas, igi gadascems amas yovel erTbijian mezobels. yvela es kvanZi 

iRebs da amuSavebs Setyobinebas, magram mxolod is kvanZebi gadascemen 

ganmeorebiT Setyobinebas, romlebic A-sTvis MPR-s warmoadgenen. 

aRniSnuli amcirebs ganmeorebiTi Setyobinebebis raodenobas da, amgvarad, 

OLSR-s mier generirebul mimdinare xarjebsac. 

 

 

sur.2.3 OLSR marSrutizaciis protokoli. 

 

OLSR-Si TiToeuli kvanZi Hello Setyobinebas gzavnis periodulad 

(magaliTad, yovel wams) TiToeuli kvanZis interfeisiT. Hello Setyobinebis 

mTavari mizania saSualeba misces kvanZs uSualo (erTbijiani) mezobeli 

aRmoaCinos. Hello Setyobinebebis gadacema xdeba mxolod erTbijiani 

mezoblebisTvis da ar gadaicema kvanZis erTbijian mezoblebze Sors. Hello 

Setyobineba Seicavs Semqmneli kvanZis saxels, erTbijian mezoblebs, 
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romlebic Semqmnelma kvanZma ukve aRmoaCina da kvanZebs, romlebic 

Semqmnelma kvanZma MPR-d airCia. rogorc ki kvanZi gaigebs Hello 

Setyobinebas, igi amowmebs, aris Tu ara Setyobineba Seqmnili axali 

mezoblis mier da Tu asea, igi anaxlebs erTbijiani mezoblebis sias. Hello 

Setyobineba aseve Zalian mniSvnelovania MPR koncefciis mxardasaWerad. 

TiToeuli kvanZi amowmebs mezoblebisgan miRebul Hello Setyobinebas, raTa 

dainaxos, iyo Tu ara is arCeuli romelime mezoblis mier MPR-d. Tu asea, 

kvanZma unda gaavrcelos marSrutizaciis ganaxleba, generirebuli im 

mezoblebis mier, romlebmac igi MPR-d airCies. TiToeul kvanZs aseve 

SeuZlia Hello Setyobinebis gamoyenebiT gamoTvalos, romeli kvanZi imyofeba 

misgan ori bijis daSorebiT, radgan TiToeuli erTbijiani mezobeli Hello 

SetyobinebaSi CamoTvlis yvela kvanZs, romelic misgan erTi bijiT aris 

daSorebuli. TiToeuli kvanZi mis MPR-s irCevs gamomdinare orbijiani 

mezoblobidan. amdenad, TiToeuli orbijiani mezoblis miRweva MPR-s 

meSveobiT SeiZleba. qselSi arxis mdgomareobis ganaxlebis gadacema xdeba 

Setyobinebis meSveobiT, romelsac topologiis kontrolis (TC) 

Setyobineba ewodeba. TC Setyobinebebis gavrceleba qselSi xdeba, Semdeg ki 

yovel kvanZs SeuZlia aRniSnuli informaciis gamoyenebiT marSrutizaciis 

sakuTari cxrilis gadaTvla. gavrcelebis procesi xorcieldeba MPR-ebis 

meSveobiT, rogorc es suraTze 2.3-ia naCvenebi. OLSR-s SemTxvevisas ar 

aris aucilebeli, rom TiToeulma kvanZma yvela mezobels Seatyobinos. 

sakmarisia Setyobinebul iqnas is kvanZi, romelic mocemulma kvanZma MPR-d 

airCia. OLSR aseve Seicavs SetyobinebaTa or damatebiT saxeobas: 

maspinZlisa da qselis (HNA) (host and network association) Setyobinebebs, 

romlebic kvanZebis mier gare qselebTan kavSiris SetyobinebisTvis 

gamoiyeneba anu qselebisa, romlebic monawileobas ar iReben OLSR 

marSrutizaciis protokolSi, da mravlobiTi interfeisis deklaraciis 

(MID) (multiple interface declaration) Setyobinebebs, romlebic gamoiyeneba 

mxolod im kvanZebis mier, romlebsac mravlobiTi interfeisebi gaaCniaT da 

monawileobas iReben OLSR marSrutizaciis protokolSi imgvarad, rom 

sxva kvanZebs SeuZliaT gansxvavebuli interfeisebis asocireba am kvanZTan. 
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OLSR ar uzrunvelyofs Setyobinebis auTentifikacias da, Sesabamisad, 

daucvelia TavdasxmaTa saxesxvaobebisTvis. 

 

 2.3 Tavdasxmebi marSrutizirebaze 

 

 winamdebare Tavi yuradRebas amaxvilebs zogierTi saxis Tavdasxmaze 

da am TavdasxmaTa gavlenaze usadeno qselis marSrutizaciaze, [7]. 

ganvixiloT sami saxis Tavdasxma: 

- Wiis xvreli; 

- elviseburi Tavdasxma; 

- “sibila”. 

 
2.3.1 Tavdasxma “Wiis xvreli” (wormhole) 
 
Tavdasxma “Wiis xvreli”, Cveulebriv, moiTxovs miznobriv qselSi 

sul cota ori konspiraciuli kvanZis arsebobas, [1,7]. mtrulad ganwyobili 

kvanZebi geografiulad gancalkevebuli unda iyos, raTa Tavdasxma efeqturi 

aRmoCndes. aseTi Tavdasxmisas mtrulad ganwyobili kvanZi ipyrobs paketebs 

raime poziciidan da “gvirabulad” gadascems maT sxva mtrulad ganwyobil 

kvanZs, romelic, igulisxmeba, rom garkveuli manZilis daSorebiT 

mdebareobs. Semdgom, igulisxmeba, rom meore mtrulad ganwyobili kvanZi 

“dagvirabebul” paketebs adgilobrivad gadascems. arsebobs ramdenime gza, 

romlis meSveobiTac aris SesaZlebeli aRniSnuli gvirabis Seqmna, [39-41]. 

gvirabis Sesaqmnelad pirveli meTodis gamoyenebisas, rac naCvenebia 

suraTze 2.4, mtrulad ganwyobili kvanZi, aRniSnuli X-iT, axdens mezobel 

kvanZ A-dan miRebuli paketis inkafsulirebas. amis Semdeg kvanZi X 

ugzavnis inkafsulirebul pakets mtrulad ganwyobil kvanZs Y. kvanZi Y 

avrcelebs dekafsulirebul pakets mezoblebs Soris. amdenad, sawyisi 

paketi, gadacemuli A kvanZis mier mezoblebisTvis, vrceldeba Y kvanZis 

mier mis mezoblebs Soris, maT Sorisaa B kvanZic. magaliTad, Tu kvanZ A-s 

mier gadacemuli (da X-is mier “dagvirabebuli”) sawyisi paketi Hello 

paketi iyo, kvanZi B am paketis miRebisas CaTvlis, rom kvanZi A misi 

mezobelia, rac ar Seesabameba simarTles. sxva magaliTi ganvixiloT: Tu 

kvanZi A gadascems marSrutis moTxovnis pakets kvanZ B-s, kvanZi X SeZlebs 
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aseTi paketis “dagvirabebas” da Y kvanZisTvis miwodebas paketis 

inkafsulirebis gziT. Sedegad, marSrutis moTxovnis mocemuli paketi 

naklebi bijebiT miaRwevs daniSnulebis kvanZs B, vidre marSrutis 

moTxovnis sxva paketi, romelic sxva marSrutiT miemarTeba. aRniSnuli 

xdeba marSrutizaciis nebismieri usafrTxo protokolis gamoyenebis 

miuxedavad, iseTebis, romlebic adre iyo naxsenebi. SeniSvna: X-s da Y-s 

Soris arsebul kvanZebs, romlebic pakets gadascemen, ar SeuZliaT paketis 

interpretireba, radgan igi inkafsulirebulia. Sesabamisad, maT ar 

SeuZliaT bijebis raodenobis gazrda. 

gvirabis Sesaqmnelad meore meTodis gamoyenebisas, romelic suraTze 

2.4-ia naCvenebi, igulisxmeba, rom ori mtrulad ganwyobili kvanZis – X-isa 

da Y-sTvis - xelmisawvdomia sixSiris diapazons gareT arsebuli maRali 

sixSiris arxi. aRniSnuli SeiZleba miRweul iqnas, magaliTad, or kvanZs 

Soris sakabelo linkis arsebobiT an didi diapazonis mqone maRali 

sixSiris usadeno linkis meSveobiT, romelic gansxvavebul sixSireze 

operirebs. amgvarad, aRniSnuli meTodi moiTxovs specializebuli 

SesaZleblobebis mqone mowyobilobas da, amdenad, ufro rTulia, vidre 

winamorbedi meTodi. mocemuli SemTxvevis drosac aseve, A-s mier 

gadacemuli Hello paketi SeiZleba ganmeorebiT iqnas gadacemuli B kvanZis 

axlo mdebareobaSi. Sedegad, kvanZi B CaTvlis, rom kvanZi A misi mezobelia. 

 

inkafsulirebuli paketebi

sur.2.4 Tavdasxma “Wiis xvreli” (inkafsulirebuli paketebi). 
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msgavsad amisa, kvanZ B-sTvis marSrutis moTxovnis paketma kvanZ A-

dan SesaZloa ufro swrafad miaRwios kvanZs B-s (rac daniSnulebis punqts 

warmoadgens marSrutis moTxovnis paketebisTvis) da, savaraudod, naklebi 

bijebiT, vinaidan or mtrulad ganwyobil kvanZs Soris maRali sixSiris 

pirdapiri linki gamoiyeneba. Sedegad, SeiZleba aRmoCndes, rom gvirabis ori 

sasruli wertili erTmaneTTan Zalian axlos aris. aRniSnulis naTlad 

dasanaxad ixileT sur. 2.5. aq kvanZi B iRebs marSrutis sam moTxovnas. 

naTelia, rom marSrutis moTxovnas, miRebuls “Wiis xvreliT”, yvelaze 

naklebi biji eqneba. iqmneba STabeWdileba, rom mtrulad ganwyobili kvanZebi 

sasargeblo samsaxurs ewevian paketebis dagvirabebiT. es ase iqneboda 

kvanZebi msgavs samsaxurs mtruli ganzraxvis gareSe rom eweodnen, magram 

mtrulad ganwyobilma kvanZebma mocemuli Tavdasxma SesaZloa usadeno 

qselebis sxvadasxva protokolTa marTebuli muSaobis Ziris gamosaTxrelad 

gamoiyenon. umniSvnelovanes protokols, romelzec SesaZloa 

zemoaRniSnulma Tavdasxmam gavlena iqonios, warmoadgens marSrutizaciis 

protokoli, rogorc es adre ganxiluli magaliTebidan Cans. monacemTa 

mogroveba, monacemTa miwodeba da a.S. warmoadgens magaliTebs servisebisa, 

romlebic SesaZloa gavlenis qveS moeqcnen. Tavdasxma “Wiis xvreli” 

SesaZloa warmatebuli aRmoCndes im SemTxvevaSic, Tu mas wvdoma ar aqvs 

kvanZis raime kriptografiuli masalaze. magaliTad, zemoTnaxseneb 

suraTebze (2.4 da 2.5) Tavdasxma “Wiis xvreli” SesaZloa warmatebuli 

aRmoCndes sistemis sruluflebiani kvanZebis (rogoric arian kvanZebi A da 

B) mier gamoyenebuli gasaRebis codnis gareSec. garda amisa, qselis 

kvanZebis riskis qveS dayeneba aucilebeli ar aris. amgvarad, imave 

naxatebze, kvanZebi X da Y SesaZloa warmoadgendnen gare kvanZebs, 

romlebic ar arian regularuli qselis nawili. 
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sixSiris diapazons gareT 

ars

sur.2.5 Tavdasxma Wiis xvreli (sixSiris diapazons gareT arsebuli arxi). 

 

2.3.2 elviseburi Tavdasxma 

 

elvisebur Tavdasxmas gavlena aqvs reaqtiuli marSrutizaciis 

protokolze, [1,7]. reaqtiuli marSrutizaciis protokolis SemTxvevisas, 

kvanZi, romelsac marSruti sWirdeba daniSnulebis punqtamde, qselSi 

marSrutizaciis moTxovnis paketebs avrcelebs. marSrutizaciis moTxovnis 

msgavsi paketebis gavrceleba qselSi kontrolirebadi gziT xdeba. amgvarad, 

TiToeuli kvanZi miRebulTagan gzavnis marSrutis aRdgenis mxolod pirvel 

pakets, danarCenebs ki ukuagdebs. Tavdamsxmels SeuZlia reaqtiuli 

marSrutizaciis protokolebis am maxasiaTeblis gamoyeneba. aRniSnuli 

sruldeba marSrutis moTxovnis paketebis daniSnulebis punqtisken elvis 

siswrafiT gagzavniT. Sedegad, kvanZebi, romlebic aseT “elvisebur” 

moTxovnas iReben, gadascemen mas da uaryofen marSrutis yvela moTxovnas, 

romelic mogvianebiT modis. Sedegad miRebuli marSrutebi ukve Seicaven 

Tavdamsxmels, sadac Tavdamsxmels upiratesi pozicia gaaCnia. 

aRniSnuli Tavdasxmis wamowyeba rTuli ar aris. yvelaferi, rac 

amisTvis aris saWiro, gaxlavT is, rom Tavdamsxmelma marSrutis moTxovnis 

paketebis gadacema ufro swrafad SeZlos, vidre amas Zalmosili kvanZebi 

akeTeben. Tavdamsxmels amis gakeTeba “Wiis xvrelebis” formirebiT SeuZlia. 

igives gakeTeba Tavdamsxmels aseve SeuZlia marSrutis moTxovnis paketebis 

miRebasa da gadacemas Soris intervalis ignorirebis gziT. aRniSnuli 

ebuli arxi 
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intervali ganisazRvreba marSrutizaciis protokolebis mier, raTa Tavidan 

iqnas acilebuli marSrutis moTxovnis paketebis kolizia. Tavdamsxmels 

aseve SeuZlia protokolebis mier gansazRvruli intervalis ignorireba 

usadeno arxis misawvdomad. amgvarad, yvela aseTi SemTxvevisas SesaZlebelia 

marSrutis moTxovnis paketebze “elviseburi Tavdasxma”. “elvisebur 

Tavdasxmaze” reagirebis martivi gzaa marSrutis moTxovnis Setyobinebebis 

SemTxveviTi SerCevis daSveba. amdenad, igulisxmeba, rom yoveli kvanZi 

miiRebs marSrutis moTxovnaTa zRvrul raodenobas. amis Semdeg kvanZs 

SeeZleba SemTxveviTad amoirCios marSrutis moTxovna miRebuli 

moTxovnebidan da gagzavnos. TaimauTic unda iyos aRniSnulTan 

asocirebuli, radgan Tu kvanZi marSrutebis moTxovnis zRvrul raodenobas 

TaimauTis ganmavlobisas ver miiRebs, igi SeZlebs marSrutis miRebuli 

moTxovnebidan amorCevas. rogorc zRvruli raodenoba, ise TaimauTis 

mniSvneloba sifrTxiliT unda iqnas SerCeuli. miuxedavad amisa, meqanizmi 

SesaZloa advilad iqnas integrirebuli nebismier reaqtiuli 

marSrutizaciis protokolSi “elviseburi Tavdasxmebisgan” Tavis dasacavad. 

 

 2.3.3 Tavdasxma “sibila” (Sybil) 
 

 “sibila” Tavdasxma gulisxmobs erTi kvanZis arsebobas, romelic 

Tavs warmoaCens ramdenime kvanZad da gaaCnia Sesabamisi identifikatorebi, 

anu identurobebi. [18, 42-43]. damatebiTi identurobebis mopoveba 

SesaZlebelia sxva kvanZebis mibaZviT an yalbi identurobebis gamoyenebiT. 

yvela am identurobis gamoyeneba SeiZleba erTdroulad an drois 

garkveuli periodis ganmavlobisas. mocemulma Tavdasxmam SesaZloa gavlena 

iqonios usadeno qselis ramdenime servisze. magaliTad, man SesaZloa 

gavlena iqonios mravalmimarTulebian marSrutizaciaze, sadac savaraudod 

gaTiSuli mimarTulebebi SesaZloa yvela gadiodes mtrulad ganwyobil 

kvanZze, romelic ramdenime “Sybil-identurobas” iyenebs. mocemulma 

Tavdasxmam aseve SesaZloa gavlena iqonios monacemTa mogrovebaze, sadac 

erTsa da imave kvanZs SeuZlia xeli Seuwyos mravlobiT wakiTxvas da 

TiToeul SemTxvevaSi gansxvavebuli identurobebi iqneba gamoyenebuli. 

SesaZloa zemoqmedebis qveS aRmoCndes resursebis samarTliani ganawilebis 
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meqanizmic, radgan kvanZs SeuZlia moiTxovos erT kuTvnil nawilze meti, 

gamoiyenebs ra sxvadasxva “Sybil-identurobas”.  

 “Sybil-identurobebis” aRmoCenis martivi midgoma SeiZleba iyos 

sajaro gasaRebis sertifikatebis gamoSveba yvela identurobisTvis. 

miuxedavad amisa, problemas warmoadgens centraluri uflebamosili 

organos arsebobis aucilebloba, romelic sertifikatebis ganawilebas 

moaxdenda. aRniSnuli midgoma iyenebs im faqts, rom yoveli kvanZi raRac 

resursiT aris SezRuduli. Semdeg testiT xdeba imis gadamowmeba, gaaCnia 

Tu ara TiToeul identurobas testirebuli resursis saTanado raodenoba. 

amdenad, daSvebulia,  rom yovel identurobas testirebuli resursis erTi 

da igive raodenoba gaaCnia. zog resurss ganekuTvneba gamoTvla, Senaxva da 

komunikacia, magram SesaZloa am resursebis testireba usadeno da 

sensorul qselebSi swori ar iyos qselebSi savaraudod arsebuli 

araerTgvarovnebis mizeziT, ris gamo fizikur mowyobilobebs testirebuli 

resursis raodenobis gansxvavebuli sidideebi gaaCniaT. 

 kidev erT SemoTavazebul resurss radiomimRebi warmoadgens. aq 

daSveba is aris, rom yovel fizikur mowyobilobas mxolod erTi 

radiomimRebi aqvs, romelsac ar Seswevs unari erTdroulad gadasces da 

miiRos Setyobineba erTze met arxze. amgvarad, kvanZs, romelsac surs 

gadaamowmos, warmoadgens Tu ara romelime misi mezobeli “Sybil-

identurobas”, yvela mezobelTan arxs gamoyofs. mosalodnelia, rom 

mezobeli kvanZi Setyobinebas gamoyofili arxiT gadascems. Semamowmebeli 

kvanZi mosasmenad SemTxveviT arxs irCevs. Tuki arCeul arxze aranairi 

Setyobineba ar ismis, Sesabamisi kvanZis identuroba Sybil-identurobad 

CaiTvleba. kidev erT midgomas warmoadgens Sybil-identurobis dadgena 

gasaRebis SemTxveviTi winaswari ganawilebis teqnikiT. SemTxveviTi gasaRebis 

marTvis sqemebis gamoyenebisas kvanZSi mis gaSvebamde itvirTeba SemTxveviT 

gasaRebTa erToblioba. kvanZma, romelic pretenzias acxadebs raime 

identurobaze, unda daamtkicos es identuroba, risTvisac aseve unda 

moaxdinos imis demonstrireba, rom mas gaaCnia mocemuli identurobis 

Sesabamisi gasaRebebi. aRniSnuls kvanZi akeTebs daSifvris an gaSifvris 

operaciebSi gasaRebiT monawileobis gziT. aseTi SemTxvevisas Tavdamsxmelma 
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pirvel rigSi unda moaxdinos mravali kvanZis gatexva, riTac misTvis 

misawvdomi gaxdeba TiToeuli identurobis Sesabamisi gasaRebi. amis Semdeg 

Tavdamsxmelma SesaZloa SeZlos yalbi identurobis Seqmna. 

 Sybil-Tavdasxmis aRmoCenis kidev erT midgomas warmoadgens is, 

rodesac sqemaSi TiToeuli kvanZi centraluri uflebamosili organos mier 

uzrunvelyofilia unikaluri saidumlo informaciiT. kvanZis mier am 

saidumlo informaciidan xdeba heS-jaWvis miReba. kvanZi centraluri 

uflebamosilis mier aseve uzrunvelyofilia identurobis sertifikatiT, 

romelic kvanZis identurobas saidumlo informacias abams. igulisxmeba, 

rom kvanZma, romelic pretenzias acxadebs mocemul identurobaze, unda 

warmoadginos identurobis sertifikati da unda daadasturos, rom igi 

flobs unikalur informacias, sertificirebuls identurobis 

sertifikatSi. dasturi SesaZloa saWiro iyos or kvanZs Soris yoveli 

urTierTqmedebisas. 

  

 2.4 usafrTxo OLSR 

 

 zogi sqema OLSR-s gafarToebas gvTavazobs Tavdasxmebisadmi 

medegobisTvis, [44-46]. maT mier SemoTavazebul mTavar ideas OLSR 

marSrutebis Setyobinebebis auTentifikaciisTvis cifruli xelmowerebis 

gamoyeneba warmoadgens, [35]. aseTi auTentifikacia SesaZloa ganxorcieldes 

bijur (hop-by-hop) an gamWol (end-to-end) safuZvelze, [44]. pirvel 

midgomaSi TiToeuli kvanZi xels awers OLSR paketebze, sanam maTi gadacema 

xdeba (aseTi paketebi SesaZloa Seicavdnen OLSR Setyobinebebs, Seqmnils 

sxvadasxva kvanZebis mier). Semdegi biji amowmebs Setyobinebis 

auTentifikacias, moaSorebs winamorbedi kvanZis xelmoweras da amatebs 

sakuTars. Sesabamisad, xelmowera mxolod imas amowmebs, rom kvanZi, 

romelmac gadaagzavna trafiki, is aris, romelmac xeli moawera 

Setyobinebas, magram ar akeTebs originaluri Setyobinebis auTentifikacias. 

SetyobinebaTa auTentifikacia efuZneba im simetriul gasaRebebs, romlebsac 

kvanZebi inawileben, xolo xelmoweris Seqmna xorcieldeba raime saxis heS-

funqciis, rogoric aris SHA-1, gamoyenebiT. garkveuli avtorebi 

ganixilaven OLSR Setyobinebebis auTentifikaciis sqemebs gamWol 
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safuZvelze, rodesac OLSR Setyobinebis mimReb kvanZs ukeT SeuZlia im 

kvanZis auTentifikacia, romelmac sawyisi Setyobineba Seqmna, vidre 

Setyobinebis gadamamisamarTebeli kvanZisa, [45, 46]. qvemoT orive sqema 

ufro detalurad aris ganxiluli. 

 pirveli sqemis SemTxvevaSi yuradReba gamaxvilebulia 

auTentifikaciaze bijur safuZvelze. sur. 2.6 gviCvenebs ZiriTad 

xelmoweras, romelic Tan erTvis yovel OLSR pakets. sqemisa da 

algoriTmis velebi, naCvenebi suraTze 2.6, gansazRvraven algoriTms, 

romelic xelmoweris SeqmnisTvis gamoiyeneba (magaliTad SHA-1). 

xelmoweris generireba xdeba heS-funqciis (romelic SetyobinebaSi 

gansazRvrul sqemasa da algoriTms efuZneba) gamoyenebiT OLSR paketis 

TavsarTis (header), OLSR paketSi Semavali OLSR marSrutizaciis 

Setyobinebebis, xelmoweris gafarToebis velebis (ixile sur. 2.6) mimarT, 

garda xelmoweris velebisa da ganawilebuli saidumlo gasaRebisa. drois 

niSnulis veli aseve saWiroa mocemul sqemaSi imisaTvis, rom mtrulad 

ganwyobilma kvanZebma ver SeZlon xelaxali Tavdasxmis wamowyeba maT mier 

sxva mdebareobaSi gadaadgilebisa da adre Cawerili Setyobinebebis 

xelaxali gaSvebis gziT. imisaTvis, rom aRniSnulma sqemam imuSaos, kvanZebs 

sWirdebaT maTi mezoblebis mimdinare drois codna. es ar moiTxovs 

kvanZebis mier saaTebis siqnronizacias. es mxolod imas saWiroebs, rom 

kvanZebisTvis cnobili iyos drois savaraudo sxvaoba maTsa da mezoblebs 

Soris. aseve igulisxmeba, rom saaTebi erTi da imave siCqariT muSaobs. 

rodesac kvanZs A misi mezoblis drois dadgena sWirdeba, igi iwyebs drois 

niSnulis gacvlis process moTxovnis Setyobinebis gagzavnis gziT, rogorc 

es naCvenebia suraTze 2.7, [44]. 

sqema algoriTmebi dajavSnuli 

drois niSnuli 

xelmowera 

sur.2.6 ZiriTadi xelmoweris gafarToeba. 
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daniSnuleba 

SemTxveviTi mniSvnelobis “moTxovnis Setyobineba” 

xelmowera 

sur.2.7 moTxovnis Setyobineba. 

 

 daniSnulebis veli Seicavs IP misamarTs kvanZisa (vTqvaT kvanZi B), 

romlis drois gagebas cdilobs kvanZi A. SemTxveviTi sididis veli 

Seicavs SemTxveviT ricxvs, raTa acilebul iqnas xelaxali Tavdasxmebi, 

xolo xelmoweris Seqmna xdeba heS-funqciis gamoyenebiT, rogorc es adre 

iyo aRwerili. daniSnulebis kvanZi anu kvanZi B, axdens Setyobinebis 

auTentifikacias da pasuxobs moTxovnaze pasuxis SetyobinebiT, romlis 

formati naCvenebia suraTze 2.8. 

 

daniSnuleba 

SemTxveviTi mniSvnelobis “moTxovnis Setyobineba” 

drois niSnuli 

sapasuxo xelmowera 

xelmowera 

sur.2.8 moTxovnaze pasuxis Setyobineba. 

 

 moTxovnaze pasuxis Setyobineba Seicavs A kvanZis IP misamarTs, 

SemTxveviT ricxvs da mis droiT niSnuls. sapasuxo xelmoweris velis 

Seqmna xorcieldeba heS-funqciis gamoyenebiT B kvanZis IP misamarTis, 

SemTxveviTi moTxovnisa da erToblivi gasaRebis mimarT. xelmoweris velis 

warmoqmna xdeba heS-funqciis gamoyenebiT mTliani Setyobinebisa da 

erToblivi gasaRebis mimarT. rodesac A kvanZi iRebs moTxovnaze pasuxs B 

kvanZidan, igi pirvel rigSi axdens mis auTentifikaciis Semowmebas (heS-

funqciis gamoyenebiT da Sedegebis SedarebiT imasTan, rasac Setyobineba 

Seicavs). A kvanZi Semdeg drois sakuTar niSnuls ugzavnis B kvanZs, 

risTvisac sapasuxo Setyobinebas qmnis ise, rogorc naCvenebia suraTze 2.9. 
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daniSnuleba 

drois niSnuli 

sapasuxo xelmowera 

xelmowera 

sur.2.9 pasuxis Setyobineba. 

 garkveuli avtorebi OLSR Setyobinebebis auTentifikaciisTvis 

gvTavazoben sqemas gamWol safuZvelze. sqemis mTavari idea Semdegia: 

rodesac kvanZebi gzavnian OLSR Setyobinebas, isini gaumjobesebuli 

xelmoweris (ADVSIG-Advanced signature) Setyobinebas urTaven Tan, rogorc 

es naCvenebia suraTze 2.10, [45,46]. 

 

xelmoweris meTodi dajavSnuli MSN 

globaluri drois niSnuli 

globaluri xelmowera 

sertifikatis xelmowera #1 

……..… 

sertifikatis xelmowera #n 

dasturis drois niSnuli #1 

dasturis xelmowera #1 

……..… 

dasturis drois niSnuli #n 

dasturis xelmowera #n 

sur.2.10 ADVSIG Setyobinebis formati. 

 

 kvanZebi, romlebic linkebis Setyobinebas axdenen, xels imgvarad 

aweren, rom SesaZlebeli iyos Setyobinebis warmomavlobis auTentifikacia. 

am sqemis kidev erT mniSvnelovan koncefcias is warmoadgens, rom rodesac 

kvanZi links atyobinebs sxva kvanZs (magaliTad, TC Setyobinebis meSveobiT), 

igi Tan urTavs dasturs imisa, rom linki namdvilad arsebobs, rac am 

kvanZidan gagzavnili Hello Setyobinebebis meSveobiT xdeba. OLSR-s dacvis 

aRniSnuli midgoma moiTxovs gasaRebis marTvis raime sqemas, rac SeiZleba 
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gamoyenebul iqnas SetyobinebaTa auTentifikaciisTvis. sqema aseve moiTxovs 

drois niSnulis arsebobas, rac saSualebas aZlevs kvanZebs drois 

urTierTSeTanxmebuli niSnulebi iqonion, rogorc es ukve iyo aRwerili 

winamdebare TavSi. 

 suraTze 2.10 xelmoweris meTodi gansazRvravs SetyobinebaTa 

xelmowerisTvis gamoyenebul funqciebs. MSN-is (Message sequence number) 

veli gansazRvravs Setyobinebis rigiT nomers, romelsac ADVSIG 

Setyobineba mimarTavs. globaluri drois niSnulis Setyobineba Seicavs 

drois niSnuls. globaluri xelmoweris veli Seicavs OLSR Setyobinebis 

xelmoweras da TandarTul ADVSIG Setyobinebas. sertifikatTa 

xelmowerebi (#1–#n) aris Hello Setyobinebebis xelmowerebi, romlebic 

generirebulia Setyobinebis gamgzavni kvanZis mier da romlisTvisac jer 

dasturi ar arsebobs (vinaidan Hello Setyobineba ar aris miRebuli linkis 

meore mxaris mier). dasturis drois niSnuli da xelmowera (#1–#n) 

Seicavs dros, rodesac xelmowerili Hello Setyobineba iqna miRebuli 

linkis meore mxaris mier, romelic Setyobinebulia Hello an TC 

SetyobinebiT, da xelmoweras, romelsac aRniSnuli Setyobineba Seicavs (da 

generirebulia linkis meore mxaris mier). 

 
 2.5 usafrTxo arxis mdgomareobis marSrutizaciis protokoli 

(SLSP) 
 

 usafrTxo arxis mdgomareobis marSrutizaciis protokoli (SLSP) 

aris sqema, SemoTavazebuli arxis mdgomareobis marSrutizaciis 

usafrTxoebisTvis, sadac usafrTxoeba miiRweva asimetriuli primitivebis 

gamoyenebis gziT, [7]. SLSP gulisxmobs, rom qselis yvela kvanZs sajaro-

kerZo gasaRebTa wyvili gaaCnia. yoveli kvanZi gadascems sertificirebul 

gasaRebs misi zonis SigniT arsebul yvela kvanZs (magaliTad, yvela kvanZs, 

romelic misgan R bijis farglebSi imyofeba). es gadacema periodulia an 

damokidebulia imaze, Tu rodis moiTxovs amas garemoeba (magaliTad, 

rodesac mniSvnelovnad icvleba qselis topologia), rac saSualebas 

aZlevs axal kvanZebs Sevidnen zonaSi da daadginon gasaRebi. sajaro 
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gasaRebTa sertificireba SesaZloa miRweul iqnas sertificirebis 

ganawilebuli uflebamosili organos meSveobiT. 

 pirvel nabijs nebismier arxis mdgomareobis marSrutizaciis 

protokolSi mezoblis aRmoCena warmoadgens. SLSP-Si mezoblebis aRmoCena 

xdeba xelmowerili Hello Setyobinebebis meSveobiT, romlebic Seicaven 

kvanZis IP misamarTsa da garemos misawvdomobis marTvis MedAC misamarTs. 

aRniSnuli midgoma cdilobs uzrunvelyos, rom calkeulma kvanZma ver 

SeZlos mravlobiTi kvanZebis mibaZva, xolo ormagi IP misamarTebis aRmoCena 

iolad moxdes. Setyobinebebi im kvanZebidan, romlebic mosalodnel qcevas 

ewinaaRmdegebian, SesaZloa uaryofil iqnas. mocemuli midgoma aseve 

saSualebas aZlevs SLSP-s Semsrulebel kvanZebs, rom gamoTvalon siCqare, 

romliTac sxva kvanZebi marSrutizaciis Setyobinebebis generirebas axdenen. 

Setyobinebebs kvanZebidan, romlebic marSrutizaciis Zalian bevri 

Setyobinebis generirebas axdenen, SesaZloa dabali prioriteti mieniWoT, 

riTac moxdeba Tavis dazRveva am kvanZebis  mier marSrutizaciis Zalian 

bevri Setyobinebis generirebis gziT DoS Tavdasxmebis ganxorcielebisa. 

 rogorc es arxis mdgomareobis marSrutizaciis protokolebisTvis 

aris damaxasiaTebeli, rogorc ki kvanZebi mezoblebs aRmoaCenen, isini 

uSualo mezoblebs arxis mdgomareobis ganaxlebis (LSU-Link State Update) 

Setyobinebebs ugzavnian. SLSP-Si LSU Setyobinebebs iseTi TavsarTi aqvT, 

rogorc es naCvenebia suraTze 2.11. LSU-s Semqmneli sakuTari zonis 

radiuss R gansazRvravs RLSU velSi. Semdeg igi irCevs SemTxveviT ricxvs 

x da heS-funqcias iyenebs mis mimarT h(x). h(x) ismeba “ganvlili bijebis” 

velSi, xolo hR(x)– “zonis radiusis” velSi. momdevno kvanZebi, romlebic 

LSU-s gadaagzavnian, heS-funqcias iyeneben “ganvlili bijebis” velis mimarT 

da mis mniSvnelobas axali sididiT cvlian. Sesabamisad, Cven viRebT 

ganvlili bijebi=h(ganvlili bijebi). SLSP_LSU_SEQ Seicavs 32-bitian 

rigiT nomers, romelic izrdeba kvanZis mier LSU-s generirebasTan erTad. 

kvanZi LSU-s xelmoweris vels amatebs xelmoweras. IP paketis TTL (Time 

To Live, arsebobis dro) sidides eniWeba R-1 da, amdenad, marSrutizaciis 

Setyobinebebi zonis SigniT rCeba. aseve SesaZlebelia, rom 

sertificirebuli gasaRebi Tavad kvanZis mier iyos darTuli LSU 
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SetyobinebisTan (vidre gamoyenebul iqnas gasaRebis perioduli gadacema). 

aRniSnuli uzrunvelyofs, rom LSU-s mimReb kvanZs Setyobinebis 

gadamowmeba SeeZlos. 

 ufro savaraudoa, rom kvanZs, romelic LSU-s Semqmnelis zonis 

SigniT imyofeba, Semqmnelis sajaro gasaRebi gaaCnia. rodesac aseTi kvanZi 

LSU Setyobinebas miiRebs, mas SeuZlia Setyobinebis auTentifikaciis 

Semowmeba. Setyobinebis auTentifikaciis Semowmeba Semdegnairad xdeba: 

kvanZi amowmebs “ganvlili bijebis” vels. kvanZma icis raodenoba bijebisa, 

romelic Setyobinebam ukve gamoiara, rac udris zonis radiuss R 

daklebuli mimdinare paketis TTL sidide (TTL sidide erTiT mcirdeba 

TiToeul bijze). Sesabamisad, kvanZi heS-funqcias “ganvlili bijebis” velis 

mimarT TTL-jer iyenebs da adarebs mas zonis radiusis vels (rac hR(x)-is 

tolia). ori sidide toli unda iyos: 

 
hTTL(hops_traversed) = hTTL[hR-TTL(x)]=hR(x) = zone_radius 

 

 Tu LSU damowmebulia, kvanZi amcirebs TTL-s, heS-funqcias iyenebs 

“ganvlili bijebis” velis mimarT da ganmeorebiT gadascems LSU-s. LSU 

mxolod manamde inaxeba, sanam LSU linkis meore mxridanac iqneba miRebuli. 

rodesac LSU-s dadastureba moxdeba, igi gamoiyeneba kvanZze marSrutebis 

ganaxlebisTvis, winaaRmdegi SemTxvevisas igi uqmdeba. mainc arsebobs 

SesaZlebloba imisa, rom ori kvanZi gaerTiandes ararsebuli linkis 

Setyobinebis gasagzavnad. SLSP-s aseTi Tavdasxmis aRkveTa ar SeuZlia. 

 

tipi RLSU dajavSnuli 

zonis radiusi 

SLSP_LUS_SEQ 

LSU_xelmowera 

ganvlili bijebi 

 

sur.2.11 LSU Setyobinebis TavsarTi. 
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3. optimizirebuli arxis mdgomareobis marSrutizaciis 

protokoli 
 

 3.1 protokolis funqcionireba 

 

 winamdebare qveTavi miznad isaxavs adre ganxiluli OLSR 

protokolis funqcionirebis detalur ganxilvas. OLSR funqcionaloba 

realizebulia ZiriTad nawilSi - “gulSi”, romelic aucilebelia 

protokolis operirebisTvis, da damxmare funqciebis nakrebSi, [37]. 

 “guli” Tavad gansazRvravs protokols, romelsac saSualeba aqvs 

uzrunvelyos marSrutizacia avtonomiur usadeno qselSi. TiToeuli 

damxmare funqcia uzrunvelyofs damatebiT funqcionalobas, rac SesaZloa 

gamoyenebul iqnas specifiur scenarebSi, magaliTad, iseTi SemTxvevisas, 

rodesac kvanZi uzrunvelyofs kavSirs usadeno qselsa da marSrutizaciis 

sxva domens Soris. yvela damxmare funqcia Tavsebadia, im farglebSi, sadac 

damxmare funqciebis nebismieri (qve)erToblioba SesaZloa “gulTan” erTad 

ganxorcieldes. 

 garda amisa, protokolisTvis dasaSvebia mravalgvarovani 

(heterogenuri) kvanZebis anu im kvanZebis Tanaarseboba qselSi, romlebic 

axorcieleben damxmare funqciebis gansxvavebul qveerTobliobebs.  

 

 3.1.1 ZiriTadi funqcionaloba 

 

 OLSR-s funqcionaloba gansazRvravs kvanZis qcevas, romelic 

aRWurvilia OLSR interfeisiT, monawileobas iRebs usadeno qselSi da 

iyenebs OLSR-s marSrutizaciis protokolad. aRniSnuli funqcionaloba 

moicavs OLSR protokolis SetyobinebaTa universalur specifikacias da 

qselSi gadagzavnas, linkis amocnobas, topologiis gavrcelebas da 

marSrutis gamoTvlas, a.S. [37]. 

 “guli” ZiriTadad Semdegi komponentebisgan Sedgeba: 

 paketis formati da gadagzavna 

 paketis formatis universaluri specifikacia da gavrcelebis 

optimizirebuli meqanizmi warmoadgens OLSR kontrolis trafikis 

transportirebis meqanizms. 
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 linkis amocnoba 

 linkis amocnoba xorcieldeba HELLO Setyobinebebis perioduli 

gagzavniT im interfeisebis saSualebiT, romelTa meSveobiTac xdeba 

kavSiris Semowmeba. linkis amocnobis Sedegad viRebT linkebis adgilobriv 

erTobliobas, romelic aRwers linkebs “adgilobriv interfeisebsa” da 

“daSorebul interfeisebs” (anu mezobeli kvanZebis interfeisebs) Soris. 

Tu linkis (arxis) donis mier uzrunvelyofilia sakmarisi informacia, 

SesaZloa igi iqnas gamoyenebuli adgilobriv linkTa erTobliobis 

SevsebisTvis HELLO Setyobinebis nacvlad. 

 mezoblis aRmoCena 

 Tu mocemulia qseli mxolod erTi interfeisis kvanZebiT, kvanZma 

SesaZloa mezobeli erToblioba gamoTvalos uSualod gacvlili 

informaciidan, rogorc linkis amocnobis nawili: erT-interfeisiani kvanZis 

“ZiriTadi misamarTi”, gansazRvrebis mixedviT, aris am kvanZze erTaderTi 

interfeisis misamarTi. mravlobiT interfeisiani kvanZebisgan Semdgar 

qselSi, ZiriTad misamarTze (da, Sesabamisad, kvanZebze) interfeisis 

misamarTis asaxvisTvis damatebiTi informaciaa saWiro. damatebiTi 

informaciis mopoveba mravlobiTi interfeisis deklaraciis (MID multiple 

interface declaration) Setyobinebebis meSveobiT xdeba. 

 MPR (Multipoint Relay – mravalpunqtiani rele) SerCeva  

 MPR SerCevis mizans kvanZis mier mezobelTa qveerTobliobebis 

imgvarad SerCeva warmoadgens, rom gadacemuli Setyobineba, gadagzavnili an 

SerCeuli mezoblebis mier, miRebul iqnas 2 bijiT daSorebuli yvela 

kvanZis mier. kvanZis MPR erTobliobis gamoTvla imgvarad xdeba, rom 

TiToeuli interfeisisTvis mocemul pirobas akmayofilebdes. aRniSnuli 

gamoTvlis Sesasruleblad aucilebeli informaciis mopoveba HELLO 

Setyobinebebis perioduli gacvlis gziT xdeba. 

 topologiis kontrolis TC (Topology Control) Setyobinebis 

gavrceleba 

 topologiis kontrolis Setyobinebebis gavrcelebis daniSnulebas 

warmoadgens qselis TiToeuli kvanZis uzrunvelyofa arxis mdgomareobis 

Sesaxeb sakmarisi informaciiT. 
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 marSrutis gamoTvla 

 Tu mocemulia arxis mdgomareobis informacia, iseve rogorc 

kvanZebis interfeisis konfiguracia, mopovebuli SetyobinebaTa perioduli 

gacvlis gziT, TiToeuli kvanZisTvis SesaZlebelia marSrutizaciis 

cxrilis gamoTvla. am meqanizmis sakvanZo ideas MPR urTierToba 

warmoadgens. 

 

 3.1.2 damxmare funqcionaloba 

 

 OLSR-s sakvanZo funqcionalobis garda, arsebobs SemTxvevebi, 

rodesac sasurvelia damatebiTi funqcionaloba. aRniSnuli moicavs 

situaciebs, rodesac kvanZs mravlobiTi interfeisi gaaCnia, romelTa 

nawili marSrutizaciis sxva domenSi monawileobs, sadac interfeisis 

programireba qselis mowyobilobaSi damatebiT informacias uzrunvelyofs 

linkis donis Setyobinebebis formiT da sadac sasurvelia qselisTvis 

Warbi informaciis miwodeba protokolis mimdinare xarjebis angariSiT, 

[37] 

 

 3.1.3 paketebis formati da gadagzavna 

 

 OLSR protokoli iyenebs paketis unificirebuli formats, romelic 

saerToa protokolTan dakavSirebuli yvela monacemisTvis. igi agreTve 

aiolebs sxvadasxva “tipis” informaciis gaerTianebas erT gzavnilad 

da, Sesabamisad, zemoaRniSnulis realizaciisTvis qselis mier daSvebuli 

freimis maqsimaluri zomis gamoyenebis optimizacias emsaxureba. mocemuli 

paketebi UDP datagramebSi Tavsdeba qseliT gadacemisTvis.. 

 yoveli paketi axdens erTi an meti Setyobinebis inkafsulirebas. 

Setyobinebebi inawileben TavsarTis saerTo formats, rac saSualebas 

aZlevs kvanZebs, sworad miiRon da (Tu gamoiyeneba) gadagzavnon ucnobi 

tipis Setyobinebebi. Setyobinebebi SesaZloa gavrceldes mTel qselSi an 

gavrceleba Setyobinebis Semqmnelis mier SeizRudos kvanZebiT diametris 

farglebSi (bijebis raodenobis erTeuliT). nebismieri sakontrolo 
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Setyobinebis gavrcelebisas dublirebuli gadagzavnis aRmofxvra 

adgilobrivad moxdeba (anu TiToeuli kvanZi Seicavs dublirebul 

erTobliobas, raTa acilebul iqnas OLSR kontrolis Setyobinebis orjer 

gagzavna) da minimizebuli iqneba mTels qselSi MPR-s gamoyenebis 

meSveobiT, rogorc es qvemoT aris aRwerili. 

 [37].  

sur.3.1 OLSR-s nebismieri paketis ZiriTadi formati. 

 

 paketis sigrZe 

 paketis sigrZe (baitebSi). 

 paketis rigiTi nomeri (PSN Packet Sequence Number) 

 (PSN) yovel jerze unda iqnas erTiT gazrdili, rodesac OLSR 

paketis gadacema xdeba. TiToeuli interfeisisTvis calke inaxeba paketis 

rigiTi nomeri imgvarad, rom interfeisiT gadacemuli paketebi 

Tanmimdevrulad gadaTvlili iyos. IP misamarTi interfeisisa, romliTac 
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moxda paketis gagzavna, SesaZloa miRebul iqnas paketis IP TavsarTidan. Tu 

paketi aranair Setyobinebas ar Seicavs (magaliTad, paketis sigrZe naklebi 

an tolia paketis TavsarTis zomaze), paketi Cumad unda iqnas gauqmebuli. 

 Setyobinebis tipi 

 mocemuli veli gviCvenebs Setyobinebis tips, romelic moTavsebulia 

“Setyobinebis” nawilSi. 

 Vdro 

 aRniSnuli veli gviCvenebs miRebidan ramdeni xnis ganmavlobisas unda 

CaTvalos kvanZma SetyobinebaSi Semavali informacia Zalmosilad, sanam 

informaciis morigi ganaxleba iqneba miRebuli.  

 Setyobinebis zoma 

 aRniSnuli gvaZlevs Setyobinebis zomas, rac gamoTvlilia baitebiT 

da izomeba “Setyobinebis tipis” velidan momdevno “Setyobinebis tipis” 

velis dawyebamde (an – Tu ar arsebobs momdevno Setyobineba, paketis 

dasasrulamde). 

 Semqmnelis misamarTi 

 aRniSnuli veli Seicavs ZiriTad misamarTs kvanZisa, romelmac 

Tavdapirvelad moaxdina Setyobinebis generireba. mocemuli veli ar unda 

agverios wyaros misamarTTan, romelic moTavsebulia IP-s TavsarTSi, da 

romelic yovel jerze icvleba Sualeduri kvanZis interfeisis Sesabamisad, 

romelmac moaxdina Setyobinebis gadagzavna. Semqmnelis misamarTi arasodes 

ar unda Seicvalos gadagzavnisas. 

 Time To Live 

aRniSnuli veli Seicavs maqsimalur raodenobas bijebisa, romlebsac 

gagzavnili Setyobineba gaivlis. sanam Setyobineba gadaigzavneba, Time To 

Live 1-iT unda Semcirdes. rodesac kvanZi iRebs Setyobinebas, romlis Time 

To Live 0-s an 1-s udris, Setyobineba ar unda gadaigzavnos aranair 

garemoebebSi. Cveulebriv, kvanZi ar miiRebs Setyobinebas, romlis TTL 0-is 

tolia. amgvarad, aRniSnuli velis gansazRvriT Setyobinebis Semqmnels 

SeuZlia gavrcelebis radiusis SezRudva. 
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bijebis raodenoba 

aRniSnuli veli Seicavs raodenobas bijebisa, romlebic Setyobinebam 

ukve gaiara. Setyobinebis gadagzavnamde bijebis raodenoba 1-iT unda 

gaizardos. Tavdapirvelad, Setyobinebis Semqmneli mas 0-ad gansazRvravs. 

Setyobinebis rigiTi nomeri 

Setyobinebis generirebisas “Semqmneli” kvanZi TiToeul Setyobinebas 

unikalur saidentifikacio nomers aniWebs. aRniSnuli nomeri iwereba 

Setyobinebis rigiTi nomris velSi. rigiTi nomeri erTiT izrdeba 

TiToeuli SetyobinebisTvis, romlis Seqmna erTi kvanZis mier xdeba. 

Setyobinebis rigiTi nomeri gamoiyeneba imis uzrunvelsayofad, rom 

mocemuli Setyobineba kvanZis mier erTze metad ar iqnas gadagzavnili. 

unda aRiniSnos, rom Setyobinebebis damuSaveba da gadamisamarTeba 

ori gansxvavebuli qmedebaa, rac gansxvavebuli wesebiT aris ganpirobebuli. 

damuSaveba ukavSirdeba Setyobinebis SigTavsis gamoyenebas, rodesac 

gadamisamarTeba dakavSirebulia imave Setyobinebis gadagzavnasTan qselis 

sxva kvanZebisTvis. Nacnobi tipis Setyobinebebi am algoriTmis mier “brmad” 

ar unda gadamisamarTdes. gadamisamarTeba (da Setyobinebis marTebuli 

TavsarTis gansazRvra gadasamisamarTebel, cnobil SetyobinebaSi) 

warmoadgens algoriTmis pasuxismgeblobas, romelic gansazRvravs, rogor 

unda moxdes Setyobinebis marTva da, aucileblobisas, gadagzavna. 

aRniSnuli saSualebas iZleva Setyobinebis tipi imgvarad ganisazRvros, rom 

gadacemis ganmavlobisas moxdes misi modificireba (magaliTad, asaxva 

marSrutisa, romelic Setyobinebam airCia). aRniSnuli aseve MPR 

gavrcelebis meqanizmisTvis gverdis avlis saSualebas iZleva, Tu raime 

mizeziT Setyobinebis saxeobis klasikuri gavrcelebaa aucilebeli. 

algoriTmi, romelic imas gansazRvravs, Tu rogor unda imarTos mocemuli 

Setyobinebebi, ubralod moaxdens Setyobinebis gadagzavnas, miuxedavad 

MPR-sa. 

SetyobinebaTa tipebis erTobliobis gansazRvriT, rac  OLSR-s 

yvela realizaciam unda amoicnos, SesaZlebeli iqneba protokolis 

gafarToveba SetyobinebaTa damatebiTi saxeobebis SemotaniT, imavdroulad 
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ki Zvel realizaciebTan Tavsebadoba SenarCunebuli iqneba. OLSR-s sakvanZo 

funqcionalobisTvis aucilebel SetyobinebaTa saxeebia: 

- HELLO Setyobineba, romelic asrulebs linkis amocnobis, 

mezoblis gansazRvrisa da MPR-s SerCevis amocanas; 

- TC (Topology Control) Setyobinebebi, romlebic topologiis 

deklaraciis (arxis mdgomareobis Setyobineba) amocanas 

asruleben; 

- MID (Multiple Interface Declaration) Setyobinebebi, romlebic 

kvanZebze mravlobiTi interfeisebis arsebobis deklarirebis 

amocanas asruleben. 

 
3.2 informaciis sacavebi 

 

OLSR-s kontrolis SetyobinebaTa gacvlis gziT TiToeuli kvanZi 

axdens qselis Sesaxeb Semdegi informaciis akumulirebas, [37]:  

mravlobiTi interfeisis mqone kvanZebis sainformacio baza. arxis 

informaciis adgilobrivi baza inaxavs informacias mezoblebTan linkebis 

Sesaxeb. 

mezoblebis sainformacio baza - inaxavs informacias mezoblebis, 2-

bijiani mezoblebis, MPR-sa da MPR-s SemrCevebis Sesaxeb.  

qselis TiToeuli kvanZi inaxavs informacias qselis topologiis 

Sesaxeb. aRniSnuli informaciis mopoveba xdeba TC-Setyobinebebidan da 

gamoiyeneba marSrutizaciis cxrilebis gamoTvlisTvis. kvanZSi topologiis 

korteJebis erTobliobas “topologiis erToblioba” ewodeba. 

 

3.3 Hello Setyobinebis formati da generireba 
 

adgilobrivi linkebisa da mezoblebis Sesaxeb informaciuli bazis 

SevsebisTvis saerTo meqanizmi gamoiyeneba, romelsac saxelad HELLO 

Setyobinebebis perioduli gacvla ewodeba. amdenad, winamdebare Tavi aRwers 

HELLO Setyobinebis zogad meqanizms, rasac TanmimdevrobiT moyveba linkis 

amocnoba da topologiis dadgena, [37]..  
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sur.3.2. HELLO Setyobinebis formati 

 

 aRniSnuli igzavneba, rogorc ZiriTadi paketis formatis monacemTa 

nawili. mas Tan axlavs “mesijis saxeoba”, romelic gansazRvrulia, rogorc 

HELLO_MESSAGE, TTL veli gansazRvrulia 1-is (erTi) tolad, xolo 

Vdro, Sesabamisad, NEIGHB_HOLD_TIME-is sidided, romlis ganmartebac 

qvemoT aris mocemuli.  

 darezervebuli 

 aRniSnuli veli carielia da unda ganisazRvros, rogorc 

“0000000000000”. 

 Hdro 

 aRniSnuli veli gansazRvravs HELLO-s gaSvebis intervals, rasac 

kvanZi iyenebs am konkretul interfeisze anu es aris dro momdevno 

HELLO-s gadacemamde. HELLO-s gaSvebis intervali warmodgenilia 

mantisaTi (Hdro velis oTxi udidesi biti) da eqsponentiT (Hdro velis 

oTxi umciresi biti). sxva sityvebiT: 

HELLO-s gaSvebis intervali = C*(1+a/16)*2^b 

 89



sadac a aris mTeli ricxvi, warmodgenili Hdrois velis oTxi 

udidesi bitiT, xolo b – mTeli ricxvi, warmodegnili Hdrois velis 

oTxi umciresi bitiT. 

mzadyofna 

aRniSnuli veli gansazRvravs kvanZis mzadyofnas sxva kvanZebisTvis 

gadaitanos da gadaamisamarTos trafiki. kvanZi, romlis mzadyofnaa 

WILL_NEVER, arasodes ar unda iqnas arCeuli MPR-ad romelime kvanZis 

mier. gaucxadeblad, kvanZma unda gadasces mzadyofna WILL_DEFAULT. 

linkis kodi 

aRniSnuli veli gansazRvravs informacias linkis Sesaxeb gamgzavnis 

interfeissa da mezobeli interfeisebs Soris. igi aseve gansazRvravs 

informacias mezoblis statusis Sesaxeb. linkis kodebi, romlebic 

kvanZisTvis ucnobia, ugulebelyofil arian. 

linkis Setyobinebis zoma 

linkis Setyobinebis zoma, romelic iTvleba baitebiT da izomeba 

“linkis kodis” velis dasawyisidan “linkis kodis” momdevno velamde (an – 

Tu sxva saxis linkebi ar arsebobs – Setyobinebis bolomde). 

mezoblis interfeisis misamarTi 

mezobeli kvanZis interfeisis misamarTi. 

HELLO Setyobinebis generireba moiTxovs linkis erTobliobis, 

mezobelTa erTobliobisa da MPR erTobliobis gadacemas. principSi, 

HELLO Setyobineba sam damoukidebel amocanas emsaxureba. esenia: 

- linkis amocnoba; 

- mezoblis dadgena; 

- MPR SerCeva. 

samive amocana erT garemoSi arsebul kvanZebs Soris informaciis 

periodul gacvlas efuZneba da emsaxureba “adgilobrivi topologiis 

dadgenis” erTian mizans. Sesabamisad, HELLO Setyobinebis generireba xdeba 

informaciis safuZvelze, romelic Senaxulia adgilobrivi linkebis 

erTobliobaSi, mezobelTa erTobliobasa da MPR erTobliobaSi. 

kvanZma linkis amocnoba yovel interfeisze unda Seasrulos, raTa 

aRmoaCinos linkebi interfeissa da mezobel interfeisebs Soris. 
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garda amisa, kvanZma unda gadasces misi sruli 1-bijiani garemocva 

yovel interfeisze, raTa ganxorcieldes mezoblebis aRmoCena. amgvarad, 

mocemuli interfeisisTvis HELLO Setyobineba Seicavs aRniSnul 

interfeisze linkebis sias (linkTa asocirebuli saxeobebiT), iseve, 

rogorc mTliani garemocvis sias (mezobelTa asocirebuli saxeobebiT). 

Vdrois veli imgvarad aris gansazRvruli, rom kvanZis 

NEIGHB_HOLD_TIME  parametris sidides Seesabamebodes. Hdrois veli 

imgvarad aris gansazRvruli, rom kvanZis HELLO_INTERVAL  parametris 

sidides Seesabamebodes. mzadyofnis veli imgvarad aris gansazRvruli, rom 

Seesabamebodes kvanZis mzadyofnas sxva kvanZebis saxeliT gadaamisamarTos 

trafiki. kvanZma erTi da igive mzadyofna unda gadasces yvela interfeiss. 

erTi OLSR interfeisis mqone kvanZisTvis ZiriTadi misamarTi aris 

ubralod OLSR interfeisis misamarTi anu kvanZisTvis erTi OLSR 

interfeisis ZiriTadi misamarTi, romelic L_neighbor_iface_addr-s 

Seesabameba, aris L_neighbor_iface_addr. 

 

3.4 mezoblebis dadgena 

 

mezoblis dadgena avsebs mezoblis informaciul bazas da saqme aqvs 

kvanZebTan da kvanZebis mTavar misamarTebTan. mezoblis dadgenis meqanizms 

HELLO Setyobinebebis perioduli gacvla warmoadgens. 

 
3.4.1 mezoblebis erTobliobis Sevseba 

 

kvanZi inaxavs mezobelTa korteJebis erTobliobas, romelic linkTa 

korteJebs efuZneba. aRniSnuli informaciis ganaxleba linkis erTobliobis 

cvlilebis Sesabamisad xdeba. linkis erTobliobaSi inaxeba informacia 

linkebis Sesaxeb, rodesac mezobelTa erTobliobaSi inaxeba informacia 

mezoblebis Sesaxeb. am or erTobliobas Soris naTeli kavSiri arsebobs, 

radgan kvanZi aris meore kvanZis mezobeli mxolod iseTi SemTxvevisas, 

rodesac or kvanZs Soris sul cota erTi linki arsebobs. 
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3.4.2 MPR erTobliobis Sevseba 

 

MPR kvanZidan qselSi sakontrolo Setyobinebebis gavrcelebisTvis 

gamoiyeneba, da amave dros qselSi warmoSobili gadagzavnebis raodenoba 

mcirdeba. amdenad, MPR-s ZiriTad koncefcias warmoadgens Setyobinebebis 

gavrcelebis klasikuri meqanizmis optimizacia. qselis TiToeuli kvanZi 

simetriuli 1-bijiani mezoblebidan damoukideblad irCevs MPR-ebis 

sakuTar erTobliobas.  

MPR-s erToblioba kvanZis mier ise unda iqnas gamoTvlili, rom man 

MPR erTobliobis mezoblebis gavliT yvela simetriul 2-bijian mezobels 

miaRwios.  

MPR erTobliobis xelaxal gansazRvras adgili unda hqondes 

rodesac cvlilebebia aRmoCenili garemocvaSi. MPR-s gansazRvra xdeba 

yoveli interfeisisTvis, xolo kvanZis yvela interfeisis MPR 

erToblioba qmnis am kvanZis MPR erTobliobas. Tumca ar aris arsebiTi, 

rom MPR-is erToblioba minimaluri iyos, mTavaria, rom yvela zusti, 2-

bijiani mezoblis miRweva MPR-d arCeuli kvanZebiT xdebodes. kvanZma unda 

airCios MPR erToblioba ise, rom nebismieri zusti, 2-bijiani mezobeli 

miRweul iqnas sul cota erTi MPR kvanZiT. MPR erTobliobis mcire 

raodenobis SenarCuneba uzrunvelyofs protokolis mimdinare xarjebis 

minimizebas. 

 

3.5 topologiis dadgena 

 

winamdebare Tavi aRwers, Tu linkis amocnobisa da mezoblis 

gansazRvris mier mowodebuli informaciis ra nawili vrceldeba mTel 

qselSi da rogor gamoiyeneba igi marSrutis SedgenisTvis. marSrutizaciis 

gansaxorcieleblad saWiro informaciis uzrunvelsayofad kvanZma, sul 

cota, linkebi unda gaavrcelos sakuTar Tavsa da MPR-d SerCeuli 

erTobliobis kvanZebs Soris. 
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3.5.1 TC Setyobinebis formati 

TC Setyobinebis formati Semdegia, [37]: 

 

 

sur.3.3 TC Setyobinebis formati. 
 

aRniSnulis gagzavna xdeba, rogorc ZiriTadi Setyobinebis formatis 

monacemTa nawilisa, sadac “Setyobinebis saxeoba” gansazRvrulia, rogorc 

TC_MESSAGE. time to live unda ganisazRvros, rogorc 255 (maqsimaluri 

sidide), raTa Setyobinebis gavrceleba mTel qselSi moxdes, xolo Vdro 

gansazRvruli TOP_HOLD_TIME sididis Sesabamisad. 

Setyobinebuli mezoblis rigiTi nomeri Advertised Neighbor Sequence 

Number (ANSN) 

rigiTi nomeri asocirdeba mezobelTa Setyobinebul erTobliobasTan. 

yovel jerze, rodesac kvanZi cvlilebas aRmoaCens Setyobinebul mezobelTa 

erTobliobaSi, igi zrdis rigiT nomers. es nomeri igzavneba TC 

Setyibinebis ANSN velSi uaxlesi informaciis Canaweris Senaxvis mizniT. 

rodesac kvanZi TC Setyibinebas iRebs, mas Setyobinebuli mezoblis rigiTi 

nomris safuZvelze SeuZlia gadawyvitos, aris Tu ara Semqmneli kvanZis 

Setyobinebuli mezoblis Sesaxeb miRebuli informacia ufro axali, vidre 

ukve arsebuli. 

Setyobinebuli mezoblis ZiriTadi misamarTi 

aRniSnuli veli Seicavs mezobeli kvanZis mTavar misamarTs. Semqmneli 

kvanZis Setyobinebuli mezoblebis yvela ZiriTadi misamarTi CarTulia TC 

SetyobinebaSi. Tu Setyobinebis dasaSvebi maqsimaluri zoma (gansazRvruli 
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qselis mier) miRweulia da kidev arsebobs Setyobinebul mezobelTa 

misamarTebi, romelTa CarTva TC SetyobinebaSi ver moxerxda, moxdeba meti 

TC Setyibinebis generireba, sanam sruli Setyobinebuli mezoblebis 

erToblioba gaigzavneba.  

darezervebuli 

veli carielia da ganisazRvreba, rogorc “0000000000000000”. 

TC Setyobineba qselSi kvanZis mier igzavneba, raTa gacxadebul iqnas 

erToblioba linkebisa, rasac gacxadebul linkTa erToblioba ewodeba da 

unda Seicavdes, sul cota, linkebs MPR SemrCevTa erTobliobis yvela 

kvanZTan anu mezoblebisa, romlebmac gamgzavni kvanZi MPR-ad airCies. 

rigiTi nomeri (ANSN), asocirebuli Setyobinebul mezobelTa 

erTobliobasTan, aseve igzavneba siasTan erTad. ANSN nomeri unda 

Semcirdes, rodesac linkebis moSoreba xdeba Setyobinebul mezobelTa 

erTobliobidan. Semdeg ANSN nomeri unda gaizardos, rodesac linkebis 

damateba moxdeba Setyobinebul mezobelTa erTobliobisTvis. 

topologiis sainformacio bazis Sesaqmnelad MPR-d arCeuli yoveli 

kvanZi agzavnis topologiis kontrolis (TC) Setyobinebebs. TC 

Setyobinebebi vrceldeba qselis yvela kvanZze.  

misamarTebis sia SesaZloa nawilobrivi iyos yovel TC SetyobinebaSi 

(magaliTad, qselis mier gansazRvruli Setyobinebis zomis SezRudvebis 

gamo), magram analizi yvela TC Setyobinebisa, romelic aRwers kvanZis 

Setyobinebuli linkebis erTobliobas, unda dasruldes ganaxlebis 

konkretuli periodis (TC_INTERVAL) ganmavlobisas. am TC Setyobinebebis 

mier qselSi gavrcelebuli informacia xels uwyobs TiToeul kvanZs 

gamoTvalos sakuTari marSrutizaciis cxrili. 

rodesac kvanZis gacxadebuli linkebis erToblioba carieldeba, am 

kvanZma mainc unda gaagzavnos (carieli) TC Setyobinebebi t xangrZlivobis 

ganmavlobisas, rac manamde gaSvebuli TC Setyobinebis “Zalmosilebis 

drois” tolia (Cveulebriv, igi toli iqneba TOP_HOLD_TIME-isa),  raTa 

moxdes winamorbedi TC Setyobinebebis araZalmosilad cnoba. Semdeg man 

unda Sewyvitos TC Setyobinebebis gagzavna, sanam romelime kvanZi ar 

Cajdeba mis Setyobinebul linkTa erTobliobaSi. 
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kvanZma SesaZloa gadasces damatebiTi TC Setyobinebebi, raTa 

gazardos sakuTari reagirebadoba linkis xarvezebisadmi. rodesac icvleba 

MPR SemrCevTa erToblioba da es cvlileba SesaZloa linkis xarvezs 

mivaweroT, TC Setyobineba unda gaigzavnos intervalis Semdeg, romelic 

naklebia TC_INTERVAL-ze. 

TC Setyobinebebis gagzavna da gadagzavna MPR-ebis mier xdeba, raTa 

Setyobineba mTel qselSi gavrceldes. TC Setyobinebebis gadagzavna unda 

moxdes “gadagzavnis standartuli algoriTmis” Sesabamisad. TC 

Setyobinebis miRebis Semdeg “Zalmosilebis dro” unda iqnas gamoTvlili 

Setyobinebis TavsarTis V drois velidan.  

 

3.6 usafrTxoebis mosazrebebi 

 

dResdReobiT OLSR ar gansazRvravs usafrTxoebis raime specifiur 

RonisZiebebs. rogorc proaqtiuli marSrutizaciis protokoli, OLSR 

sxvadasxva Tavdasxmebis Tavidan acilebas isaxavs miznad. winamdebare TavSi 

sxvadasxva SesaZlo naklovanebebia ganxiluli. 

 
3.6.1 konfidencialoba 

 

OLSR proaqtiuli protokoli periodulad avrcelebs topologiis 

informacias. Aamitom Tu gamoiyeneba daucvel usadeno qselSi, qselis 

topologiis danaxva SeuZlia yvelas vinc ki usmens OLSR-is 

makontrolebel Setyobinebebs. 

iseT situaciebSi, rodesac qselis topologias didi mniSvleloba 

eniWeba, gamoiyeneba kriptografiuli meqanizmebi, rogoricaa OLSR-is 

makontrolebel Setyobinebebis PGP-iT an romelime sxva sazogado 

gasaRebiT kodireba, raTa uzrunvelyofil iqnas makontrolebeli trafikis 

konfidencialoba. 

 

3.6.2 mTlianoba 

 

OLSR-Si TiToeul kvanZs topologiis informacia qselSi Seaqvs 

HELLO Setyobinebebisa da, zogi kvanZisTvis, TC Setyobinebis gagzavnis 

gziT. Tu zogi kvanZi raime mizeziT, mtruli ganwyobis an xarveziT 
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funqcionirebis gamo, Seitans araswor kontrolirebad trafiks, qselis 

mTlianoba SesaZloa darRveul iqnas. 

Sesabamisad, rekomendebulia Setyobinebis auTentifikacia. SesaZloa 

adgili hqondes sxvadasxva situaciebs, rogoricaa magaliTad: 

1. kvanZi axdens TC (an HNA) Setyobinebis generirebas, acxadebs ra 

linkebs aramezobel kvanZebTan; 

2. kvanZi axdens TC (an HNA) Setyobinebis generirebas da emsgavseba 

sxva kvanZs; 

3. kvanZi axdens HELLO Setyobinebis generirebas, acxadebs ra 

linkebs aramezobel kvanZebTan; 

4. kvanZi axdens HELLO Setyobinebis generirebas da emsgavseba sxva 

kvanZs; 

5. kvanZi gadagzavnis kontrolis Secvlil Setyobinebas; 

6. kvanZi ar gadascems kontrolis Setyobinebebs; 

7. kvanZi sworad ar irCevs mravalpunqtian releebs; 

8. kvanZi kontrolis Setyobinebebs Seucvlelad gadagzavnis, magram 

ar gzavnis calmxriv monacemTa trafiks; 

9. kvanZi xelaxla “kiTxulobs” kontrolis trafikis Caweril 

Setyobinebas sxva kvanZidan. kontrRonisZiebis saxiT SesaZloa gamoyenebul 

iqnas sakontrolo Setyobinebebis Semqmneli kvanZis auTentifikacia (2,4 da 

5 situaciebisTvis) da individualuri linkebis gacxadeba sakontrolo 

SetyobinebebSi (1 da 3 situaciebisTvis). miuxedavad amisa, kvanZebis 

dasacavad Zveli (sworad auTentizirebuli) informaciis ganmeorebisgan 

(sitaucia 9), aucilebelia droebiTi informacia, rac saSualebas miscems 

kvanZs pozitiurad moaxdinos aseTi dagvianebuli Setyobinebebis 

identificireba. 

zogadad, cifruli xelmowera da usafrTxoebis sxva aucilebeli 

informacia SesaZloa calke OLSR Setyobinebis saxiT iqnas gagzavnili, 

raTa, survilis SemTxvevaSi, “dacul” da “daucvel” kvanZebs erTsa da imave 

qselSi Tanaarsebobis saSualeba hqondeT. 

ufro konkretulad, SesaZloa Camoyalibebul iqnas sruli OLSR 

sakontrolo Setyobinebebis auTentifikacia IPsec auTentifikaciis 
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TavsarTis gamoyenebiT, sadac individualuri linkebis auTentifikacia 

(situaciebi 1 da 3) moiTxovs usafrTxoebis damatebiTi informaciis 

ganawilebas. 

mniSvnelovania is, rom yvela sakontrolo Setyobineba OLSR-Si 

gadaecema an garemocvis yvela kvanZs (HELLO Setyobineba) an qselis yvela 

kvanZs (magaliTad, TC Setyobineba). 

 magaliTad, sakontrolo Setyobineba OLSR-Si yovelTvis warmoadgens 

Point-to-Multipoint (erTidan mravals) gadacemas. aqedan gamomdinare, 

mniSvnelovania is, rom auTentifikaciis gamoyenebuli meqanizmi saSualebas 

iZleodes, rom nebismierma mimRebma kvanZma SeZlos Setyobinebis 

auTentifikaciis ratificireba. analogiis saxiT, Tu gvaqvs teqstis bloki, 

xelmowerili PGP kerZo gasaRebiT, nebismiers SeuZlia teqstis 

auTentifikaciis damowmeba Sesabamisi sajaro gasaRebiT. 
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4. usadeno qselebSi marSrutizaciis usafrTxoebis 

amaRleba 
 

4.1 usadeno qselebisa da maTi marSrutizaciis usafrTxoebis 

mdgomareobis mokle daxasiaTeba 

 

usadeno qselebSi, Cveulebrivi qselebisgan gansxvavebiT, 

TavdasxmebTan dakavSirebiT adgili aqvs momatebuli riskis faqtors, rac 

gamowveulia Semdegi ZiriTadi mizezebiT: usadeno qselebSi ar arsebobs 

filtri, romelic SeiZleba iyos gamoyenebuli Tavdasxmebisagan dasacavad; 

ar arsebobs serveri, romelic momatebuli ndobis faqtoriT xasiaTdeba; 

usadeno qselebi xasiaTdeba obieqtebis mudmivi moZraobiT da amasTan erTad 

ar arsebobs fizikuri arxebi; am arxebis ar arsebobis gamo informacia 

gadaicema eTeris saSualebiT, rac TavisTavad agreTve saSiSroebas 

warmoadgens, vinaidan Tavdasxmebi iwyeba zustad arxis mosmenidan.  

yvelaferi zemoTnaxsenebi damatebiTi naklovanebebis wyaros 

warmoadgens da, Sesabamisad, usadeno qselebSi infrastruqturul/sakabelo 

struqturas miRma usafrTxoebis arastandartul gadawyvetilebebs 

moiTxovs. fiqsirebuli infrastruqturis ararsebobis pirobebSi, rac 

arasando kvanZebis identificirebisa da izolirebis gziT dacvis xazs 

ayalibebs, SesaZlebelia, rom marSrutizaciis protokolebis mier 

generirebuli sakontrolo Setyobinebebi, magaliTad, mezoblis Setyobineba 

an arxis mdgomareobis monacemi, dazianebul da komprometirebul iqnas da 

amgvarad, safrTxis qveS daayenos komunikacia qselSi. 

 rac Seexeba marSrutizacias usadeno qselebSi – rogorc Cven 

aRvniSneT aq arsebobs mTeli rigi marSrutizaciis protokolebisa, 

SemuSavebuli usadeno qselebisaTvis, magram maTSi praqtikulad ar aris 

gaTvaliswinebuli usafrTxoebis sakiTxebi. Tu Cven gadavxedavT arsebul 

samuSaoebs am mimarTulebiT, aRmovaCenT, rom maTi umravlesoba eyrdnoba 

kriptografiis meTodebs, gasaRebis gamoyenebasa da gasaRebis menejments.  

Uusadeno qselebis marSrutizaciis protokolebis mraval 

SemoTavazebas Soris optimizirebuli arxis mdgomareobis marSrutizaciis 

(OLSR) protokoli, saimedo Sesrulebas gvTavazobs qselis sixSiris, 
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aucilebeli mimdinare xarjebisa da miwodebuli trafikis kuTxiT, Tumca 

amas akeTebs usafrTxoebis amocanaTa farTo speqtris ugulebelyofis 

xarjze, rasac umetesad kavSiri aqvs topologiis informaciis aucilebel 

gacvlasTan da sabaziso daSvebasTan, rom yvela kvanZi keTilganwyobilia. 

amitomac aucilebeli xdeba damatebiTi zomebis miReba usadeno qselSi 

usafrTxoebis uzrunvelsayofad.  

 

4.2. OLSR-s marSrutizaciis protokolis funqcionirebis ZiriTadi 

principebi da usafrTxoebis naklovanebebi  

 

ganvixiloT OLSR protokolis ZiriTadi  funqcionireba. rogorc 

proaqtiuli protokoli, igi periodulad axdens marSrutizaciis 

informaciis gacvlas da saWiroebis SemTxvevaSi marSrutebi dauyovnebliv 

xelmisawvdomi aqvs. rogorc arxis mdgomareobis protokoli, igi inaxavs 

qselis topologiis informacias, mopovebuls marSrutizaciis kontrolis 

trafikidan, rac gamoiyeneba saukeTeso marSrutis gansazRvrisaTvis qselis 

daniSnulebis yovel punqtamde. 

OLSR, realurad, gvTavazobs ufro mets, vidre mxolod arxis 

mdgomareobis protokoli, radgan igi Semdeg maxasiaTeblebs moicavs: 

• qselSi nakadis minimizeba mxolod SerCeuli kvanZebis erTobliobis 

gamoyenebiT, romlebsac mravalpunqtiani releebi (MPR) ewodebaT, 

raTa maTi meSveobiT moxdes Setyobinebebis qselSi gavrceleba; 

• sakontrolo paketebis zomis Semcireba kvanZis mxolod im 

mezoblebTan arsebuli linkebis qveerTobliobis gacxadebiT, 

romlebic misi mravalpunqtian releebad SemrCevs (MPR SemrCevi) 

warmoadgenen. 

protokoli iyenebs arxis mdgomareobis paketebis gadagzavnis 

efeqtur meqanizms, rasac mravalpunqtiani gadacema ewodeba. aRniSnuli 

meqanizmi dafuZnebulia imaze, rom yovel kvanZs mezobeli kvanZebis 

qveerToblioba imgvarad hqondes arCeuli, rom am qveerTobliobam 

uzrunvelyos kavSiri yvela orbijian mezobelTan. am qveerTobliobis 

kvanZebs mravalpunqtiani releebi (MPR) ewodebaT, xolo qveerToblioba 

aris mravalpunqtian releTa erToblioba (MPR erToblioba). im mezoblebs, 
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romlebic mocemul kvanZs MPR-d irCeven, mocemuli kvanZis MPR SemrCevTa 

erToblioba ewodebaT. kontrolis trafikis gagzavnisTvis MPR-is 

gamoyeneba Sedegad gvaZlevs SezRudul nakads, nacvlad sruli kvanZidan-

kvanZamde nakadisa da amgvarad iwvevs kontrolis gasacvleli trafikis 

raodenobisa da moculobis Semcirebas. 

OLSR-Si sakontrolo SetyobinebaTa ori ZiriTadi saxeobaa. esenia 

HELLO da TC (topologiis kontroli) Setyobinebebi. 

1) HELLO  Setyobinebebis gagzavna periodulad xdeba yoveli kvanZis 

mier da igi Seicavs gamgzavnis identifikators da sam sias: sias 

mezoblebisa, romlebisganac gagonil iqna sakontrolo trafiki 

(protokolis mier gansazRvruli drois intervalis ganmavlobisas), 

magram or-mimarTulebianoba ar iqna dadasturebuli; sias 

mezoblebisa, romlebTanac or-mimarTulebianoba ukve 

dadasturebulia; da Semqmneli kvanZis MPR erTobliobas. mocemuli 

Setyobinebebis gacvla mxolod mezobel kvanZebs Soris xdeba, magram 

isini saSualebas aZleven TiToeul kvanZs moipovos informacia erT- 

da orbijiani mezoblebis Sesaxeb. aRniSnuli informacia mogvianebiT 

MPR erTobliobis SesarCevad gamoiyeneba; 

2) TC Setyobinebebis gagzavnac periodulad xdeba qselis zogierTi 

kvanZis mier. aRniSnuli Setyobinebebi gamoiyeneba mTlian qselSi 

topologiis informaciis gavrcelebisTvis. TC Setyobineba Seicavs 

MPR SemrCevTa erTobliobasa da rigiT nomers, asocirebuls am 

MPR SemrCevTa erTobliobasTan. tipiurad, qselis yvela kvanZi ar 

airCeva MPR-d, magram komunikaciisTvis yvela kvanZs unda gaaCndes 

aracarieli MPR erToblioba. amgvarad, gadawyvetileba MPR 

erTobliobis nacvlad MPR SemrCevTa erTobliobis gagzavnisa 

Sedegad gvaZlevs qselSi gagzavnili TC Setyobinebebis raodenobis 

Semcirebas. aRniSnuli TC Setyobinebebi TiToeul kvanZs 

uzrunvelyofen qselis topologiis Sesaxeb globaluri xedviT, rac 

mogvianebiT marSrutebis gamoTvlisTvis iqneba gamoyenebuli. 
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TiToeuli OLSR sakontrolo Setyobineba SesaZlebelia calsaxad 

iqnas identificirebuli korteJis meSveobiT, rac Sedgeba Semqmnelis 

identifikatorisa  da Setyobinebis rigiTi nomrisgan. kvanZma erTi da igive 

Setyobineba SesaZloa ramdenjerme miiRos. Sesabamisad, ganmeorebiTi 

gadacemebis Tavidan asacileblad da sakontrolo trafikis damuSavebisTvis 

TiToeul kvanZs gaaCnia dublirebuli erToblioba, sadac protokolis mier 

gansazRvruli drois ganmavlobaSi inaxeba TiToeuli miRebuli Setyobinebis 

unikaluri identifikatori da logikuri sidide, romelic gviCvenebs, iyo 

Tu ara Setyobineba ukve gadagzavnili. aRniSnul meqanizms ganmeorebiTi 

gadacemis Tavidan acilebis meqanizmi ewodeba. 

OLSR sakontrolo Setyobinebebis gacvlis gziT TiToeuli kvanZi 

qselis Sesaxeb Semdeg informacias inaxavs: mezobel kvanZebamde arsebuli 

linkebi inaxeba linkebis erTobliobaSi, xolo Tavad mezobeli kvanZebi, maTi 

bunebis mixedviT, Senaxulia oTx erTobliobaSi. erTbijiani mezoblebi – 

mezobelTa erTobliobaSi, orbijiani mezoblebi da kvanZebi, romlebic 

maTdami misawvdomobas uzrunvelyofen - mezobelTa orbijian erTobliobaSi, 

SerCeuli MPR-ebi - MPR erTobliobaSi da kvanZebi, romlebmac mimdinare 

kvanZi TavianT MPR-d airCies - MPR SemrCevTa erTobliobaSi. kvanZebi aseve 

inaxaven informacias qselis topologiis Sesaxeb, rasac isini TC 

SetyobinebebiT iReben. misi Senaxva xdeba topologiis erTobliobaSi da aqvs 

korteJis forma, romelic ZiriTadad Sedgeba daniSnulebis kvanZis 

identifikatorisa da am daniSnulebamde ukanaskneli bijis 

identifikatorisgan. 

mravalpunqtiani reles mizans gadacemuli paketebis qselSi 

gavrcelebis minimizacia warmoadgens, rac imave regionSi dublirebuli 

gadagzavnebis Semcirebis gziT xorcieldeba. TiToeuli kvanZi irCevs 

erTobliobas mezobeli kvanZebisa, romlebmac misi paketebi unda 

gadagzavnon.  

TiToeuli kvanZi MPR erTobliobas imgvarad irCevs, rom igi 

Seicavdes erTbijiani mezoblebis iseT erTobliobas, romelic faravs yvela 

orbijian mezobels. garda amisa, yvela orbijian mezobels 

ormimarTulebiani linki unda hqondes SerCeul MPR erTobliobasTan. rac 
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ufro mcirea mravalpunqtiani reles erToblioba, miT ufro efeqturia 

marSrutizaciis protokoli. 

OLSR am kvanZebis meSveobiT gansazRvravs marSrutebs daniSnulebis 

yvela punqtamde. aq MPR kvanZebi marSrutis Sualedur kvanZebad aris 

arCeuli. sqemis ganxorcieleba xdeba TiToeuli kvanZis mier kontrolis 

trafikis informaciis perioduli gadacemiT erTbijiani mezoblebis Sesaxeb, 

romlebmac igi mravalpunqtian reled airCies (an, Sesabamisad, 

mravalpunqtiani reles SemrCevebi). MPR SemrCevTa Sesaxeb informaciis 

miRebis Semdeg TiToeuli kvanZi iTvlis da anaxlebs marSrutebs 

daniSnulebis yovel cnobil punqtamde. Sesabamisad, marSruti aris 

wyarodan daniSnulebis punqtamde bijebis Tanmimdevroba mravalpunqtiani 

releebis gavliT. nebismieri kvanZis mezoblebi, romlebic ar Sedian mis 

MPR erTobliobaSi, iReben da amuSaveben kontrolis trafiks, magram mas 

ar gadagzavnian. 

OLSR protokoli SesaZloa gansazRvrul iqnas, rogorc es 

naCvenebia cxrilSi 1.4. 

SeiZleba aRvniSnoT is, rom marSrutizaciis proaqtiul protokolSi 

TiToeul kvanZs ori davaleba aqvs Sesasrulebeli [47]: (1) koreqtulad 

moaxdinos marSrutizaciis protokolis kontrolis trafikis generireba (am 

gziT qselis sxva kvanZebs swori informacia gadaecemaT) da (2) marTebulad 

gadasces marSrutizaciis protokolis kontrolis trafiki sxva kvanZebis 

saxeliT (am gziT kontrolis trafiks saSualeba eZleva qselis yvela kvanZs 

miaRwios). sawyisi specifikaciiT OLSR protokols gaaCnia nagulisxmevi 

daSveba, rom yvela kvanZi eqvemdebareba mniSvnelovani topologiuri 

informaciis gacvlas kontrolis trafikis meSveobiT, rac daucvels xdis 

maT sxvadasxva Tavdasxmebisadmi. 

 

cxrili 1.4. (OLSR) optimizebuli arxis mdgomareobis marSrutizaciis 

protokolis  muSaoba 

1) TiToeuli kvanZi periodulad gadascems mis HELLO

Setyobinebebs; 
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2) maTi miReba xdeba yvela erTbijiani mezoblis mier, magram ar 

xdeba gadacema; 

3) HELLO Setyobinebebi TiToeul kvanZs uzrunvelyofs 

monacemebiT erTi da orbijiani mezoblebis Sesaxeb; 

4) HELLO Setyobinebebis informaciis gamoyenebiT TiToeuli 

kvanZi axdens MPR erTobliobis SerCevas; 

5) SerCeuli MPR-ebis gacxadeba xdeba momdevno HELLO

SetyobinebebSi; 

6) aRniSnuli informaciis gamoyenebiT TiToeul kvanZs SeuZlia 

MPR SemrCevTa cxrilis Sedgena im kvanZebis miTiTebiT, 

romlebmac igi mravalpunqtian reled airCies; 

7) TiToeuli kvanZis mier periodulad xdeba TC Setyobinebis 

gagzavna da qselSi gavrceleba, riTac xdeba MPR SemrCevTa 

erTobliobis gacxadeba; 

8) sxvadasxva miRebuli TC Setyobinebebis informaciis 

gamoyenebiT TiToeuli kvanZi adgens topologiis cxrils, 

romelic Sedgeba Canawerebisgan: SesaZlo daniSnulebis 

identifikatori (TC SetyobinebaSi mocemuli MPR SemrCevi), 

am daniSnulebamde ukanaskneli bijis identifikatori (TC 

Setyobinebis Semqmneli) da MPR SemrCevTa erTobliobis 

rigiTi nomeri. 

9) topologiis cxrili Semdeg gamoiyeneba marSrutizaciis 

cxrilis gamoTvlis algoriTmis mier TiToeuli kvanZisTvis 

marSrutizaciis cxrilis gamoTvlisaTvis.  

 

am mizniT ganvixiloT is situaciebi, romlebic SeiZleba Seiqmnas 

usadeno qselSi sxvadasxva saxis Tavdasxmebis dros. cxrilSi 1.5 naCvenebia 

OLSR usafrTxoebaTa naklovanebebi da TavdasxmaTa qmedebebis magaliTebi 

qselSi, romelic naCvenebia suraTze 4.1. 

suraTze 4.1 mocemulia qselis topologiis magaliTi 

optimizirebuli arxis mdgomareobis marSrutizaciisTvis. nacrisferi 

kvanZebi A kvanZis mravalpunqtiani releebia. Ria feris konturebi 
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warmoadgens kvanZebs Soris kavSirs. muqi konturebi gviCvenebs linkebs A-sa 

da yvela orbijian mezobels Soris SerCeuli mravalpunqtiani reles 

erTobliobis saSualebiT. Mi aRniSnavs mtrulad ganwyobil kvanZs, D aris 

daniSnulebis kvanZi, xolo G gansazRvravs kvanZTa jgufs. 

 

sur.4.1 qselis topologiis magaliTi OLSR protokolisTvis. 

 

usafrToxebis algoriTmebis damuSavebamde agreTve unda ganvixiloT 

SesaZlo safrTxeebi da Tavdasxmebi, romlebsac adgili SeiZleba hqondeT 

usadeno qselSi. 

davuSvaT, rom monacemTa linkis dones saSualeba aqvs mezobel 

kvanZebs Soris sando kavSiri uzrunvelyos anu Tu Setyobineba gaigzavna da 

kolizias adgili ar hqonia, Setyobineba gansazRvrulma mimRebma miiRo. 

realurad, aRniSnul daSvebas ar mivyavarT sando gamWol komunikaciamde, 

radgan erTi an ramdenime kvanZi SesaZloa sabaziso protokolis molodinis 

Sesabamisad ar iqceodes. 

cxrili 1.5 OLSR usafrTxoebis naklovanebebi, dafuZnebuli sur. 

4.1-is magaliTze 

Tavdasxma meTodi magaliTi samizne Sedegi 

identifikato-

ris gayalbeba 

yalbi 

HELLO 

M3 axdens HELLO-s 

generirebas, da Tavs 

aCvenebs, TiTqos A 

kvanZi iyos 

yvela kvanZi M3-is MPR kvanZebi 

sakuTar Tavs 

waradgenen, rogorc 

ukanasknel bijs A 

kvanZisTvis, rac 

Sedegad iwvevs A–sken 
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mimavali marSrutebis 

konfliqts 

linkis 

gayalbeba 

yalbi 

HELLO 

M1 axdens HELLO-s 

generirebas, 

atyobinebs ra 

ormimarTulebian 

linkebs A–s 

orbijian mezobelTa 

umravlesobas 

konkretuli 

kvanZi 

A irCevs M1-s, 

rogorc mis mTavar 

MPR-s, rac 

saSualebas aZlevs M1-

s Seipyros da 

Secvalos A–s 

trafikis didi nawili 

yalbi TC M1 axdens TC-s 

generirebas da G-s 

atyobinebs, rom D  

warmoadgens mis 

MPR-ad SemrCevs 

kvanZTa 

jgufi 

manZili M1-sa da D-s 

Soris CaiTvleba erT 

bijad da, amdenad, M1 

mTavar xidad iqceva 

G-s da D-s Soris. 

marSruti-

zaciis 

cxrilis 

gadavseba 

M1 axdens mravali 

TC-s generirebas, 

romlebic 

ararsebul kvanZebs 

Seicavs MPR 

erTobliobaSi 

yvela kvanZi marSrutizaciis 

cxrilis algoriTmi 

bevr dros dakargavs 

yalbi marSrutis 

gamoTvlisTvis 

trafikis 

gadacemis/gene-

rirebis 

uaryofa 

paketebis 

dakargva 

M1  gadaiqceva 

upiratesobis mqone 

kvanZad A–s an G-

sTvis da axdens 

maTgan miRebuli 

paketebis moSorebas 

konkretuli 

kvanZi 

kvanZTa 

jgufi 

kavSirunarianobis 

dakargva/kavSiris 

gauareseba 

kontro-

lis 

trafikis 

generireba

-ze uaris 

Tqma 

M1  MPR-d aris 

SerCeuli A–sTvis 

da qsels amis 

Sesaxeb ar 

atyobinebs 

konkretuli 

kvanZi 

A kvanZis 

miuwvdomloba, 

kavSiris gauareseba 

ganmeorebiTi 

Tavdasxmebi 

trafikis 

ganmeoreba 

M1 sxva kvanZebs 

“Zvel”, adre 

gagzavnil HELLO 

da TC 

Setyobinebebs 

yvela moZvelebuli, 

urTierTsawinaaRmdego 

da/an mcdari 

informacia Sedis 

qselSi, ramac 
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ugzavnis SesaZloa xarvezebiani 

marSrutizacia 

gamoiwvios 

Wiis xvreli protoko-

lis 

daumorCil

ebloba 

M2 agvirabebs 

trafiks A-sa da B-

s Soris 

marSrutizaciis 

protokolis mier 

gaTvaliswinebuli 

modifikaciis gareSe 

konkretuli 

kvanZebi 

gare, ararsebuli 

linki A-sa da B-s 

Soris srulad 

kontroldeba M2-is 

mier 

 

 rogorc ukve aRvniSneT adre, marSrutizaciis proaqtiul 

protokolebSi TiToeulma kvanZma ori amocana unda gadaWras. (1) sworad 

Seasrulos marSrutizaciis protokolis sakontrolo trafikis generireba 

(am gziT swori informacia gadasces qselis sxva kvanZebs) da (2) sworad 

gadasces marSrutizaciis protokolis trafiki sxva kvanZebis saxeliT (am 

gziT saSualeba misces kontrolis trafiks miaRwios yvela kvanZs). 

amdenad, Tavdasxma marSrutizaciis protokolze Sedegad igives gvaZlevs, 

rasac romelime am amocanis damaxinjeba romelime kvanZis mier. aRniSnulis 

ganxorcieleba oTxi ZiriTadi qmedebis meSveobiT SeiZleba: 

 

1. marSrutizaciis yalbi Setyobinebebis fabrikacia. kvanZi axdens 

marSrutizaciis kontrolis trafikis regularuli Setyobinebebis 

generirebas, romlebic yalb informacias Seicavs an romelSic 

gamotovebulia informacia qselis mimdinare mdgomareobis Sesaxeb; 

2. kontrolis trafikis generirebis/gadacemis uaryofa. kvanZi uars 

ambobs marSrutizaciis kontrolis sakuTari trafikis generirebaze 

an uaryofs sxva kvanZebis kontrolis trafikis gadamisamarTebas 

(rogorc es mosalodneli iyo). 

3. marSrutizaciis kontrolis trafikis modificireba. kvanZi gadascems 

sxva kvanZebis trafiks, magram cvlis mas mcdari informaciis 

SetaniT an qselis Sesaxeb informaciis gamotovebiT. 
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4. ganmeorebiTi Tavdasxmebi. kvanZi usmens marSrutizaciis kontrolis 

trafikis gadacemas qselSi da mogvianebiT qselSi Seaqvs savaraudod 

mcdari an moZvelebuli informacia. 

 

4.3. OLSR-Si usafrTxoebis uzrunvelyofis arsebuli meTodebis 

mimoxilva 

 

ukanasknel dros mravali naSromi gamoCnda, miZRvnili OLSR 

usafrTxoebis sakiTxebis nawilobrivi gadawyvetisadmi [47], [48], [49], [50]. 

ganvixiloT maTi mTavari maxasiaTeblebi. 

 Sromebis erTi jgufi warmoadgens teqnikas [47] OLSR-ze 

ganxorcielebuli Tavdasxmebis daTvlisa, rac efuZneba gasaRebis 

ganawilebis meqanizms. marSrutizaciis kontrolis TiToeuli Setyobineba 

xelmowerilia da aqvs droiTi niSnuli: xelmowera axdens sando 

kvanZebidan miRebuli Setyobinebebis identificirebas, xolo droiTi 

niSnuli Tavidan gvacilebs Zveli Setyobinebebis xelaxla gagzavnas. 

midgoma ar exeba Semdeg sakiTxebs: (a) sando kvanZebi SesaZloa arasworad 

iqceodnen funqcionirebis darRvevis gamo da ganuzraxvelad moaxdinon 

marSrutizaciis protokolis dazianeba; (b) kvanZebi usadeno qselSi, 

rogorc wesi, Zalian xSirad Sedian da gadian, ris gamoc rTulia kvanZebis 

dayofa sando da arasando jgufebad; (g) xelmoweris meqanizmi 

detalizebuli ar aris. 

 Sromebis meore jgufi ganixilavs sando kvanZebis riskis qveS 

dayenebas da komprometirebas [50]. avtorebi gulisxmoben, rom sajaro 

gasaRebis infrastruqtura (PKI) da gamoiyeneba droiTi niSnulis 

algoriTmi. damatebiTi Setyobinebis (ADVSIG) gagzavna marSrutizaciis 

kontrolis trafikTan erTad xdeba. aRniSnuli Setyobineba Seicavs droiT 

niSnulsa da xelmoweris informacias. TiToeul kvanZs gaaCnia e. w. 

Certiproof cxrili, sadac xdeba ADVSIG-iT miRebuli informaciis Senaxva. 

Semdeg es informacia xelaxla gamoiyeneba momdevno SetyobinebebSi arxis 

mdgomareobis informaciis sisworis dasadastureblad. procedura 

uzrunvelyofs, rom erTaderTma Tavdamsxmelma kvanZma ver SeZlos 

qselisTvis arxis mdgomareobis mcdari informaciis gagzavna. aRniSnulis 
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naklovanebebia: (a) mas ar gaaCnia dacva servisis uaryofis an Wiis xvrelis 

Tavdasxmisagan da (b) iwvevs qselis damatebiT xarjebs damatebiTi 

trafikisa da xelmoweris gamoTvlis kuTxiT. 

zemoTxsenebul sqemaze dayrdnobiT avtorTa jgufi gvTavazobs 

meqanizms [49] gadacemis Tavdasxmebis daTvlisa, rac efuZneba kvanZebis 

geografiul mdebareobas da sqemas, romelic muSaobs riskis qveS dayenebul 

kvanZebTan, rac, Tavis mxriv, qselis nakadis konservacias efuZneba, sadac 

arasaTanado qcevis aRmoCena xdeba trafikis gadacemisas TiToeuli kvanZis 

mier miRebuli da gadacemuli paketebis raodenobis mixedviT. aRniSnuli 

winadadebis naklovanebebi Semdegia: (a) sisuste imis daSvebisa, rom kvanZis 

mier paketebis marTebuli raodenobis gadagzavna adasturebs imas, rom 

paketebi marTebulad iyo gadagzavnili; da (b) usafrTxoebis 

centralizebuli uflebamosili organos SemoReba, rac arasaTanado qcevis 

aRmoCenas da Sesabamis RonisZiebebs marTavs, usadeno qselSi garTulebulia, 

Tu SeuZlebeli ar aris. 

 sxva avtorTa jgufi Sromas ganagrZobs gasaRebis menejmentis 

teqnikaze [49] fokusirebiT, sadac gvTavazoben mokle ganxilvas Wiis 

xvrelisa da SetyobinebaTa ganmeorebis Tavdasxmebis Tavidan asacileblad. 

Wiis xvrelis Tavdasxmis Tavidan asacilebeli teqnika efuZneba Tvlis 

teqnikis [49] saxesxvaobas, sadac kvanZebi gadascemen paketebis usargeblo 

informacias, miRebuls TiToeuli ukanaskneli k intervalis Semdeg. am 

gziT SesaZlebelia Semowmeba, miaRwia Tu ara paketebis dakargvam 

konkretul zRvramde. am SemTxvevaSi yoveli kvanZi riskis qveS dayenebulad 

miiCneva.  

 aris naSromebi, romlebic gvTavazoben srulad ganawilebuli 

sertificirebis organos SemoRebas (DCA), rac zRvruli kriptografiis 

mcnebas [51] efuZneba. kvanZi sertifikats moiTxovs qselis k kvanZebis 

(monawileebis) nebismieri gaerTianebisgan. yoveli monawile gansazRvravs, 

surs Tu ara moTxovnis momsaxureba, rac efuZneba imas, CaiTvleba Tu ara 

momTxovni kvanZi saTanado qcevisad. k raodenobis “nawilobrivi 

sertifikatebis” miRebis Semdeg xdeba maTi gaerTianeba uflebamosili 
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sertifikatis generirebisTvis. am meTodSi ar aris CarTuli monitoringis 

sistema qselis kvanZebis qcevis gansazRvrisaTvis. 

 zemoT moyvanil masalaSi ganxilul kriptografiul sqemebs garda, 

usafrTxo marSrutizaciis arsebuli winadadebebi moicavs TanamSromlobis 

iZulebis meqanizmebs, romlebic SesaZloa or kategoriad daiyos: valutaze 

dafuZnebuli meqanizmebi da reputaciaze dafuZnebuli meqanizmebi. valutaze 

dafuZnebuli meqanizmebi emyareba an kvanZebs Soris virtualuri valutis 

gacvlas [52] an servisis arsebobas, romelic kreditebs anawilebs im 

qviTrebze dafuZnebiT, romelTa miReba qselSi gadacemadi Setyobinebebidan 

xdeba [53]. reputaciaze dafuZnebuli gadawyvetilebebi, tipiurad, Sedgeba 

sami calkeuli meqanizmisgan: (1) adgilobrivi monitoringis meqanizmi 

qselis kvanZebis qcevaze dakvirvebisa da maTi sandoobis gansazRvrisaTvis; 

(2) reputaciis gavrcelebis meqanizmi sxva kvanZebisaTvis informaciis 

misawodeblad winamorbedi meqanizmebiT Sesrulebuli dakvirvebebis 

Sedegebis Sesaxeb; da (3) dasjis/izolaciis meqanizmi arasaTanado qcevisgan 

qselis dasacavad. 

 SeiZleba iyos SemoRebuli e.w. virtualuri valuta, romelic 

gamoiyeneba paketebis gadagzavnis servisis safasuris gadasaxdelad [52]. 

paketis CanTur modelSi sawyisi kvanZi valutas paketSi gagzavnamde 

tvirTavs da TiToeuli gadamgzavni kvanZi moipovebs am Tanxis nawils, 

rogorc angariSsworebas. paketebis gacvlis modelSi TiToeuli gadamgzavni 

kvanZi yidulobs pakets winamorbedi kvanZisgan valutis raRac raodenobis 

sanacvlod da mihyidis maT momdevno kvanZebs ufro Zvirad. orive midgoma 

eyrdnoba gayalbebamedegi usafrTxoebis moduls. unda iTqvas, rom rTulia 

Sefaseba paketiT gadasagzavni valutis raodenobisa, raTa man daniSnulebis 

punqts miaRwios paketis CanTur modelSi, xolo paketis gacvlis modeli 

iZleva qselis gadatvirTvis SesaZleblobas, radgan wyaro ar aris 

valdebuli gadaixados paketebis gagzavnisTvis. erT-erT statiaSi [54] 

avtorebi gverds uvlian Sefasebas virtualuri valutis raodenobis 

sakiTxs, romelic unda gaizgavnos Tvlis teqnikis gamoyenebiT, sadac 

TiToeul kvanZs gaaCnia Tanxis mricxveli, romelic mcirdeba, rodesac 
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kvanZi sakuTar pakets gzavnis da izrdeba, rodesac igi pakets gadagzavnis 

sxva kvanZis saxeliT. 

 “meTvalyure” da “marSrutis Semfasebeli” [55] wyaros dinamikuri 

marSrutizaciis (DSR) protokolis ori gafarToebaa, romelic cdilobs 

aRmoaCinos da Seamciros marSrutizaciis arasaTanado qcevis efeqti. 

“meTvalyure” aris arasaTanado qcevis aRmoCenis meqanizmi, dafuZnebuli 

marSrutSi kvanZis monitoringze, raTa gairkves, gadagzavnis Tu ara igi 

misTvis gagzavnil paketebs. Tuki kvanZi, romelic valdebulia gadagzavnos 

paketi, amas drois garkveuli monakveTis ganmavlobaSi ver axerxebs, 

“meTvalyure” Tan urTavs warumateblobis reitings konkretuli 

kvanZisaTvis da rodesac warumatebloba konkretul zRvars gadaaWarbebs, es 

kvanZi miiCneva arasaTanado qcevis mqoned. Semdeg “marSrutis Semfasebeli” 

mogrovil informacias iyenebs saukeTeso SesaZlo marSrutebis 

gansazRvrisaTvis, raTa acilebul iqnan arasaTanado qcevis kvanZebi. 

aRniSnuli meqanizmi ar sjis mocemul kvanZebs, realurad igi aTavisuflebs 

maT gadagzavnis operaciebisgan. 

 CONFIDANT niSnavs kvanZebis TanamSromlobas da samarTlianobas 

dinamiur usadeno qselebSi Cooperation Of Nodes, Fairness in Dynamic Ad-hoc 

NeTworks [56]. es gaxlavT DSR-s gafarToveba, rac oTxi calkeuli 

meqanizmisgan Sedgeba. monitoringis meqanizmi gadaxrebs aRmoaCens marSrutis 

momdevno kvanZis mier gadacemaze dakvirvebiT, raTa dadgenil iqnas 

gadacemis uaryofis Tavdasxmebi. ndobis menejeri pasuxismgebelia gangaSis 

signalebis miReba/gadacemaze da miRebuli sagangaSoO signalebisaTvis 

miniWebuli ndobis marTvaze sawyisi kvanZis ndobis xarisxis Sesabamisad. 

reputaciis sistema marTavs qselis kvanZebis reitingebs; maTi modificireba 

xdeba xarisxis funqciis Sesabamisad, romelic sxvadasxva wonebs aniWebs 

sxvadasxva arasaTanado qcevas. marSrutis menejeri monawileobas iRebs 

marSrutis SerCevis meqanizmSi, risTvisac auqmebs marSrutebs, romlebic 

Seicaven dauSvebeli reitingis mqone kvanZebs da atarebs RonisZiebebs 

arasaTanado qcevis kvanZebis izolirebisaTvis. 

 CORE (Collaborative Reputation Mechanism) aris TanamSromlobis 

reputaciis meqanizmi [57], romelic usadeno qselebSi aiZulebs kvanZebs 
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iTanamSromlon. igi Sedgeba Semowmebis meqanizmisa da reputaciis rTuli 

meqanizmisgan, rac gulisxmobs reputaciis sam saxeobas, romlebic 

kombinirebulia reputaciis globalur sidided. Semowmebis meqanizmi axdens 

mezobeli kvanZebis zogierTi operaciis Sesrulebis monitorings. 

subieqturi reputacia efuZneba ganxorcielebul dakvirvebas da Tavidan 

icilebs calkeul arasaTanado qcevas, risTvisac gamoTvlebSi warsul 

dakvirvebebs mniSvnelobas aniWebs. arapirdapiri reputacia dafuZnebulia 

mxolod pozitiuri informaciis gacvlaze, romlis mowodeba qselis sxva 

kvanZebis mier xdeba. funqcionaluri reputacia efuZneba sxvadasxva 

Sesrulebad funqciebze dakvirvebas (magaliTad, marSrutebisa da paketebis 

gadagzavna), ris gaerTianebac gvaZlevs reputaciis globalur mniSvnelobas. 

mocemuli mniSvneloba gansazRvravs TiToeuli kvanZis survils Seasrulos 

qselis operacia maTi saxeliT. 

 jamurad, OLSR-s usafrTxoebaTa arsebuli gafarToebebi moicavs 

calkeul problemaTa mniSvnelovan nawils. erTi SexedviT konsensusi 

miRweulia xelmowerisa da gasaRebis menejmentis sistemebis gamoyenebasTan 

dakavSirebiT, raTa uzrunvelyofil iqnas gamgzavnis marSrutizaciis 

kontrolis trafikis auTentifikacia. msgavsad amisa, droiTi niSnulebis 

meTodikam aRiareba hpova Zveli Setyobinebebis ganmeorebis winaaRmdeg 

brZolaSi. garda kriptografiuli usafrTxoebis gadawyvetilebebisa, 

romlebic aucilebelia mTlianobisa da auTentifikaciis garantirebisaTvis, 

arsebiTia meqanizmebis arseboba momxmareblebis TanamSromlobis 

iZulebisTvis, risTvisac xdeba saTanamSromlo iniciativis dajildovebis 

da/an TanamSromlobaze uaris Tqmis SemTxvevaSi dasjis RonisZiebebis 

gatareba. dRemde SemuSavebuli gadawyvetilebebi ori saxisaa: valutaze 

dafuZnebuli, romlebic damokidebulia gayalbebamedeg komponentebze, 

romlebmac, Tavis mxriv, SesaZloa Seamciron maTi farTo gamoyeneba; da 

reputaciaze dafuZnebuli gadawyvetilebebi, romlebic eyrdnoba qselSi 

kvanZebis identificirebis unars. 
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4.4. usadeno qselebSi reputaciis safuZvelze usafrTxoebis 

uzrunvelyofis Teoriuli aspeqtebi 

 

4.4.1. reputaciis koncefcia 

 

usadeno  qselebSi kvanZebi SesaZloa warmovidginoT erTobis 

wevrebad (an subieqtebad), romlebic saerTo resurss inawileben. kvanZis 

arasaTanado qcevasTan dakavSirebuli problemebis gasaRebi devs saerTo 

resursis gamoyenebisa da erTobis wevrTa kooperatiul qcevas Soris 

mWidro kavSirSi. amdenad, erTobis yvela wevri, romelic resurss 

inawilebs, valdebulia wvlili Seitanos erTobis cxovrebaSi, raTa 

aRniSnuli resursebis gamoyenebis ufleba mieniWos. miuxedavad amisa, 

erTobis wevrebi xSirad erTmaneTTan dakavSirebuli ar arian da erTmaneTis 

qcevis Sesaxeb aranairi informacia ar gaaCniaT.  

Cven viziarebT im mosazrebas, rom reputacia saTanado sazomia 

qselis sayovelTao operaciebSi vinmes wvlilisa. marTlac, reputacia, 

Cveulebriv, ganisazRvreba, rogorc odenoba rwmenisa, rac erTobis 

calkeuli wevris mier aris Canergili konkretul garemosa an interesis 

domenSi. kargi reputaciis mqone wevrebs, gamomdinare maTi wvlilidan 

erTobis cxovrebaSi, SeuZliaT resursebis gamoyeneba, im dros, rodesac 

cudi reputaciis wevrebs TandaTanobiT garicxaven erTobidan, radgan maT 

uari Tqves TanamSromlobaze. 

Semdgom moyvanilia midgoma, romelic SeiZleba iyos gamoyenebuli 

safuZvlad usafrTxoebis meqanizmisa, romelic gadaWris arasaTanado qcevis 

kvanZebTan dakavSirebul problemebs usadeno qselebSi, kerZod ki im 

SemTxvevaSi, rodesac gamoiyeneba marSrutizaciis protokoli OLSR.  

am mizniT Cven vTavazobT reputaciis meqanizmis gamoyenebas. garda 

amisa, warmodgenilia gadawyvetilebebi, raTa minimizebul iqnas kvanZebis 

arasaTanado qcevis SecdomiT dadgenasTan dakavSirebuli problemebi. 

magaliTad, arasaxarbielo mdgomareobaSi arsebuli kvanZi,  qselidan imave 

safuZvliT ar unda iqnas garicxuli, rogorc arasaTanado qcevis kvanZi: 

aRniSnuli unda gakeTdes reputaciis sididis akuratuli SefasebiT, rac 

calkeul arasaTanado qcevasac iTvaliswinebs. 
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ganvixiloT reputaciis cneba. Cveulebriv gamoyofen sami saxis 

reputacias: subieqtur, arapirdapir da funqcionalur reputacias.  

subieqturi reputaciis cneba SeiZleba iyos gamoyenebuli reputaciis 

dasaxasiaTeblad, romlis gamoTvla uSualod subieqtis dakvirvebis 

safuZvelze xdeba.  

rac Seexeba arapirdapir reputacias - misi SemoRebiT reputaciis 

dadgenis dros emateba rTul erTobaTa maxasiaTeblebis asaxvis 

SesaZlebloba: subieqtis reputaciisTvis mikuTvnebul saboloo sidideze 

aseve gavlenas axdens erTobis sxva wevrebis mier mowodebuli informacia.  

cnebas - funqcionaluri reputacia - gamoiyeneben subieqturi da 

arapirdapiri reputaciis dasadgenad sxvadasxva funqciebis mimarT. am 

ukanaskneli saxis reputaciis SemoRebiT models emateba subieqtis 

globaluri reputaciis gamoTvlis SesaZlebloba, rac sxvadasxva 

dakvirveba-Sefasebebis kriteriumebs iTvaliswinebs.  

qvemoT moyvanilia aRniSnuli reputaciebis daxasiaTeba, romelic 

warmodgens erT-erT arsebul models.  

arsebobs midgoma, romlis Tanaxmad subieqturi reputacia t dros si 

subieqtis azriT gamoiTvleba sj-subieqtis dakvirvebis reitinguli 

faqtorebis saSualo sididis gamoyenebiT, romelic met mniSvnelobas 

aniWebs warsul dakvirvebebs. mizezi imisa, Tu ratom eniWeba warsul 

dakvirvebebs meti mniSvneloba, imaSi mdgomareobs, rom calkeul 

arasaTanado qcevas uaxloes dakvirvebebSi minimaluri gavlena unda hqondes 

reputaciis saboloo sididis Sefasebaze. Sedegad, aRniSnuli modelis 

avtorebi Tvlian, rom SesaZlebelia mcdari reputaciis dadgenis Tavidan 

acileba linkis wyvetis gamo, da arasaxarbielo mdgomareobaSi myofi 

kvanZebiT gamowveuli arasaTanado qcevis lokalizebiT. 

am SemTxvevaSi ZiriTadi formula, romliTac gamoiTvleba 

subieqturi reputacia aris: 

kkj
t

s ttpfsr
i

σ*),()|( ∑= , 

 

 113



sadac - aris subieqturi reputaciis sidide, gamoTvlili t 

dros si subieqtis mier sj subieqtisaTvis f funqciasTan mimarTebaSi;  

)|( fsr j
t

si

),( kttp
 - aris droze damokidebuli funqcia, romelic umaRles 

mniSvnelobas aniWebs σk warsul sidideebs;  

σk - warmoadgens reitingis faqtors, romelic k dakvirvebas mieniWa: 

am SemTxvevaSi gamoiyeneba skala, romelic iwyeba -1-iT uaryofiTi 

gamosaxulebisaTvis (rac imas niSnavs, rom dakvirvebis Sedegi ar Seesabameba 

mosalodnels) da grZeldeba +1-mde dadebiTi gamosaxulebisaTvis (rodesac 

dakvirvebis da mosalodneli Sedegi Tanxvdeba). rodesac dakvirvebaTa 

raodenoba an xarisxi, Sekrebili t drois Semdeg, arasakmarisia, subieqturi 

reputaciis saboloo mniSvneloba iZens nulovan sidides, rac neitraluri 

gamosaxulebisaTvis gamoiyeneba. sabolood, Tu mocemulia, rom σk ∈[-1,1] da 

normalizebuli sididea, agreTve 
),( kttp )|( fsr j

t
si ∈[-1,1]  

aseve gaTvaliswinebuli unda iyos is garemoeba, rom erToblioba {sj} 

SezRudulia si subieqtis mezobelTa erTobliobiT. cneba mezobeli aq 

gamoiyeneba usadeno gadacemis farglebSi myofi subieqtis sxva subieqtis 

aRsaniSnavad. moyvanil sqemaSi subieqturi reputaciis Sefaseba xdeba 

mxolod subieqtsa da mis mezobels Soris uSualo urTierTqmedebis 

gaTvaliswinebiT.  

moyvanil modelSi  aRniSnavs sj-is arapirdapir reputacias, 

Sekrebils si-s mier t dros f funqciisTvis. ganxilul midgomaSi 

arapirdapiri reputaciis meSveobiT mopovebul informacias SesaZloa 

mxolod dadebiTi mniSvneloba gaaCndes: amdenad prevencirebulia servisis 

ieriSebze uaris Tqma, rac efuZneba legitimuri kvanZebisTvis uaryofiTi 

reitingis yalb gadacemas. 

)|( fsir j
t

si

rac Seexeba funqcionalur reputacias ganxilul modelSi 

SesaZlebelia Semdegi magaliTis moyvana: subieqts si SeuZlia sj subieqtis 

subieqturi reputaciis gamoTvla paketebis gadacema) paketebis 

gadacemis funqciis mimarT da subieqturi reputaciis funqciis gamoTvla 

marSrutizacia) marSrutizaciis funqciis mimarT da maTi kombinireba 

|( j
t

s sr
i
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t
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i
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sxvadasxva wonebis gamoyenebiT, raTa miRebul iqnas sj subieqtis 

globaluri reputaciis sidide. 

aRweril modelSi reputaciis informaciis kombinireba Semdegi 

formulis gamoyenebiT xdeba: 

)}|()|({)( kj
t
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 sadac wk warmoadgens wonas, asocirebuls funqciuri reputaciis 

sididesTan. 

 faqtiurad, aq warmoadgens globaluri reputaciis sidides, 

romlis Sefaseba yvela kvanZze xdeba: igi jamuri reputaciis gansazRvrebaa. 

globaluri reputaciis SefasebisTvis gamoyenebuli wonis wk arCeva 

akuratulad unda moxdes, radgan man SesaZloa gavlena iqonios sistemis 

mTlian sicocxlisunarianobaze. im gamocdilebidan gamomdinare, rom im 

SemTxvevaSic ki, Tu paketebis gadacemis funqciis, iseve, rogorc 

marSrutizaciis funqciis Sesrulebis iZuleba savaldebuloa, pirvels 

ufro didi gavlena aqvs globalur Sesrulebaze, vidre meores. swored 

amitom axdens wk-s saTanadod arCeva xazgasmas paketis gadacemis funqciis 

sisworisa, rodesac kvanZis sayovelTao reputaciis Sefaseba xdeba. 

)( j
t

s sr
i

yovelive aRnSnulis realizaciisaTvis gamoiyeneba reputaciis 

cxrilebi, sadarajo meqanizmi da SemuSavebulia rTuli protokolebi.  

reitingebis cxrili (RT) ganisazRvreba, rogorc monacemTa 

struqtura, daculi qselis yovel erTeulSi. cxrilis TiToeuli 

striqoni Seicavs kvanZis kuTvnili reputaciis monacems.  

mocemul modelSi TiToeuli striqoni oTxi Canawerisgan Sedgeba: 

erTeulis unikaluri identifikatori, ukanaskneli subieqturi 

dakvirvebebis erToblioba, ganxorcielebuli am kvanZis qcevaze, sia 

ukanaskneli arapirdapiri reputaciis sidideebisa, romlebic sxva 

erTeuliebis mier aris mowodebuli da sidide reputaciisa, rac 

gamoTvlilia winaswar gansazRvruli funqciisTvis. 
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4.4.2. SemuSavebuli usafrTxoebis uzrunvelyofis reputaciis 

koncefcia 

 

Cven vTvliT, rom zeviT moyvanil models axasiaTebs garkveuli 

susti mxareebi da naklovanebebi. kerZod, subieqturi reputaciis dadgenis 

dros gamoiyeneba droze damokidebuli funqcia, riTac upiratesoba eniWeba 

warsul dakvirvebebs. Cveni azriT, ra Tqma unda, kvanZis mdgomareoba droTa 

ganmavlobaSi SeiZleba icvlebodes da xdebodes arasaxarbielo misi 

reputaciis dasadgenad, magram reputaciis aseTi damokidebuleba gazomvis 

droze migvaCnia naklovanebad, vinaidan kvanZs unda gaaCndes SesaZlebloba 

nebismier dros daadginos sxva kvanZis reputacia.  

Semdeg SeiZleba aRiniSnos rom, rogorc Cans moyvanili modelidan, 

ama Tu im kvanZis reputaciis dasadgenad saWiro xdeba mosalodneli da 

dakvirvebis Sedegebis Sedareba.  

garda amisa, subieqturi reputaciis dadgenis dros aRweril 

modelSi nagulisxmevia, rom nebismieri kvanZi adgens aRniSnul reputacias 

yvela mezoblisaTvis, rac sakmaod mniSvnelovan resursebs moiTxovs.   

rac Seexeba arapirdapir reputacias, aq aucilebelia erTobis 

wevrebs Soris informaciis gacvla kvanZebis reputaciis Sesaxeb. Cven 

vTvliT, rom aRniSnuli operacia moicavs garkveul saSiSroebas, vinaidan 

qselSi SeiZleba gadaices mcdari informacia, da SesaZlebeli gaxdes 

sworad momuSave kvanZebis dadanaSauleba araswor qmedebaSi, da piriqiT. 

amasTan erTad unda gaviTvaliswinoT is garemoeba, rom Cven 

vamuSavebT usafrTxoebis uzrunvelyofis models OLSR-marSrutizaciis 

protokolisTvis, romelic xasiaTdeba garkveuli SezRudvebiT informaciis 

gadacemaze, kerZod, aRniSnul protokolSi trafikis kontrolis 

informacia gadaicema mxolod MPR-ad SerCeul kvanZebze, da ara yvela 

kvanZze (MPR-kvanZebad irCeva is kvanZebi, romelTa saSualebiT 

SesaZlebelia mocemuli kvanZidan yvela danarCeni kvanZis miRweva).  

garda amisa, OLSR-protokols axasiaTebs samsaxurebrivi 

informaciis gadacema, romlis safuZvelze Semdgom warmoebs qselSi 

marSrutis gakvalva, anu protokolis da kvanZebis ZiriTadi amocanis – 

marSrutizaciis - Sesruleba. amitomac, marSrutizacia srulad 

 116



damokidebulia kvanZebis sworad muSaobaze. aqac SeiZleba iTqvas, rom 

qselis kvanZebs mier unda iyos Sesrulebuli ori moTxovna: kvanZebis mier 

informaciis gadacema sxva kvanZebze da marSrutizaciis proceduris 

uzrunvelyofa.  

garda zemoT aRniSnuli naklovanebebis gasworebisa da 

Taviseburebebis gaTvaliswinebisa, Cven miznad visaxavT zogadi reputaciis  

gamosaxulebis miRebas, romelic gaaerTianebs Tavis TavSi zemoT aRniSnuli 

sami tipis reputacias: subieqturs, arapirdapirs da funqcionalurs. 

yovelive zemoTqmulis gaTvaliswinebiT Cvens mier SemuSavebulia 

gamosaxuleba, romelic Cvenis azriT, unda asaxavdes j-subieqtis 

reputacias, dadgenils i-subieqtis mier: 

)2,1( jjj
i RRfr = , 

sadac R1j – aris pirveladi reitingi,  

R2j – meoradi reitingi.  

CavTvaloT, rom meoradi reitingi asaxavs kvanZis survils gadasces 

masTan mosuli informacia (gadacemis funqcia), mis dasadgenad SeiZleba 

iyos gamoyenebuli uSualo dakvirveba, xolo pirveladi reitingis 

saSualebiT SesaZlebelia Sefasdes kvanZebis mier marSrutizaciis amocanis 

Sesruleba (marSrutizaciis funqcia), pirveladi reitingi SeiZleba 

Sefasdes qselSi gadacemuli trafikis kontrolis informaciis SemowmebiTa 

da am monacemebis korelaciiT meoradi reitingis monacemebTan.  

aRniSnuli reitingebi SeiZleba iRebdnen mniSvnelobebs {0, 100} 

farglebSi. Sesabamisad, reputacia SeiZleba iyos gamosaxuli procentuli 

odenobiT. mis mniSvnelobaze damokidebuli iqneba, Tu ra albaTobiT 

gadaicema Sesabamisi kvanZisgan miRebuli informacia.   

reputaciis (anu reitingebis) cxrilis TiToeuli Canaweri moicavs 

mxolod sam elements – kvanZis identifikators, misi piveladi da meoradi 

reitingebis mniSvnelobebs.  

SemuSavebulia mTeli rigi algoriTmebisa, romelTa saSualebiTac 

dgindeba pirveladi da meoradi reitingebis mniSvneloba. gaTvaliswinebulia 

Secdomis acilebis aucilebloba kvanZis arasaxarbielo mdgomareobis 
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SemTxvevaSi. am mizniT sruldeba HELLO da TC Setyobinebebis (aRniSnuli 

Setyobinebebi damaxasiaTebelia OLSR-protokolisaTvis) saSualebiT 

moZiebuli informaciis Sedareba ukukavSiriT miRebul informaciasTan. 

sabolood ki, acilebulia droze damokidebulia reputaciis Sefasebis 

saWiroeba.  

daskvnis saxiT, pirvel rigSi unda iTqvas, rom reputaciis dadgenis 

SemoTavazebul modelSi TiToeuli kvanZi adgens reitingebs mxolod mis 

mier arCeuli MPR-ebisaTvis, da ara yvela kvanZisaTvis, rac moiTxovs 

naklebi resursebis gamoyenebas.  

informaciis gadacemis siswore, anu reputacia dgindeba droze 

yvelanairi damokidebulebis gareSe. SemoTavazebul modelSi ar aris 

saWiro informaciis gavrceleba qselSi (arc reputaciis Sesaxeb da arc 

reitingebis cxrilisa). aRniSnuli midgoma Tavidan gvacilebs qselSi 

mcdari informaciis gavrcelebas kvanZebis muSaobis sisworis Sesaxeb. 

da bolos SeiZleba aRiniSnos, rom reputaciis Sefasebis moyvanili 

gamosaxuleba, faqtobrivad, moicavs Tavis TavSi yvela saxis reputaciebs - 

subieqtur da arapirdapir reputaciebs sxvadasxva funqciebisaTvis, vinaidan 

afasebs ZiriTadi amocanebis Sesrulebas danarCeni kvanZebis muSaobs Sesaxeb 

informaciis safuZvelze.  

 

4.5 OLSR protokolis gafarToveba arasaimedo da arasaTanado 

qcevis kvanZis dasadgenad 

 

4.5.1. OLSR-is gafarToveba usafrTxoebis uzrunvelsayofad 

 

OLSR-sTvis ukve SemuSavebulia garkveuli midgoma misi 

usafrTxoebis uzrunvelyofis mizniT. qvemoT mogvyavs am meTodis ganxilva, 

vinaidan Cveni naSromis mizans warmoadgens aRniSnuli meTodis ganviTareba 

da gaumjobeseba. 

OLSR-sTvis erT-erTi arsebuli usafrTxoebis sqemis fundamentur 

mosazrebas warmoadgens uzrunvelyofa imisa, rom kvanZebma zustad 

moaxdinon OLSR trafikis generireba da gadacema. aRniSnuli miznis 

misaRwevad gzamkvlevi principi iqneba saTanado qcevis kvanZebis 

dajildoveba da damazianebelTa dasja. avRniSnoT, rom saTanado qcevis 

 118



kvanZi iseTi kvanZia, romelic: (1) sworad axdens marSrutizaciis 

protokolis kontrolis trafikis generirebas da (2) sworad gadascems 

marSrutizaciis protokolis trafiks sxva kvanZebis saxeliT. amdenad, 

Cvens mizans im kvanZebis dajildoveba warmoadgens, romlebic saTanado 

qcevis aRniSnul gasanzRvrebas Seesabamebian. Arsebobs meTodi, sadac am 

mizniT, OLSR-s Cveul operaciebs sami elementi emateba: 

- sruli gzis Setyobineba (CPM): CPM gamoiyeneba gzis 

gasakvalad, romelic ganvlilia sxva Setyobinebis mier qselSi. 

TC Setyobinebis miRebis Semdeg, qvemoT gansazRvruli wesebis 

Sesabamisad, TiToeuli kvanZi CPM-s ukan ugzavnis Semqmnel 

kvanZs marSrutiT, romelic gakvalulia originaluri TC 

Setyobinebis mier, romelmac, Sesabamisad, unda Seinaxos mis mier 

gakvaluli marSruti (magaliTad, Canaweris marSrutis almis 

dafiqsirebiT IP saTaurSi an informaciis SenaxviT TC 

Setyobinebis ZiriTad nawilSi); 

- reitingis cxrili: qselis TiToeuli kvanZi inaxavs reitingis 

cxrils, sadac Cawerilia informacia misi erT- da orbijiani 

mezoblebis Sesaxeb. reitingis cxrilis TiToeul Canawers gaaCnia 

kvanZis ID, da pirveladi da meoradi reitingi. kvanZis ID axdens 

kvanZis unikalur identificirebas, meoradi reitingi aris kvanZis 

klasifikacia uSualo dakvirvebis mixedviT, xolo pirveladi 

reitingi aris kvanZis ufro Camoyalibebuli klasifikacia, rac 

efuZneba meorad reitingsa da CPM-ebis mier mowodebuli 

informaciis Sesabamisobas kvanZis mier gacxadebul qselur 

informaciasTan. aRniSnul cxrilSi daculi informacia 

saSualebas aZlevs kvanZs gadawyvitos, rogor moeqces 

arasaTanado qcevis kvanZebs; 

- gamafrTxilebeli Setyobineba: kidev erTi saxeoba Setyobinebebisa, 

romelsac potenciuri arasaTanado qcevis gamafrTxilebeli 

Setyobinebebi ewodeba, gamoiyeneba mezobeli kvanZebis 

Sesatyobineblad kvanZebis savaraudo arasaTanado qcevis Sesaxeb. 
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moyvanili usafrTxoebis algoriTmi moiTxovs TiToeuli kvanZisa da 

yoveli paketis zusti warmomavlobis identificirebis unars, amitomac igi 

emyareba ganawilebuli CA-s gamoyenebas, rac usadeno qselebis arss 

Seesabameba. 

 

4.5.2. OLSR protokolis specifikacia usafrTxoebis gafarTovebis 

gaTvaliswinebiT 

 

OLSR protokolis usafrTxoebis gafarToveba, rac zemoTaRniSnul 

sqemas iyenebs, SeiZleba Semdegis mixedviT iqnas gansazRvruli. 

 

(i) qselis formirebisas gamoiyeneba ganawilebuli 

masertificirebeli organo CA (Certificate Authority), rac 

uzrunvelyofs TiToeuli kvanZis saTanado 

auTentifikacias; 

(ii) yovel jerze, rodesac axali kvanZi SeuerTdeba qsels, 

ganwilebuli CA gamoiyeneba kvanZis auTentifikaciis 

uzrunvelsayofad; 

(iii) HELLO Setyobinebebis gadacemisas erT- da orbijiani 

mezoblebis cnobis uzrunvelsayofad gaTvaliswinebulia 

mxolod saTanadod auTentizirebuli kvanZebi; 

(iv) yoveli napovni auTentizirebuli kvanZisTvis reitingis 

cxrils axali Canaweri emateba sididiT 100 – meoradi 

reitingisa da sididiT 50 – pirveladi reitingisTvis; 

(v) igive, rac punqtebi 4, 5, 6 da 7 Tavdapirveli OLSR 

protokolisa  

(vi) TC Setyobinebis miRebis Semdeg CPM, romelic Seicavs TC 

Setyobinebis mier gakvalul marSruts, ukan igzavneba 

wyarosken β albaTobiT; 

(vii) igive, rac punqtebi 8 da 9 Tavdapirveli OLSR 

protokolisa 
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4.5.3. arasaTanado qcevis kvanZis dadgena uSualo dakvirvebiT 

 

arasaTanado qcevis dadgena uSualo dakvirvebiT xorcieldeba 

Semdegnairad: TiToeuli kvanZi usmens mis MPR gadacemas. Tu kavSiris 

sawyisi kvanZi S aRmoaCens, rom MPR ar gadascems mis Setyobinebas, igi 

MPR-is meorad reitings oriT amcirebs da yvela erTbijian mezobels 

potenciuri arasaTanado qcevis Setyobinebas ugzavnis. aRniSnuli 

Setyobinebis miRebis Semdeg S-is yoveli mezobeli MPR reitings erTiT 

amcirebs. sawinaaRmdego SemTxvevisas, Tu dadgenilia, rom MPR gzavnis 

Setyobinebas, misi meoradi reitingi erTiT izrdeba, magram mxolod S 

kvanZis mier. 

unda aRiniSnos, rom sasjeli ufro didia, vidre jildo. garda 

amisa, is faqti, rom mxolod S kvanZi zrdis meorad reitings uSualo 

dakvirvebis gziT da yvela erTbijiani mezobeli amcirebs mas, Tu kvanZi 

arasaTanadod iqceva, kvanZisaTvis arTulebs kargi reputaciis SenarCunebas 

da zRudavs xSir arasaTanado qcevas. 

kvanZebis saTanado qcevis motivirebisTvis Semdegnairad CavTvalod: 

pirveladi reitingis Sesabamisad yoveli kvanZi 5-dan TiToeul kategorias 

ekuTvnis. kvanZis kategoria gansazRvravs albaTobas misi paketebis 

gadacemisa sxva kvanZebis mier, rogorc es gansazRvrulia cxrilSi 1.6. 

 

cxrili 1.6 kvanZebis klasifikacia da paketis gadacemis albaToba 

 

kategoria pirveladi reitingis 

diapazoni 

gadacemis albaToba 

A 80-100 100% 

B 60-80 80% 

C 40-60 60% 

D 20-40 40% 

E 0-20 20% 
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4.5.4 kvanZis arasaimedo qcevis dadgena CPM-ebis analizis meSveobiT 

 

miuxedavad imisa, rom OLSR kvanZsa da mis MPR-ebs Soris 

ormimarTulebian kavSirs iTvaliswinebs, Semdgom CamoTvlili scenarebisas 

arasaTanado qcevis dadgena mezobelTa uSualo dakvirvebis gziT SesaZloa 

ver moxerxdes. es aris situaciebi, rodesac adgili aqvs paketebis 

kolizias, gadacemis SezRudul Zalmosilebas, kvanZebis SeTqmulebas da 

paketebis nawilobriv dakargvas. Sesabamisad, meoradi reitingi (mopovebuli 

sxva kvanZTa paketebis gadagzavnaze uSualo dakvirvebiT) gamoiyeneba 

mxolod arasaTanado kvanZis statusis aRsaniSnad. kvanZis 

klasifikaciisTvis, rogorc arasaimedo qcevis mqone, gamoiyeneba pirveladi 

reitingi. pirveladi reitingis mopoveba xdeba meoradi reitingisa da CPM-

ebidan miRebuli informaciis korelaciis gziT. 

Warbi informaciis gamoyenebisgan Tavis dasacavad kvanZis, vTqvaT A 

kvanZis mier CPM-is miRebis Semdeg, Tu CPM-s aqvs marSruti, romelic A-m 

gaugzavna mezoblebs drois konkretuli monakveTis β ganmavlobisas an imave 

kvanZis mier generirebuli paketi miRebul iqna drois imave monakveTis 

ganmavlobisas, A iSorebs mas. sawinaaRmdego SemTxvevisas damuSaveba iseve 

xorcieldeba, rogorc gansazRvrulia algoriTmiT (sur. 4.1.1). 

qvemoT ganxilulia OLSR-is gafarTovebis arsebuli meTodis 

algoriTmi. 

arsebiTad, algoriTmi adgens, rom Tu kvanZi A aris CPM-is 

savaraudo mimRebi da man TC Setyobineba gagzavna drois δ monakveTis 

ganmavlobisas, A poulobs MPR-s, romelsac man paketi gadaugzavna, vTqvaT 

M1, da amowmebs: (a) M1–is Semdegi biji marSrutSi, romelic gawerilia 

CPM-Si, ekuTvnis Tu ara M1-is MPR erTobliobas da (b) aris Tu ara es 

kvanZi, navaraudevi A-s mimdinare marSrutizaciis cxriliT. 

Tu asea da Tu M1-is meoradi reitingi metia, vidre misi pirveladi 

reitingi (rac Seesabameba kvanZis saTanado qcevas), M1-is pirveladi 

reitingi izrdeba mTeli ricxviT (2/3 x (meoradi reitingi – pirveladi 

reitingi)) (nabiji 6) da meorad reitings mieniWeba pirveladi reitingis 

mniSvneloba. 
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algoriTmi CPM-is damuSaveba 

 

1: SRMPR ←MPR-is meoradi reitingi A-s reitingis cxrilSi 

2: PRMPR ← MPR- is pirveladi reitingi A-s reitingis cxrilSi 

3: Tu A aris CPM-is savaraudo mimRebi da A-m TC Setyobineba gagzavna 

drois δ mokle monakveTis ganmavlobisas, maSin 

4:  Tu CPM-is informacia Sesabamisia A-s mier MPR-dan mopovebuli 

informaciisa, maSin 

5:  Tu SRMPR > PRMPR, maSin 

6:  PRMPR ← PRMPR + mTeli ricxvi ( 2/3 × (SRMPR -PRMPR)) 

7:  SRMPR ← PRMPR 

8:  sawinaaRmdego SemTxvevaSi 

9:  SRMPR ←PRMPR + 1 

10:  pirobiTi operatoris dasasruli 

11:  sawinaaRmdego SemTxvevaSi 

12:  Tu SRMPR < PRMPR maSin 

13:  PRMPR ← SRMPR 

14:  sawinaaRmdego SemTxvevaSi, Tu SRMPR > PRMPR maSin 

15:  SRMPR ← SRMPR -2 

16:  pirobiTi operatoris dasasruli 

17:  pirobiTi operatoris dasasruli 

18:  A gadaugzavnis CPM-s yvela erTbijian mezobels 

19: sawinaaRmdego SemTxvevaSi 

20:  CPM-is Cveulebriv gadagzavna 

21: pirobiTi operatoris dasasruli 

 

sur. 4.1.1  CPM-is damuSaveba 
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sur. 4.1.2. bloksqema - CPM-is damuSaveba 
 

 

(nabiji 7, algoriTmi, sur. 4.1.1). Tu meoradi reitingi pirvelad 

reitingze dabalia (kvanZi cnobil iqna, rogorc arasaTanado qcevis mqone), 

meoradi reitingis informacia SesaZloa araswori iyos (vinaidan kvanZebis 

gadagzavnis uSualo dakvirveba Secdomebs eqvemdebareba) da meoradi 

reitingi erTiT izrdeba (nabiji 9, algoriTmi, sur. 4.1.1). 
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sawinaaRmdego SemTxvevaSi, Tu CPM-is informacia ar Seesabameba M1–

is mier gadacemuls (nabiji 11, algoriTmi, sur. 4.1.1) da M1–is meoradi 

reitingi pirveladze dabalia (arasaTanado qcevis kvanZi), M1–is pirveladi 

reitingi ganisazRvreba, rogorc meoradi reitingis sidide (nabiji 13, 

algoriTmi, sur. 4.1.1). Tu meoradi reitingi pirveladze maRalia, miiCneva, 

rom M1 saTanadod iqceva, magram radgan (rac ufro mniSvnelovania) CPM 

sapirispiros uCvenebs, M1–is meoradi reitingi oriT mcirdeba (nabiji 15, 

algoriTmi, sur. 4.1.1). Semdgom amisa, A pakets yvela erTbijian mezobels 

imave damuSavebisTvis gadaugzavnis. 

 

4.5.5. algoriTmis daxasiaTeba 
 

radganac usafrTxoebis algoriTms memkvidreobiT ergo ganawilebuli 

sertificirebis organos upiratesobebi, es saSualebas aZlevs mas yoveli 

kvanZisa da yoveli paketis zusti warmomavlobis identificireba 

centralizebuli midgomis gareSe ganaxorcielos. aqedan, “identurobis 

gayalbebis Tavdasxmebi” aRkveTilia, xolo ganmeorebiTi Tavdasxmebisgan 

TavdacvisTvis SesaZloa drois niSnulis tradiciul meqanizmebs 

daveyrdnoT. am aspeqtebs miRma, es algoriTmi, romelic kvanZis gadacemaze 

uSualo dakvirvebiT mopovebul informacias (informacias, romelsac 

bolomde ver daveyrdnobiT, radgan SeiZleba arazusti an mcdari iyos),  

ukavSirebs informacias, mopovebuls warmatebiT miwodebuli paketebis mier 

gakvaluli marSrutebiT, Semdegi sakiTxebis gadaWris saSualebas iZleva: 

 

- arxis gayalbeba gamoiwvevs mtrulad ganwyobili kvanZis 

dajarimebas.  arxis mdgomareobis Sesaxeb araswori informaciis 

gagzavnisas (HELLO an  TC Setyobinebebis meSveobiT) CPM-ebSi 

miRebuli marSrutebi Seusabamo iqneba mtrulad ganwyobili 

kvanZis mier mowodebuli informaciisa, rac Seamcirebs mis 

pirvelad reitings da, Sesabamisad, Seamcirebs misi komunikaciis 

SesaZleblobas; 
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- trafikis gadacemis uaryofa SesaZloa aRmoCenil iqnas miRebuli 

CPM-ebis raodenobis da gamgzavni kvanZis mier CPM-is gagzavnis 

albaTobisa da qselis intensivobis korelaciiT; 

- Wiis xvrelis Tavdasxma SesaZloa nawilobriv iqnas aRmoCenili 

trafikis gadacemis uaryofis imave teqnikis meSveobiT, Tu 

mtrulad ganwyobili kvanZi gadawyvets paketebis moSorebas, 

Tumca SetyobinebaTa modifikaciis problemis gadaWra ufro 

rTulia. 

 
usafrTxoebis algoriTmi sakmaod rekonfigurirebadia usafrTxoebis 

moTxovnebisa da trafikis mimdinare xarjebis kuTxiT. qvemoT CamoTvlili 

cvladebi saSualebas iZleva protokoli zustad daregulirdes 

usafrTxoebis sasurveli donis Sesabamisad: 

 

- CPM gadacemis albaToba: rac ufro maRalia albaToba, miT 

usafrTxoa protokoli, Tumca gazrdili trafikis xarjze; 

- intervali TC-s gagzavnasa da CPM-is miRebas Soris: 

konfigurirebul unda iqnas qselis sixSirisa da zomebis 

Sesabamisad (msxvil qselebSi igi unda gaizardos, sawinaaRmdego 

SemTxvevisas axlo garemocvaSi generirebuli CPM-ebis mxolod 

mcire raodenoba iqneba gaTvaliswinebuli); 

- TaimauTi erTi da imave wyaros mier CPM-ebis generirebas Soris: 

am sididis konfigurireba SeiZleba moxdes qselis kvanZebis 

sandoobis xarisxis Sesabamisad (Tu mtrulad ganwyobili 

kvanZebis savaraudo raodenoba didia, TaimauTs ufro maRali 

mniSvneloba unda hqondes, rac agvacilebs ganmeorebiT 

generirebul mtrulad ganwyobil CPM-ebs); 

- kvanZebis sawyisi pirveladi da meoradi reitingi: aRniSnuli 

sidideebi SesaZloa Seicvalos kvanZebis sandoobis safuZvelze. 

Tuki isini zogadad mtrulad ganwyobilad miiCnevian, dabali 

pirveladi reitingi aiZulebs maT saTanadod moiqcnen, 

sawinaaRmdego SemTxvevisas komunikacia SeuZlebeli iqneba. 
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yvelafris miuxedavad aRniSnuli OLSR-is specifikacia xasiaTdeba 

qvemoT moyvanili garkveuli naklovanebebiT: 

1. ar aris gaTvaliswinebuli aRdgena arasaTanado qcevis 

mdgomareobidan; 

2. kvanZis qcevis Semowmeba xdeba mxolod pirdapiri dakvirvebiTa 

da CPM Setyobinebis gamoyenebiT; 

3. gamoiyeneba arasaTanado qcevis Sesaxeb gamafrTxilebeli 

Setyobinebis/signali; 

4. meTods axasiaTebs garkveuli Secdomebi kvanZebis moZraobis 

dros. 
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4.6. usafrTxoebis modificirebuli algoriTmis SemuSaveba 

gadacemadi informaciis damaxinjebis SemTxvevisaTvis 

4.6.1. OLSR protokolze Tavdasxmis zogadi ganxilva 
 

winamorbedi ganxilvidan Cven davadgineT, rom marSrutizaciis 

protokolebis usafrTxoebisa da iZulebis meqanizmebs usadeno qselebis 

muSaobisaTvis uaRresi mniSvneloba eniWebaT. naklovanebaTa analizsa da 

OLSR protokolebis usafrTxoebasTan dakavSirebul winamorbed Sromaze 

dayrdnobiT Cven movaxdineT ori saxis Tavdasxmis identificireba, 

romelTaTvis arsebobs sayovelTaod miRebuli gadawyvetilebebi: (1) 

identurobis imitirebis TavdasxmebTan brZola SesaZlebelia xelmowerisa 

da gasaRebis menejmentis sistemebiT da (2) ganmeorebiT Tavdasxmebze 

reagireba SesaZlebelia droiTi niSnulis meqanizmiT. 

 Cveni Semdgomi samuSao mimarTulia im Tavdasxmebze, sadac kvanZi 

yalb informacias acxadebs ararsebuli linkebis Sesaxeb im kvanZebamde, 

romelTa miRweva ar SeuZlia. aRniSnul Tavdasxmas gaaCnia potenciali 

gamoiwvios marSrutis sigrZis gazrda da gaaCinos kritikuli kvanZebi, 

romlebic mogvianebiT SesaZloa gamoyenebul iqnan Savi xvrelis Tavdasxmis 

Sesrulebis an qselis dayofisaTvis. 

 aRniSnul sakiTxze reagirebisTvis SegviZlia gamoviyenoT sqema 

(meqanizmi), romelic arasaTanado qcevis kvanZebis aRmoCenisa da dasjis 

gziT aiZulebs marSrutizaciis kontrolis saTanado trafikis generirebas. 

miuxedavad imisa, rom reputaciis meqanizmebi ukve iqna ganxiluli, 

praqtikulad yvela SemTxveva, romelic reaqtiuli marSrutizaciis 

protokolis mimarT iqna gamoyenebuli, eyrdnoboda mxolod “meTvalyuris”, 

rogorc monitoringis meqanizms.  

rogorc sxvadasxva avtorebis namuSevrebSia moyvanili, 

“meTvalyuris”, rogorc monitoringis iaraRis, gamoyenebam SesaZloa ver 

aRmoaCinos arasaTanado qcevis kvanZebi Semdeg SemTxvevebSi: (1) koliziebi, 

(2) gadacemis SezRuduli SesaZlebloba, (3) SeTqmuleba da (4) paketebis 

nawilobrivi moSoreba. ufro metic, igi iZleva arasaTanado qcevis mxolod 

adgilobrivad dadgenis SesaZleblobas da, Sesabamisad, arasaTanado kvanZebis 
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gacxadebisTvis sagangaSo signalebis gavrcelebazea damokidebuli. 

aRniSnuli signalebi ki SesaZloa arasworad gamoyenebul iqnas 

uflebamosili kvanZebis mcdarad muSaobaSi braldebisaTvis. 

 davaxasiaToT aqtiuri Tavdamsxma. aqtiuri Tavdamsxmeli aris qselis 

Cveulebrivi kvanZi da, Sesabamisad, misTvis marSrutizaciis igive 

informaciaa misawvdomi, rac qselis yvela kvanZisTvis. mas, iseve, rogorc 

yvela sxva kvanZs, SeuZlia qselSi marSrutizaciis informaciis Setana, 

romelic mezobel kvanZebs miaRwevs (gavrcelebis meqanizmebis gamoyenebiT). 

Tavdamsxmelis ganzraxvas survilis mixedviT marSrutizaciis protokolis 

dazianeba an Secvla warmoadgens. 

davuSvaT, rom kvanZebis auTentifikacia kavSiris dros xdeba 

(magaliTad, gasaRebTa ganawilebiT kavSiris damyarebamde, rogorc 

rekomendebulia [48]-Si) da, amdenad, ar SeuZliaT sxva kvanZebis imitireba 

an komunikaciisTvis ramdenime identifikatoris gamoyeneba (Sybil Tavdasxma). 

ufro metic, ganmeorebiTi Tavdasxmebis prevencia droiTi niSnulis 

meqanizmebiT xdeba, rogoric [47]-Si da [49]-Sia. 

 

4.6.2. modificirebuli OLSR protokolis gafarToveba da 

specifikacia 

 

fundamenturi sakiTxi, romelic winamdebare sqemis safuZvlad devs, 

aris is, rom kvanZebma koreqtulad moaxdinon OLSR kontrolis trafikis 

generireba. aRniSnuli miznis misaRwevad ZiriTad princips warmoadgens 

dajildoveba im kvanZebisa, romlebic Seesabamebian marSrutizaciis 

protokols, da dasja damazianebeli qmedebis kvanZebisa qselis 

misawvdomobis kuTxiT [56], [57], magaliTad, arasaTanado qcevis 

kvanZebisTvis qseliT komunikaciis SesaZleblobis SezRudva. 

am mizniT zemoTmoyvanili meTodidan Cven viyenebT mxolod ori 

elements: 

• CPM Setyobineba: CPM Setyobineba gamoiyeneba kontrolis trafikis 

Setyobinebis mier gakvaluli marSrutis qselSi gadasatanad. TC 

Setyobinebis miRebis Semdeg, qvemoT aRwerili wesebis Sesabamisad, 

TiToeuli MPR kvanZi CPM Setyobinebas ukan ugzavnis TC 
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Setyobinebis gamgzavns. igi Seicavs TC Setyobinebis mier gakvalul 

marSruts da, Sesabamisad, axdens mis mier gakvaluli marSrutis 

Caweras, rodesac igi qselSi ikvalavs gzas; 

• reitingis cxrili: qselis TiToeuli kvanZi awarmoebs reitingis 

cxrils, romelSic inaxeba informacia qselis kvanZebis qcevis 

Sesaxeb. reitingis cxrilis yovel Canawers aqvs kvanZis ID, 

pirveladi da meoradi reitingebi. kvanZis ID axdens qselis kvanZis 

unikalur identificirebas; meoradi reitingi aris kvanZis 

klasifikacia paketebis gadagzavnis uSualo dakvirvebaze dayrdnobiT, 

xolo pirveladi reitingi gaxlavT kvanZis ufro zusti 

klasifikacia, dafuZnebuli misi meoradi reitingis mniSvnelobaze, 

CPM Setyobinebebis mier mowodebuli informaciis analizsa da 

adgilobrivi marSrutizaciis informaciaze, romelsac inaxaven 

kvanZebi. mocemuli reitingebi gamoiyeneba kvanZebis saTanado qcevis 

motivirebisaTvis da gansazRvraven kvanZebis survils gadascen Tu 

ara trafiki sxvaTa saxeliT, anu kvanZebi trafikis did nawils 

gadascemen maRali reitingis kvanZebis saxeliT da uars amboben 

aRniSnulis ganxorcielebaze dabali reitingis kvanZebisTvis. 

 

OLSR protokolis usafrTxoebis Cvens mier modificirebuli 

gafarToveba, SeiZleba gansazRvrul iqnas, rogorc es naCvenebia cxrilSi 

1.7. rogorc Cans cxrilidan, nabijebi 4-6, 9 da 11 miekuTvneba OLSR Cveul 

operaciebs, rodesac danarCenebi warmodgenilia, rogorc usafrTxoebis 

modificirebuli sqemis nawilebi. 

 
cxrili 1.7 usafrTxoebis modificirebuli algoriTmis 

funqcionireba 

1) qselis formirebisas xelmowerisa da gasaRebis menejmetis 

meqanizmebis gamoyeneba, rac TiToeuli kvanZis saTanado 

auTentikaciis garantias iZleva; 

2) HELLO Setyobinebis gadacemis ganmavlobisas, rac 
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uzrunvelyofs erT da orbijiani mezoblebis dadgenas, 

gaTvaliswinebulia mxolod saTanadod auTentizirebuli 

kvanZebi (xelmoweris meqanizmis gamoyenebiT); 

3) yvela aRmoCenili auTentizirebuli kvanZisTvis reitingis 

cxrils emateba axali Canaweri α pirveladi reitingisTvis da 

β – meoradi reitingisTvis; 

4) HELLO Setyobinebis  informaciis gamoyenebiT TiToeuli 

kvanZi axdens MPR erTobliobis SerCevas, romlis gacxadeba 

momdevno HELLO SetyobinebebSi xdeba; 

5) aRniSnuli informaciis gamoyenebiT TiToeuli kvanZi agebs mis 

MPR SemrCevTa erTobliobas im kvanZebis miTiTebiT, 

romlebmac igi MPR-d airCies; 

6) TiToeuli kvanZis mier qselSi xdeba TC-s gavrceleba da amiT 

MPR SemrCevTa erTobliobis gacxadeba; 

7) TC-s gadagzavnaze uSualo dakvirvebiT xdeba arasaTanado 

qcevis kvanZis aRmoCena dakvirvebis meqanizmis gamoyenebiT, 

romelic aRwerili iyo rogorc “meTvalyuris” koncefcia; 

8) TC  Setyobinebis miRebis Semdeg SesaZloa ukan iqnas 

gagzavnili CPM Setyobineba, romelic moicavs gagzavnili TC

Setyobinebis mier gakvalul marSruts, am CPM Setyobinebis 

gagzavnis albaToba damokidebulia CPM Setyobinebis 

gadagzavnis maCvenebelze λ, 

9) miRebuli TC Setyobinebis gamoyenebiT yoveli kvanZi adgens 

topologiis cxrils, romelic Sedgeba daniSnulebis 

identifikatoris (MPR SemrCevi TC SetyobinebaSi), 

daniSnulebamde ukanaskneli bijis kvanZis identifikatorisa 

(TC-s originatori) da MPR SerCevis erobliobis rigiTi 

nomris Canawerebisgan; 

10) rodesac CPM Setyobinebis miReba xdeba, igi muSavdeba CPM

Setyobinebis damuSavebis algoriTmis Sesabamisad (sur. 4.1.3); 

11) topologiis cxrili Semdeg gamoiyeneba marSrutizaciis 
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cxrilis gamoTvlis algoriTmis mier TiToeul kvanZamde 

marSrutizaciis cxrilis gamosaTvlelad. 

rogoc Cans mocemuli cxrilidan, pirveli nabiji emsaxureba kvanZis 

auTentifikacias. meore nabijze HELLO Setyobinebis saSualebiT warmoebs 

erT da orbijiani mezoblebis dadgena. mesame nabijze xdeba pirveladi da 

meoradi reitingebisaTvis mniSvnelobebis miniWeba. pirveladi da meoradi 

reitingebi meryeobs 0-dan 100-mde, sadac 100 saukeTeso SesaZlo sididea, 

romlis miRweva kvanZis reitingebs SeuZlia. sawyisi pirveladi reitingi α 

da meoradi reitingi β mesame nabijze arsebiTad gansazRvravs TiToeuli 

kvanZis sawyis sandoobis dones. Tu ganvixilavT qsels Semsrulebeli 

kvanZebiT, Tavdapirvelad maT SegviZlia maRali sidideebi mivaniWoT. 

winaaRmdeg SemTxvevisas, maTTvis dabali sidideebis miniWebiT vaiZulebT 

arasaTanado qcevis mdgomareobidan gamovidnen qselis formirebis procesis 

dros.  

meoTxe nabijze warmoebs MPR-ebis erTobliobis dadgena, xolo 

Semdeg mexuTe nabijze – MPR-is SemrCevTa erTobliobis dagena. amis Semdeg 

meeqvse nabijze xdeba TC Setyobinebis gadacema, romlis saSualebiTac 

qselSi vrceldeba topologiuri informacia. TC Setyobinebebis mier 

qselSi marSrutis gakvalvisas maT unda daafiqsiron marSruti, romelic 

gaiares. aRniSnulis ganxorcieleba Semdegi wesiT xdeba: TiToeuli kvanZi, 

Cveuli wesiT Setyobinebis gadagzavnamde, amatebs Tavis identifikators 

marSrutSi, romelic akumulirdeba TC SetyobinebaSi. 

TC Setyobinebis gadacemis Semdeg meSvide nabijze misi gamgzavni 

awarmoebs dakvirvebas mis MPR-ze, raTa daadginos gadascems Tu ara is mis 

mier gagzavnil TC-Setyobinebas. anu gamoiyeneba dakvirvebis meqanizmi.  

rogorc Cven ukve aRvniSneT, “meTvalyuris” meqanizmi efuZneba 

TiToeuli kvanZis mier MPR-s gadacemis araerTgavrovnad mosmenas Semdegis 

mixedviT: rodesac kvanZi qselSi gadascems TC Setyobinebebs, igi 

ganagrZobs MPR-is mosmenas. Tu kvanZi daadgens, rom MPR ar gadascems mis 

pakets, igi MPR-s meorad reitings m-iT amcirebs. sawinaaRmdego 

SemTxvevisas meoradi reitingi n-iT izrdeba. gadagzavnasTan dakavSirebiT 
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TanamSromlobis stimulirebisTvis sasjeli ufro didi unda iyos, vidre 

jildo. 

aRniSnuli meqanizmi Secdomebs aris daqvemdebarebuli da, Sesabamisad, 

Cven gamoviyeneT igi, raTa moxdes cvlilebebi meorad reitingSi, rac, 

rogorc es mogvianebiT iqneba naCvenebi, gamoiyeneba mxolod imis 

gansazRvrisaTvis, Tu ramdenad swrafad aRdgeba kvanZi arasaTanado qcevis 

mdgomareobidan. 

merve nabijze, TC Setyobinebis mimRebis mier igzavneba CPM 

Setyobineba garkveuli albaTobiT. aq CPM Setyobinebis maCvenebeli λ 

gansazRvravs CPM Setyobinebebis raodenobas, romelTa generireba qselis 

kvanZebis mier TC Setyobinebebis miRebis pasuxad moxdeba. mecxre nabijze 

warmoebs topologiuri cxrilis ageba. 

 

4.6.3. usafrTxoebis modificirebuli algoriTmi  

 

naSromis yvelaze mniSvnelovan nawils CPM Setyobinebis damuSavebis 

meqanizmi wamoadgens. es gaxlavT sando monitoringis meqanizmi, romelic 

efuZneba CPM Setyobinebebs, generirebuls marSrutizaciis kontrolis 

trafikis sapasuxod, rac OLSR-s SemTxvevaSi TC-s Seesabameba.  

 

algoriTmi CPM Setyobinebis damuSavebis modificirebuli algoriTmi 

1: SRx – X gansaxilveli kvanZis meoradi reitingi,  
2: PRx – X gansaxilveli kvanZis pirveladi reitingi, 
3: miRebuli CPM-is sakuTrebis gansazRvra 

4: Tu saWiroa, S-kvanZis meoradi reitingis cvlilebebi pirdapiri 

dakvirvebis meqanizmis gamoyenebiT 

5: HELLO-sa da TC-is kontroli 

6: Tu yalbi HELLO an TC Setyobinebebis generirebis aRmoCenis meqanizmma 
S kvanZi gansazRvra, rogorc arasaTanado qcevis kvanZi, maSin 
7:  PRx = PV 

8: sawinaaRmdego SemTxvevaSi 

9:  Tu  SRx < PRx, maSin 

10:   SRx = SRx + SRV 

11:  sawinaaRmdego SemTxvevaSi 

12:   PRx = PRx + PRV 

13:  pirobiTi operatoris dasasruli 

14: pirobiTi operatoris dasasruli 

 

sur. 4.1.3. CPM Setyobinebis damuSavebis modificirebuli algoriTmi 
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sur. 4.1.4. bloksqema - CPM Setyobinebis damuSavebis modificirebuli 

algoriTmi  

 

rodesac xdeba CPM Setyobinebis miReba, misi damuSaveba xdeba 

algoriTmis mixedviT (sur. 4.1.3). algoriTmi adgens, rom, Tu konkretuli 

kvanZi gacxadebul iqneba, rogorc marSrutizaciis yalbi informaciis 

generatori (nabiji 6), mis pirvelad reitings mieniWeba dasjis sidide PV 

(Punishment Value) (nabiji 7). sawinaaRmdego SemTxvevaSi, Tu aRmoCndeba, 

rom kvanZma marSrutizaciis saTanado informaciis generireba moaxdina, misi 

reputacia izrdeba (nabijebi 9-12).  

exla ki ganvixiloT, Tu rogor xdeba yalbi Setyobinebebis 

generirebis dadgena. 

yalbi HELLO-s generirebis dadgena eyrdnoba informaciis ori 

wyaros korelacias: CPM Setyobinebebidan mopovebul marSrutebs da 
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HELLO-dan miRebul da orbijiani mezoblebis erTobliobaSi Senaxul 

adgilobriv informacias. vinaidan HELLO Setyobinebebis gacvla mxolod 

uSualo mezoblebs Soris xdeba da mxolod kvanZis MPR gadascems mis 

trafiks, am meqanizmisTvis algoriTmSi (sur. 4.1.3) ganxiluli dakvirvebis 

qveS myofi kvanZebi mimdinare kvanZis MPR-s warmoadgenen. 

ganvixiloT suraTze 4.2 naCvenebi scenari, sadac kvanZma C moaxdina 

TC Setyobinebis generireba da axla qselis erT-erTi kvanZisgan CPM 

Setyobinebas iRebs.  

 

sur. 4.2. CPM Setyobinebis ilustrireba 

 

davuSvaT, rom BB aris A-s MPR, romelic CPM Setyobinebis 

marSrutSi devs (anu B iyo A-s TC Setyobinebis gadamgzavni, romelmac 

Seqmna CPM mimdinare Setyobineba). yalbi HELLO Setyobinebis aRmoCenis 

procedura Semdegia: 

1) A iRebs CPM Setyobinebas, romelic Seicavs mis mier 

qselisTvis gagzavnili TC Setyobinebis marSruts; 

2) A  B-sgan ori da meti bijiT daSorebuli yvela M kvanZisTvis 

amowmebs, aris Tu ara mis 2-bijian erTobliobaSi Canaweri, 

romelic ambobs, rom B-s pirdapiri kavSiri aqvs M -Tan; 

3) Tu asea, B arasaTanado qcevis kvanZia, radgan man HELLO 

Setyobinebis meSveobiT pirdapiri kavSiri ganacxada M-Tan, 

xolo M ar aris uSualod misawvdomi B-sTvis; 

4) sawinaaRmdego SemTxvevaSi B saTanado qcevis kvanZad CaiTvleba; 
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5) imis gaTvaliswinebiT, aris B saTanado Tu arasaTanado qcevis 

kvanZia, B-s reputacia Sesabamisad icvleba, rogorc es 

algoriTmSia naCvenebi (sur. 4.1.3). 

aRniSnul midgomasTan dakavSirebiT erTi mniSvnelovani sakiTxi unda 

aRiniSnos. OLSR kvanZebis mier Senaxuli adgilobrivi informacia efuZneba 

kontrolis trafikis periodul gacvlas. kvanZebis moZraobasTan erTad 

arsebobs gardamavali mdgomareoba, rodesac qselis realuri mdgomareoba 

da mis Sesaxeb arsebuli lokaluri informacia erTmaneTs ar Seesabameba. 

 magaliTisTvis ganvixiloT suraTi 4.3. CavTvaloT, rom suraTis 

marcxena mxares naCvenebi B aris A-s MPR, xolo C da D arian B-s MPR-ebi. 

D moZraobs da gadis B-s gadacemis farglebs gareT da xvdeba C-s gadacemis 

sazRvrebSi, amgvarad igi xdeba C-s MPR (sur. 4.3 marjvena mxare). 

imavdroulad adgili ar aqvs kontrolis trafikis periodul gacvlas da, 

Sesabamisad, A-sTvis kvlavac ucnobia topologiis es cvlileba. A qselSi 

gzavnis TC Setyobinebas marSrutiT A-B-C-D da D axdens CPM 

Setyobinebis generirebas, rac am marSruts Seicavs. vinaidan adgilobrivi 

informacia gveubneba, rom B-s SeuZlia D-s miRweva (radgan A-s adgilobrivi 

informaciis ganaxleba jer ar momxdara), aRniSnuli Sedegad gvaZlevs 

arasaTanado qcevis aRmoCenis yalb SesaZleblobas, sadac B arasaTanado 

qcevis kvanZad CaiTvleba. 

 

sur 4.3. MPR-is gardamavali mdgomareoba 

 

 SeiZleba aRiniSnos, rom qselis muSaobis procesSi yalbi 

SesaZleblobebi naklebad gvxvdeba da gacilebiT iSviaTia, vidre 
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arasaTanado qcevis sworad aRmoCena. maTi raodenobis kvlavac Semcirebis 

erT-erTi savaraudo gadawyvetilebaa kontrolis trafikis generirebis 

intervalebis Semcireba marSrutizaciis kontrolis trafikis gazrdis 

xarjze. aRniSnuli Sedegad gvaZlevs kontrolis trafikis ufro xSir 

generirebas, rac gaaiolebs realuri qselis ufro ganaxlebul xedvas da, 

mogvianebiT, saSualebas mogvcems Semcirdes yalbi SesaZleblobebis 

raodenoba. 

 magram SeiZleba iyos gamoyenebuli sxva gzac, romelic ganxilulia 

Semdgom. 

 yalbi TC Setyobinebis generirebis dadgena efuZneba informaciis or 

wyaros: CPM Setyobinebebidan miRebul marSrutebs da TC Setyobinebebis 

adgilobriv informacias, Senaxuls topologiaTa cxrilSi. vinaidan TC-s 

gadacema qselis yvela kvanZisTvis xdeba, aRniSnul meqanizmSi gansaxilveli 

kvanZebi warmoadgenen yvela kvanZs C Setyobinebis marSrutSi. aRniSnuli 

saSualebas gvaZlevs Semdgomi meqanizmis meSveobiT aRmovaCinoT kvanZebi, 

romlebmac yalbi TC Setyobinebebi Seqmnes: davuSvaT, rom A aris qselis 

kvanZi, romelic qselidan CPM Setyobinebas iRebs. yalbi TC Setyobinebis 

generirebis aRmoCenis procedura SesaZloa Semdegis mixedviT iqnas 

aRwerili: 

1) A iRebs CPM Setyobinebas, romelic Seicavs romelime kvanZis 

mier qselisTvis gagzavnili TC Setyobinebis marSruts; 

 2) CPM Setyobinebis marSrutis yvela B kvanZisTvis da B-sgan sami 

an meti bijiT daSorebuli yvela M kvanZisTvis marSrutSi, A amowmebs, 

aris Tu ara topologiis cxrilSi Canaweri imis Sesaxeb, rom B-s 

pirdapiri kavSiri aqvs M -Tan; 

3) Tu asea, B arasaTanado qcevis kvanZia, radgan man TC Setyobinebis 

meSveobiT pirdapiri kavSiri ganacxada M -Tan, xolo M ar aris 

uSualod misawvdomi B-sTvis; 

4)sawinaaRmdego SemTxvevaSi B saTanado qcevis kvanZad CaiTvleba; 

5) imis gaTvaliswinebiT, aris B saTanado Tu arasaTanado qcevis 

kvanZi,  B-s reputacia Sesabamisad icvleba, rogorc es algoriTmSia 

naCvenebi (sur. 4.1.3). 
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yalbi TC Setyobinebis generirebis aRmoCena aseve gavlenas axdens 

Cvens mier zemoT naxsenebi MPR–is gardamavali mdgomareobis problemaze. 

erT-erT SesaZlo gadawyvetilebas warmoadgens kontrolis trafikis 

generirebis intervalis Semcirebis imave teqnikis gamoyeneba garkveuli 

gazrdili danaxarjebis xarjze. miuxedavad amisa, Cven gansxvavebuli 

midgoma avirCieT, rac Tavidan gvacilebs trafikis gazrdiT gamowveuli 

xarjebis matebas. Cveni midgoma mocemuli sakiTxis gadasawyvetad ukve iyo 

SemoTavazebuli proceduris meore nabijze, sadac yalbi TC generirebis 

aRmoCena xdeboda da a.S. nacvlad kvanZebs Soris kavSiris analizisa, 

romlebic ori an sami bijiT arian daSorebuli savaraudo arasaTanado 

qcevis kvanZisgan, Cven vaanalizebT amas sami an meti bijiT daSorebuli 

kvanZebisTvis. aRniSnuli varianti MPR–is gardamavali mdgomareobis 

SemTxvevaTa raodenobis SemcirebiT warmatebiT zRudavs yalbi 

SesaZleblobebis raodenobas, magram saSualebas aZlevs arasaTanado qcevis 

kvanZs gaayalbos ori bijiT daSorebul kvanZebTan arsebuli kavSirebi. 

miuxedavad amisa, aRniSnuli Cven dasabuTebul kompromisad migvaCnia, radgan 

miRebuli yalbi SesaZleblobebis raodenoba Zalian dabalia da radgan 

kvanZebamde kavSiris gayalbebiT arasaTanado qcevis kvanZs ori bijiT 

daSorebul kvanZebTan arsebuli kavSirebis gaayalbebiT mxolod marSrutis 

gagrZeleba SeuZlia erTi erTeuliT. 

ganvixiloT arasaTanado qcevis kvanZebis dasjis sakiTxi. imis 

dadgenis Semdeg, aris Tu ara kvanZi arasaTanado qcevis, gatarebul unda 

iqnas saTanado RonisZiebebi. rogorc algoriTmis (sur. 4.1.3) meSvide 

nabijze aris naCvenebi, rodesac kvanZi arasaTanadod iqceva, misi pirveladi 

reitingi utoldeba sasjelis sidides (PV-Punishment Value). pirveladi 

reitingi meryeobs 0-100 farglebSi, sadac 100 saukeTeso SesaZlo sididea 

kvanZisTvis. kvanZebis saTanado qcevis motivirebisTvis pirveladi reitingi 

qselis kvanZebis mier gamoiyeneba maTi survilis gansazRvrisaTvis 

gadagzavnon sxva kvanZebis trafiki. aRniSnuli xorcildeba sxva kvanZebis 

trafikis gadacemiT maTi pirveladi reitingis Sesabamisad. magaliTad, kvanZi 

A, romelic daadgens, rom B-s pirveladi reitingi 40-is tolia, 

gadagzavnis B-s paketebis mxolod 40%-s.  
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rac Sexeba arasaTanado qcevis kvanZebis aRdgenas: aRdgenis meqanizmi 

saSualebas aZlevs kvanZs, romelic wyvets arasaTanado qmedebas, gamovides 

arasaTanado qcevis mdgomareobidan. amitom aris meoradi reitingi (romelic 

icvleba “meTvalyure” meqanizmis Sesabamisad) gamoyenebuli. aRniSnuli 

meqanizmi iwvevs im kvanZebis TandaTanobiT aRdgenas, romlebmac uaryves sxva 

kvanZebis saxeliT kontrolis trafikis gadacema. sruli procedura, 

aRwerili algoriTmis nabijebSi 9-12 (sur. 4.1.3), Semdegia: Tu aRsadgeni 

kvanZis meoradi reitingi pirveladze dabalia, mxolod meoradi reitingi 

izrdeba SRV-Ti (Secondary Rating Value – meoradi reitingis aRdgenis 

sidide), sanam pirveladi reitingis sidides ar miaRwevs. drois es periodi  

warmoadgens im kvanZebis aRdgenis dros, romlebmac uaryves kontrolis 

trafikis gadacema. rogorc ki meoradi reitingi miaRwevs pirvelad 

reitingze maRal sidides, arasaTanado qcevis kvanZi maSinve efeqturad 

iwyebs aRdgenas, misi pirveladi reitingis PRV-Ti (Primary Rating Value - 

pirveladi reitingis sidide) gazrdiT. 

aRniSnul meqanizms Cven pirdapiri uerTierTqmedebis aRdgenas 

vuwodebT, radgan igi mxolod maSin aris aqtiuri, rodesac kvanZi 

uSualod urTierTqmedebs anu kvanZs mxolod maSin SeuZlia arasaTanado 

qcevis mdgomareobidan aRdgena, rodesac igi sxva kvanZis siaxloves 

imyofeba. aRniSnulis azrs is warmoadgens, rom CPM Setyobinebebis 

raodenoba, romlebic saTanado qcevas adgenen, gacilebiT didia, vidre 

raodenoba CPM Setyobinebebisa, romlebsac arasaTanado qcevis aRmoCenamde 

mivyavarT da, Sesabamisad, Cven aRdgenis SezRudva dagvWirda. sawinaaRmdego 

SemTxvevisas arasaTanado qcevis kvanZebi zedmetad swrafad aRdgebodnen da 

saTanadod ar daisjebodnen. 

Tumca uSualo urTierTqmedebaze dafuZnebuli es midgoma SesaZloa 

yvela saxis problemas ar miesadagos Tu ori kvanZi ar moZraobs da brals 

sdebs erTmaneTs, isini verasodes SeZleben reputaciis aRdgenas, Tu 

erTmaneTis arealSi ar moxvdebian.  

yovelive zemoTqmulidan gamomdinare SegviZlia avRniSnoT, rom Cvens 

mier usafrTxoebis modificirebuli algoriTmi warmoadgens meqanizms, 

romelic TC SetyobinebebSi Senaxul marSrutebs eyrdnoba. rodesac TC 
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konkretul kvanZs miaRwevs, CPM Setyobineba ukan igzavneba im 

koeficientis Sesabamisad, romelic gansazRvrulia TC SetyobinebaSi 

akumulirebuli marSrutis gadasatanad sawyis kvanZamde (algoriTmi, sur. 

4.1.3 bloki 8). aRniSnuli informacia Semdeg gamoiyeneba arasaTanado qcevis 

kvanZebis gansazRvrisaTvis, rogorc es adre iyo aRwerili.  

unda aRiniSnos, rom Tu saTanadod daculi ar iqneba, marSrutis 

informacia SesaZloa gamoyenebul iqnas Savi siis Tavdasxmebis 

gansaxorcieleblad, sadac uflebamosil kvanZebs brali edebaT arasaTanado 

qcevaSi. mocemuli informaciis erTianobisa da WeSmaritobis 

uzrunvelsayofad, SegviZlia Semdegi RonisZiebebi gavataroT; 

• auTentifikaciis Semowmeba, sadac marSrutis TiToeuli kvanZi 

amowmebs winamorbedi kvanZis mier mowodebuli xelmoweris 

informacias, raTa ganisazRvros, CarTo Tu ara man sakuTari Tavi 

TC-Si; 

• marSrutis gayalbebisgan dacva. qselSi gavrcelebul SetyobinebebSi 

Senaxuli marSrutebis erTianobis dacva. sqemaTa aRniSnuli saxeobebi 

farTod iqna Seswavlili moTxovnamde marSrutizaciis 

protokolebis farglebSi da es sqemebi axorcielebs dacvas iseTi 

marSrutebis gayalbebisgan, romlebic [58] ukve arsebobs; 

garda amisa, Tu qselis marSrutebis mravalferovneba dabalia, 

SesaZloa CPM Setyobinebis ukan gagzavna moxdes marSrutis gavliT, 

romelic Tavad arasaTanado qcevis kvanZs Seicavs. aRniSnuli saSualebas 

miscems arasaTanado qcevis kvanZs moiSoros paketi da mocemuli informacia 

daikargos da, amdenad, Sedegad sasjeli Semcirdeba. aRniSnuli sakiTxis 

gverdis avlis erT-erTi gza Semdegia: 

1) Seicvalos OLSR-s siWarbis patametri (TC_REDUNDANCY) 

imgvarad, rom im kvanZma moaxdinos meti mezoblis gacxadeba, vidre 

mxolod TC Setyobinebis MPR SemrCevTa erTobliobisa. 
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4.6.4. usafrTxoebis modificirebuli algoriTmis modelireba da 

misi Sedegebis ganxilva 

 

 mocemul naSromSi aRwerili modelireba ganxorcielda qselis 

simulatoris ns2 versia 2.29.2- gamoyenebiT. OLSR protokolisTvis yvela 

nagulisxmevi sididea gamoyenebuli RFC3626 specifikaciidan. modelireba 

Catarda 30 kvanZisTvis, sadac gadacemis manZili iyo 250 metri, 800 wamis 

ganmavlobisas farTobze 2000X400 metrze. gamoyenebul iqna SemTxveviTi 

koordinatebis mobilurobis modeli (Random Waypoint Mobility model). 

Sedegebis gasaSualoebisa da sasurveli an arasasurveli scenaris arCevis 

SesaZleblobis Sesamcireblad gaSvebul iqna xuTi damoukidebeli 

replikacia, TiToeuli mobilurobis 10 calkeuli scenariT, ramac Sedegad 

mogvca jamuri 50 modeli, gaSvebuli parametrTa TiToeuli Sesafasebeli 

erTobliobisTvis. qselis SemowmebisTvis moZravi mobiluri kvanZebiT, 

viTvaliswinebT kvanZebs, romelTa siCqarea 1.4m/w da 2.4m/w. garda amisa, 1 

da 5-wamiani pauzebi aseve iqna testirebuli. 

 

sur. 4.4 eqsperimentSi monawile kvanZebis fragmenti 

 a. Tavdasxma 

Tavdamsxmeli ori saxis Tavdasxmas axorcielebs: yalbi HELLO da 

yalbi TC Setyobinebebis generireba. 
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 yalbi HELLO Setyobinebebis generirebisTvis Tavdamsxmeli kvanZi 

amatebs yalb informacias imis Sesaxeb, rom mas SeuZlia misi yvela 

orbijiani mezoblis miRweva, ris ganzraxvas misi MPR-ad arCevis iZuleba 

warmoadgens. mocemuli Tavdasxma SesaZloa zianis momtani iyos ori gziT: 

(a) man SesaZloa gamoiwvios mcdari MPR erTobliobis SerCeva da (b) 

Tavdasxmuli kvanZis mier gagzavnilma Setyobinebebma SesaZloa ver miaRwion 

mis zog orbijian mezobels. 

 yalbi TC Setyobinebebis generirebisTvis Tavdamsxmeli kvanZi 

SemTxveviT irCevs kvanZs, romelic sami an meti bijiT aris daSorebuli 

misgan da acxadebs masTan pirdapir kavSirs. mocemuli Tavdasxma SesaZloa 

zianis momtani iyos, radgan mas Semoaqvs konfliqturi marSrutebi da xels 

uwyobs kavSiris dakargvasa da qselis marSrutebis dagrZelebas. 

 orive saxis Tavdasxma da aRmoCenis Sesabamisi meqanizmebi 

damoukideblad iqna testirebuli. Cveni modelirebisas Tavdamsxmeli 

kontrolis yalbi trafikis generirebas iwyebs modelirebis dawyebidan 50 

wamis Semdeg, xolo saTanadod qcevas 300 wamis Semdeg iwyebs. 

 

 b. usafrTxoebis modificirebuli algoriTmis parametrebi  

 ramdenadac usafrTxoebis modificirebuli algoriTmis mizans 

marSrutizaciis kontrolis yalbi generirebis dasja warmoadgens, rogorc 

damoukideblad, ise im SemTxvevaSic, rodesa kvanZi uars ambobs trafikis 

gadacemaze, trafikis gadacemis uaryofasTan dakavSirebuli parametrebi 

unda ganisazRvris sididiT SRV = 1 (meoradi reitingis aRdgenis sidide), 

n (meoradi reitingis zrda) an m (meoradi reitingis Semcireba), 

aRniSnuli Sedegad gvaZlevs, rogorc es mosalodneli iyo, Zalian maRal 

meorad reitingebs, radgan trafikis uaryofa gamoyenebuli ar iyo. 

 danarCeni parametrebisTvis α pirveladi da meoradi β sidideebi 

ganisazRvra, rogorc maqsimaluri sidide 100. sxva sityvebiT rom vTqvaT, 

Cven vuSvebT, rom qselis kvanZebi patiosania. vinaidan CPM Setyobinebis 

maCveneblisTvis λ rTulia adeqvaturi sididis arCeva, Cven ganvaxorcieleT 

rigi modelirebebi da gavaanalizeT CPM sxvadasxva SetyobinebaTa 

maCvenebeli.  
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sur. 4.5. kvanZebis saSualo reitingi (yalbi HELLO, 1.4 m/w) 

 

sasjelis sidide PV da pirveladi reitingis aRdgenis sidide PRV 

korelaciurad unda ganisazRvros, raTa saSualeba gvqondes arasaTanado 

qcevis kvanZebis saTanadod dasjisa da im kvanZebis dasabuTebuli aRdgenis 

saSualeba, romlebmac saTanadod qceva daiwyes arasaTanado qcevis Semdeg. 

Cveni modelireba uCvenebs, rom yalbi dadanaSaulebebi ufro xSiria yalbi 

HELLO Setyobinebebis dadgenisas, vidre yalbi TC Setyobinebebis 

dadgenisas. Sesabamisad, Cven gamoviyeneT ufro mkacrad dasjis sidide PV=0 

yalbi TC Setyobinebebis aRmoCenisTvis da naklebad mkacri  PV=pirveladi 

reitingi/2 – yalbi HELLO Setyobinebebis aRmoCenisTvis. pirveladi 

aRdgenis sididesTan dakavSirebiT sididem PRV=1 friad damakmayofilebeli 

Sedegebi mogvca dasjis TvalsazrisiT, kvanZebis aRdgenis sapirispirod. 

rogorc PV-s, ise PRV-sTvis, maTTvis maRali sidideebis gansazRvra 

gvaZlevs ukeTesi aRdgenis, magram uaresi sasjelis saSualebas da piriqiT. 

 

 g. miRebuli Sedegebi 

 winamdebare TavSi Cven ganvixilavT rig modelirebis Sedegebs, sadac 

xazgasmulia usafrTxoebis Cvens mier damuSavebuli sqemis efeqturoba da 

xarjebi Warbi trafikis TvalsazrisiT. naCvenebia ori saxis grafiki: 

 146



grafiki kvanZTa saSualo reitingiT da grafiki Warbi xarjebiT, 

gamowveuli CPM SetyobinebebiTa da OLSR operaciebiT. 

 grafikebi kvanZTa saSualo reitingebiT gviCveneben qselis yvela 

kvanZis reitings. zeda sxivebi Seesabameba yvela saTanado qcevis kvanZis 

saSualo reitings, Sua sxivebi Seesabameba arasaTanado qcevis kvanZebis 

saSualo reitings CPM yvela gaTvaliswinebuli maCveneblisTvis. 

konkretuli A kvanZis saSualo reitingi R gveubneba, rom Tu trafiki 

qselSi Tanabrad aris ganawilebuli, dasjis meqanizmi saSualebas mogvcems, 

rom A-Si Seqmnili trafikis saSualod R% iqnas gadatanili Semdeg 

daniSnulebamde. 

 siWarbis grafikebi ZiriTadad saSualebas gvaZlevs Sedardes namati 

xarjebi CPM meqanizmisa, romelic SemoTavazebulia usafrTxoebis Cvens 

mier damuSavebuli sqemiT da namati xarjebi Cveuli OLSR operaciisa. 

 meoTxe naxatis grafikze vxedavT, rom yalbi HELLO Setyobinebebis 

aRmoCenis meqanizmi mniSvnelovnad ar icvleba CPM SetyobinebaTa 

maCveneblis cvlasTan erTad. icvleba aRdgenis meqanizmi, rac ufro swrafia 

CPM Setyobinebis ufro maRali sididisas. 

 

sur. 4.6. kvanZTa saSualo reitingebi (yalbi TC, 1.4 m/w, 1 yalbi linki) 
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sur. 4.7. kvanZTa saSualo reitingebi (yalbi TC, 1.4 m/w, 4 yalbi linki) 

 

yalbi TC Setyobinebis aRmoCenasTan dakavSirebiT (nax. 5) vxedavT, 

rom mocemuli meqanizmi metad eqvemdebareba cvlilebebs CPM Setyobinebis 

maCvenebelTan mimarTebiT. kvanZis orive testirebuli siCqarisTvis 

arasaTanado qcevis kvanZis saSualo reitingi ufro swrafad ecema da ufro 

dabal sididemde CPM Setyobinebis ufro maRali maCveneblis SemTxvevaSi 

da kvlav, aRdgenis meqanizmi ufro swrafia CPM SetyobinebaTa maRali 

maCveneblisTvis. Sedegebi 2.4 m/w siCqarisTvis gamotovebulia, radgan 

ganxilulis msgavsia. 

SesaZloa mogveCvenos, rom mocemuli reitingebi ufro mkacri unda 

iyos, Tumca mniSvnelovania SevniSnoT, rom warmodgenili saSualo 

reitingebi iTvaliswinebs mTel qsels. Sesabamisad, sabolood CarTulia is 

kvanZebic, romlebTanac arasaTanado qcevis kvanZi ar urTierTqmedebs 

(magaliTad, radgan isini ar iqcevian MPR-d da, Sesabamisad, ar gadascemen 

trefiks, rac arasaTanado qcevis kvanZebisTvis maRali reitingis 

SenarCunebas niSnavs). garda amisa, yalbi TC Setyobinebebis dadgenisTvis 

testebi Catarda Tavdamsxmelis gaTvaliswinebiT, romelic calkeul yalb 

links acxadebs. yalbi linkebis raodenobis zrdasTan erTad saSualo 

pirveladi reitingebi SemdgomSic ecema. magaliTisTvis ixileT nax. 6, sadac 

4 yalbi linkiT pirveladi reitingi ufro dabal sididemde ecema, vidre 
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winamorbed grafikebze da aRwevs minimalur 55 qulas, rodesac CPM 

Setyobinebis maCvenebeli 100%-ia. 

aqamde naCveneb yvela grafikze saSualo pauzis sidided 1 wami iyo 

aRebuli. meSvide naxatis Sedegebis mixedviT, sadac saSualo pauzad 5 wamia 

aRebuli, SegviZlia davinaxoT, rom (1) arasaTanado qcevis kvanZi ufro 

mkacrad isjeba da (2) saTanado qcevis kvanZebs odnav uaresi saSualo 

reitingi aqvT. aRniSnuli Seesabameba faqts, rom ufro xangrZlivi pauzebiT 

kvanZebi, Cveulebriv, naklebad urTierTqmedeben erTmaneTTan da, Sesabamisad, 

aRdgenis meqanizmi (romelic pirdapir urTierTqmedebazea dafuZnebuli) 

naklebad efeqturi iqneba. aRniSnuli faqti Sedegad gvaZlevs mkveTr 

cvlilebas saSualo pirveladi reitingis gazrdaSi, rodesac (300w) 

Tavdamsxmeli kvanZi wyvets arasaTanado qcevas. aRniSnuli arasaTanado 

qceva naklebad gasagebi iyo winamorbed grafikebze, sadac 1-wamiani saSualo 

pauza iyo gamoyenebuli, radgan kvanZebs Soris urTierTqmedebaTa didi 

raodenoba zrdis reitingebze aRdgenis meqanizmis gavlenas. 

 

sur. 4.8. kvanZTa saSualo reitingebi (yalbi TC, 1.4 m/w, 1 yalbi linki, 

saSualo pauza 5w). 
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sur. 4.9. CPM meqanizmis Warbi xarjebi OLSR-s sapirispirod (1.4 m/w). 

 

 merve naxatze warmodgenili Warbi xarjebis Sedegebis kuTxiT, 

rogorc es mosalodneli iyo, usafrTxoebis Cvens mier damuSavebuli sqemis 

maRali namati danaxarjebia miRebuli, rodesac gamoiyeneba CPM 

SetyobinebaTa maCvenebeli 100% da, bunebrivad, CPM SetyobinebaTa 

maCveneblis SemcirebasTan erTad namati xarjebic mcirdeba da Zalian dabal 

sidides aRwevs, rodesac CPM Setyobinebis maCvenebeli 15%-ia. Sedegebi 

kvanZis sixSirisTvis 2.4 m/w gamotovebulia, radgan mocemulTan Zalian 

axlos aris. 

 sabolood, radgan yalbi HELLO Setyobinebebis aRmoCenis meqanizmi, 

savaraudod, ukeT muSaobs gaTvaliswinebuli maCveneblebisTvis, rogorc 

eqsperimentebidan Cans, CPM Setyobinebis maCvenebeli 15% yvelaze swori 

gadawyvetileba iqneba. yalbi TC Setyobinebis aRmoCenis kuTxiT, CPM 

Setyobinebebis maCvenebeli 15-dan 40%-mde dasabuTebul sasjels 

uzrunvelyofs arasaTanado qcevis kvanZebisTvis, romelTa reitingi 75-80-ia 

yvelaze susti TavdamsxmelisTvis (erTi yalbi linki), rodesac sakmaod 

dabali iqneba namati xarjebi qselis trafikis TvalsazrisiT. 
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4.6.6. daskvnebi 

 

 Cven warmovadgineT usafrTxoebis modificirebuli algoriTmi OLSR 

protokolis usafrTxoebisTvis. meqanizms saqme aqvs yalbi HELLO da yalbi 

TC Setyobinebebis generirebasTan – or TavdasxmasTan, romelTaTvis dRemde 

damakmayofilebeli gadawyvetileba ar arsebobs. garda usafrTxoebis 

mocemuli problemebis bunebrivi gadawyvetilebis uzrunvelyofisa, Cveni 

praqtikuli sqema medegia reitingebis sistemis zogadi problemebisadmi. 

konkretulad, Cveni algoriTmi ar iZleva saSualebas qselSi moxdes 

reitingebis informaciis ganfantva rac Sedegad iZleva kvanZebis mcdarad 

dadanaSaulebas an Seqebas – Semdeg isini iwyeben CPM yalbi Setyobinebebis 

generirebas (risgan dacva kriptografiuli meqanizmebiT SeiZleba) an CPM 

Zveli Setyobinebebis ganmeorebas (risgan dacvas droiTi niSnulis meqanizmi 

axorcielebs).  

 

Cvens mier damuSavebul usafrTxoebis modificirebul algiriTms Semdegi 

maxasiaTeblebi gaaCnia: 

• is eyrdnoba reputaciis koncefcias, iyenebs reitingebis cnebas da 

uSualo dakvirvebas; 

• igi uzrunvelyofs axali da sando monitoringis meqanizms, 

dafuZnebuls CPM Setyobinebebze, romelic, odnav gazrdili 

sixSiris xarjze, aRmofxvris “meTvalyuris” koncefciis 

naklovanebebs; 

• mas unari aqvs aRmoaCinos da dasajos marSrutizaciis kontrolis 

yalbi trafikis generireba (linkis imitirebis Tavdasxma), Tumca mas 

axasiaTebs mdgradoba danarCeni Tavdasxmebisaganac; 

• igi Seicavs arasaTanado qcevis kvanZebis sayovelTao aRmoCenis 

meqanizms sagangaSo signalebis gavrcelebis gareSe, romlebic 

SesaZloa gamoyenebul iqnan Savi siis TavdasxmebisTvis, sadac 

uflebamosil kvanZebs brals sdeben arasaTanado qcevaSi; 
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• igi icavs Savi siis Tavdasxmebisgan, rac warmoadgens yalbi CPM 

Setyobinebebis generirebis Sedegs imave saxis meqanizmebis 

gamoyenebiT; 

• modificirebul OLSR protokols emateba mxolod ori elementi: 

CPM Setyobineba da reitingebis cxrili; 

• amowmebs HELLO da TC yalb Setyobinebebs; 

• aRniSnuli HELLO da TC Setyobinebebis Semowmeba warmoebs CPM-Si 

ori, sami da meti bijiT dacilebuli kvanZebis SemowmebiT, rac 

ufro sandos xdis Tavad Semowmebas da Tavidan gvacilebs 

gadaadgilebis Secdomebis generirebas; 

• gaaCnia kvanZebis reitingebis sawyisi mniSvnelobebis miniWebis 

moqnili meqanizmi, romlis Tanaxmad SesaZlebelia kvanZebi amuSavdes 

gansxvavebuli aqtivobiT; 

• SesaZlebelia imis kontroli, Tu rogor xdeba yalbi mdgomareobidan 

kvanZis aRdgena; 

• gaaCnia moqnili dasjisa da dajildoebis meqanizmebi, romlebic 

uzrunvelyofen kvanZebis ufro efeqtur muSaobas; 

• SesaZlebelia CPM Setobinebebis sixSiris marTva. 
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danarTi 1. 

modelirebis dros gamoyenebuli kodi 

# 
=====================================================================
= 
# Initialization 
# 
=====================================================================
= 
# Default node configuration 
set nodeConfig "no-log 0; log-none ; log-route 1" 
 
# Attacker types 
set fake_link_hellos 1 
set fake_link_tcs    2 
set refuser          3 
 
set cpmrate 15 
set fake_links 1 
 
if {$argc != 2} { 
    puts "Usage: ns final.tcl \[default seed\] \[iteration\]" 
    exit 
} 
 
set defSeed 1 
if {$argc == 2} { 
    set defSeed [lindex $argv 0] 
    set iteration [lindex $argv 1] 
} 
 
if {$defSeed < 1} { 
    set defSeed 1 
} 
 
puts "Def seed = $defSeed, Iterarion = $iteration" 
 
# (possibly) Remove and create result directory 
set dirName 
"results_tc/30n_1.4ms_cpmrate_$cpmrate/fakelinks_$fake_links/seed_$de
fSeed/$iteration" 
exec sh -c "rm -rf $dirName && mkdir -p $dirName" 
 
# 
=====================================================================
= 
# Define options 
# 
=====================================================================
= 
set opt(chan)           Channel/WirelessChannel     ;# channel type 
set opt(prop)           Propagation/TwoRayGround    ;# radio-
propagation model 
set opt(netif)          Phy/WirelessPhy             ;# network 
interface type 
set opt(mac)            Mac/802_11                  ;# MAC type 
set opt(ifq)            Queue/DropTail/PriQueue     ;# interface 
queue type 
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set opt(ll)             LL                          ;# link layer 
type 
set opt(ant)            Antenna/OmniAntenna         ;# antenna model 
set opt(ifqlen)         200                         ;# max packet in 
ifq 
set opt(adhocRouting)   OLSR                        ;# routing 
protocol 
set opt(cp)             ""                          ;# connection 
pattern file 
set opt(sc)             "movement_1.4ms.tcl"        ;# node movement 
file. 
set opt(traffSessions)  25                          ;# number of 
traffic pattern sessions 
set opt(seed)           10.0                        ;# seed for 
random number gen. 
set opt(nn)             30                          ;# number of 
mobilenodes 
 
Mac set bandwidth_ 11Mb 
 
set opt(x)              2000                        ;# x coordinate 
of topology 
set opt(y)              400                         ;# y coordinate 
of topology 
set opt(stop)           800.0                       ;# time to stop 
simulation 
 
# check for random seed 
if {$opt(seed) > 0} { 
    puts "Seeding Random Number Generator with $defSeed\n" 
    global defaultRNG 
    $defaultRNG seed $defSeed 
} 
 
# 
# OLSR global agent configuration 
# (commented lines have the default values) 
# 
Agent/OLSR set use_mac_    false 
Agent/OLSR set debug_      false 
# Agent/OLSR set debug_      false 
# Agent/OLSR set willingness 3 
# Agent/OLSR set hello_ival_ 2 
# Agent/OLSR set tc_ival_    5 
 
# JP_NEW 
# A cpm rate of 50 means that, in average, CPMs are sent in response 
to TC in 50% of the cases 
Agent/OLSR set cpm_rate_    $cpmrate 
Agent/OLSR set def_prating_ 100 
Agent/OLSR set def_srating_ 100 
Agent/OLSR set srating_dec_  -2 
Agent/OLSR set srating_inc_  1 
Agent/OLSR set detect_fake_hello_ 0 
Agent/OLSR set detect_fake_tc_ 1 
 
# Communication range = 250 meters 
Phy/WirelessPhy set RXThresh_ 3.65262e-10 
 
# 
=====================================================================
= 
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# Create simulator instance 
# 
=====================================================================
= 
set ns_ [new Simulator] 
 
# trace settings 
# $ns_ use-newtrace 
set tracefd [open $dirName/trace_all.tr w] 
set namtrace [open $dirName/animation.nam w] 
$ns_ trace-all $tracefd 
 
# initialize a namtrace file for logging node movements to 
# be viewed in nam (must be called after mobility is defined) 
$ns_ namtrace-all-wireless $namtrace $opt(x) $opt(y) 
 
# 
# create topography object 
# 
set topo [new Topography] 
 
# 
# define topology 
# 
$topo load_flatgrid $opt(x) $opt(y) 
 
# 
# create God 
# god is used to store an array of the shortest number of 
# hops required to reach from one node to another 
# e.g. $ns_ at 899.00 "$god setdist 2 3 1" 
# 
set god [create-god $opt(nn)] 
 
# JP_NEW 
# create channel 
# 
set channel_ [new $opt(chan)] 
 
# 
# configure mobile nodes 
# 
$ns_ node-config -adhocRouting $opt(adhocRouting) \ 
                 -llType $opt(ll) \ 
                 -macType $opt(mac) \ 
                 -ifqType $opt(ifq) \ 
                 -ifqLen $opt(ifqlen) \ 
                 -antType $opt(ant) \ 
                 -propType $opt(prop) \ 
                 -phyType $opt(netif) \ 
                 -channel $channel_ \ 
                 -topoInstance $topo \ 
                 -agentTrace ON \ 
                 -wiredRouting OFF \ 
                 -routerTrace ON \ 
                 -macTrace OFF \ 
                 -movementTrace OFF    # mobilenode movement logging 
turned ON or OFF 
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# 
=====================================================================
======= 
# Create & Place nodes 
# 
=====================================================================
======= 
for {set i 0} {$i < $opt(nn)} {incr i} { 
    puts $i 
    set node_($i) [$ns_ node] 
} 
 
# 
# define initial node position in nam 
# 
for {set i 0} {$i < $opt(nn)} {incr i} { 
    $ns_ initial_node_pos $node_($i) 20 
}      
 
# -------- MALICIOUS NODES ------------ 
 
# Attack type 1 (=) Fake HELLO 
# Attack type 2 (=) Fake TC 
 
# $ns_ at 50 "[$node_(5) agent 255] attack-type 1" 
# $ns_ at 300 "[$node_(5) agent 255] attack-type 0" 
# $node_(5) set willingness 7; # will always (so that he is always 
selected as mpr) 
 
# node starts misbehaving at the 50 seconds 
$ns_ at 50 "[$node_(5) agent 255] attack-type 2" 
# number of links faked by the malicious node (only for attack-type 
2) 
$ns_ at 50 "[$node_(5) agent 255] max-fake-links $fake_links" 
# node stops misbehaving at the 300 seconds 
$ns_ at 300 "[$node_(5) agent 255] attack-type 0" 
 
# 
# source connection-pattern and node-movement scripts 
# 
if { $opt(cp) == "" } {    puts "*** NOTE: no connection pattern 
specified." 
    set opt(cp) "none" 
 
} else { 
    puts "Loading connection pattern..." 
    source $opt(cp) 
} 
if { $opt(sc) == "" } { 
    puts "*** NOTE: no scenario file specified." 
    set opt(sc) "none" 
} else { 
    puts "Loading scenario file..." 
    source $opt(sc) 
    puts "Load complete..." 
} 
 
# 
# Print (in the trace file) routing table and other 
# internal data structures on a per-node basis 
# 
for {set i 0} {$i <= $opt(stop)} {incr i} { 
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    $ns_ at $i "[$node_(5) agent 255] print_mprselset" 
    for {set j 0} {$j < $opt(nn)} {incr j} { 
# $ns_ at $i "[$node_($j) agent 255] print_nbset" 
# $ns_ at $i "[$node_($j) agent 255] print_nb2hopset" 
 $ns_ at $i "[$node_($j) agent 255] print_rating_table" 
# $ns_ at $i "[$node_($j) agent 255] print_mprset" 
# $ns_ at $i "[$node_($j) agent 255] print_mprselset" 
# $ns_ at $i "[$node_($j) agent 255] print_nb2hopset" 
# $ns_ at $i "[$node_($j) agent 255] print_topologyset" 
# $ns_ at $i "[$node_($j) agent 255] print_rtable" 
    } 
#     $ns_ at $i "[$node_(0) agent 255] print_rtable" 
#     # $ns_ at $i "[$node_(0) agent 255] print_linkset" 
#     $ns_ at $i "[$node_(0) agent 255] print_nbset" 
#     $ns_ at $i "[$node_(0) agent 255] print_nb2hopset" 
#     $ns_ at $i "[$node_(1) agent 255] print_mprset" 
#     # $ns_ at $i "[$node_(0) agent 255] print_topologyset" 
} 
 
# 
# tell all nodes when the simulation ends 
# 
for {set i 0} {$i < $opt(nn) } {incr i} { 
    $ns_ at $opt(stop).0 "$node_($i) reset"; 
} 
#--------------------------------------------------------------------
------- 
# Finishing procedure 
#--------------------------------------------------------------------
------- 
 
proc finishSimulation { } { 
    global ns_ tracefd namtrace 
 
    $ns_ flush-trace 
    close $tracefd 
    close $namtrace 
 
    # Exit 
    puts "Finished simulation." 
    $ns_ halt 
} 
#--------------------------------------------------------------------
------- 
# Run the simulation 
#--------------------------------------------------------------------
------- 
proc runSimulation { } { 
    global ns_ finishSimulation opt 
    for {set j 1.0} {$j < $opt(stop)} {set j [expr $j * 1.3 ]} { 
 $ns_ at $j "puts t=$j" 
    } 
    $ns_ at $opt(stop) "finishSimulation" 
    $ns_ run 
} 
puts "Starting Simulation..." 
runSimulation 
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danarTi 2. 
kvanZebis gadaadgilebis scenariს fragmenti 

 
#~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ 
# Random Waypoint Model 
# numNodes   =     30 
# maxX       =   2000.00 
# maxY       =    400.00 
# endTime    =    800.00 
# speedMean  =    1.4000 
# speedDelta =    0.0000 
# pauseMean  =      1.00 
# pauseDelta =      0.00 
#~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ 
 
# output format is NS2 
# Initial positions: 
$node_(0) set X_ 655.610253277485 
$node_(0) set Y_ 108.563122113177 
$node_(0) set Z_ 0.000000000000 
$ns_ at 0.000000000000 "$node_(0) setdest 685.222499615934 
100.704663254809 1.400000000000" 
$node_(1) set X_ 406.496790908904 
$node_(1) set Y_ 272.771329093102 
$node_(1) set Z_ 0.000000000000 
$ns_ at 0.000000000000 "$node_(1) setdest 311.916352361372 
289.279204668467 1.400000000000" 
$node_(2) set X_ 1003.455950596534 
$node_(2) set Y_ 84.314025550113 
$node_(2) set Z_ 0.000000000000 
$ns_ at 0.000000000000 "$node_(2) setdest 900.158169524625 
219.392104183840 1.400000000000" 
$node_(3) set X_ 614.279621461520 
$node_(3) set Y_ 200.700196313696 
$node_(3) set Z_ 0.000000000000 
$ns_ at 0.000000000000 "$node_(3) setdest 1398.686677424510 
220.166872064518 1.400000000000" 
$node_(4) set X_ 677.215227275173 
$node_(4) set Y_ 140.094137575755 
$node_(4) set Z_ 0.000000000000 
$ns_ at 0.000000000000 "$node_(4) setdest 1125.197152474063 
12.793074886732 1.400000000000" 
$node_(5) set X_ 438.165437892197 
$node_(5) set Y_ 215.644344614315 
$node_(5) set Z_ 0.000000000000 
$ns_ at 0.000000000000 "$node_(5) setdest 571.360779955955 
174.133008796793 1.400000000000" 
$node_(6) set X_ 938.498451801635 
$node_(6) set Y_ 212.825757166815 
$node_(6) set Z_ 0.000000000000 
$ns_ at 0.000000000000 "$node_(6) setdest 1448.089975055971 
291.826898556836 1.400000000000" 
$node_(7) set X_ 1037.200597695065 
$node_(7) set Y_ 83.439080247497 
$node_(7) set Z_ 0.000000000000 
$ns_ at 0.000000000000 "$node_(7) setdest 1231.597459871274 
79.227681520538 1.400000000000" 
$node_(8) set X_ 1249.595648546719 
$node_(8) set Y_ 29.859678224813 
$node_(8) set Z_ 0.000000000000 
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$ns_ at 0.000000000000 "$node_(8) setdest 1432.244379741621 
29.876949988506 1.400000000000" 
$node_(9) set X_ 654.441215523928 
$node_(9) set Y_ 45.174767878264 
$node_(9) set Z_ 0.000000000000 
$ns_ at 0.000000000000 "$node_(9) setdest 673.106870381260 
39.282504904097 1.400000000000" 
$node_(10) set X_ 312.373793207546 
$node_(10) set Y_ 251.089051051471 
$node_(10) set Z_ 0.000000000000 
$ns_ at 0.000000000000 "$node_(10) setdest 359.341341951384 
286.164006836894 1.400000000000" 
$node_(11) set X_ 423.876766708258 
$node_(11) set Y_ 164.593046871370 
$node_(11) set Z_ 0.000000000000 
$ns_ at 0.000000000000 "$node_(11) setdest 842.184315951740 
173.586268434925 1.400000000000" 
$node_(12) set X_ 1095.111374711666 
$node_(12) set Y_ 172.789318671321 
$node_(12) set Z_ 0.000000000000 
$ns_ at 0.000000000000 "$node_(12) setdest 1269.182221135593 
122.287184812319 1.400000000000" 
$node_(13) set X_ 1383.790076775177 
$node_(13) set Y_ 57.513108807300 
$node_(13) set Z_ 0.000000000000 
$ns_ at 0.000000000000 "$node_(13) setdest 271.096515301162 
101.747775893275 1.400000000000" 
$node_(14) set X_ 446.640587881878 
$node_(14) set Y_ 186.153349632326 
$node_(14) set Z_ 0.000000000000 
$ns_ at 0.000000000000 "$node_(14) setdest 441.901365889199 
187.229406104085 1.400000000000" 
$node_(15) set X_ 547.616258667753 
$node_(15) set Y_ 253.482991119668 
$node_(15) set Z_ 0.000000000000 
$ns_ at 0.000000000000 "$node_(15) setdest 1318.698752615530 
192.643145185665 1.400000000000" 
$node_(16) set X_ 400.462468447073 
$node_(16) set Y_ 93.496084342724 
$node_(16) set Z_ 0.000000000000 
$ns_ at 0.000000000000 "$node_(16) setdest 283.107326811030 
170.667651282049 1.400000000000" 
$node_(17) set X_ 47.906815432499 
$node_(17) set Y_ 210.453139549370 
$node_(17) set Z_ 0.000000000000 
$ns_ at 0.000000000000 "$node_(17) setdest 1313.250009983372 
288.885285030761 1.400000000000" 
$node_(18) set X_ 451.754773838931 
$node_(18) set Y_ 164.674847209366 
$node_(18) set Z_ 0.000000000000 
$ns_ at 0.000000000000 "$node_(18) setdest 277.646503070483 
229.436550077037 1.400000000000" 
$node_(19) set X_ 949.435016046316 
$node_(19) set Y_ 263.131698207685 
$node_(19) set Z_ 0.000000000000 
$ns_ at 0.000000000000 "$node_(19) setdest 205.888541382390 
277.888340158315 1.400000000000" 
$node_(20) set X_ 1304.973217374030 
$node_(20) set Y_ 215.107101910347 
$node_(20) set Z_ 0.000000000000 
$ns_ at 0.000000000000 "$node_(20) setdest 504.851343909330 
207.101038427086 1.400000000000" 
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$node_(21) set X_ 237.715371400180 
$node_(21) set Y_ 160.558365159839 
$node_(21) set Z_ 0.000000000000 
$ns_ at 0.000000000000 "$node_(21) setdest 368.601983712136 
58.804797850115 1.400000000000" 
$node_(22) set X_ 891.356006549125 
$node_(22) set Y_ 59.842299719869 
$node_(22) set Z_ 0.000000000000 
$ns_ at 0.000000000000 "$node_(22) setdest 738.016855966442 
24.732606332775 1.400000000000" 
$node_(23) set X_ 67.554204003726 
$node_(23) set Y_ 172.335715757539 
$node_(23) set Z_ 0.000000000000 
$ns_ at 0.000000000000 "$node_(23) setdest 793.087868415094 
17.766458881498 1.400000000000" 
$node_(24) set X_ 238.519805801505 
$node_(24) set Y_ 274.501688039486 
$node_(24) set Z_ 0.000000000000 
$ns_ at 0.000000000000 "$node_(24) setdest 1208.458913068853 
229.699488385599 1.400000000000" 
$node_(25) set X_ 1268.467194113869 
$node_(25) set Y_ 192.141303979821 
$node_(25) set Z_ 0.000000000000 
$ns_ at 0.000000000000 "$node_(25) setdest 1175.108583089005 
269.469577826314 1.400000000000" 
$node_(26) set X_ 845.584750274672 
$node_(26) set Y_ 54.900424659441 
$node_(26) set Z_ 0.000000000000 
$ns_ at 0.000000000000 "$node_(26) setdest 559.103911555983 
25.686623549026 1.400000000000" 
$node_(27) set X_ 1066.863745131681 
$node_(27) set Y_ 54.336058548391 
$node_(27) set Z_ 0.000000000000 
$ns_ at 0.000000000000 "$node_(27) setdest 1189.503605809879 
36.262953908121 1.400000000000" 
$node_(28) set X_ 608.183973849892 
$node_(28) set Y_ 40.449589866371 
$node_(28) set Z_ 0.000000000000 
$ns_ at 0.000000000000 "$node_(28) setdest 104.332560077776 
37.808932122231 1.400000000000" 
$node_(29) set X_ 1083.852989290221 
$node_(29) set Y_ 109.538129481653 
$node_(29) set Z_ 0.000000000000 
$ns_ at 0.000000000000 "$node_(29) setdest 502.547955844304 
146.760213227727 1.400000000000" 
 
 
# Movements: 
$ns_ at 3.471320003174 "$node_(14) setdest 441.901365889199 
187.229406104085 0.000000000000" 
$ns_ at 4.471320003174 "$node_(14) setdest 155.522439862032 
232.955413808856 1.400000000000" 
$ns_ at 13.981135873423 "$node_(9) setdest 673.106870381260 
39.282504904097 0.000000000000" 
$ns_ at 14.981135873423 "$node_(9) setdest 921.911974000018 
156.950832556647 1.400000000000" 
$ns_ at 21.883743253720 "$node_(0) setdest 685.222499615934 
100.704663254809 0.000000000000" 
$ns_ at 22.883743253720 "$node_(0) setdest 1354.406086406592 
75.087128569695 1.400000000000" 
$ns_ at 41.870811751283 "$node_(10) setdest 359.341341951384 
286.164006836894 0.000000000000" 
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$ns_ at 42.870811751283 "$node_(10) setdest 300.205351090616 
150.597432315626 1.400000000000" 
$ns_ at 68.578754489077 "$node_(1) setdest 311.916352361372 
289.279204668467 0.000000000000" 
$ns_ at 69.578754489077 "$node_(1) setdest 958.986142193914 
251.626023154887 1.400000000000" 
$ns_ at 86.589260859585 "$node_(25) setdest 1175.108583089005 
269.469577826314 0.000000000000" 
$ns_ at 87.589260859585 "$node_(25) setdest 1314.577177535430 
67.837857019121 1.400000000000" 
$ns_ at 88.546000204972 "$node_(27) setdest 1189.503605809879 
36.262953908121 0.000000000000" 
$ns_ at 89.546000204972 "$node_(27) setdest 767.424085913028 
263.540937173061 1.400000000000" 


