Logo®m3geml ¢gdbolzmo «boggdbodg@o
b9wbsHgmol maergdoom

30MMA0 MM

8mbs3900s 5d0B3MOL 3MLEBEIMEH O LodgGHMmoIo
3603GHMaM3RB00 3¢MMH0m30 3GMYMsTMEo

206639 gmgzom

UM GHMOHM 3OHMYM5Bs: o030l LoLEBHYEYOO0, 533MTdEHODIE0S
A9bE0bz0bgMobao

dogmo: 0403

©MJGHMO0L 5350900 boGobbols Imbadmggdws©
Dodygboero olig®Esgools

533 M™mMm9gxgds@Go

0d0olo

2018 oo



Lodwdom gL gdY0s BodsMm39wmb 3H9dbozwmemo Mboggdlo@g@do
0bx3mM353030Ls s JoMM30L Lol GOl Go3MEEYGHO

950m30L LobBgdgdol Y35 FHSY6EO

b9wddpgs6geo: sbmE. 3OMBILMOO 3. 39930535

9396D9DGHGO0: ~===mm =

bbmdsby, 30OH3MVBO - , 9IOGMO0 ~—---------~

dolLsdsmmo: 0175, mdoolo, 3mbEogsl 77.

oLgOESE00L 3536MdS g0dEgds LE¥y-ob dodoMmmg35do,

bowe  93¢MOIBIOGHOLS - Bo3N@AHIGHOL  3903390©DY

LoB039MLOEGEYGHM LoOLYMESE0M LYdFML IE0Z35060 3OMY. M. 35085990



0930b 53GeIoEMOHMds
6900LdogH ™G TboGgl JmMob 0bxgmEmIsgool JodmEzerolsl bdo

d900bgz935d0 05 Lygombo 98 0bBMMT5300L Fgbodg 30MHOLORD 330l
dglobgd. 58 3MMBdgdol  BM35M9d0L  439msBy  LHMoxo, dsMGHo30 ©s
393039 gdMwo  GgomEos  2osLs3do  0bxm®Ts3ool  sdoxngcs.  0b-
A90b9BH0m 3mIMb035300LL T0RZMS 25dM0Y4gbgds YymgzgwmM3zol HMELYE3
UoFOOHMS 25633990 06RMMT5300L 339,  FoPIWOMO: 35639030 FHEb-
Bo9d30900L gL gdOLOL, BLoBMSZOMDM MMA60B30900 s bg.
O90LsM30L HMLYOIMIL 0bBMMTS3008 STORZMOL M350 3MO3EH M-
355300 LobGgds (DES, RSA, AES, ...). ®ommgoemo 3509960  boboosmgds
3963397900 993065@gbMdJO0m s b3 M35690930m. sdoEH™md olobo godm-
049690056 L3gEose® 30dsOrNMwqdgddo, 3960dmE 0d begMmdo GMIgElss
©13909L5 309gLoRYO056. IT0RB3MOL HMLYIMWO LoLEHYIYd0 BoLOIMYO0SD
000m, ™I 0bxmMI>300L IFoxrzMs ©s 35Foxrzms bgds LyoYdwMm
3oL gdg00m. 53 olivgdgdol 36003369 MdgdMIb figmds Mbs  3Jmbgm
dbMEmE 3003m605309¢ Jugewdo BsGomen 356mbogH  dmdbTsMGd9dL o
56 mbs Bom350©90 bgardo 496939 30698L. 3o gb Bs0bE Tgbodargdgeros
dmbqls, 3535005 99900930 J0HgHYdOL godm:
1.89b539 306l Fgodwgds JOMMIOMTs 5653900 lobEobOgMTs  356Mmbog™MTs
9mdb3o6M9dgds 4956 ML dolio 3608369 MdY;
2.99b5dg 30635 d90dgds  FMALEBMOY  3gOLMbIEOL T0bgdOL, FobEog0l
56 9mllyo30l 9900939 950305 dM03M3mb 2oLomgdol 3603369 mdy;
3. 29Lo©gdol oo  bbom 4s9mygbgdols Tgdmbgzgzsd0 0BMHYds JoBBY OG-
300035 5 3M03@Mbs0303mLl 36033690m3bs 930w @Yds sbsgro-
Dol BoBHIMGds 08  J9gdnb3z93530, OHMES 0L BEEMBOL 5T JoBOMYIOOM STOG-
MM OO G5MmEYbmdol Joxz®mEgduBgol. sbgzg sl 946905 oo O™
@5 585bob Fobligdo 98 2oLoMgdol 3MI3ZMMIYBEs300BsMZ0L (Aol Tgma-
05 59 MMOoL 2960530 Md5d0 gobobm®mEogwml LMo 96 bsfoermd-
6030  2oMBR935);



5J90096  299mI0botg  9ME0Egdgos 58 BogsMIMEM  3MHMdEGTgdOL
000 FOH0Lgsb 3mOH3MOm30mE Jugardo BsGoyo 356mbogMo dmdbdstgdenols

QO(339-

393609090 Losbeng
65dG™ddo Losbergls FoMTMoAIbL sOLGdMwo TgmmEgdoligsb 833900-

5 356Lbb35390E0 doYMBs 0BFMOT>300l IToRzOOLsT0. 39MHIM:
23Lo0gdols 36033690Mds 56 9MOL BoJLOMGIMWO, 0340 SO OOl 3bMmdowo
Juge8o BsGomIemo sOHE39Mm0 3060H0Lbm30L, dolo 2969006 gds bgds obsdo-
MO ©SToR3MOL  gmz9gewo bgoblobol, 51939 gmgzger xgMHBg Lbgsolbgs
39509056 43593L Boddy.

©530136M0L5 S 2500830M0L  M39Ms30900 3603369cm3bo  goblblzszw9ds
@O90LsM30L HOLYIMEO OMYMEME LAHIBIOGMWO, 0l  5MSLEIBIOGHO
3603@MLoLEYI9d30 259mYygbgdmo  SERMOOMIGOOLOYSE.

3949600005 5e0amO0mToL LG 0DoE0M B0HB03ZMNOHO TMHYMdOEIMBS.

Ls3x935mls JoBsbo

Lodmdomlb  F0Bsb0s  OMAMOG  LEAHBPIOGHMO, 0l 5MLEIBIOE Y-
o LoIYGHOOMWO 3M03EGHMYMOIROMWO SWRMOH0TJOOLIMZ0L sTobslosmY-
890 6530l YFIWIBILYMBS ©d 3OO0 Jugegddo gd>EsEIINLo
065335300l 3MbB0IB30sMOMIOL FgbscBmBgds oligmo seErgymEmomdols dg-
9m853900m, GMIwol 99039md0om Tgbodegdgero 0469ds: 1) Gsdgbodg sbgv)-
o d0@0b 993390 999mbz9300m0 3603369cmdol  dJmbg AoLomgdol Jowgds
3939060L bsBIo QoLoMgdol BMOI0MYO5d0 MIsm Imbsfowg 35658936 g-
0oL bsdgzowo  8600369wmdgd0l  A9e3gdws;  2) Jugerdo BsGorero
396mbogMo  ImabToMgderol  dmALobmeg  39MHLMmbogols 539096530
Lo0@NIMm ALYl 3603369 MdOL §3MToLsb 0BmEoMgds;  3) G-
35¢00 3MM(3900vOHOL Flrmergds Lbgoalbgs 39005630l 5MBg300 3OMYMdvY-

Q-



3eam®omdb  Mbs 3Jmbgl BozdoMobo  LHGMsx3ddggds, s9mygbgdols
L0oMEGH039 S LY0TJEOMDs. 00 IbS  0YML BODBOIMMI MJOEXOHYOSWO.

33¢930L 3gommEgdo
33935 30d0bs6gmd©s 390009y 93939d5:
e 390465 3509953032960 IM©YE0;
e 3d904dbs dmgeol BoGgoobszom 3m330BHIOME0 3OHMYMHTS Foms-
0 Mbol 53bJ30Mmbogr® 965%y;
e J90ddbs 3mB30mEH9OMwo 3MHMyMsds 0839090 9bsbg LHMoxrdd-

900Ul olsBOIWS.

390092900 5 350 5dmygbgdols bezghHm

3999985305 0b6g3m®m35:300l ©30G3M5/3580833M0L seraM®omdo, MHmIger-
do 50IMb3M0E0s MLYIMYWOo FgOMEYOOL Bo 3™ 3z5690930, 5d3L Lo3ds-
oo 3M03GH™MIJIaMds s LBHMsR]89wgds,  53059Mmx30egdl msbsdgd™mag
dmbm3zbgdl. dgoddbs semMHomAol BoGgsmobszom 3oH03NMO Jmfymdo-
MBS, MHMIOL  LYIMOgdoo  FGLodEgdG0s  RoLOEJI0  0bZMOTS3O00L
©58093365/3580933605. 59 IMfiymdowmdol 3sdmygbgds 8obsbdghimbowos  3me-
306530 Jugwgddo  goslszgdo  0bgm®Tszool  3mbxzoybroswvy-
MHMdL  JgLobo®BMbadms.

oligHEs5300L IMEGEmds S LEAMNIGHOS
oLgOG300L OO dmEMEmds dgoabl 131 6sd9gF 3396MPUL.
oLgOG305 890905 M9Homdqlogsb (MM gbs%bg), LsMhgzolL, EFbOHOgdOL
Balibol, LmEomgdol  Bmbol, dglogerol, mmbo mogols s al3zboliysb.
0 EGMS300L Boboom dmygzsboos 29 sbMowo, 47 LyMsmo. Mm99
35 sbobggdol 459mygbgd o oEIMGHIMOL  Bsdmbsmgsero, dom Im-
60U, 533MO0ol Joge 25dmd399b9d9ero LadgEbogMm b5dOMIgdOL.



659630l obss®lo
99L535¢030 FoIM (39905 OLYOEBSEF00L MYIOL 59EISWIOHMDS, J0BIbO o
2303L5Y39BH0  99mE3sbgd0. 9gM9gm3g, 6sdMMAoL dm3rg FobssMlbo ™oz39dol
dobgz0m.
30639¢0 530 dM0393L WoGIMOGMOl Jodmbogrgsl. dsldo smfgMHowos
©53083360L 35635bMM (3099390 OLYdIMEo FgOMPYd0, oo bo3ErMEm-
39690900 5 30605 Ju™MdGdO.
dgmMg 35390 509005 LooEMIEM AoLoMgdOL gbgMHoMgdOL SeEyMGOomdo
39603390 Jgbogowo  35M599EHMgool  dobgzom.  ©IFox3mOL  ymzgwo
19obLOLLL FMOTOMYdS A56Lb35390)o Log®doby s 360369 mdol dJmby
3obogd0. dgLogse LBoEOoIL FoMdmMoagbl ®s0dg Lsdo dsMGHoz0 Moibzol
6596530 N. 06gm®dsz00l dodmizerol Juigedo Bs®mwwo bgdolidogmo dma-
b3s®90@oLm30L Ly0EAEM Folvgdol BMMIOMGIOL seEagmGomTo M-
9569mMdlL 990cgydo:

o N ©500gds do6EH0g 35905930 J05© S 25dMom3wqds dsdGHogzo P, Q
s R ®oibgzgdo.

*  250Mm0M3Wgds GO gHol BMbdzool 360d36gmmds: @(N) = (P —1) -
Q-1 -R-1.

o 2560LsHP3Mgds P, Q s R MoEbzgdol ghmgmemgsb  msb®ogdo
39bmoglgdmwo  a,b s ¢ (30860900Lsxs6  dgagbocro  (a,b,c)
Lodgwyeo. gboos, ®md a € {1,3,7,9}, b € {1,3,7,9} o c € {1,3,7,9}.

o 250m0m3wgds K = @(N)mod10, T =¢@(N)modl5 ©> S= (P+Q+
R)mod3 86038369wmdgdo. olobo sM99s6ymaomo dmgwo MHoiEbggdos.
596 gogMol gMbdiool 360dzbgermds o Moibgzos, sdo@EHmd
K-U 259m0m3¢0lsl 30009ds 0, 2, 4, 6 s 8 MoEbz900056 ghm-g0mo. T
900090L 9mH0-gm 3609369 ™dLL [0,14] F95¢90056, beaagnm S 30 0,
1 5 2 36083690Md90056 gHm-9HDU;

o 9OmIBgMoLYsb  goblbgogzgdmeo 15x5 2s6bBmIoErgdol dJmbg Lsdo
oBMoEols s 99-3 3mbd@do godmmgwmowo K, T s S 3608369cmdg-



00l 259mygbgd0m 2360LsBW3ZMYds FoMGH030 MOEb3dOL sbowo EodM-
wmgdgdo dse, £.
00MMIGM0 JoBM0Es 8903938 9MGH03 HOEb3ms HdMEMIdgd0L 75 35-
056@L (64 oblbgo390mo @y 11 2599mEM9gds 53 64-sb) gobsfogdmemls
0565065 b BggBLs s 15 LEGHMOJMbAo. dsGMoEol bmdgMo dgo®mBgzs S -ob
960083690md0m, beagnm dsG®oodo bgg@obs s bEH®odmbols bmdgMo dglsds-
9ol 4960L5BM3M9Gds K o T 3609369 mdgd00m.

3b®0wo 1. 15x5 g56%Bmdoggdol Imbg doGeoss 1

K =0 K=2 K=4 K=6 K=8
T=0 1,3,1 9,3,1 7.9.9 1,7,7 71,7
T=1 7,7,9 3,3,7 71,1 1,1,3 9,9,9
T=2 3,1,7 7,1,9 3,7,3 9,3,7 3,7,7
T=3 1,9,3 1,39 9,3, 3,1,9 1,33
T=4 3,7,1 17,3 7,7,7 9,9,7 13,1
T=5 1,37 3,9,3 7.3,1 1,7,9 3,7,3
T=¢ 9,1,9 3,1,1 3,7,9 1,9,1 1,93
T=7 3,9,7 1,1,7 71,7 3,3,9 7.1,1
T=8 7,13 1,99 7,93 9,7,3 9,7,9
T=09 99,3 3,7,7 9,7,1 9,9,3 3,1,9
T=10 9,3,3 7.3,3 7.3,7 1,1,1 9,3,9
T=11 3,3,3 3,3,1 1,1,9 9,1,7 7.9,1
T=12 9,1,1 1,97 7.9,7 3,9,9 9,1,3
T=13 77,3 79,1 3,1,3 9,7,7 3,3,7




T= 14 7,3,9 7,7,1 3,9,1 1,7,1 3,7,1
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K =0 K=2 K=4 K=6 K=8
T=0 |793 3,7,1 9,7,7 7,1,1 3,3,1
T=1 |LL1 3,3,9 7,3,3 7,3,7 1,7,9
T=2 |379 9,7,3 93,1 7,9,9 9,3,7
T=13 |7L9 1,9,3 7,9,1 7,7,7 3,1,7
T=4 |139 91,1 913 7,3,1 3,9,3
T=5 |191 3,1,7 7,7,1 1,1,3 7,7,1
T=6 |313 3,9,9 7,3,9 191 99,1
T=7 |337 1,7,7 7,7,3 99,7 7,3,3
T=8 |L71 3,3,3 9,3,7 7,7,9 7,19
T=9 |797 9,7,9 3,1,9 9,7,3 3,9,7
T=10 |LL7 3,9,1 1,97 3,9,3 7,1,3
T=11 |L99 7,1,3 9,9,9 9,19 1,1,9
T= 12 |377 1,3,7 99,3 7,1,7 3,1,1
T=13 |133 1,1,9 3,7,3 93,3 93,9
T= 14 |33.1 3,9,9 9,1,7 9,7,1 1,7,3
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K =0 K=2 K=4 K=6 K=8
T=o0 |199 3,1,9 9,9,1 13,1 7,7,3
T=1 |3L1 9,3,9 9,3,3 3,9,1 9,3,7
T=1o |777 7.9,1 9,9,9 7,13 3,1,9
T=13 |139 9,1,3 9,1,1 1,37 1,9,7
T=a4 |977 3,3,7 7,3,1 1,1,9 7,7.9
T=5 |33]1 3,7,1 7.3,9 3,9,7 9,9,3
T=¢ |L79 7.9,7 1,7,7 1,7,1 3,1,1
T=7 |937 71,7 1,1,1 3,7,9 9,1,7
T=1g8 |37 9,9,9 7.9.9 3,3,9 9,7.9
T=9 |393 3,7,7 3,1,3 9,7,3 9,9,7
T=10 |771 1,33 1,9,3 17,3 7.3,3
T=11 |971 1,9,1 3,7,1 9,1,1 9,3,1
T=12 |733 3,7,3 1,1,3 3,1,7 7.9,3
T=13 |719 1,9,3 9,1,9 3,9,9 9,1,3
T=14 |397 71,1 3,3,3 1,1,7 7.3,7
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Pp=P+d—-—a+10-«a

Q1=Q+e—-b+10-a

Ri=R+f—-c+10-«a
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390m03egds Ny = P; - Q1 Ry

2499Mm0m3egds m=a+b+c+d+e+f

299momgwgds P *= ((P, — 1)/2 — m)* mod P
298m003mgds Q *= ((Q; — 1)/2 — m)* mod Q
299m003mgds R *= ((R, — 1)/2 — m)* mod R
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#lm| N | P|Q|R[P[]Q[R[K]|[T]S
1 No | N, oMy P [ Q0 | Ry PL|Q, Ry K | Ty | s
2| Ny | Ny |[@(N)2| P, | Qu | Ry | P2 | Q5 |RS | Ky | Ty | S,
3| Ny | Ny |@(N)3| P; | Q3 | Ry | P*5|Q 3| R'5| K3 | T3 | Ss
4| Ny | Ny |[@(N)a| Py | Q4 | Ry | P4 | Q") | R4 | Ka | Tu | Sa

N, ¢(N), P,Q, R, P*,Q" 5 R*
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1 N, 23 P, 45 R, 67 Q*,
2 N, 24 P, 46 R, 68 Q’,
3 Ns 25 P, 47 R, 69 Q’,
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4 NllNZ 26 Pl.PZ 48 Rl.RZ 70 Q*l.Q*Z
5 NI'N3 27 PI'P3 49 Rl'RS 71 Q*l.Q*3
6 Nz'N3 28 PZ 'P3 50 Rz 'R3 72 Q*Z 'Q*3
7 | Ny+N, | 29 | P,+P, | 51 | R +R,| 73 "
+Q,
8 | N+N;| 30 | P,+P; | 52 | R +Ry | 74 "
+ Q7
9 | Ny+Ns | 31 | P,+P; | 53 | Ry+Rs | 75 :
+0Q°,
N,*N P, -P R,‘R Q" - Q"
10 R Y B Y Y 76 L
'N3 .p3 'R3 3
1
N, + N P, +P R, +R
1|t 3 |t s | TR 77 |+,
+ N, + P, + R )
+ Q7
12 o, 34 0, 56 J 78 R*,
13 ®, 35 Q, 57 P, 79 R*,
14 ©3 36 Qs 58 P, 80 R*;
].5 (pl " (pz 37 Ql - Qz 59 P*l * P*Z 8]. R*l * R*z
].6 (pl " (p3 38 Q1 " Q3 60 P*l * P*3 82 R*l * R*3
].7 (pz - q03 39 QZ " Q3 61 P*Z " P*3 83 R*Z " R*3
P, R*,
18 Q1+ @, 40 Q.+ 0Q, 62 84
+ P*, + R*,
P, R*,
19 @1+ @3 41 Q1 + Qs 63 85
+ P*, + R*,
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P, R*,
20 Q2 + @3 42 Q, + 03 64 86
+ P, + R*;
. . P* . P* R* . R*
91 D1 P2 43 Q1 0Q; 65 1 2 g7 i 2
" Q3 Q3 P73 R*;
0,40 P*y R
+ +
n | Ty TP 66 | 4P, | 88 | +RY
+ @3 + Qs . i
+ P, + R*;
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Data encryption nonstandard symmetric cryptographic algorithm with

software

Abstract

In case of communication between any two parties, encryption is used to
protect the information. Various companies, corporate networks, banks, etc. use
different methods of encryption to protect their information from unwanted
persons.

Symmetric and asymmetric systems are found in modern cryptography. In
order to achieve high levels of security in asymmetric systems, it is necessary to use
large numbers, which significantly slows down the process, so in practice this
method is less common. Encryption and decryption of information in symmetric
systems is carried out with the same secret key, and in asymmetric systems
encryption is carried out with public keys and decryption with private keys. These
keys should not go into the hands of undesirable persons.

In the attempt to break the information, a person may gain private key from any of
the users involved in the network or to fully or partially generate it with a
statistical analysis of the large amount of data encrypted with the same key.

The existing methods can not provide protection from these problems because the
key is known to every legal user and every information block is encoded by the
same key.

According the algorithm the value of the key is not fixed, so we do not have
it at the initial stage. Therefore, nobody knows anything about him. Every
encryption session generates a random key with a random length, and then uses it,
ie every time we want to encrypt any information, we have dealing with different
keys.

Product of the three simple numbers (known as N) are required to get a secret key.
The use of large numbers will provide a longer key. Also, any N corresponds to the
only one of the keys. That's why legitimate users involved in the network can
independently create the same secret key.

The encryption and decryption operations discussed in the algorithm differ
significantly from the methods used in both standard and nonstandard
cryptosystems. After formation of the key, it is used indirectly. An accidentall
fragments of the key are used to encrypt every block of data. As a result of all this,
finding a private key is not enough to break the information.

We have manufactured the device that represents the realization of the
reviewed algorithm. It can successfully encrypt and decrypt text messages, video
and audio files, pictures, etc. The device is characterized by simplicity, efficiency
and mobility of use. It connects the personal computer via the internet cable.
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Interaction with it is carried out by a special computer program, which is also
created by us.

It is possible to produce any number of devices that have the same secret options.
It is also possible to produce any number of devices that have different secret
options.

Those devices which have the same options can encrypt each other encrypted
information, and those who have different options can not do that. Therefore,
there may be two networks, where users involved in the network will be able to
decrypt the information encrypted by each other, but they will not be able to
decrypt the encrypted data in another network.

Advantages of algorithm can be as follows:

e The parameters in the procedures are unknown;

e The options used in encryption are not transmitted in the line of the
connection;

e An undesirable person can gain an initial parameter N, but with this data he
will not be able to generate the secret key.

e In each new session of communication between legitimate users a new
secret key is generated;

o If the undesirable person obtains the value of the secret key, he will not be
able to decrypt the information;

e Algorithm is characterized by high reliability and efficiency.

As we have already mentioned, we do not have a constant secret key, but in his
role there are many secret parameters that are reviewed in the algorithm, they
have a completely different role and they should not fall into the hands of the

undesirable person.
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