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klient-serveruli arqiteqturiT kompiuteruli virtualuri 

kerZo qselis organizaciis teqnologia 

omar gabedava, simon poCoviani 
saqarTvelos teqnikuri universiteti 

reziume 
ganxilulia kompiuteruli virtualuri kerZo qselebis (VPN) organizaciis 

teqnologia klient-serveruli arqiteqturis safuZvelze. aRwerilia daniSnuleba, 

programuli da teqnikuri realizacia da kompiuteruli VPN organizaciis meTodebi, 

VPN-SeerTebaTa tipebi, kompiuterul VPN-Si  gadasacemi informaciis dacvisaTvis saWiro 
protokolebi, agreTve serveris funqcionaluri SesaZleblobani.  

sakvanZo sityvebi: kompiuteruli qseli. VPN. interneti. kompiuteruli korporacia. 

klient-serveri.   
1. Sesavali 

qselSi monacemebis efeqturi da daculi gadacemisaTvis firmebi TavianT 

filialebTanaa gaerTianebuli gamoyofili xazebiT. magaliTad, erTi ofisis 

gasaerTianeblad danarCen ofisebTan gamoiyeneba Frame Relay an ATM xazebi. aseTi 

gadawyvetileba sakmaod Zviria. amitom, aseTi moTxovnebis dasakmayofileblad gamoiyeneba 

kompiuteruli virtualuri kerZo qselebi (vkq; VPN-Virtual Private Network) [1].  
kompiuteruli VPN aris teqnologia, romlis drosac xdeba daSorebul lokalur 

kompiuterul qselTan (lkq, Local Area Networks; LAN) virtualuri arxiT, saerTo 

moxmarebis qselis gavliT, `wertili-wertili” kerZo mierTebis imitacia. saerTo 

moxmarebis qselis qveS igulisxmeba rogorc internetis qseli, aseve korporaciuli 

kompiuteruli qseli (kkq), intraneti („Enterprise-Wide Networks“). 

2. ZiriTadi nawili 

 kompiuteruli vkq (VPN) aris ori kvanZis daculi SeerTeba gaxsnili qselis 

meSveobiT. aseTi SemTxvevisaTvis xdeba virtualuri arxis organizeba, romelic 

uzrunvelyofs informaciis usafrTxo gadacemas, xolo kvanZebs VPN SeerTebiT SeuZliaT 

imuSaon ise, TiTqos SeerTebulni arian pirdapiri kavSiriT.  personalur kompiuters (pk), 

romelic axdens VPN-SeerTebis inicirebas, ewodeba  VPN-klienti.  pk-s romelTanac xdeba 

mierTeba, ewodeba VPN-serveri. VPN-
magistrali aris gaxsnili qselis 

kavSiris arxebis mimdevroba, romlis 

gavliTac gadaicema vkq (VPN) 
paketebi. 1-el naxazze mocemulia 

firmis ori filialis virtualuri 

kerZo qselebiT VPN kompiuteruli 

kerZo qselis organizaciis varianti. 
 

 nax.1. firmis ori filialiT 
kompiuteruli  

kerZo qselis organizacia 
 

VPN saSualebas iZleva movaxdinoT daculi SeerTeba or kvanZs (an qselebs Soris) 

da SevqmnaT globaluri qseli (Wide Area Network; WAN) arsebuli lkq-dan.  gansxvaveba 
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Frame Relay an ATM qselebisgan mdgomareobs satransporto garemoSi. VPN trafiki 
gadaecema IP misamarTiT da gamoiyeneba datagramis satransporto doned, rac saSualebas 

aZlevs mas gaiaros internetis qseliT. VPN-is programuli realizacia axdens gaxsnili 

standartiT daSifrvas, raTa moxdes gadasacemi monacemebis damalva. dacvis gaZlierebis 

mizniT xdeba VPN-is rogorc aparatuli gadawyvetis danergva, aseve programuli an 

protokoluri realizaciis safuZvelze. VPN-is aparatuli da programuli gadawyveta 

moqmedebs rogorc specializebuli marSrutizatorebi, romlebic ganlagebulia ofisebs 

Soris IP-SeerTebaTa boloebze. rodesac klienti gadascems pakets, is agzavnis mas 

marSrutizatoris an rabis gavliT, romlebic umatebs sinamdvileze Semowmebis saTaurs 
(Authentication Header; AH), sinamdvilisa da marSrutizaciis Sesaxeb informaciiT. Semdeg 
monacemebi kodirdeba da dekodirebis instruqciasTan erTad xdeba inkapsulirebuli 

daculi sasargeblo monacemebi (Encapsulating Security Payload; ESP). miRebuli VPN 
marSrutizatori auqmebs saTauris informacias, axdens monacemebis gaSifvras da mimarTavs 
pakets daniSnulebis mixedviT (pk an qseli). Tu gamoiyeneba qselebsSorisi daSifvra, maSin 

kvanZi pakets iRebs lkq-Si da Semdgom xdeba misi damuSaveba.  
kodireba/dekodirebis procesi VPN-SeerTebisas gamWvirvalea lokaluri 

kvanZisaTvis. VPN-Si sinamdvileze Semowmebisa da daSifrvis ramdenime done gamoiyeneba, 
amitomac VPN usafrTxo da efeqturia imisaTvis, rom gavaerTianoT mravali daSorebuli 

kvanZebi erTian kkq-Si.  zemoT aRniSnulis garda Seqmnilia usadeno vkq Tanamgzavris 

gamoyenebiT.  komutatorebi, warmadobis amaRlebis garda saSualebas iZleva SevqmnaT VPN. 
misi Seqmnis erT-erT meTodad gamoiyeneba farTomauwyebliani domenis portebis logikuri 

SeerTebiT sakomunikacio mowyobilobis fizikuri infrastruqturis SigniT (es SeiZleba 

iyos rogorc inteleqtualuri koncentratori, aseve komutatori-kadrebis komutacia).  
komutatorebi daprogramebulia trafikis gadadgilebaze logikuri segmentebis 

Sesabamisad da ara fizikuri SeerTebebiT. VPN xdeba segmentaciis meTodis upirates 

punqtad, gansakuTrebiT globalur qselebSi. VPN segmentirebis yvela funqcia sruldeba 

komutatorebis SigniT programuli uzrunvelyofiT. vkq-is konfiguracia, kontroli da 

marTva xorcieldeba programulad, mowyobilobebis fizikuri adgilmdebareobis 

miuxedavad. gamoyofen vkq (VPN) organizaciis sam ZiriTad meTods: 
1) korporaciis (firmis) TanamSromelTa daSorebuli daSveba kkq-Tan modemis an 

saerTo daSvebis qseliT 
(nax.2). aseTi modelis 

organizacia iTvaliswinebs 

VPN-serveris arsebobas 

centralur ofisSi, 
romelTanac mierTebuli iqneba 

daSorebuli klientebi. maT 

SeuZliaT muSaoba saxlSi, an 

gadasatani kompiuteriT xel-

misawvdomi internetis qselis 

pirobebSi.  
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 nax. 2. virtualuri kerZo qselebis organizaciis pirveli meTodi 
 

2) korporaciis (firmis) teritoriulad ganawilebuli filialebis erT saerTo 

qselSi kavSiri (nax.3). vkq (VPN) organizaciis am meTods ewodeba intraneti  Intranet VPN. 
aseTi sqemiT CarTvis organizaciisaTvis saWiroa VPN serveri, romelTa raodenobac 

damokidebulia mierTebuli ofisTa raodenobaze.  

 
nax.3. virtualuri kerZo qselebis organizaciis meore meTodi 

3) Extranet VPN, rodesac usafrTxo arxebi dasaSvebia, maSin daSvebis nebarTva 

miecemaT firmis klientebsac. vkq (VPN) organizaciis aseTma meTodma miiRo farTo 

gavrceleba eleqtronuli komerciis popularobis gamo. am meTodis gamoyenebisas 

daSorebul klientebs ar aqvT SesaZlebloba gamoiyenon kkq, firmis im resursebis 

daSvebaze SezRudulni arian, romlebic aucilebelia TavianTi klientebisaTvis 

(magaliTad, komerciuli winadadebebis saitebTan daSveba). vkq (VPN) gamoiyeneba 

konfidencialuri monacemebis gadacemis dros. informaciis dacvis saSualebas warmoadgens 

daSifrvis protokolebi. 

VPN-SeerTeba SesaZlebelia ara marto internetis qselis meSveobiT, aramed lkq-

Tac. arsebobs VPN-SeerTebis ori tipi: 
1. daSorebul momxmareblebTan SeerTeba (Remote Access VPN Connection). daSorebul 

momxmareblebTan SeerTeba moxdeba im SemTxvevaSi, Tu firmis erTeuli klienti 

miuerTdeba lkq-Tan VPN-is gavliT (nax.4.). sxva pk-ebi, romlebic mierTebulia VPN-
klientTan, ver miiReben lkq-is resursebTan daSvebas.  

 
nax. 4. daSorebul momxmareblebTan VPN-SeerTeba (sadac: VК – VPN-klienti;  

VС – VPN-serveri; РС – samuSao sadguri; MС – Mail-serveri; SС – SGL-serveri) 

2. marSrutizatorebis SeerTeba (Router-to-Router VPN Connection). marSrutizatorebis 
SeerTeba xdeba or lkq Soris, Tu orive qselis kvanZi saWiroebs erTmaneTis resursebTan 
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daSvebas (nax.5). am SemTxvevaSi erT-erTi marSrutizatori gamodis VPN-serveris rolSi, 
meore ki klientis rolSi.  

vkq (VPN) gadasacemi informaciis dasacavad, romelic gadaecema saerTo daSvebis 

qseliT gamoiyeneba mravali protokoli, romlebic iyofian or tipad da muSaobs 

wyvilad: 
– protokolebi inkapsulirebuli monacemebiT, romlebic aformirebs VPN SeerTebebs; 
– protokolebi, romlebic axdens monacemebis gaSifrvas gvirabis SigniT. 

 
nax. 5. marSrutizatorebs Soris VPN-SeerTeba (sadac: MVК – marSrutizatori (VPN-klienti); 

MVС – marSrutizatori (VPN-serveri); РС – samuSao sadguri; ФС – failuri serveri;  
MС – Mail-serveri; SС – SGL-serveri) 

protokolebis pirveli tipi axdens gvirabul SeerTebebs, meore tipi axdens 

monacemebis gaSifrvas.  standartuli anakrebis saxiT warmodgenilia ori protokolidan 

arCevani:  
1) PPTP (Point-to-Point Tunneling Protocol) – `wertili-wertili” gvirabuli 

protokolia da gamoiyeneba rogorc gamfarToebeli PPP (Point-to-Point Protocol). gamoiyeneba 
informaciis SekumSvisa da gaSifrvisaTvis. protokolis standartuli amorCevisas 

SesaZlebelia gamoviyenoT gaSifrvis meTodi MPPE (Microsoft Point-to-Point Encryption). 
SesaZlebelia monacemebis gadacema gaSifrvis gareSe, gaxsnili saxiT.  mocemuli 

protokoliT inkapsulacia xdeba saTauris damatebiT GRE (Gtntric Routing En-capsulation) da 
IP-s saTauri, romelic muSavdeba PPP protokoliT. 

2) L2TP (Layer Two Tunneling Protocol) – romelic Seqmnilia PPTP (Microsoft) da L2F 
(Cisco) protokolebis gaerTianebiT, warmoadgens ufro dacul SeerTebas. gaSifrva xdeba  
IP Sec (IP-security) protokoliT. L2TP warmoadgens daSorebuli daSvebis klientisaTvis 

CaSenebuls Windows-Si, klienti dasawyisSi cdilobs miuerTdes servers am protokoliT, 

rogorc ufro usafrTxo. monacemebis inkapsulacia xdeba saTauris damatebiT L2TP da 
IPSec monacemebTan romelic damuSavebulia PPP protokoliT. monacemTa gaSifvra xdeba 
algoriTmiT  DES (Data En-cryption Standard) an  3DES, ris Sedegadac miiRweva gadacemuli 

monacemebis usafrTxoeba. 

kompiuteruli VPN mxardasaWerad gamoiyeneba serveri  ISA (Internet Security and 
Acceleration) Server.  

serveri realizacias ukeTebs samdonian qselTaSoris ekranis funqcionalur 

SesaZleblobebs. serveri saSualebas iZleva: 
1. VPN-klientebs mieces daSvebis SesaZlebloba qselis resursebTan da servisebTan, 

Tu igi asrulebs VPN-serveris rols; 
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2.internetis qselTan daSvebis siCqaris gazrda Web-gverdebis keSirebis xarjze; 
3. gavaerTianoT lkq VPN-SeerTebebiT, SemTxvevisaTvis rodesac VPN asruleba rabis 

rols; 
4. gavafarTooT VPN-SeerTebis monitoringi da funqciebi, romelic SesaZleblobas 

gvaZlevs Tvalyuri mivadevnoT da SevinaxoT trafiki calkeuli danarTebis doneze. 
 

3. daskvna 
 

informaciuli teqnologiebis ganviTarebis Tanamedrove pirobebSi kompiuteruli 

virtualuri kerZo qselebis (vkq; VPN) Seqmnis aucilebloba konkurentgareSea. 

kompiuteruli VPN ZiriTad upiratesobas warmoadgens: 
– sistemis masStaburoba.  axali filialis gaxsnisas an firmis axali 

TanamSromlisTvis, romelsac ufleba aqvs isargeblos daSorebul daSvebasTan, ar 

sWirdeba damatebiTi xarjebi komunikaciisaTvis; 
– sistemis moqniloba. kompiuterul VPN-Tvis mniSvneloba ar aqvs firmis 

TanamSromeli saidan axorcielebs daSvebas. gamoiyeneba mobiluri ofisebi, sadac ar aris 
saWiro gansazRvruli adgilis SerCeva; samuSao adgilis organizaciisaTvis TanamSromeli 

geografiulad ar aris SemosazRvruli kerZo qselis gamoyenebaze.  
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THE TECHNOLOGY OF ORGANIZACION OF COMPUTER VIRTUAL PRIVATE 

NETWORKS ON THE BASIC OF CLIENT-SERVAR ARCHITECTURE 

Gabedava Omar, Pochovyan Simon 
Georgian Technology University 

Summary 

In the article there is considered the technology of the computer virtual private networks (VPN) 
organization on the basis of client-server architecture. There are described a purpose, technical 
realization and methods of organization of computers (VPN), the types of VPN-protocols for the 
protection of transferred information in the computer (VPN), and the functional possibility of server.  

 
 

ТЕХНОЛОГИЯ ОРГАНИЗАЦИИ КОМПЬЮТЕРНЫХ ВИРТУАЛЬНЫХ ЧАСТНЫХ 
СЕТЕЙ НА ОСНОВЕ КЛИЕНТ-СЕРВЕРНОЙ АРХИТЕКТУРЫ 

Габедава О.В., Почовян С.М. 
Грузинский Технический Университет 

Резюме 

Рассмотрена технология организации компьютерных виртуальных частных сетей (ВЧС, 
VPN) на основе клиент-серверной архитектуры. Описаны назначение, программная и 
техническая  реализация и способы организации компьютерных ВЧС (VPN), типы VPN-
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соединений, протоколы для защиты передаваемой информации в компьютерных ВЧС (VPN), а 
также функциональные возможности сервера. 

 


