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binaruli kodis uku-inJineria 

oTar Sonia, daviT naWyebia  
saqarTvelos teqnikuri universiteti 

reziume 

ganxilulia kompilirebuli programuli kodis uku-inJineriis sakiTxebi. 

ganixileba rivers-enjaniringis gamoyenebis ZiriTadi sferoebi, uku-inJineriis mniSvneloba 

virusuli kodis winaaRmdeg brZolaSi, aseve misi sakvanZo roli programuli 

uzrunvelyofis mekobreobaSi. mocemulia procesorul kodSi da baitkodSi warmodgenili 

kodis modulebis Seswavlis sirTuleebi da Taviseburebebi. aRniSnulia mizezebi, ris 

gamoc es sfero naklebad Seswavlilia akademiur doneze. 

sakvanZo sityvebi: uku-inJineria, rivers-enjaniringi, programuli uzrunvelyofis 

mekobreoba, kompiuteruli virusi, disasemblireba, dekompilacia. 

1. Sesavali 

programuli uzrunvelyofis mdgomareoba, misi fizikuri warmodgenis mixedviT, 

SegviZlia uxeSad or kategoriad davyoT - kompilaciamde, da kompilaciis Semdeg. 

kompilaciamde programuli kodi Ria mdgomareobaSia, anu misi Seswavla da modificireba 

standartuli gziT xorcieldeba da problemas ar warmoadgens adamianisTvis romelsac 

es kodi gaaCnia. kodi adamianisaTvis gasagebi instruqciebisagan Sedgeba da TavisTavad am 

formaSi utilizebisTvis ar aris mzad. Tumca programuli produqtis daniSnulebisamebr 

gamoyenebisaTvis aucilebelia misi kompilacia - gansazRvrul aparaturul 

mowyobilobebze Sesasruleblad. 

kompilacia sazogadod fardobiTi cnebaa da mravalnairad SeiZleba iqnes 

ganmartebuli. Tumca mocemuli saubris farglebSi kompilaciis qveS vigulisxmoT 

programuli kodis gadayvana im mdgomareobaSi, romelSic misi Sesruleba samizne 

programul/aparaturul sistemaSi iqneba SesaZlebeli. sabolood kodi adre Tu gvian 

uSualod procesoris mier unda iqnes Sesrulebuli, da amdenad procesorisTvis gasageb 

dabali donis mikro-instruqciebSi Targmnili. garkveuli programuli platformebisTvis 

(magaliTad C\C++\Delphi) kompilacia rogorc wesi pirdapir niSnavs teqsturi kodis 

gadayvanas sworedac procesorul kodSi. sxva platformebisTvis kompilacia kodis 

saSualedo formatSi (romelsac zogadad baitkods uwodeben) gadayvanas gulisxmobs. 

aseTi saSualedo formatis magaliTs warmoadgens CIL (Common Intermediate Language) 
makrosoftis .NET Framework-is SemTxvevaSi da Java-s baitkodi. standartulad baitkodi 

ranTaimSi dinamiurad an pirdapir procesorul kodSi iTargmneba (Just-in-time compilation – 
JIT), anac interpretirdeba Sesabamisi interpretatoris mier (romelic Tavis mxriv 

procesorul kodSi iSveba). programul garss romelic am process uzrunvelyofs 

virtualur manqanas (Virtual machine) uwodeben. 

nebismier SemTxvevaSi, programuli produqti warmodgenilia pirdapir 

procesorul kodSi Tu saSualedo baitkodSi, kompilaciis Semdeg igi rogorc wesi ar 

gulisxmobs adamianis mier mis Seswavlas da miTumetes modificirebas. es faqti zogadad 



Transactions. Georgian Technical University. AUTOMATED CONTROL SYSTEMS -  No 1(12), 2012   
 

136 
 

programul/aparaturuli arqiteqturiT aris ganpirobebuli, radgan adamianisTvis gasagebi 

instruqciebi anu sors-kodi ukve aRar aris warmodgenili produqtis Sesabamis failebSi. 

am faqts erTi mniSvnelovani implikacia axlavs - programuli uzrunvelyofis avtorebs 

aqvT SesaZlebloba programuli produqti saWiroebis SemTxvevaSi gaavrcelon ise rom 

misi moqmedebis principebis Seswavla da modificireba SeuZlebeli aRmoCndeba 

standartuli meqanizmebiT nebismieri gareSe pirisaTvis, romelsac sors-kodi ar gaaCnia. 

Tumca arsebobs „arastandartuli meqanizmebi“, romlebic dekompilaciisa Tu 

disasemblirebis gziT saSualebas iZleva Seswavlili iqnes kompilirebuli programuli 

kodi, da saWiroebis SemTxvevaSi - modificirebuli. aRniSnul process, mocemuli 

teqstis farglebSi, moviazrebT rogorc Setevas, ramdenadac rogorc wesi igi 

programuli uzrunvelyofis - rogorc inteleqtualuri sakuTrebis - flobelis nebis 

sawinaaRmdego qmedebas warmoadgens. aseTi Seteva SeiZleba arRvevdes garkveuli 

subieqtebis uflebebs, da garkveuli kanonmdeblobis farglebSi akrZalulic iyos raime 

formiT, Tumca SesaZloa sruliad kanonier, da metic - sasargeblo saqmianobas 

warmoadgendes. Tumca amaze odnav mogvianebiT. 

ZiriTadi nawili 

sainformacio teqnologiebis im qvemimarTulebas, romelic kompilirebuli 

programuli uzrunvelyofis Seswavlis (xSirad Semdgomi modifikaciisTvis, romelic 

rogorc wesi produqtis avtoris nebis sawinaaRmdegod xorcieldeba) meTodebs ikvlevs, 

moixsenieben rogorc Reverse Code Engineering, xSirad abreviaturiT RCE, rac pirdapiri 
qarTuli TargmniT kodis uku-inJinerias niSnavs. am mimarTulebis kvlevebi yvelaze metad 

relevanturia IT industriis Semdegi ori dargis farglebSi: virusuli kodis analizi, 

da programuli uzrunvelyofis mekobreobasTan (Software piracy) brZola. qvemoT mokled 

mimovixilav TiToeuls. 

malvearis (Malware, malicious software) winaaRmdeg brZolaSi gadamwyvet rols 

swored rivers-enjaniringi asrulebs. virusebi rogorc wesi procesorul kodSi 

kompilirebuli saxiT vrceldeba, da bunebrivia maTi Seswavla aucilebelia prevenciuli 

zomebis misaRebad. virus-meikerebi cdiloben xelovnurad gaarTulon es procesi, da 

amisaTvis sxvadasxva meqanizmebs igoneben. meore mxares ki informaciuli usafrTxoebis 

eqspertebi jer am meqanizmebis ganeitralebas, xolo Semdeg kodis Seswavlas da 

sawinaaRmdego, TavdacviTi meTodebis SemuSavebas cdiloben. 

programuli uzrunvelyofis mekobreoba iwyeba da mTavrdeba rivers-enjaniringiT. 

misi saSualebiT hakerebi programuli produqtis licenzirebis sistemis da TavdacviTi 

meqanizmebis Seswavlas axorcieleben, da axdenen maT neitralizebas raTa SesaZlebeli 

gaxadon produqtis arasanqcirebuli moxmareba da distribucia. meore mxares, 

programuli uzrunvelyofis avtorebi, ufro zustad ki rogorc wesi maT mier 

daqiravebuli informaciuli usafrTxoebis eqspertebi (romlebic garkveuli gagebiT Tavad 

warmoadgenen hakerebs) axdenen TavdacviTi meqanizmebis SemuSavebas, raTa maqsimalurad 

gaarTulon es procesi. 
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zemoaRniSnuli ori mimarTulebis garda, arsebobs ramdenime dargi, sadac RCE 
aqtiurad gamoiyeneba. magaliTad daxuruli kodis programuli uzrunvelyofis Seswavla 

SeiZleba moxdes bagebis an eqsploitebis aRmosaCenad, aseve sxva programul sistemebTan 

integraciisaTvis, rodesac ar arsebobs sasurveli xarisxis programuli interfeisi 

amisaTvis. Tumca zemoT ganxiluli ori mimarTuleba gansakuTrebul aRniSvnas imsaxurebs 

Semdegi garemoebis gamo: orive SemTxvevaSi saqme gvaqvs urTierTsapirispiro interesebis 

mqone adamianebis or jgufTan - Semtevebi da damcvelebi. es ganapirobebs RCE-s sivrceSi 
konkurencias da teqnologiebis mudmiv ganviTarebas. erT SemTxvevaSi pirobiTad „borot“ 

mxares dacva warmoadgens - anu virusmeikerebi, xolo „keTil“ mxares - malvearTan 

mebrZolni, magaliTad antivirusuli kompaniebi, romlebic Semtevis rolSi gvevlinebian. 

meore SemTxvevaSi piriqiTaa - dacvis mxares programuli uzrunvelyofis mflobelebi 

warmoadgenen, romelTac sakuTari inteleqtualuri sakuTrebis kanonieri dacva surT, 

xolo meore mxares Semtevis rolSi hakerebis specialuri kasta - e.w. „krekerebi“ 

gvevlinebian romlebic cdiloben programuli uzrunvelyofis TavdacviTi meqanizmebis 

„gatexvas“ rac arapirdapir aseTi programuli produqtebis Sav bazarze moxvedras 

ganapirobebs mogvianebiT. 

miuxedavad imisa, Tu „frontis“ romel mxares dganan hakerebi romlebic am 

procesSi arian CarTulni, maT TiTqmis erTi Tematikis garSemo uwevT muSaoba da maTi 

unar-Cvevebi rogorc wesi miaxloebiT erTnairia. aris SemTxvevebic roca erTidaigive 

hakerebi erTis-mxriv antivirusuli kompaniis kedlebSi muSaoben, meores mxriv ki 

amavdroulad e.w. „krekingiT“ arian dakavebulni. RCE maTTvis ganixileba rogorc 

erTgvari sporti, gamowveva SesaZleblobebis dasamtkiceblad, da ara maincdamainc 

konkretuli materialuri miznis misaRwevi saSualeba. aseT wreebSi xSirad RCE-s 
moixsenieben rogorc xelovnebis dargs. amdenad xSir SemTxvaSi, me vityodi - umravles 

SemTxvevebSi, hakerebi romlebic „frontis“ „borot“ mxares warmoadgenen, TavianT 

qmedebebs - romlebic SesaZloa Tavisuflebis fasic daujdeT - sruliad usasyidlod, 

mxoloddamxolod sportuli interesis, an ideuri Sexedulebebis gamo axorcieleben, da 

ara raime materialuri sargeblis misaRebad. 

mravali mizezis gamo, RCE naklebad Seswavlilia akademiur wreebSi. erTerT 

mizezs warmoadgens is, rom uaxlesi miRwevebi am sferoSi realizdeba komerciul 

produqtebSi, da informaciis sajaro gamomzeureba aramomgebiania garkveuli 

subieqtebisTvis. amasTan, aseT komerciul produqtebSi aRmoCenili nou-hauebis sajarod 

gacxadeba mravali qveynaSi inteleqtualuri sakuTrebis dacvis motiviT samarTlebrivad 

akrZalulia. kidev erTi mizezi gaxlavT msgavsi informaciis Tavisufali gavrcelebisas 

SesaZlo safrTxeebi - informaciis „borotad“ gamoyenebis problema. es ganapirobebs imas 

rom informacia romelic am sferoSi uaxles, bolo miRwevebs asaxavs, ZiriTadad 

hakerebis viwro wreebSi, andergraund onlain resursebis saSualebiT icvleba, romlebic 

xSir SemTxvevaSi sxvadasxva qveynis samarTlebrivi struqturebis mier idevnebian. 

imis gamo, rom nebismieri kompilirebuli produqti Sesabamis programul Tu 

aparaturul sistemasTan mWidrod aris dakavSirebuli, sxvadasxva platformaze RCE-s 
sxvadasxva meqanizmebi gamoiyeneba. procesorul kodSi kompilirebuli produqtis rivers-

enjaniringisaTvis aucilebelia erTis mxriv Sesabamisi procesoris, da meores mxriv 
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Sesabamisi operaciuli sistemis arqiteqturis siRrmiseuli codna. baitkodSi 

kompilirebuli modulis Sesaswavlad ki aucilebelia Sesabamisi ranTaim-garsis, 

virtualuri manqanis arqiteqturis da amdenad baitkodis formatis codna. procesoris 

da operaciuli sistemis arqiteqtura am SemTxvevaSi rogorc wesi meorexarisxovania. 

Tumca im martivi faqtidan gamomdinare, rom nebismieri baitkodi sabolood mainc 

procesorul kodSi unda iTargmnos, SesaZlebelia aseTi programuli produqtebis 

Seswavla swored procesorul doneze, anu im dros roca igi ranTaimSi warmodgindeba 

ukve procesoruli kodis saxiT. 

procesorul kodSi kompilirebuli kodis warmodgena rogorc wesi aseTive 

dabali donis instruqciebis saSualebiTaa SesaZlebeli - anu asembleris enaze. arsebobs 

sxvadasxva disasemblerebi da debagerebi amisaTvis. disasebleri kodis oflain 

analizisTvis, anu statikuri SeswavlisTvis gamoiyeneba, xolo debageri - kodis gaSvebis 

dros anu ranTaimSi misi monitoringisTvis. rogorc wesi xdeba am ori meTodis 

kombinireba kompleqsuri programuli sistemis Seswavlis dros. 

baitkodSi kompilirebuli kodis Seswavla sazogadod gacilebiT martivia. amas 

ganapirobebs is faqti, rom baitkodi rogorc wesi bevrad ufro maRali donis 

programuli struqturaa, vidre procesoruli kodi. is Seicavs gacilebiT ufro met 

maRali donis informacias (magaliTad es SeiZleba iyos funqciebis Tu cvladebis 

saxelebi) vidre procesoruli kodi. amis gamo SesaZlebelia baitkodisagan 

struqturulad kidev ufro maRali donis kodis miReba - anu dekompilacia. dekompilacia 

gulisxmobs baitkodis pirvandelTan miaxloebul - anu sors-kodis donis erTgvar 

fsevdokodSi warmodgenas. es fsevdokodi SeiZleba iyos Zalian miaxloebuli, an sulac 

identuri programis realuri sors-kodis. procesoruli kodis SemTxvevaSi aRniSnuli 

„komforti“ SeuZlebelia erTis mxriv aseTi kodis Zalian dabali donis primitiuli 

instruqciebis gamo, meores mxriv kompilatoris mier am instruqciebis aparaturisadmi 

Zlier-optimizirebulobis gamo (ris gamoc maRali donis programuli konstruqciebi 

xSirad ubralod qreba), da mesames mxriv metainformaciis udidesi nawilis ararsebobis 

gamo, romelic kompilaciis procesSi ikargeba. amdenad aseTi kodis Seswavla rogorc 

wesi asembleris instruqciebis doneze xorcieldeba. 

daskvna 

binaruli kodis uku-inJineria specifikuri daniSnulebis kritikulad mniSvnelovan 

disciplinas warmoadgens. interesTa konfliqti programuli uzrunvelyofis avtorebsa 

da maTi SeswavliT dainteresebul profesionalebs Soris ganapirobebs erTis mxriv 

urTulesi dacviTi sistebemis, da meores mxriv am sistemebis gauvnebelyofis 

kompleqsuri meqanizmebis SemuSavebas. rivers-enjaniringis didi roli sxvadasxva 

kanonsawinaaRmdego moqmedebebSi, aseve komerciuli dacvis sistemebSi realizebuli 

miRwevebis konfidencialuroba, ganapirobebs am sferoSi farTo publikisTvis informaciis 

didi nawilis miuwvdomlobas. 
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BINARY CODE REVERSE ENGINEERING 

Shonia Otar, Nachkebia David  

Georgian Technical University 

Summary 

The article presents the issues of compiled software code reverse engineering. It discusses the 
main usage vectors of reverse engineering, its significance in a fight against malicious software and its 
key role in a software piracy. The problems and peculiarities of analyzing the binary modules com-
piled in processor code and byte-code are presented. The reasons why this field is relatively less re-
searched at the academic level are explained. 

 

ОБРАТНАЯ ИНЖЕНЕРИЯ БИНАРНОГО КОДА 

Шония О., Начкебия Д.  

Грузинский Технический Университет 

Резюме 

Рассмотрены вопросы обратной инженерии скомпилированного программного кода. Рас-
сматриваются основные области использования риверс-енджаниринга, значение обратной ин-
женерии в борьбе против вирусного кода, а также его узловая роль в пиратстве программного 
обеспечения. Показаны трудности и своеобразие изучения модулей кодов, представленных в 
процессорном коде и баиткоде. Указаны причины слабого изучения этой области на академи-
ческом уровне. 


