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reziume 

warmodgenilia virtualur kerZo qselebSi simboloebis daSifvris kombinirebuli 

meTodi. detalurad aRwerilia meTodis TiToeuli etapi. sistemaSi gamoyenebuli 

specialuri parametrebis wyalobiT daSifvrisa da amoSifvris gasaRebi aris unikaluri da 

sistemaSi momxmareblis yoveli avtorizaciis dros gasaRebebi icvleba da arasdros ar 

ganmeordeba. 

sakvanZo sityvebi: virtualuri qselebi. simboloebis daSifvra. amoSifvris gasaRebi. 

kriptografiuli meTodi. monacemebis usafrTxoeba. 

1. Sesavali 

rogorc mogexsenebaT, or mocilebul kompiuters Soris, romelic iyenebs 

globaluri qselis _ internetis infrastruqturas, usafrTxo kavSiris arxis 

SeqmnisTvis, virtualuri kerZo qselebis VPN (Virtual Private Network) agebis teqnologia 

dReisaTvis warmoadgens erT-erT yvelaze optimalur variants. wamoWrili amocana Zalzed 

mniSvnelovania, vinaidan saimedo kavSiri, sadac SesaZebelia gadaices konfidencialuri 

informacia, ubralod aucilebelia adamianis moRvaweobis uamrav sferoSi, magaliTad, 

sabanko saqmeSi, eleqtronul komerciaSi da sxva. aqedan gamomdinare, virtualuri kerZo 

qselebi Zalzed mosaxerxebelia aRniSnuli amocanis gadasaWrellad da adamianebis 

umravlesoba globalur qselSi sxvadasxva kavSirebis dasamyareblad VPN teqnologias 

miiCnevs erT-erT yvelaze mZlavr da mosaxerxebel saSualebad. Tumca, saqme mTlad ase 

martivad ar warmogvidgeba. virtualur kerZo qselebs gaaCnia TavianTi naklovanebebi da 

susti mxareebi. virtualuri kerZo qselebis teqnologia agebulia kriptografiuli 

meTodebis gamoyenebaze. kerZod, yvela informacia, romelic miedineba daculi kavSiris 

arxSi, imyofeba daSifrul mdgomareobaSi. aqedan gamomdinare, VPN-is safuZvels 

warmoadgens kriptografia da mis arealSi agreTve moqmedebs zogierTi damatebiTi 

meqanizmebi, rogorebicaa, magaliTad momxmareblebis autentifikacia, monacemTa mTlianobis 

kontroli da sxva. Tumca, kriptografiul meTodebs gaaCniaT TavianTi susti adgilebi. 

nebismieri kriptografiuli meTodis gamoyenebis saimedooba dafuZnebulia masSi 

gamoyenebul daSifvris algoriTmze. ra Tqma unda, monacemebis susti daSifvra 

borotganmzraxvels saSualebas aZlevs advilad moipovos wvdoma misTvis sasurvel 

informaciaze. bunebrivia Cndeba kiTxva, Tu romeli kriptografiuli meTodi unda iqnas 

gamoyenebuli monacemebis usafrTxoebisTvis. 

dReisaTvis gamoiyeneba Ria da daxuruli kriptografiuli algoriTmebi. Ria 

algoriTmebis jgufs miekuTvneba iseTi cnobili teqnologiebi, rogorebicaa: DES (Data 
Encryption Standard), TripleDES (Triple Data Encryption Algorithm), RSA (Rivest, Shamir and 
Adleman), AES (Advanced Encryption Standard) da sxva. isini gaerTianebulia sxvadasxva 

qveynis nacionalur standartebSi. daxuruli kriptografiuli algoriTmebi muSavdeba 

sxvadasxva kompaniebis mier da gamoiiyeneba TavianT sakuTrebaSi. informaciiis 

daSifvrisTvis gamoiyeneba kriptografiuli gasaRebi da didi mniSvneloba eniWeba 
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daSifvris meqanizms da gasaRebis sigrZes. vinaidan, rac ufro rTulia daSifvris meqanizmi 

da didia gasaRebis sigrZe, miT ufro gauWirdeba borotganmzraxvels misi amocnoba. 

yvela zemoTganxiluli arsebuli Tu aqamde SemoTavazebuli kriptografiuli 

teqnologiebi dafuZnebulia matriculi meTodebis gamoyenebaze. ra Tqma unda, rac ufro 

garTulebulia monacemebis daSifvris meqanizmi, miT ufro gauWirdeba borotganmzraxvels 

misi gaSifvra. Tumca amasTan Cndeba axali porblema, es aris monacemebis gadacemis 

siCqare. daSifvris meqanizmis Zalian garTulebas mosdevs monacemebis gadacemis siCqaris 

Semcireba, miTumetes maSin, rodesac momxmarebels uwevs muSaoba ganawilebul monacemTa 

bazebis marTvis sistemasTan. monacemTa bazaSi Canawerebis raodenobis gazrda iwvevs 

momxmareblis mier mocilebuli samuSao adgilidan monacemTa wamoRebis siCqaris vardnas. 

monacemTa bazebis optimizaciis problema dReisaTvis warmoadgens erT-erT saproblemo 

sferos da dReisaTvis aqtiurad mimdinareobs muSaoba am problemis aRmosafxvrelad. 

aqedan gamomdinare unda SemuSavdes iseTi daSifvris meqanizmi, romelic Tavisi TvisebebiT 

iqneba martivi, did gamoTvliT procesebTan ar iqneba dakavSirebuli da, raRa Tqma unda, 

gareSe ucxo pirisTvis misi amocnobis albaToba iqneba Zalzed mcire. arsebul daSifvris 

meTodebs gaaCnia kidev erTi problema. daSifvris gasaRebi umravles SemTxvevaSi ar aris 

cvalebadi, an aris iSviaTad cvalebadi, rac borotganmzraxvels xels uwyobs garkveuli 

drois ganmavlobaSi moaxdinos misi gaSifvra. amitom, sasurvelia sistemaSi SemoRebuli 

iqnas damatebiTi parametrebi (koeficientebi), romelic gasaRebs gaxdis cvalebads. 

kerZod, sistemaSi momxmareblis yoveli avtorizaciis dros daSifrvis da amoSifvris 

gasaRebi iqneba unikaluri (anu arasdros ganmeordeba) da SeuZlebeli iqneba misi gatexva. 

2. ZiriTadi nawili 

zemoaRniSnuli problemebidan gamomdinare SemuSavebulia simboloebis daSifvris 

kombinirebuli meTodi. simboloebis daSifvra da misi amocnoba, Tavisi Tvisebebidan 

gamomdinare, Seicavs gansakuTrebul problemebs, romelTa gadawyvetac warmoadgens 

usafrTxoebis avtomatizebuli sistemis agebis aucilebel pirobas. simboloebis 

daSifvris kombinirebuli meTodi moicavs Semdeg etapebs: 

1) momxmareblis mier Setanili parolis daSla simboloebad; 

2) TiToeuli simbolos gadayvana ASCII(decimal) kodirebaSi, maTi kodebis gansazRvra; 
3) miRebuli kodebiT specialuri operaciis daxmarebiT damatebiTi simboloebis 

gansazRvra sistemaSi dayenebuli parametris mixedviT; 

4) simboloebis da damatebiTi simboloebis gaerTianeba da maTi sityvebad daSla 

(jgufebis Seqmna) sistemaSi dayenebuli parametris mixedviT; 

5) TiToeuli jgufis simboloebisTvis ASCII(decimal) kodirebaSi xdeba maTi Sesabamisi 
kodebis gansazRvra; 

6) specialuri operaciis daxmarebiT miRebuli kodebis ricxobrivi mniSvneloba 

gardaiqmneba sxva ricxobriv mniSvnelobad da miiReba axali kodebis simravle; 

7) miRebuli kodebis simravlisagan miiReba specialuri simboloebisagan Semdgari 

jgufebi; 

8) miRebuli jgufebis gaerTianebiT miiReba specialuri simboloebis erTobliobisgan 

Semdgari daSifruli informacia. 

simboloebis daSifvris kombinirebuli meTodis etapebi Tavisi funqcionaluri 

daniSnulebebiT SeiZleba daxasiaTdes Semdegnairad: 
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pirvel etapze momxmareblis mier Setanili paroli iwereba specialur masivSi, 

sadac gansazRvrulia sityvis dasawyisi da dasasruli. agreTve xdeba sityvis daSla 

simboloebad da calkeuli simbolosTvis gansazRvrulia misi indeqsi. 

me-2 etapze TiToeuli simbolo ganixileba ASCII(decimal) kodirebaSi da maTTTvis 
ganisazRvreba kodebi, romlebic imaxsovreba specialur cvladebSi; 

me-3 etapze informaciis usafrTxoeba bevrad aris damokidebuli momxmareblebze. 

magaliTad, momxmarebelma SeiZleba airCios Zalian advili paroli, romelic amosacnobad 

martivi iqneba ucxo pirisTvis. aqedan gamomdinare aucilebelia avtomatizebulad moxdes 

misi `garTuleba~. meore etapze miRebuli kodebiT specialuri operaciis daxmarebiT 

sistemaSi dayenebuli parametris mixedviT ganisazRvreba modificirebuli kodebi, 

romlebisganac miiReba damatebiTi simboloebi. 

me-4 etapze miRebuli simboloebiTa da damatebiTi simboloebis gaerTianebiT iqmneba 

`garTulebuli~ paroli, romelsac emateba mimdinare TariRisa da drois ricxobrivi 

mniSvnelobebi. Semdeg xdeba misi sityvebad daSla (jgufebis Seqmna) sistemaSi dayenebuli 

parametris mixedviT. sasurvelia rom momxmareblis avtorizaciis procesSi centraluri 

serverisTvis parolis gadacema moxdes nawil-nawil (calkeul jgufebad) Sualeduri 

dasturebis viTarebaSi. 

me-5 da me-6 etapebze TiToeuli jgufis simboloebisTvis ASCII(decimal) kodirebaSi 
xdeba maTi Sesabamisi kodebis gansazRvra. Semdeg specialuri operaciis daxmarebiT 

miRebuli kodebis ricxobrivi mniSvneloba gardaiqmneba sxva ricxobriv mniSvnelobad da 

miiReba axali kodebis simravle; 

me-7 da me-8 etapebze miRebuli kodebis simravlisagan miiReba specialuri 

simboloebisagan Semdgari jgufebi da miRebuli jgufebis gaerTianebiT miiReba 

specialuri simboloebis erTobliobisgan Semdgari daSifruli informacia, romlis 

amoSifvrac centraluri serveris mier xdeba ukualgoriTmis saSualebiT. 

ganvixiloT simboloebis daSifvris kombinirebuli meTodis formaluri nawili. 

amisaTvis SemovitanoT aRniSvnebi: i _ simbolos indeqsi; j _ damatebiTi simbolos indeqsi; 

1n _ simboloebis raodenoba momxmareblis mier Setanil sityvaSi (parolSi), 2n _ 

simboloebis raodenoba damatebiT sityvaSi. 

dasawyisisTvis:     0;0;1;1 21 ==== nnji .                     

vadgenT masivs:     1}{ ,1, niLFS i =   ,                               

sadac FS i}{ aris simboloebis sityvis dasawyisi, LS i}{  aris simboloebis sityvis 

dasasruli, 1n  aris simboloebis raodenoba sityvaSi. 

Semdeg xdeba sityvaSi simboloebis daSla da calkeuli simbolosTvis indeqsis 

gansazRvra: 

1;1
1

1

11

}{}{

}{}{

+=+=

+=

=
=

nnii
FSFS

FSS
i

ii

ii
 

                      vidre LSi i}{≤  
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ris Sedegac miiReba simboloebis erTobliobisagan Semdgari sityva, raSic calkeuli 

simbolosTvis gansazRvrulia Tavisi indeqsi: 

),...,,(, }{}2{}1{}{ 1ni SSSLFS =  

TiToeuli simbolo ganixileba ASCII(decimal) kodirebaSi da maTTTvis ganisazRvreba 
kodebi. amisaTvis SemoviRoT masivi: 

1}{ ,1, niLFS iASCII =  

sadac FS iASCII }{ aris simboloebis kodebis dasawyisi, LS iASCII }{  aris simboloebis 

kodebis dasasruli, 1n  aris simboloebis kodebis raodenoba. 

Semdeg xdeba calkeuli simbolosTvis kodis gansazRvra da misi Cawera simboloebis 

kodebis masivSi:  

;1
,

1

}{}{

+=

=
=

ii
LFSS

i

iiASCII  

                        vidre 1ni ≤  

ris Sedegac miiReba simboloebis kodebis erTobliobisagan Semdgari ricxvebi, raSic 

calkeuli simbolosTvis gansazRvrulia Tavisi indeqsis kodi: 

),...,,(, }{}2{}1{}{ 1nASCIIASCIIASCIIiASCII SSSLFS =  

Semdeg unda movaxdinoT sityvis Sevseba damatebiTi simboloebiT. amisaTvis 

SemovitanoT aRniSvna _ P1, romelic warmoadgens sityvis Sevsebis parametrs, anu ra 

raodenobisagan unda Sedgebodes simboloebiTa da damatebiTi simboloebis gaerTianebiT 

Sedgenili sityva. 

Tavdapirvelad unda ganisazRvros damatebiTi simboloebis raodenoba _ 2n . 

112 npn −=  

vadgenT masivs, sadac unda Caiweros damatebiTi simboloebi: 

2}{ ,1, njLFD j =  

sadac FD j}{ aris damatebiTi simboloebis sityvis dasawyisi, LD j}{  aris damatebiTi 

simboloebis sityvis dasasruli, 2n  aris damatebiTi simboloebis raodenoba sityvaSi. 

Semdgom calkeuli simbolos gansazRvruli kodisTvis ganisazRvreba 

modificirebuli kodebi. amisaTvis SemoviRoT aRniSvna _ bk, romelic aris damatebiTi 

simboloebis SevsebisTvis saWiro ZiriTad simboloebSi gasavleli bijebis raodenoba. 

mk ,1= , sadac m - aris bijebis raodenoba.  
amisaTvis SemoviRoT masivi, sadac moxdeba modificirebuli kodebis Cawera: 

2}{ ,1, njLFD jASCII =                          (10) 
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sadac FD jASCII }{ aris damatebiTi  simboloebis kodebis dasawyisi, LD jASCII }{  aris 

damatebiTi simboloebis kodebis dasasruli, 2n  aris damatebiTi simboloebis kodebis 

raodenoba. 

mocemuli meTodis mizani modificirebuli kodebiT dasaSifri simboloebis gadayvana 

specialur simboloebSi. ASCII(decimal) kodirebis sistemaSi simboloebis kodebi 

Seesabameba 32-dan 126-is CaTvliT, xolo specialuri simboloebis kodebi Seesabameba 128-

dan 255-is CaTvliT.  

simboloebis kodebis gardaqmna xdeba Semdegnairad. aiReba sityvis pirveli simbolos 

kodi }1{ASCIIS , gadamowmdeba misi mdebareobis areali. Tu kodi mdebareobs 32-dan 50-is 

CaTvliT, maSin Sesruldeba Semdegi moqmedeba: simbolos kods daemateba misi rigiToba, 

anu indeqsi, Semdeg meore simbolos kods daemateba meore indeqsi da a.S. sityvis 

bolomde. Tu kodi mdebareobs 51-dan 126-is CaTvliT, maSin akldeba. miRebuli axali 

kodebiT dgeba damatebiTi simboloebis jgufi. es procesi mimdinareobs iqamde, vidre ar 

dakmayofildeba p1 parametris mniSvneloba. Tu bk-sTvis k=1, anu pirveli bijia, maSin 

simboloebis rigiToba iwyebs 1-dan, Tu k=2 _ me-2 biji, 2-dan da a.S. 
1=kb  

Tu 50,32 }{ ≤≤ LFS iASCII , maSin 

}{}{}{ ,, iASCIIiASCIIjASCII SLFSLFD +=  

  Tu 126,51 }{ ≤≤ LFS iASCII , maSin 

}{}{}{ ,, iASCIIiASCIIjASCII SLFSLFD −=  

1+= kk ; 1+= ii ; 1+= jj  

miRebuli axali modificirebuli kodebiT dgeba damatebiTi simboloebis jgufi: 

1
,

1

}{}{

+=

=
=

jj
LFDD

j

jASCIIj  

                      vidre 2nj ≤  

ris Sedegac miiReba damatebiTi simboloebis erTobliobisagan Semdgari sityva, 

raSic calkeuli simbolosTvis gansazRvrulia Tavisi indeqsi: 

),...,,(, }{}2{}1{}{ 2nj DDDLFD =  

miRebuli simboloebiTa da damatebiTi simboloebis gaerTianebiT iqmneba 

`garTulebuli~ sityva (paroli), romelsac emateba mimdinare TariRisa da drois 

ricxobrivi mniSvnelobebi. SemovitanoT aRniSvnebi _ DateTime, romelSic fiqsirdeba 

mimdinare TariRisa da drois ricxobrivi monacemi - DateTime=now(); LFSD ji ,}{ ∪ , raSic 

iwereba gaerTianebuli sityva:  

DateTimeLFDLFSLFSD jiji ++=∪ ,,, }{}{}{  

sadac ;,1 1ni =   2,1 nj =  
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Sedegad miiReba simboloebisagan da damatebiTi simboloebis erTobliobisagan 

Semdgari sityva, raSic calkeuli simbolosTvis gansazRvrulia Tavisi indeqsi: 

),...,,,...,,...,,(, }{}2{}1{}{}2{}1{}{ 21 nnji DDDSSSLFSD =∪  

Semdeg xdeba miRebuli sityvis daSla (jgufebis Seqmna) sistemaSi dayenebuli 

parametris mixedviT. amisaTvis SemovitanoT aRniSvnebi _ p2, romelic warmoadgens 

dasaSleli sityvis raodenoba, anu ra raodenobiT unda daiSalos miRebuli sityva; 

LFSDG ji ,}{}{ ∪l , sadac fiqsirdeba jgufSi Semavali simboloebi da jgufis indeqsi; m _ 

jgufebis raodenoba. 

daSlili sityvebis raodenoba aRvniSnoT l -iT da igi gamoiTvleba Semdegnairad: 

;)( 221 divpDateTimenn Count++=l  

                m,1=l  

sadac div _ niSnavs gayofas naSTis gareSe. CountDateTime  _ TariRisa da drois 

ricxobriv maCveneblebSi simboloebis raodenoba.  Sedegad miviRebT jgufebis 

erTobliobas: 

),...,,(, }{}{}{}2{}{}1{}{}{ jimjijiji SDGSDGSDGLFSDG ∪∪∪∪ =l   (17) 

Semdeg TiToeuli jgufis simboloebisTvis ASCII(decimal) kodirebaSi xdeba maTi 

Sesabamisi kodebis gansazRvra. 

LFSDGSDG jijiASCII ,}{}{}{}{ ∪∪ = ll
  

1+= ll  

                   vidre m≤l  

ris Sedegac miiReba jgufis simboloebis kodebis erTobliobisagan Semdgari 

ricxvebi, raSic calkeuli simbolosTvis gansazRvrulia Tavisi indeqsis kodi: 

),...,,(, }{}{}{}2{}{}1{}{}{ jimASCIIjiASCIIjiASCIIjiASCII SDGSDGSDGLFSDG ∪∪∪∪ =
l

 

miRebuli kodebis ricxobrivi mniSvneloba gardaiqmneba sxva ricxobriv mniSvnelobad 

da miiReba axali kodebis simravle. miRebuli simboloebis kodebis gardaqmna xdeba 

Semdegnairad. aiReba sityvis pirveli simbolos kodi }{lASCIIG , gadamowmdeba misi 

mdebareobis areali. Tu kodi mdebareobs 32-dan 99-is CaTvliT, maSin Sesruldeba Semdegi 

moqmedeba: simbolos kods daemateba parametris mniSvneloba, romlic aRvniSnoT _ p3. 

sadac 15696 3 ≤≤ p . xolo, Tu kodi mdebareobs 100-dan 126-is CaTvliT, maSin simbolos 

kods daemateba parametris mniSvneloba, romlic aRvniSnoT _ P4. sadac 12928 4 ≤≤ p .  

Tu 99,32 }{ ≤≤ LFGASCII l , maSin 

3}{}{ ,, pLFGLFP ASCIIgASCII += l  

Tu 126,100 }{ ≤≤ LFGASCII l , maSin                          

4}{}{ ,, pLFGLFP ASCIIgASCII += l  

1+= gg ; 1+= ll ; tg ,1=  
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sadac LFP gASCII ,}{  aris specialuri simboloebis modificirebuli kodebisagan 

Semdgari erTobliobis masivi, romelic fiqsirdeba jgufebis mixedviT. 

miRebuli axali modificirebuli kodebiT dgeba specialuri simboloebis jgufi: 

1
,

1

}{}{

+=

=
=

gg
LFPP

g

ASCIIg l  

                        vidre tg ≤  

Sedegad miviRebT specialuri simboloebis jgufebis erTobliobas: 

),...,,(, }{}{}{}2{}{}1{}{}{ gmggg PGPGPGLFPG =l  

specialuri simboloebisagan Semdgari jgufebis gaerTianebiT miiReba specialuri 

simboloebis erTobliobisgan Semdgari daSifruli informacia: 

}{}{}{ , gPGLFW ll =  

m,1=l ; tg ,1=  

daSifruli informacia centralur servers miewodeba jgufebis saxiT. Tu pirveli 

jgufis identifikacia warmatebiT dasrulda, serveri atyobinebs da brZanebas gamoscems 

meore jgufis gamoSvebaze da a.S. jgufis bolomde. Tu romelime jgufi ar daemTxva 

serveri maSinve blokavs aRniSnul momxmarebels. daSifruli informaciis amoSifvra 

centraluri serveris mier xdeba zemoTganxiluli meTodis ukualgoriTmis saSualebiT 

igive parametrebis gamoyenebiT.  
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ENCIPHERING OF SYMBOLS BY THE COMBINED METHOD IN THE VIRTUAL PRIVATE 

NETWORK (VPN) 
Shonia, Otar, Kartvelishvili Ioseb, Shonia Luka, Beridze Zebur 

Georgian Technical University 
Summary 

This paper presents the combined method of symbols enciphering in the virtual private network. Each 
stage of a method is in details described. The used encryption and decryption key based on specific parameters is 
unique and at the entrance to the user's system it changes and doesn't repeat. 

 

ШИФРАЦИЯ СИМВОЛОВ КОМБИНИРОВАННЫМ МЕТОДОМ В ВИРТУАЛЬНОЙ  
ЧАСТНОЙ СЕТИ (VPN) 

Шониа О., Картвелишвили И., Шониа Л., Беридзе З. 
Грузинский Технический Университет 

Резюме 
Представлен комбинированный метод шифрации символов виртуальной частной сети (VPN). 

Детально описан каждый этап метода. Использованный в системе ключ шифрации и дешифрации на 
основе специальних параметров является уникальным и при входе систему пользователя он 
изменяется и не повторяется. 


