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056599060m39 Mm396M53099wo bolGgdgdol dbodzbgwm3zsbgbo BMbdzoss dmbsizgdoms
53306, MLsBOMbMgdOL s Lo0dgEMMdOL YBOHMBb3gymes. Mbs 9©3b0dbmm, ™I
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9600gOHmo  Pbegbo  3md3mbgbBos  Host  Guardian  Service, ©Hmdgwog 0393V
300G  dobdsbgdls Shielded Virtual Machines o domdo sMLYOME  dMboEgd9dL
503964300900 3Mdologsh  (Bob.1).  goMdEHWswmGmo  Fsbgobgdol  MBGdMm  IgBEHo
MBogOMbMdoL »bOOMb3gymagolbsmzol Windows Server 2016-Go 5035¢00lobgdmemos
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Bsb.1. Host Guardian Service-Us 3v)8scmdols 3mbgodo

@ Storage

Shielded Virtual Machines  @&gdbmemyos  Lodmoegdsl  0dargzs  OOHYIOEMZH
0635 EGHMIBHOsdo  90ddbsl IEMo 30MEMSOO F5bJebgdo, dgofiggs MMIgedos
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0567496900L B30l 5 450MmOMZ0L i3 gds. Aol 56 593L REds hsgOOML doo ddomdsdo,
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09000920 3033mbgbEos Device Guard — MmIgeog d¢m3s3l yzgws 0d ©Mo0396U,
OH0IgoE 96O 5M0oL dmEgdmwo Misgmmbm M039MgdoL bosdo. bmerm Creditional Guard
G9gbmmyos Lo gdsl 0dwg3zs FbmemmE  3M030wYR0MYOM  LolEBYdgol  3Jmbogl
030™3> 306830096300 ME  Imby37890096.  Mm3gMsEoMo  LoLEJdOL  0BLEHIWSEOOBSL
B3smmd0m 0blGIwoMgds Windows Firewall — 5933530 B0y, glss 36OHMaGM3mwo 96
335G ©533d 95369 3MHMAEMTGOOLORSD;  Jobo JoMOMSO O GOSS 35393900l
RBOWGHM(305. 0L 58MfAGOL Y39es 353930l M3LIOML, HMBWGIOEG L0378 3nI30vABHIMOL
Jugne  063HgORI0LIdDBY s 93 35393HgdBY SLOMEgdL 00 Bmgdggdgdl, MmIwgdos
d99Lsdsdgds Firewall-do  dmds®moe {algdl (65b.2). 0o Ggodegds 250mygbgdwger 0gbsl
OMymO3  9OHmo  3033079BHIO0L L3939  (Boddoms,  06GIMbgEBHdo  PsBmro
3960LMmbsMmo 300030993H9M0), S1939 6o Jugerols EsboE35¢.[3]

Windows Server 2016-3o 51939 39Bbs sbogro Lodwseqds Just Enough Administration
(JEA) babgeofimqdoo. ol 5odbsgl, Mma sdobolE®mo@m®mgdl dg«9dwroso d9Jdbsb pmmgdomo
Los@MoEbgm BbsfgMgd0, 9B0MMEo 296M339Mwo BMbI30gd0m. 5699, s©IobolEMGMOO
9900l 5 bolBgdsdo, MHMIGEOE I30M¥YdINE0s 39MOLMbIW MO 3nT30vEHIOOL ZoOHMLom,
©O0QE B0sbL o6 F0594gbgdl dsl. Windows Credential Guard slig3g D03l Bosbol dmdEsebo
3601659900l Fglsdanm BosblL slgm0o L3965 M. bmem 5ETobolEBHMOMYdOL OHMIOOMNO
WBWw9gdgdo (Just in time administration) dogfimegds Microsoft Privileged Access Manager
363500090900l d9339Mmdom, HMI9doE d05Hm©909b 306 MmO LghMz9Madol SMH9bOl
dmALobMHgMdGdL. Abb30wo 0bBMLEHMIEBHOYdol IT 3gMLmbosgro sOE vy 0830505
30Ygds IP 80Ls8smmgool 30b6GHOM@oL s 49bsfiogdols 36HMdEgasl, gobliszmmMgdom
R0D0IMNM0 35093mb bAoMo 250053sbololl 306G MEGmTo s 306MH0Jom. 53bMmd0gMYIL Mo 53
360 gdols 36093690mdsls, 30835605 Mivrosoft Windows Server 2016 ol 9985009bwmdsdo
Boonm IP  doboda®rongdol dosmm3ol Lodmowagds IP Address Management (IPAM), ®mdgeros
L5TMOgOSl 0393 O9FIMEGH0ZML  MmMRBOBsEool TP LogHEol Fomm3zs s  Jugardo
0969m3Mmd0o dmfymdowmdgdol 30bxwod@gdo 306099850 ©s0g356mU.
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& Windows Firewal - 0 X
¢ « H @ Control Panel > System and Securty » Windows Firewall v ()  Search Control Pane p

P Help protect your PC with Windows Firewall

Windows Firewall can help prevent hackers or malicious software from gaining access to your PC through the

Allow an app or feature Internet or 3 network.
through Windows Firewall
© Change notification settings I v Private networks Connected
0 Tum Windows Firewall on or
olf Networks at home or work where you know and trust the people and devices on the network
Restore defaults
9 Windows Frewall state: On
Advanced settings
9 " g Incoming connections: Block all connections to apps that are not on the list
Troubleshoot my network of allowed apps
Active private networks: 9 can't touch this 1))
Notification state: Notdfy me when Windows Firewall blocks a new app
I o Guest or public networks Not connected

Networks in public places such as airports or coffee shops

Windows Frewall state: On
Incoming connections: Block all connections to apps that are not on the list
of allowed apps
_ Active public networks: None
o Notification state: Notify me when Windows Firewall blocks a new app

Secunty and Maintenance

Network and Sharing Center

6sb.2. Windows Firewall-ols g3s6xsts

Windows Sever 2016-80 256300006905 33m39L Logz@mbmgdol  «bembagarymazols
LoLB9dgdds. 39MdM, odMAbEs JaMge Hmgdwo Virtual Security Module (VSM). oo
Hyper-V o3 30639069605, H™Igedos 4960039009005 4390y 83sLgwaro bobEgda®o
9mbs3999%0. 30093 9O0 Losbergs — Trusted Platform Module (Virtual TPM), Gemdgwos
153995¢gd5L  0dengzs  39dmYygbgd o  0gbsl  sToxkzmOL LT EgdIdO  Z0MEHWSEIYO
05695690d0.
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Windows Server- ol s6®UgdMe 209m(39998L dmGol Server 2016 439wsbyg o3IE00,
MBOBOMbM o LB0dgEO™  M39M30o  LobBHYdss. dol by0FIEMMOSL M HBEOMBlgEYMAL
3EoBBMOIs, Mdgerdos Bodgbydeos sboeo s gordxmdgligdmero 3w96430900, S3Mgm39
06@ 93000900 qo6gdm,  M™mIgos  MHOWO39wymal  30OGVIMMMo  FsbJobgdol,
36MaM53900L s IMbs3g9900L ©o3E3sL.
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SECURITY TECHNOLOGIES IN OPERATING SYSTEM
WINDOWS SERVER 2016

Gabashvili Natalia, Gabashvili Tamar

Georgian Technical University
Summary

The information security and reliability issues are discussed, which is the most important
priority of our time in information technology. The information protection problem is presented
in terms of unauthorized access, damage and destruction. The combination of new and
comprehensive functions and software components offered by the Windows Server 2016
operating system, which offers customers a high level of data security.

TEXHOJIOI'A BE3OITACHOCTHU B ONEPAIIMOHHOH
CUCTEME WINDOWS SERVER 2016
T'aGamsuanm H., I'abamsuau T.

I'pysunckuit Texunveckuii Y HuBepcuTer
Pesrome

PaccmaTtpuBaroTcss BOmpochl MH(POPMAIIMOHHON 0€30MacHOCTH M HAJIEKHOCTH, 4YTO
SIBJISIETCS OJTHUM M3 BOKHEHIINX MPUOPUTETOB HAIIIETO BPEMEHH B 001acT MHPOPMAITUOHHBIX
texHosoruil. [IpencraBnena mpobiemaTrKa 3auThl THGOPMAITUH OT HECAHKITUOHUPOBAHHOTO
noctyma, yiep6a u nmoBpexaenus. [Ipemnaraercs Habop HOBBIX U YIYUIIEHHBIX QYHKIUHA U
KOMITIOHEHTOB ormepannonHoii cucrembl Windows Server 2016, koTopwlii mpesiaraet
MOJIb30BATENIO BHICOKHI YPOBEHB OOecrieueHs: 0€30MacHOCTH TaHHBIX.
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