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/- goobBobyo_1 --- BLOWFISH ----
public class blowfish {
/7 25L50gd0
class bIT _ctx {
int S[]1[1 = new int[4][256];
int P[] = new int[18];
}

// 3m©doggdo - piI Gogbzo
// 0900006569 gobomgdo

private bIf_ctx ctx;

/**
* Constructor

* key
*/

public blowfish(byte[] key) {
this.ctx = new blf _ctx();
/7 P 35b030L 0bogoswgds
System.arraycopy(ps, 0, this.ctx.P, 0, 18);
/7 S 956030l 0bogosEgds
System.arraycopy(ksO, 0, this.ctx.S[0], 0, 256);
System.arraycopy(ksl, 0, this.ctx.S[1], 0, 256);

System.arraycopy(ks2, O,
System.arraycopy(ks3, O,

/7 33L50gd0L 29bgMoMgds

int data;

int j =0, i;

for (i = 0; 1 < 18; ++i)
data = 0x00000000;

for (int k = 0; k < 4;
data = (data << 8) |

this.ctx.S[2], 0, 256);
this.ctx.S[3], 0, 256);

{
++k) {

(key[J1 & OxFF);

J++;
it (J >= key.length) j = 0;
by
this.ctx.P[i] "= data;
}
byte[] b = new byte[8];
for (i =0; i1 <18; i +=
encipher(b);
this.ctx.P[i] = b2d(b, 0);
this.ctx.P[i + 1] = b2d(b, 4);

2) {

}

for (i =0; i < 4; ++i) {
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for (J = 0; jJ <256; j +=2) {
encipher(b);
ctx.S[Lil[J]1 = b2d(b, 0);
ctx.S[i][J + 1] = b2d(b, 4);

}

}
}

/**

* function F
* X

*
*/

private int F(int x) {
int a, b, ¢, d;
d = x & OxFF;
>>= 8;
= X & OxFF;
>>= 8;
= X & OxFF;
>>= 8;
= X & OxFF;
nt y = this.ctx.S[0][a] + this.ctx.S[1][b];
y "= this.ctx.S[2][c];
y += this.ctx.S[3][d];

= X T X O X

return y;
}
/**
* LoBY3zoL sdzcms (32 doGo) 4 doGHom
* b
* P
*/
private int b2d(byte[] b, int p) {
int r = 0O;
r |= b[p + 3] & OxFF;
r <<= 8;
r |= b[p + 2] & OxFF;
r <<= 8;
r |= b[p + 1] & OxFF;
r <<= 8;
r |= b[p] & OxFF;
return r;
he
/**
* LoGYzolb ©sdzms (32 doGo) 4 Bd50GHOm
*
a
* b
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* @param p
*/
private void d2b(int a, byte[] b, int p) {
b[p]l = (byte) (a & OxFF);

a >>= 8;
b[p + 1] = (byte) (a & OxFF);
a >>= 8;
b[p + 2] = (byte) (a & OxFF);
a >>= 8;
b[p + 3] = (byte) (a & OxFF);
}
/**

* 3503900l dsbogzoL 0RO

* @param data 9dmbszgdgdo (8-ol xgMswo LogMdoo)
*/
public void encipher(byte[] data) {
int blocks = data.length >> 3;
for (int k = 0, p; k < blocks; k++) {
p =k << 3;
int XI b2d(data, p);
int Xr b2d(data, p + 4);
int tmp;
for (int 1 = 0; 1 < 16; i++) {
XI = XI ™ this.ctx.P[i];
Xr = FXX1) ™ Xrj;
tmp = XI;
X1 = Xr;
Xr = tmp;
}
tmp = XI;
Xl = Xr;
Xr = tmp;
Xr ~= this.ctx.P[16];
X1 ~= this.ctx.P[17];
d2b(Xl, data, p);
d2b(Xr, data, p + 4);

}
+
/**
* 0503900l dsbogol 2sdoxrzco

* @param data 9mbsggdgdo (8-ob xgMo©o Log™dom)
*/
public void decipher(byte[] data) {
int blocks = data.length >> 3;

for (int k = 0, p; k < blocks; k++) {
p = k << 3;
int XI = b2d(data, p);

60



Transactions. Georgian Technical University. AUTOMATED CONTROL SYSTEMS - No 1(23), 2017

int Xr = b2d(data, p + 4);
int tmp;
for (int 1 =17; 1 > 1; i--) {
XI = XI ™ this.ctx.P[i];
Xr = F(XXI) N Xr;
tmp = XI;
X1 = Xr;
Xr = tmp;
}
tmp = XI;
X1 = Xr;
Xr = tmp;
Xr ~= this.ctx.P[1];
XI ~= this.ctx.P[0];
d2b(Xl, data, p);
d2b(Xr, data, p + 4);
by
}
/**
*/
public byte[] padding(byte[] a, int p) {
int 1 = (a.length | 7) + 1;
byte[] b = new byte[l];
for (int 1 = 0; i < b.length; 1++) b[i] = (byte) p;
System.arraycopy(a, 0, b, 0, a.length);
return b;
}
}

public class Test {
public static void main(String[] args) {

/7 25b50900L 394dbs
blowfFish key = new blowFish('my password 8)'.getBytes());
/7 &HduEHOo F9EYmdobyds
String message = "'09 3560 JoMmm3gero s 3osbosdy, 390 93MM3gerol™;
/7 393Hygmdobgds
byte[] msg = key.padding(message.getBytes(), " ");
/7 ®H9guBHob mGogobogools godm@ebs
System.out.printIn("m®ogobscro: "+new String(msg));
/7 $»9dbGHolb ©sdogz®s
key.decipher(msg);
/7 ©53086mwo GHJuEHOL 4dm@Esbs
System.out.printIn("sdogmmwo: "+new String(msg));
/7 3»9dbBHob ©gdoxgMosos
key.encipher(msg);
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/7 35308600 GgbdBHob 2o0m@ebs
System.out.printIn(ysdogmmemo: "+new String(msg));

}
}

36MHMyM530L dglermegdol 999l 890ga0 Loby og3L:
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3. 51336
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DEVELOP A GEORGIAN ARTICLES ENCRYPTION AND DECRYPTION
SOFTWARE BASED ON BLOWFISH ALGORITHM

Gachechiladze Lela, Chokhonelidze George

Georgian Technical University
Summary

The paper represented a software of Georgian articles encryption / decryption in
object-oriented Java programming language. The software product used a symmetric
encryption cryptographic algorithm created by famous cryptography Bruce Schneier’s
with called BLOWFISH. This algorithm is the key variable in length with a 64-bit cipher,
however, key 448 bit resolution are available. The algorithm is distinguished by high
reliability and used in those cases, when frequent key change is required, and process of

data encryption / decryption requires high speed.

PA3PABOTKA ITPOTPAMMHOTI'O OBECITEYEHUS ITM®POBAHUA U
JEINMNOPOBAHUSA I'PY3UHCKUX TEKCTOB HA OCHOBE
AJITOPUTMA BLOWFISH

T'aueunmanse JI., Yoxonenunse I

I'pysunckuit Texuuueckuil Y HuBepcureT
Pesiome

ITpencraBmeno mporpaMMmHOe obecrieueHue urndpoBaHus/geumndpoBanus ' pysuH-
CKMX TEeKCTOB HAa OOBEKTHO-OPUEHTHPOBAaHHOM f3bIKE IIPOTpaMMHPOBaHMA Java. B
IIPOTrPaMMHOM IIPOAYKTe KCIIOJIB30BAaH KPHUITOrpadUuecKUil aJTOPUTM CHUMMETPUYHOTO
mudpoBaHUA Pa3paboTaHHBIM u3BeCTHBIM Kpuntorpagpom bprocom I[lInaitepom mop,
nosBanueM BLOWTFISH. Anroputm npencrasiser co6oit 64-6ruToBbIii 61049HBIH HIUGp C
KJIIOUOM IIepeMeHHOH IJIMHBI, OJHAKO, pacIIMpeHHe KIYa BO3MOXHA IJINHOU 10 448
O6uTOB. AJNTOPUTM OTJIIMYAETCA BBICOKOH HAZEXHOCTBIO M MCIIOJIB3yeTCS B TeX CIydYadx,
Korja He TpeOyeTcs 4acTas CMeHa KJIOYa, a caM IIpoluecc muppoBaHUA/NeunbpoBaHUSL

AJaHHBIX Tpe6yeT BBICOKOT'O 6BICTPO,ILefICTBHH.
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