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saqarTvelos teqnikuri universiteti 

reziume 

 ganixileba Tanamedrove kriptografiuli meTodebi, kerZod SemoTavazebulia Ria 

da asimetruli gasaRebebis DdaSifrvis meTodebi ganxiluli maTi dadebiTi da uaryofiTi 

mxareebi, Sedegad SemoTavazebuli Sifraciis Tanamedrove praqtikuli gadawyvetebi. Ria 

gasaRebis kriptosistemebi ZiriTadad gamoiyeneba, rogorc hibriduli sistemebi, sadac 

informaciis Sifracia/deSifraciisaTvis gamoiyeneba swrafi simetriuli algoriTmebi, 

xolo misi gasaRebis marTvisa da gadacemisaTvis gamoiyeneba SedarebiT neli asimetriuli 

algoriTmebi. rogorc vxedavT, calmxrivi funqciebi ZiriTadad warmoadgens ricxvTa 

Teoriis iseT amocanebs, romelTa amoxsnis algoriTmi arapolinomiuria. amitom 

mowinaaRmdegisaTvis SeuZlebeli xdeba Ria gasaRebidan saidumlo gasaRebis aRdgena, rac 

warmoadgens aseTi kriptosistemebis saimedoobis safuZvels. 
sakvanZo sityvebi: kriptografuli meTodebi. Ria gasaRebi. daxuruli gasaRebi. 

1. Sesavali 

xSirad gvxvdeba situaciebi, rodesac CvenTvis ara imdenad mTavaria informaciis 

konfidencialurobis dacva, ramdenadac imis codna, moaRwia Tu ara Cvenamde informaciam 

Seucvleli saxiT. marTlac, interneti Seiqmna ara informaciis dasamalad, aramed 

informaciis gasacvlelad adamianebs Soris. amitomac am SemTxvevaSi mTavaria informaciis 

mTlianobis problema, damaxinjda Tu ara informacia (uneblied Tu winaswari ganzraxviT) 

qselSi gadacemis dros da ara konfidencialobis problema. aseve SesaZlebelia situacia, 

rodesac Setyobinebas Tqveni partnioris saxeliT agzavnis sruliad sxva piri, anu xdeba 

imitacia. 

2. ZiriTadi nawili 

informaciis mTlianobisa da imitaciisagan Tavis dasacavad saWiroa gadaiWras 

informaciisa da avtorobis identifikaciisa da auTentifikaciis problema, romelic 

SeiZleba sulac ar iyos dakavSirebuli konfidencialobis problemasTan. aseve advili 

SesaZlebelia, rom Setyobineba gamogigzavnoT namdvilad Tqvenma saqmianma partniorma, 

magram meore dRes man uaryos am Setyobinebis avtoroba. arc es momenti iqneba TqvenTvis 

sasiamovno, amitom unda SegeZloT daumtkicoT Tqvens partniors, rom werili mis mier 

iyo gamogzavnili. anu Setyobinebis avtors ver unda SeeZlos uaryos Tavisi avtoroba.   
am problemis gadaWra simetriuli kriptografiis saSualebiT araefeqturia, amitom 

dRes aseTi amocanebis gadasaWrelad gamoiyeneba Ria gasaRebiani kriptografia . Ria 

gasaRebian kriptografiaSi gvaqvs ori gasaRebi, erTi saidumlo (deSifraciis gasaRebi), 

romelic cnobilia mxolod informaciuli urTierTobis erTi subieqtisaTvis da meore, 

Ria gasaRebi (daSifrvis gasaRebi), romelic cnobilia yvela danarCeni subieqtisaTvis. Ria 

gasaRebi gamoqveynebulia qselSi da nebismier subieqts SeuZlia daSifros am gasaRebiT 
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informacia. daSifruli informaciis deSifracia SesaZlebelia mxolod saidumlo 

gasaRebiT, amitom mxolod am gasaRebis mflobels SeuZlia gaSifros informacia. Ria 

gasaRebiani kriptografiis safuZvels warmoadgens e.w. calmxriv mimarTuli funqcia.  

simetriuli kriptografia iyenebs meTodebs, romlis drosac informaciis gamgzavni 

da mimRebi iyeneben erTsa da imave gasaRebs (iSviaTad sxvadasxvas, magram am SemTxvevaSi 

erTi gasaRebi iolad gamoiTvleba meoridan). 1976 wlamde es Sifraciis erTaderTi 

meTodi iyo.  
Tanamedrove simetriuli kriptografia dakavSirebulia ZiriTadad blokur 

SifrebTan, nakadur SifrebTan da maT gamoyenebasTan [1]. blokuri Sifri faqtobrivad 

polialfabeturi Sifris modifikaciaa: aiReba sawyisi teqstis garkveuli sigrZis nawili 

(bloki) da gasaRebi, Sedegad miiReba igive (iSviaTad gansxvavebuli) sigrZis 

Sifroteqsti. Sifroteqstis Semadgeneli blokebis erTmaneTTan SerwymisaTvis gamoiyeneba 

sxvadasxva meTodebi, romlebsac mTlianobaSi qmedebis reJimi ewodeba.  

monacemTa Sifraciis standarti(Data Encryption Standard – DES) da gaumjobesebuli 

Sifraciis standarti (Advanced Encryption Standard – AES) blokuri Sifrebia[2]. 

DES (da misi nairsaxeoba3DES) jerac rCeba erTerT yvelaze popularul 

algoriTmad da farTod gamoiyeneba. Tumca misi gasaRebis sigrZis arasakmarisobis gamo, 

xdeba misi Canacvleba sxva, ufro Tanamedrove algoriTmebiT.  
dRemde gamogonilia mravali blokuri Sifri, maTi umetesoba gatexilia 

warmatebuli kriptoanalizis Sedegad. nakaduri Sifri qmnis ganusazRvreli sigrZis 

gasaRebs, romelic Semdgom uerTdeba sawyis infromacias (bitobrivad an baitobrivad). 

gamomavali informacia damokidebulia Sifris Sinagan mdgomareobaze, romelic moqmedebis 

mimdinareobisas icvleba. sawyisi msgomareoba damokidebulia Sifris gasaRebze (zogierT 

nakadur SifrSi teqstzec). nakaduri Sifris magaliTia RC4.kriptografiuli heS-

funqciebi (teqstis anabeWdis funqciebi) kriptografiuli algoriTmebis mniSvnelovani 

klasia. isini iRebs sawyis mniSvnelobad teqsts da ukan abrunebs fiqsirebuli sigrZis 

heSs, romlis dakavSireba sawyis mniSvnelobasTan problemaa.  
aseT funqciebs calmxriv funqciebsac eZaxian. saukeTeso algoriTmebisaTvis 

koliziebi (ori teqsti, romelTa heSi erTi da igivea) rTuli mosaZebni unda iyos da 

amis albaToba minimumamde unda iyos dayvanili. Setyobinebis auTentifikaciis kodebi heS-

funqciebis msgavsia, im gansxvavebiT, rom heS-mniSvnelobis Sesamowmeblad gamoiyeneba 

saidumlo gasaRebi.  
qselSi yovel sxvadasxva wyvils uwevs iqonios calke gasaRebi, rac wyvilTa 

raodenobis gazrdisas gasaRebebis raodenobis kvadratuli proporciiT gazrdas iwvevs. 

or mokavSire mxares Soris gasaRebis gacvla, maSin, roca jer ar arsebobs daculi 

sakomunikacio arxi, `kvercxis da qaTmis” problemas emsgavseba (gasaRebis gacvla unda 

moxdes farulad, farulad gacvla iTxovs daSifrvas, daSifrva Tavis mxriv Txoulobs 

gasaRebis gacvlas da a. S.)  

1976 wels uitfild difim da martin helmanma warmoadgines asimetriuli 

kriptografia – kardinalurad gansxvavebuli koncefcia, romelSic gamoiyeneba ori 
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sxvadasxva, magram maTematikurad erTmaneTTan dakavSirebuli gasaRebi – Ria da faruli 

gasaRebebi. amave dros faruli gasaRebis miReba Ria gasaRebidan moiTxovs kolosalur 

gamoTvliT resursebs.  
asimetriul kriptografiaSi Ria gasaRebi SeiZleba yvelasTvis cnobili iyos, amave 

dros faruli gasaRebi saidumlod unda darCes. tipur SemTxvevaSi faruli gasaRebi 

gamoiyeneba Sifraciis dros, xolo Ria gasaRebi deSifraciis dros. difim da helmanma 

aseve warmoadgines difi-helmanis gasaRebis gacvlis protokoli.  

1978 wels kriptografebis jgufma ronald rivestis, adi Samiris da len 

edlmanis SemadgenlobiT Seqmnes meore asimetriuli kriptosistemaRSA [5]. difi-helmanis 

da RSA algoriTmebi dRes farTod aris gavrcelebuli. arsebobs aseve ramdenime sxva 

kriptosistema, romelic Ria gasaRebis koncefcias iyenebs. 
Sifraciis garda asimetriuli kriptografia gamoiyeneba cifruli xelmo-

werebisaTvisac. cifruli xelmowera Cveulebriv xelmoweras imiT waagavs, rom misi 

mflobelisaTvis misi Seqmna da gankargva martivia, xolo ucxo pirisaTvis misi 

dublireba – SeuZlebeli.  
cifruli xelmowerebi gamoiyeneba or algoriTmSi:  

1) xelmowera, sadac faruli gasaRebi gamoiyeneba teqstis an teqstis heSis 

SifraciisaTvis;  
2) Semowmeba, sadac Ria gasaRebis meSveobiT xdeba deSifracia, mowmdeba teqstis heSi 

da amdenad teqstis mTlianoba da xelmoweris namdviloba.  

RSA da DSA warmoadgns cifruli xelmoweris yvelaze gavrcelebul algoriTmebs 

da farTod gamoiyeneba iseT protokolebSi, rogorebicaa SSL/TSL, VPN da sxva. 
 

3. daskvna 

gasaRebis marTvisa da gadacemisaTvis  gamoiyenebaRia gasaRebis kriptosistemebi, 

romelic dafuZnebulia „Zneli“ problemebis gamoTvliT sirTuleze. magaliTadRSA 

emyareba ricxvis faqtorizaciis problemas (anu didi ricxvis daSlas martiv 

mamravlebad), xolo difi-helmanis algoriTmi efuZneba diskretuli logariTmebis 

problemas. aseTi sistemebis umetesobaSi intensiurad gamoiyeneba moduliT gamravleba da 

axarisxeba, Sesabamisad gacilebiT meti gamoTvliTi simZlavrea saWiro, vidre simetriul 

sistemebSi, rac Sesabamisad kidev urfo arTulebs daSifruli informaciis deSifracias 

da zrdis SerCeuli meTodis sandoobas. 
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MODERN CRYPTOGRAPHIC METHODS 

Jamurashvili Kakhaber, Samkharadze Roman 

Georgian Technical University 
Summary  

Modern cryptographic methods are discussed in the present article. In particular, methods 
of public and asymmetric key encryption are discussed as well as their advantages and 
disadvantages. As a result, modern, practical encrypting solutions are given. Public key 
cryptosystems are mainly used as hybrid systems, in which fast symmetric algorithms are used for 
encrypting/decrypting of information, while for the reason of managing and transmitting its key – 
relatively slow, asymmetric algorithms are used. As we can see, the one-way functions mainly 
represent such problems of number theory of which solution algorithm is non-polynomial. 
Therefore, it is impossible for the opponent to recover secret key using the public one wich is the 
basis for reliability of such cryptosystems. 

 
СОВРЕМЕННЫЕ КРИПТОГРАФИЧЕСКИЕ МЕТОДЫ 

Жамурашвили К., Самхарадзе Р.  
Грузинский Технический Университет 

Резюме 

Криптосистемы открытых ключей в основном используются в качестве гибридных 
систем, где для шифрования / дешифрования информации используются быстрые 
симметричные алгоритмы, а для управления и передачи ключей используются 
относительно медленные асимметричные алгоритмы. Как видно, односторонние функции в 
основном представляют такие задачи теории чисел, алгоритм решения которых 
неполиномный. Поэтому невозможно восстановить секретный ключ из открытого ключа, 
что является основой для обеспечения надежности таких криптосистем. 
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