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HARDWARE SECURITY CLASSIFICATION LEVEL INDICATOR
RAISING IN MEDICAL ENGINEERING

Petriashvili Lily, Gogilidze Natia

Georgian Technical University

Summary
Medical devices play a vital role in the delivery of high quality healthcare. Although recent

technological vancements have led to much more reliable and safer medical devices, potential
risks of failure and the associated adverse incidents cannot be neglected. Medical device (MD)
recalls by manufacturers contribute to the safe function of the devices, in order to avoid incidents
that could lead to injuries and deaths. The results reveal that almost half of the medical devices
being recalled make use of software for their operation, dicating the growing role of the software
in the domain of medical equipment. Furthermore, four out of every ten medical devices
incorporating software have failed due to a problem in the software itself, while compared to the
total FDA MD recalls this reaches 18.3% of software failures during this period.The present recalls
analysis has demonstrated significant increase of MD software failures during the last decade,

compared to previous studies.

TIOBHIINTEHME YPOBHA BE3OITACHOCTY MHAVKATOPA KJIIACCUOVKAITNIY, B
MEIVLVMHCKUX AIIITAPATHBIX OBOPYJOBAHUN
ITerpuamswunm JI., l'orunugze H.

I'pysunckuit Texuumueckuit YHUBEpCUTET
Pestome

MepuiuHcKue yCTpOMCTBA HIPalOT BAXKHYK POTb B [JOCTaBKE BHICOKOKAYECTBEHHOIO
3opaBooxpaHeHusA. XOTd HeJaBHAA TexHosormdeckas OO6paboTka ImpuBena K HaMHOTO Ooiee
HAZEKHBIM ¥ Ooylee 0Ge30MacHBIM MEIHUIMHCKMM YCTPOMCTBAM, IOTEHIIMATbHBIMU PHCKAMU
Hey,z(aqn n CBA3aHHBIX HE6JIHFOHPI/IHTHI)IX HHIIUIEHTOB HeJIb34d HpeHe6peqL. OTSI)IBI)I
MeAuIUHCKOTO ycrpoiictBa (MD) wmsroroBuTensiMH CIOCOGCTBYIOT Ge30macHO¥ —(QYyHKIUH
yCTpOMCTB, 4TOOBI M30€XaTh MHIMAEHTOB, KOTOPble MOT/IM IIPUBECTH K PaHAM U CMEpPTEIbHBIM
crydasgM. Pe3ysbTaThl ITOKasbIBAalOT, YTO IIOYTH IIOJIOBUHA MEAMLMHCKHUX YCTPOMCTB, KOTOpbIE
BCIIOMHHAIOT, MCIIOJNB3yeT IIPOTPaMMHOe ofecliedeHue [ HX AeUCTBUSA, pacTywias poJb
IIPOTPaMMHOTO obeciedyeHusA B 06JIACTH MeJULIUHCKOro obopyzmoBaHuia. Kpome Toro, yersipe us
K2KIBIX [JeCATH IIPOTPAMMHBIX OOeCIedYeHMI CIUSHUS MEIUIMHCKHAX YCTPOMCTB IIOTEpIIENH
HeyZady u3-3a Ipo6jIeMsl B caMOM ITPOIPaAMMHOM OOeCIIeYeHHH, B TO BpeMs KaK IO CPaBHEHHIO C
nonHoit FDA MD Bcnomunaet, 4To 510 mocruraer 18.3% Heyzay mporpaMMHOTO obecriedeHusA BO
BpeMs 5Toro mepuoza. CyliecTByIOWIMii aHAIH3 OT3BIBOB IIPOJEMOHCTPUPOBAI 3HAUUTETBHOE
yBeJIHYeHNe HeyZAad IporpaMMHOro obecrnedenus MD B TeueHMe NpOIIIOTO [ECATHUIETHS, IO

CPaBHEHHUIO C IPEABIAYITMMHA NCCI€LOBAHMAMMU.
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