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monacemTa blokis daSifvris 

arastandartuli simetriuli kriptoalgoriTmi 

vasil kuciava, ana kuciava, giorgi gogolaZe 

saqarTvelos teqnikuri universiteti     

reziume 

 ganxilulia  monacemTa blokis daSifvris arastandartuli simetriuli kriptogra-

fiuli algoriTmi, romelSic gamoiyeneba damSifravi saidumlo gasaRebis mniSvnelobis 

miRebisa da daSifvris proceduris ganmaxorcielebeli originaluri meTodi. SemTxveviTi 

mniSvnelobebis mqone saidumlo gasaRebi, romelic Sedgeba mimdevrobiT dawerili didi 

raodenobis aTobiTi cifrebisgan, formirdeba kanonieri momxmareblebis mier programulad 

algoriTmSi moyvanili garkveuli procedurebis Sesrulebis Sedegad da misi mniSvneloba 

ucnobia momsaxure personalisaTvis. algoriTmiT SesaZlebelia aTobiTi sistemiT war-

modgenili ASCII an EBCDIC kodis nebismieri raodenobis simboloebisagan Sedgenili Ria 

teqstis daSifvra. korporaciuli qselis kavSiris xazSi ar gadaicema daSifvris pro-

cedurebSi monawile arc  erTi parametriს namdvili mniSvneloba.  warmodgenili algoriT-

mi gamoirCeva kriptomedegobiT da maRali swrafqmedebiT.   

sakvanZo sityvebi: simetriuli algoriTmi. eileris funqciis mniSvneloba. saidumlo 

gasaRebi. kriptomedegoba. swrafqmedeba. 

 

1. Sesavali 

 korporaciul qselebSi CarTul kanonier momxmareblebs Soris gadacemuli infor-

maciis konfidencialobis uzrunvelsayofad gamoiyeneba rogorc simetriuli (magaliTad: 

DES, IDEA,  RC2, RC5, MD4, MD5  da sxv.),MMise asimetriuli (RSA kriptosistema, el-

gamalis daSifvris sqema da sxv.) sistemebi. amasTan, simetriul sistemebSi saidumlo 

gasaRebis formireba SesaZlebelia ganxorcieldes difi-helmanis algoriTmiT. A 

aqve unda aRiniSnos, rom:  

DES, IDEA da maTi msgavsi algoriTmebis `gatexva” SesaZlebelia damSifravi gasaRebis 

yvela mniSvnelobis srulad gadarCevis gziT. cxadia, rom rac ufro didia gasaRebis 

sigrZe, miT ufro Znelia yvela SesaZlebeli variantis gadarCeva. Tanamedrove etapze 

bazarze gamoCnda FPGA  da  ASIC mikrosqemebi, romlebsac SeuZliaT gasaRebis mniSvnelo-

bebis gadarCeva wamSi, Sesabamisad, 30 da 200 milioni variantis siCqariT. amasTan am 

mikrosqemebis Rirebuleba Seadgens ramdenime aTeul dolars. didi biujetis (10 milion 

dolaramde) mqone korporaciebs SeuZliaT DES algoriTmis, romlis gasaRebis yvela 
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mniSvnelobaTa raodenoba 256–is tolia, “gatexva” FPGA  da  ASIC mikrosqemebis gamo-

yenebiT 13 saaTSi, xolo super egm-is saSualebiT ki 6 wuTSi [1]. amis gamo DES 

standartis magivrad gamoiyeneba AES standarti, romlis saidumlo gasaRebis sigrZea 

128, 192 an 256 biti, xolo dasaSifri blokis ki 128 biti. 

 RSA kriptosistemis kriptomedegobis uzrunvelsayofad aucilebelia erTmaneTisgan 

sagrZnoblad gansxvavebuli da erTi da imave sigrZis (aranakleb 512 biti) ori martivi 

ricxvis gamoyeneba. aseTi didi ricxvebis SemTxvevaSi sagrZnoblad rTuldeba daSifvrisa 

da gaSifvris procedurebi.   

 difi-helmanis algoriTmis susti adgilia “ man-the-meddle” tipis Seteva. Tu 

mowinaaRmdeges SeuZlia ganaxorcielos aqtiuri Seteva, e.i. aqvs saSualeba ara marto 

daiWiros Setyobineba, aramed Secvalos kidec sxva SetyobinebiT, mas SeuZlia miitacos 

qselSi CarTuli ori momxmareblis Ria gasaRebebi, Seqmnas Ria da daxuruli  gasaRebebis 

sakuTari wyvili da gaugzavnos TiToeul monawiles Tavisi Ria gasaRebi. amis Semdeg 

yoveli monawile gamoTvlis gasaRebs, romelic saerTo iqneba mowinaaRmdegesTan da ara 

sxva monawilesTan. gamoTvliTi teqnologiebis ganviTarebam uaxloes momavalSi SeiZleba 

miaRwios iseT dones, rom SesaZlebeli gaxdes AES standartis gatexvac.  

 zemoaRniSnulidan gamomdinare mizanSewonilad CavTvaleT korporaciul qselebSi 

gadacemuli informaciis konfidencialobis SesanarCuneblad iseTi simetriuli algo-

riTmis SemuSaveba, romelic muSaobs gacilebiT didi gasaRebiT, ar saWiroebs kavSiris 

xazSi daSifvrisa da gaSifvris procedurebSi uSualod monawile arc erTi parametris 

mniSvnelobis gadacemas  da amasTan gamoirCeva maRali kriptomedegobiT.  

   

2.  ZiriTadi nawili  

2.1. damSifravi saidumlo gasaRebis dasaformirebeli algoriTmi 

korporaciuli qselis ori momxmareblidan (pirobiTad  A da B), Tu A warmoadgens 

informaciis gadamcems, xolo B ki mimRebs, maSin B agzavnis A –sTan ori didi P0 da Q0 

martivi ricxvebis namravls N0=P0⋅Q0. OamasTan, P0 da Q0 martivi ricxvebis SemTxveviTi 

arCeva xdeba martivi ricxvebis bazidan (momsaxure personalma ar icis arCeuli ricxvebis 

mniSvnelobebi).  

A momxmarebeli N0  ricxvidan aRadgens P0 da Q0 ricxvebs (P0 ≥Q0). am ricxvebis 

mniSvnelobebis codna uzrunvelyofs A da B momxmareblebis paralelur muSaobas erTi 

da imave algoriTmiT saidumlo gasaRebis misaRebad. kerZod: 

1.  gamoiTvleba eileris funqciis mniSvneloba  φ�(N�) = (P� − 1) ⋅ (Q� − 1);  
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2. ganisazRvreba P0  da Q0 ricxvebis erTeulovan TanrigSi ganTavsebuli a da � 

cifrebisagan Sedgenili (�, �) wyvili. cxadia, rom � ∊ {1,3,7,9} da � ∊ {1,3,7,9}; 

3. gamoiTvleba: K = ��(��)���10     da T =  ��(��)���15   mniSvnelobebi, sadac K da 

T arauaryofiTi mTeli ricxvebia.  

 pirvel cxrilSi ganTavsebuli martivi ricxvebis daboloebebis Teqvsmeti varianti-

sgan {1,1; 1,3; 1,7; 1,9;  3,1; 3,3; 3,7; 3,9;  7,1; 7,3; 7,7; 7,9;  9,1; 9,3; 9,7; 9,9} Sedgenili xuTi 

gansxvavebuli qvejgufidan (qvejgufebis raodenoba 16!–is tolia) SeirCeva erT-erTi 

qvejgufi  me-3 punqtSi gamoTvlili ��(��)���10    Sedegis mixedviT. radgan eileris 

funqciis mniSvneloba luwi ricxvia, amitom K-s  gamoTvlisas  miiReba 0,2,4,6 da 8 

ricxvebidan erT-erTi, xolo T miiRebs erT-erT mniSvnelobas [0;14] Sualedidan. K da T 

ricxvebiT xdeba matricaSi svetisa da striqonis  nomrebis gansazRvra. striqonis 

SerCevisas (�, �) wyvilis  Sesabamisi kombinacia droebiT gadadis qvejgufis bolo me-15 

striqonSi gameorebis gamosaricxad. svetisa da striqonis gadakveTaze ganTavsebuli 

wyvili warmoadgens martivi ricxvebis daboloebebis axal (c,d) wyvils. 

cxr.1  

 � = 0 � = 2 � = � � = � � = � 

� = 0 3,1 1,3 9,9 9,1 1,7 

� = 1 7,9 3,7 1,1 1,3 9,9 

� = 2 1,7 1,9 7,3 3,7 7,7 

� = 3 9,3 3,9 3,9 1,9 3,3 

� = 4 7,1 7,3 7,7 9,7 3,1 

� = 5 3,7 9,3 3,1 7,9 7,3 

� = 6 1,9 1,1 7,9 7,1 9,3 

� = 7 9,7 1,7 1,7 3,9 1,1 

� = 8 1,3 9,9 9,3 7,3 7,9 

� = 9 9,1 7,7 7,1 9,3 1,9 

� = 10 3,3 3,3 3,7 1,1 3,9 

� = 11 9,9 3,1 1,9 1,7 9,1 

� = 12 1,1 9,7 9,7 9,9 1,3 

� = 13 7,3 9,1 1,3 7,7 3,7 

� = 14 3,9 7,9 9,1 3,3 7,1 

15 7,7 7,1 3,3 3,1 9,7 
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vTqvaT:  N� = 2881; P� = 67;  Q� = 43; (a, b) → (7,3);   

φ�(N�) = (P� − 1) ⋅ (Q� − 1) = 66 ⋅ 42 = 2772; 

K = φ�(N�)mod10 = 2772(mod 10) ≡ 2;      T = φ�(N�)mod15 = 2772(mod 15) ≡ 12. 

e.i.  SeirCeva me-2 qvejgufis da me-12 striqonSi (me-13  striqoni xdeba  me-12 striqoni, 

radgan meoTxe striqoni gadadis boloSi) ganTavsebuli (c,d) wyvili, romelic aris (9,1). 

5. ganisazRvreba axali martivi  P� da Q� ricxvebi Semdegi TanafardobebiT: 

 P� = P� + c− a + 10α da  Q� = Q� + d − b + 10α, sadac α∊N da icvleba erTidan zemoT 

manam, sanam TiToeuli ricxvi ar gaxdeba martivi. ganxiluli magaliTis SemTxvevaSi:   P� =

P� + c− a + 10α = 67 + 9 − 7 + 10α = 69 + 10α, roca α = 1, maSin P� = 79 da es ricxvi 

martivia; Q� = Q� + d − b + 10α = 43 + 1 − 3 + 10α = 41 + 10α, roca α = 2, maSin Q� = 61 

da es ricxvi martivia.  

6. gamoiTvleba N� =  P� ⋅ Q�   da    φ�(N�) = ( P� − 1) ⋅ (Q� − 1). 

am eqvsi punqtis Sesrulebis Sedegad miiReba N1, φ�(N�),  P1, Q1, K1  da T1     mniSvnelobebi.  

 zemoT aRwerili procedurebis kidev orjer gameorebiT (wina ciklSi gamoTvlili 

P  da Q warmoadgenen Semdegi ciklis sawyiss monacemebs) miiReba N2, N3, φ�(N�), φ�(N�), 

P2, P3, Q2  da  Q3 mniSvnelobebi. N, �(N), P da  Q Sedegebis mixedviT gamoiTvleba erTsaxela 

parametrebisaTvis rogorc or-ori, ise samive wevris namravlebi da jamebi. miRebuli 

Sedegebis mixedviT Seivseba me-2 cxrili da TiToeuls mieniWeba aTobiTi nomeri.  

cxr.2 

# � # �(�) # � # � 

1 �� 12 �� 23 �� 34 �� 

2 �� 13 �� 24 �� 35 �� 

3 �� 14 �� 25 �� 36 �� 

4 �� ∙ �� 15 �� ∙ �� 26 �� ∙ �� 37 �� ∙ �� 

5 �� ∙ �� 16 �� ∙ �� 27 �� ∙ �� 38 �� ∙ �� 

6 �� ∙ �� 17 �� ∙ �� 28 �� ∙ �� 39 �� ∙ �� 

7 �� + �� 18 �� + �� 29 �� + �� 40 �� + �� 

8 �� + �� 19 �� + �� 30 �� + �� 41 �� + �� 

9 �� + �� 20 �� + �� 31 �� + �� 42 �� + �� 

10 �� ∙ �� ∙ �� 21 �� ∙ �� ∙ �� 32 �� ∙ �� ∙ �� 43 �� ∙ �� ∙ �� 

11 �� + �� + �� 22 �� + �� + �� 33 �� + �� + �� 44 �� + �� + �� 

am ukanasknelSi ganTavsebuli 44 Sedegidan xdeba damSifravi saidumlo gasaRebis 

SemadgenlobaSi monawile monacemebis arCeva me-3 cxrilis da K-s mniSvnelobis mixedviT. 
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cxrilis TiToeul striqonSi ganTavsebulia 9 monacemi (erTi Sedegi monawileobs 

orjer). maTi gamomsaxveli nomrebis SemTxveviTi ganawilebiT damSifravi saidumlo 

gasaRebi Seicavs 27 monacems,Ee.i. sam striqons. Ppirveli striqoni airCeva K1 -is, meore 

K2 -is, xolo mesame K3 -is mniSvnelobis mixedviT (K mniSvnelobidan gamomdinare 

SesaZlebelia moxdes striqonebis gameoreba). Aam 45 monacemSi Semavali aTobiTi cifrebi 

ganTavsdeba erTmaneTis gverdiT marcxnidan marjvniv. cxadia, rom am cifrebis raodenoba 

damokidebulia sawyisi martivi ricxvebis Tanrigebisa da gamoTvlebis Sedegad miRebuli 

Sedegebis Tanrigebis raodenobaze. 

cxr.3 

K gasaRebis  mimdevrobis SemadgenlobaSi monawile monacebi 

K=0 16 21 33 1 11 37 41 7 25 

K=2 27 42 2 19 23 31 36 8 12 

K=4 13 26 32 3 17 22 43 6 38 

K=6 34 4 18 24 39 9 44 15 29 

K=8 20 10 28 40 5 30 25 14 35 

2.2. daSifvris procedura 

 dasaSifri Ria teqstis monacemebi warmoadgens ASCII an EBCDIC kodSi Semaval 

simboloebs, asaxuls aTobiTi sistemis Sesabamisi nomrebiT. qvemoT  naCvenebia ASCII 

kodis cxrili.  

                                                     cxr.4  

D
e
c
im
a
l 

V
a
lu
e
 

D
e
c
im
a
l 

V
a
lu
e
 

D
e
c
im
a
l 

V
a
lu
e
 

D
e
c
im
a
l 

V
a
lu
e
 

D
e
c
im
a
l 

V
a
lu
e
 

D
e
c
im
a
l 

V
a
lu
e
 

D
e
c
im
a
l 

V
a
lu
e
 

D
e
c
im
a
l 

V
a
lu
e
 

 000  NUL  016  DLE  032  SP  048  0  064  @  080  P  096  `  112  p 

 001  SOH  017  DC1  033  !  049  1  065  A  081  Q  097  a  113  q 

 002  STX  018  DC2  034  "  050  2  066  B  082  R  098  b  114  r 

 003  ETX  019  DC3  035  #  051  3  067  C  083  S  099  c  115  s 

 004  EOT  020  DC4  036  $  052  4  068  D  084  T  100  d  116  t 

 005  ENQ  021  NAK  037  %  053  5  069  E  085  U  101  e  117  u 

 006  ACK  022  SYN  038  &  054  6  070  F  086  V  102  f  118  v 

 007  BEL  023  ETB  039  '  055  7  071  G  087  W  103  g  119  w 

 008  BS  024  CAN  040  (  056  8  072  H  088  X  104  h  120  x 

 009  HT  025  EM  041  )  057  9  073  I  089  Y  105  i  121  y 

 010  LF  026  SUB  042  *  058  :  074  J  090  Z  106  j  122  z 

 011  VT  027  ESC  043  +  059  ;  075  K  091  [  107  k  123  { 

 012  FF  028  FS  044  ,  060  <  076  L  092  \  108  l  124  | 

 013  CR  029  GS  045  -  061  =  077  M  093  ]  109  m  125  } 

 014  SO  030  RS  046  .  062  >  078  N  094  ^  110  n  126  ~ 

 015  SI  031  US  047  /  063  ?  079  O  095  _  111  o  127  DEL 
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 TiToeuli simbolo gamosaxulia samTanriga aTobiTi ricxviT (magaliTad, 5-053, W-

087, w-119, %-037 da a.S.). Ria teqstis daSifvrisas masSi Semavali simboloebis 

Sesabamisi AaTobiTi cifrebis mimdevrobis qveS ganTavsdeba formirebuli saidumlo 

gasaRebis cifrebis mimdevroba da Sesruldeba marcxnidan marjvniv sam-sami cifriT 

gamosaxuli jgufebis Sekreba moduliT 128 (ASCII kodisTvis) an moduliT 256 (EBCDIC 

kodisTvis).  

Tu saidumlo gasaRebis cifrebis raodenoba araa samis jeradi ricxvi, maSin bolo 

jgufi gauqmdeba. ganvixiloT magaliTi. vTqvaT, dasaSifri teqstia ASCII kodiT 

warmodgenili CENTRAL, saidumlo gasaRebis mimdevrobaa 923241305441003123846 da 

modulis mniSvneloba 128.  

 

C E N T R A L  

067 069 078 084 082 065 076 Ria teqsti 

+        

923 241 305 441 003 123 846 saidumlo gasaRebi 

990 310 383 525 085 188 922 jami 

094 054 127 013 085 060 026 Sifrteqsti 

^ 6 ۵ (cr) U < (eof) simbolo ASCII kodiT 

        

rodesac Ria teqstSi Semavali aTobiTi cifrebis raodenoba aRemateba saidumlo 

gasaRebSi Semavali cifrebis raodenobas, maSin xdeba gasaRebis Tanmimdevrobis gameoreba. 

daSifvris Sedegad miRebuli Sifrteqsti aTobiTi cifrebis mimdevrobis saxiT gadaicema 

mimRebisaken (ganxiluli magaliTis SemTxvevaSi gadaicema 094054127013085060026).    

 

2.3. gaSifvris procedura 

 

 gadamcemidan gadmocemuli Sifrteqstis miRebis Semdeg mimRebi am mimdevrobis qveS 

ganaTavsebs saidumlo gasaRebis mimdevrobas, dayofs am mimdevrobebs marcxnidan marjvniv 

samcifrian jgufebad da Seasrulebs gamoklebas imave moduliT (Sifrteqsts akldeba 

gasaRebi). G 

gamoklebis Sedegad  uaryofiTi ricxvis miRebisas xdeba modulis mniSvnelobis 

mimateba. magaliTad, 094054127013085060026 Sifrteqstis miRebisas xdeba: 
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094 054 127 013 085 060 026 Sifrteqsti 

-        

923 241 305 441 003 123 846 saidumlo gasaRebi 

-829 -187 -178 -428 082 -063 -820 sxvaoba 

-061 -059 -050 -044 082 -063 -052 mod(128) 

067 069 078 084 082 065 076 Ria teqsti 

C E N T R A L  

   

rodesac SifrteqstSi Semavali aTobiTi cifrebis raodenoba aRemateba saidumlo 

gasaRebSi Semavali cifrebis raodenobas, maSin xdeba gasaRebis Tanmimdevrobis gameoreba. 

 1-eli da me-3 cxrilebi algoriTmis saidumlo gasaRebebia da maTi Semadgenloba 

cnobili unda iyos mxolod korporaciul qselSi CarTuli kanonieri momxmareblebi-

saTvis. algoriTmis kriptomedegobis gasazrdelad mizanSewonilia am cxrilebis 

Semadgenlobis cvlileba drois garkveuli periodis gasvlis Semdeg. 

 

3. daskvna  

 Cvens mier SemuSavebul algoriTms aqvs Semdegi Rirsebebi: algoriTmis pro-

cedurebSi monawile nebismieri parametris mniSvneloba ucnobia momsaxure personali-

saTvis; korporaciuli qselis arakanonier momxmarebels SeuZlia algoriTmis sawyisi 

monacemis (ori didi martivi ricxvis namravlis) mopoveba, magram am monacemiT igi ver 

SeZlebs gaSifvris saidumlo gasaRebis gamocnobas; damSifravi gasaRebi warmoadgens  

programulad gamoTvlil SemTxveviT arCeul 27 monacemis mimdevrobiT gaerTianebas da igi 

Seicavs winaswar gaurkveveli raodenobis aTobiTi cifrebis mimdevrobas (cifrebis 

raodenoba damokidebulia gamoTvlili  44 monacemidan  TiToeulis Tanrigebis raodeno-

baze); am algoriTmiT SesaZlebelia monacemTa ufro didi sigrZis blokebis daSifvra, 

vidre arsebuli simetriuli kriptoalgoriTmebiT (AES standartis gamoyenebisas erT 

ciklSi iSifreba 16 simbolo, xolo am algoriTmiT 30 simboloze meti). 
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NONSTANDARD BLOCK-STRUCTURED SYMMETRICAL  

CRYPTO ALGORITHM 

Vasil Kusiava, Ana Kutsiava, Giorge Gogoladze 

Georgian Technical University 

Summary 

          The paper describes nonstandard block-structured symmetrical crypto algorithm for data 

encoding, where original method of generating and encoding procedure for the value of the secret 

key is used. The secret key with the random value is the multiplicity of serial decimal digits.  This 

key is formed as a result of performing certain procedures entailed in the algorithm by the legal 

subscribers of the corporate network and its value is not known by service personnel. This 

algorithm enables to encode open text composed from any number of symbols presented by 

decimal system of ASCII or EBCDIC code. None of the real values of the parameters used in 

encoding procedures are transmitted through connection line of the corporate network. Presented 

algorithms is characterized by high crypto durability and speed.  

НЕСТАНДАРТНЫЙ БЛОЧНЫЙ  СИМЕТРИЧНЫЙ КРИРТОАЛГОРИТМ ДЛЯ 

ШИФРОВАНИЯ ДАННЫХ 

Куциава В.А., Куциава А.В., Гоголадзе Г.Н.  

Грузинский Технический Университет 

Резюме  

             Рассмотрен  нестандартный блочный  симетричный криптографический алгоритм,  в 

котором для  получения  значения секретного ключа и для осуществления процедур  

шифрования используется оригинальный метод. Секретный  ключ со случайным значением 

представляет собой множество десятичных цифр, прописанных последовательно. Этот ключ 

формируется законными абонентами корпоративной сети программно, после выполнения 

определенных процедур, приведенных в алгоритме, и его значение неизвестно 

обслуживающему персоналу. При помощи алгоритма возможно шифрование открытого 

текста, состоящего из произвольного множества символов кода  ASCII или  EBCDIC, 

представленных в десятичной системе. Действительные значения ни одного параметра, 

применяемого в процедурах шифрования не передаются по линиям связи корпоративной 

сети. Предложенный алгоритм характеризуется высокой криптостойкостью и быстрым 

действием 


