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1024 bitis Semcveli blokis daSifvris

simetriuli kriptoalgoriTmi

vasil kuciava, paata joxaZe, giorgi gogolaZe

saqarTvelos teqnikuri universiteti

reziume

ganxilulia monacemTa blokis daSifvris kriptografiuli algoriTmi, romelSic

gamoiyeneba bitebis gabnevisa da Serevis originaluri meTodi. algoriTmi simetriulia da

iZleva 1024 bitis Semcvel monacemTa blokis daSifvris saSualebas SemTxveviTi xasiaTis

mqoneA64 raodenobis Teqvsmetbitiani gasaRebebis gamoyenebiT. pirveli saidumlo gasaRebi

Z1, romlis mniSvneloba ucnobia momsaxure personalisaTvis, formirdeba algoriTmSi

moyvanili garkveuli procedurebis Sesrulebis Sedegad, xolo Semdegi gasaRebebis

Semadgenlobebi ganisazRvreba Zi+1=DiZi ( ∈ , = 1 … 64) gamosaxulebiT, sadac Di Ria

teqstis 16 bitiani sityvaa. Semdeg xdeba ori baitis Semcveli Di informaciis SecvlaA

Zi+1 gamosaxulebiT da am ukanasknelis SemadgenlobaSi Semavali bitebis gabneva algoriTmis

mixedviT. Yyoveli Semdegi 1024 bitis Semcveli monacemTa blokis daSifvrisas pirvel

saidumlo gasaRebs warmoadgens wina ciklis Z65 gasaRebi. korporaciuli qselis kavSiris

xazSi ar gadaicema daSifvris procedurebSi monawile arcerTi parametriს namdvili

mniSvneloba. es algoriTmi gamoirCeva kriptomedegobiT da maRali swrafqmedebiT.

sakvanZo sityvebi: Sedgenili Sifri. simetriuli algoriTmi. eileris funqcia.

Wadrakis dafa. saidumlo gasaRebi. kriptomedegoba. swrafqmedeba.

1. Sesavali

Sedgenili Sifrebi, romlebic miiReba dasaSifr Ria teqstSi Semavali simboloebis

Sesabamisi bitebis gabnevisa da Serevis principebis erToblivi gamoyenebiT, Ria da

daSifruli teqstebis statistikuri Tvisebebis urTierTkavSirebis aRdenas arTulebs im

donemde, rom praqtikulad SeuZlebeli xdeba damSifravi saidumlo gasaRebis

mniSvnelobis dadgena misi calkeuli nawilebis codnis SemTxvevaSic ki.

Sedgenili Sifrebi gamoiyeneba iseT kriptoalgoriTmebSi, rogoricaa: DES, IDEA,
RC2, RC5, SAST, AES da sxva blokuri algoriTmebi. am algoriTmebis `gatexva”

SesaZlebelia damSifravi gasaRebis yvela mniSvnelobis srulad gadarCevis gziT. cxadia,

rom, rac ufro didia gasaRebis sigrZe, miT ufro Znelia yvela SesaZlebeli variantis

gadarCeva. Tanamedrove etapze bazarze gamoCnda FPGA da ASIC mikrosqemebi, romlebsac

SeuZlia gasaRebis mniSvnelobebis gadarCeva, Sesabamisad 30 da 200 milioni varianti/

wamSisiCqariT. amasTan am mikrosqemebis Rirebuleba Seadgens ramdenime aTeul dolars.

didi biujetis (10 milion dolaramde) mqone korporaciebs SeuZliaT DES algoriTmis,

romlis gasaRebis yvela mniSvnelobaTa raodenoba 256–is tolia, `gatexva” FPGA da

ASIC mikrosqemebis gamoyenebiT 13 saaTSi, xolo super kompiuterebis saSualebiT ki 6

wuTSi [1]. amis gamo DES standartis nacvlad gamoiyeneba AES standarti, romlis

saidumlo gasaRebis sigrZea 128, 192 an 256 biti, xolo dasaSifri blokis ki 128 biti.

zemoaRniSnulidan gamomdinare mizanSewonilad CavTvaleT korporaciul qselebSi

gadacemuli informaciis konfidencialobis SesanarCuneblad iseTi simetriuli

algoriTmis SemuSaveba, romelic muSaobs gacilebiT didi gasaRebiT da amasTan gamoirCeva

maRali kriptomedegobiT.
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2.  ZiriTadi nawili

SemuSavebuli simetriuli kriptoalgoriTmiT xdeba 1024 bitis Semcveli monacemTa

blokis daSifvra. dasaSifri informacia iyofa 64 jgufad (64*16=1024), TiToeuli 16

bitiani (or baitiani) jgufi ikribeba oris moduliT damSifrav 16 bitian gasaRebTan da

miRebuli 16 biti nawildeba 8x8 ganzomilebis mqone 16 identur matricaSi (TiTo biti

TiToeul matricaSi). 64 poziciis dasanomrad pirobiTad avirCieT Wadrakis dafaze

(nax.1) mxedris Semovlis Caketili marSruti (mxedari Semoivlis yvela ujras da, amasTan,

igi TiToeul ujraze mxolod erTxel moxvdeba),

romelic aRmoaCina cnobilma maTematikosma leonardo

eilerma 1759 wels [2,3]. am suraTidan  gamomdinare

marSrutis dasawyisad SeiZleba nebismieri ujris aReba.

magaliTad, Tu Semovlis marSruti starts aiRebs 38

nomris mqone ujridan, maSin marSruti damTavrdeba 37

nomris ujraze (nomris matebiT gadaadgilebisas) an 39

nomris ujraze (nomris klebiT gadaadgilebisas).

nax.1.

16 bitis ganawilebisas bitebis nomrebi SeiZleba ar daemTxves matricebis nomrebs,

radgan daSifvris algoriTmSi gamoviyeneT matricebis ganlagebis arCevis 128 SemTxveviTi

varianti (variantebis saerTo raodenoba 16!-is tolia). kerZod, SevadgineT matricebis

ganlagebis 8 qvejgufi, TiToeuli 16 variantiT. pirvel cxrilSi naCvenebia sami qvejgufi

(#0, #2 da #6). damuSavebuli algoriTmi xasiaTdeba simartiviT da maRali

kriptomedegobiT (TiToeuli 1024 bitiani bloki iRebs 21024 raodenobis mniSvnelobidan

erT erTs). daSifvra sruldeba Semdegi ori operaciis SesrulebiT:

1. ori baitis Semcveli Di informaciis SecvlaAZi+1 gamosaxulebiT, sadac

Zi+1daSifvris gasaRebia da Zi+1=DiZi. amasTan, pirveli ciklis (pirveli 1024 bitis

daSifvra) dasawyisSi Z1gasaRebi aris saidumlo Z0gasaRebi, xolo yoveli Semdegi ciklis

dasawyisSi ki wina ciklis Z65 gasaRebi;
2. Mi blokebSi Semavali bitebis ganawileba 16 matricaSi da Semdeg daSifruli

mimdevrobis wakiTxva. radgan yvela matrica Seicavs 128 (0-127) striqons da 128 (0-127)

svets, amitom daSifvris yoveli ciklis bolos TiToeul matricaSi Cawerili 64 bitis

wakiTxva SeiZleba ganxorcieldes striqonebis an svetebis mixedviT dawyebuli nebismieri

striqonidan an svetidan (nax.2), amasTan, wakiTxvis procedura SeiZleba Sesruldes

rogorc nomris matebiT, ise klebiT.

nax.2

TiToeuli matricisaTvis sawyisi poziciis (sawyisi nomeri) da matricaSi bitebis

ganawilebis marSrutis (nomris mateba an kleba), matricebis ganlagebis variantebis (qve-
jgufisa da striqonis nomris), striqonebis an svetebis mixedviT wakiTxvis reJimis,

wasakiTxi striqonis an svetis sawyisi da Semdegi nomris (mateba an kleba) arCeva xdeba

programulad ciklis dasawyisSi Z1 gasaRebis Semadgenlobidan gamomdinare.
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cxr.1

Qqvejgufis# variantis# matricebismimdevroba

0 8,14,9,3,12,15,5,1,11,16,4,6,13,10,7,2

1 14,1,16,8,2,9,4,3,11,13,6,12,7,10,5,15

2 3,5,9,14,11,2,16,10,4,15,7,13,12,6,8,1

3 11,1,5,12,16,9,14,2,6,15,3,8,13,10,4,7

4 5,12,8,15,13,6,1,10,3,9,14,7,2,11,16,4

5 16,13,4,7,3,10,9,12,15,5,11,12,8,6,1,14

6 6,9,5,11,1,16,14,15,3,13,7,12,4,10,2,8

0 7 4,8,13,6,15,2,11,9,16,1,10,7,14,3,12,5

8 12,2,8,15,11,9,4,14,10,5,7,13,3,6,1,16

9 15,11,1,7,13,6,9,10,4,16,8,3,12,2,5,14

10 2,15,12,4,11,7,6,16,8,13,5,1,10,9,14,3

11 7,10,2,15,4,8,9,1,14,11,6,16,12,5,3,13

12 10,15,1,9,12,6,5,16,4,13,8,3,14,7,2,11

13 9,13,4,1,6,14,5,2,10,16,3,8,11,15,7,12

14 12,3,7,15,14,1,16,13,5,10,2, 9,4,11,8,6

15 13,15,1,8,7,4,6,10,12,3,11,5,2,16,14,9

0 13,1,8,6,10,4,12,14,2,16,11,5,15,9,7,3

1 2,5,7,11,14,13,9,1,15,6,16,10,3,8,12,4

2 5,3,9,7, 2,13,15,12,4,14,10,16,1,11,6,8

3 7,10,1,16,5,3,11,15,13,12,2,14,8,4,9,6

4 1,8,5,9,11,16,15,3,7,14,4,6,12,10,2,13

5 4,10,14,13,8,15,1,12,2,6,11,7,3,16,9,5

6 14,4,13,1,12,10,3,5,11,8,15,16,6,9,7,2

2 7 9,14,3,8,15,10,4,11,6,1,13,5,7,2,12,16

8 6,9,4,16,2,5,14,8,15,13,1,12,11,10,3,7

9 3,6,7,10,1,9,13,2,12,15,8,11,4,16,14,15

10 14,2,5,7,15,11,13,16,9,4,6,1,12,3,8,10

11 8,5,16,3,9,15,2,13,14,11,10,7,6,1,4,12

12 11,9,8,4,12,1,7,14,3,15,2,16,10,13,6,5

13 13,6,10,7,4,15,12,16,1,14,9,3,11,2,5,8

14 12,7,2,5,3,10,15,11,13,16,6,4,8,14,1,9

15 16,5,9,14,7,12,1,4,15,3,8,2,11,6,10,13

6

0 5,2,11,13,9,8,16,4,7,15,10,14,6,3,12,1

1 7,14,16,4,10,5,9,3,15,11,6,8,1,13,2,12

2 1,11,3,15,6,7,4,12,10,5,8,16,14,9,2,13

3 4,16,7,1,10,15,6,8,5,14,2,13,9,12,3,11

4 3,12,15,9,4,14,6,5,16,8,2,7,13,11,1,10

5 11,9,13,5,6,1,3,10,2,4,16,12,7,15,8,14

6 2,13,8,7,1,4,15,11,9,3,5,14,10,6,12,16

7 15,8,12,16,7,4,13,3,11,14,2,9,5,6,1,10

8 6,16,13,8,4,10,9,1,15,7,5,12,3,14,11,2

9 9,15,5,7,14,16,2,12,1,6,11,13,8,10,4,3

10 13,10,1,5,12,7,4,3,16,6,2,14,11,9,8,15

11 8,1,16,3,4,2,9,15,11,5,13,10,12,6,14,7

12 10,12,7,1,16,5,4,14,13,11,9,2,15,8,3,6

13 12,7,6,14,2,8,15,9,4,1,10,16,13,3,11,5

14 14,6,11,15,1,7,4,8,2,13,3,5,10,16,12,9

15 16,5,13,10,4,9,3,12,15,7,6,11,1,8,2,14
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pirveli ciklis Z1 gasaRebis dasaformirebeli Z0 gasaRebis miRebis algoriTmi.

korporaciuli qselis ori momxmareblidan (pirobiTad A da B), Tu A informaciis

gadamcemia, xolo B ki mimRebi, maSin B agzavnis A–sTan ori didi P0 da Q0 martivi

ricxvebis namravlsN0=P0⋅Q0(TiToeuliTanamamravlioTxTanrigaaTobiTiricxviadaP0≥Q0).OamasTan,
P0 da Q0 martivi ricxvebis SemTxveviTi arCeva xdeba martivi ricxvebis bazidan (momsaxure

personalma ar icis arCeuli ricxvebis mniSvnelobebi). A momxmarebeli N0 ricxvidan aRadgens
P0 da Q0 ricxvebs. am ricxvebis mniSvnelobebis codna uzrunvelyofs A da B momxmareblebis

paralelur muSaobas erTidaimave algoriTmiT saidumlo gasaRebis misaRebad. kerZod:

1. gamoiTvleba: a) ( ) da   b) ( ) mniSvnelobebi.

2. ganisazRvrebaP1da Q1ricxvebiserTeulovanTanrigSiganTavsebuli da

cifrebisaganSedgenili( , ) wyvili. cxadia, rom { , , , } da {1,3,7,9}.
3. me-2cxrilSiganTavsebulimartiviricxvebisdaboloebebisTeqvsmetivariantisganSedgeni-

li{1,1; 1,3; 1,7; 1,9; 3,1; 3,3; 3,7; 3,9; 7,1; 7,3; 7,7; 7,9; 9,1; 9,3; 9,7; 9,9}xuTigansxvavebuliqvej-

gufidan (qvejgufebisraodenoba 16!–is tolia) SeirCevaerT-erTiqvejgufi  me-2 punqt-

SigamoTvlili ( ) Sedegis mixedviT. radganeilerisfunqciismniSvnelo-

baluwiricxvia, amitomgamoTvliTmiiReba 0,2,4,6 da 8 ricxvebidanerT-erTi. amricxvebiTxdebaTi-

ToeulmatricaSiqvejgufisnomrisgansazRvra 58,46,34,22,10  . ( ) -is

Sedegis mixedviT (SesaZlebelia 15 mTeli ricxvis miReba 0-dan 14-is CaTvliT)

ganisazRvrebaqvejgufSistriqonisnomeri.

cxr.2

variantis# Qqvejgufi#1 Qqvejgufi#2 Qqvejgufi#3 Qqvejgufi#4 Qqvejgufi#5

0 3,1 1,3 9,9 9,1 1,7

1 7,9 3,7 1,1 1,3 9,9

2 1,7 1,9 7,3 3,7 7,7

3 9,3 3,9 3,9 1,9 3,3

4 7,1 7,3 7,7 9,7 3,1

5 3,7 9,3 3,1 7,9 7,3

6 1,9 1,1 7,9 7,1 9,3

7 9,7 1,7 1,7 3,9 1,1

8 1,3 9,9 9,3 7,3 7,9

9 9,1 7,7 7,1 9,3 1,9

10 3,3 3,3 3,7 1,1 3,9

11 9,9 3,1 1,9 1,7 9,1

12 1,1 9,7 9,7 9,9 1,3

13 7,3 9,1 1,3 7,7 3,7

14 3,9 7,9 9,1 3,3 7,1

15 7,7 7,1 3,3 3,1 9,7

es matrica da 8x8 matricebis ganlagebis qvejgufebi algoriTmis saidumlo

gasaRebebia da maTi Semadgenloba cnobili unda iyos mxolod korporaciul qselSi

CarTuli momxmareblebisTvis. algoriTmis kriptomedegobis gasazrdelad mizanSewonilia am

matricis da matricebis ganlagebis qvejgufebis  SemadgenlobaTa cvlileba drois

garkveuli periodis gasvlis Semdeg.

Striqonis SerCevisas ( , ) wyvilis Sesabamisi kombinacia droebiT gadadis qvejgufis

bolo me-15 striqonSi gameorebis gamosaricxad.

ganvixiloT ori SemTxveva:
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1. vTqvaT P = 4261, Q = 2819,N = P ⋅ Q = 4261 ⋅ 2819 = 12011759,(a, b) → (1,9),φ (N ) = (P − 1) ⋅ (Q − 1) = 4260 ⋅ 2818 = 12004680;φ (N )mod10 = 12204680(mod 10) ≡ 0;φ (N )mod15 = 12204680(mod 15) ≡ 0.
e.i.  cxrili 2-dan SeirCeva pirveli qvejgufi da nulovan striqonSi ganTavsebuli (c,d)
wyvili, romelic aris (3,1).

2. TqvaTP = 4273, Q = 3217,N = 4273 ⋅ 3217 = 13746241,(a, b) → (3,7),φ (N ) = 4272 ⋅ 3216 = 13738752;φ (N )mod10 = 13738752(mod 10) ≡ 2;φ (N )mod15 = 13738752(mod 15) ≡ 12.
me-2qvejgufisda me-12striqonSi (me-13 striqoni xdebame-12striqoni,
radganpirvelistriqonigadadis boloSi) ganTavsebuli (c,d) wyvili, romelicaris (9,1).

5. ganisazRvrebaaxalimartivi P da Q ricxvebi Semdegi TanafardobebiT:P = P + c − a + 100αdaQ = Q + d − b + 100α, sadac α N da icvleba erTidan zemoT

manam, sanam TiToeuliricxviargaxdebamartivi. ganxilulipirvelimagaliTisSemTxve-

vaSi: P = P + c − a + 100α = 4261 + 3 − 1 + 100α = 4263 + 100α, roca α = 1, maSinP = 4363 da es ricxvi martivia; Q = Q + d − b + 100α = 2819 + 1 − 9 + 100α = 2811 +100α, roca α = 2, maSin Q = 3011 da es ricxvi martivia.

meoremagaliTisSemTxvevaSi: P = P + c − a + 10α = 4273 + 9 − 3 + 100α = 4279 +100α, roca α = 4, maSin P = 4679 da es ricxvi martivia; Q = Q + d − b + 100α =3217 + 1 − 7 + 100α = 3211 + 100α, roca α = 3, maSin Q = 3511 da es ricxvi martivia.

6. gamoTvlili P da Q ricxvebi warmoidginebian orobiT sistemaSi, CamoSordebaT

bolo marjvena TiTo biti da TiToeulis rva bitis (marjvnidan marcxniv) erTmaneTis

gverdiT miweriT miiReba sawyisi saidumlo gasaRebi Z . ganxiluli magaliTebis

SemTxvevaSi gveqneba:

1. P = 4363 = 1000100001011 -10000101, Q = 3011 =101111000011 -11100001BdaZ = 1000010111100001.
2. P = 4679 = 1001001000111 -00100011, Q = 3511 =110110110111 -11011011BdaZ = 0010001111011011.
rogorc zemoT aRvniSneT Z1 gasaRebis SemadgenlobiT xdeba daSifvris procesis

marTva. kerZod, Tu Z1-K1K2K3K4K5K6K7K8K9K10K11K12K13K14K15K16 , sadac Ki Zi gasaRebis
i–uri bitia, maSin: K3K9K14–is Sesabamisi aTobiTi ricxvi gansazRvravs matricebis

ganlagebis qvejgufis nomers; K2K7K11K15–is Sesabamisi aTobiTi ricxvi qvejgufSi

striqonis nomers; K4K5K6K10K12K13–is Sesabamisi aTobiTi ricxvi gadidebuli erTiT

matricebSi Z2 baitis bitebis Caweris sawyiss nomers (radgan matricis ujrebis danomvra
iwyeba 1-dan), amasTan TiToeul matricaSi marSrutis mimarTuleba ganisazRvreba Z1
gasaRebis Sesabamisi bitis doniT (1-mateba, 0-kleba). e.i. Tu K1=1 da K7=0, maSin pirvel
matricaSi marSruti grZeldeban nomris matebiT, xolo meSvide matricaSi kinomris

klebiT; K1K16 =1- matricebidan wakiTxva stiqonebiT, xolo K1K16 =0 wakiTxva svetebiT;
K3K6K8K11K13K15K16–is Sesabamisi aTobiTi ricxvi gansazRvravs pirvelad wasakiTxi

striqonis an svetis nomers, amasTan, Tu K5K14 =1 – wakiTxva nomris matebiT, xolo, Tu

K5K14 =0– wakiTxva nomris klebiT.

zemoTmiRebuliZ1gasaRebispirvelimniSvnelobisSemTxvevaSi:

K1 K2 K3 K4 K5 K6 K7 K8 K9 K10 K11 K12 K13 K14 K15 K16
1 0 0 0 0 1 0 1 1 1 1 0 0 0 0 1
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K3K9K14- 010=2- matricebis ganlagebis qvejgufis nomeria 2; K2K7K11K15- 0010=2-
qvejgufSi striqonis nomeri 2 (matricebis ganlagebaa 5,3,9,7,2,13,15,12,4,14,10,16,1,11,6,8);

K4K5K6K10K12K13-001100-matricebSi M1 baitis pirveli bitis Caweris sawyisi nomeri

12+1=13 (amasTan, 1-5, 6-13, 8-12, 9-4, 10-14, 11-10, 16-8 matricebSi marSruti grZeldeba

nomris matebiT, xolo 2-3, 3-9, 4-7, 5-2, 7-15, 12-16, 13-1, 14-11, 15-6  matricebSi ki

klebiT); K1K16 =11=0-matricebidan wakiTxva svetebiT; K3K6K8K11K13K15K16-0111001-
pirvelad wasakiTxi svetis nomeri 57; K5K14 =00=0-wakiTxva nomris klebiT.

Z1 gasaRebis meore mniSvnelobis SemTxvevaSi:

K1 K2 K3 K4 K5 K6 K7 K8 K9 K10 K11 K12 K13 K14 K15 K16
0 0 1 0 0 0 1 1 1 1 0 1 1 0 1 1

K3K9K14- 110=6-matricebis ganlagebis qvejgufis nomeria 6;

K2K7K11K15- 0101=5- qvejgufSi striqonis nomeri 5 (matricebis ganlagebaa 11, 9, 13,

5, 6, 1, 3, 10, 2, 4, 16, 12, 7, 15, 8, 14);

K4K5K6K10K12K13-000111 matricebSi M1 baitis pirveli bitis Caweris sawyisi nomeri

7+1=8 (amasTan, 3-13, 7-3, 8-10, 9-2, 10-4, 12-12, 13-7, 15-8, 16-14 matricebSi marSruti
grZeldeba nomris matebiT, xolo 1-11, 2-9, 4-5, 5-6, 6-1, 11-16, 14-15  matricebSi ki

klebiT);

K1K16 =01=1-matricebidan wakiTxva striqonebiT;

K3K6K8K11K13K15K16-1010111-pirvelad wasakiTxi striqonis nomeri 87;

K5K14 =00=0-wakiTxva nomris klebiT.

TiToeul ciklSi wakiTxuli informaciis yoveli oTxi biti warmoidgineba

TeqvsmetobiTi Tvlis sistemiT (miiReba 256 simbolo) da aseTi saxiT miRebuli mTliani

Sifrteqsti, romelic Sedgeba 256.n simbolosgan (n ciklebis raodenobaa, romelic

ganisazRvreba dasaSifri baitebis saerTo raodenobis gamomsaxveli ricxvis gayofiT 128-

ze, damrgvalebuli uaxloes mTel ricxvamde metobiT) gadaicema mimRebisaken.

3. daskvna

Cvens mier SemuSavebul algoriTms aqvs Semdegi Rirsebebi: daSifvris yovel ciklSi

iSifreba 1024 bitis (128 baitis) Semcveli mimdevroba, yovel ciklSi monawileobs

SemTxveviTi Semadgenlobis mqone 1024 bitis sigrZis gasaRebi, gasaRebis mniSvnelobis

formirebaSi monawileobas iReben Ria teqstis monacemebi,  matricebSi bitebis ganlagebis

da matricebidan maTi wakiTxvis Tanmimdevrobas aqvs SemTxveviTi xasiaTi, daSifvrisa da

gaSifvris procedurebisaTvis rTuli kvanZebis ar saWiroeba ganapirobebs  algoriTmis

advilad gadawyobis SesaZleblobas.

algoriTmi gamoirCeva swrafqmedebiT, kriptografiuli medegobiT (kavSiris xazSi ar

gadaicema daSifvrisa da gaSifvris procedurebSi monawile arc erTi parametri, axali

martivi ricxvebis daboloebebis ganmsazRvreli cxrilis da matricebis ganlagebis

jgufebis Semadgenloba icvleba drois garkveuli periodis gasvlis Semdeg); erTmaneTis

miyolebiT ganmeorebadi 1024 bitis Semcveli mimdevrobebis daSifvrisas miiReba

gansxvavebuli Sifrteqstebi.
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SYMMETRICAL CRYPTOALGORITHM FOR ENCODING
1024 BIT LONG BLOCK

KutsiavaVasili, Jokhadze Paata, Gogoladze Georgi
Georgian Technical University

Summary

The paper reviews cryptographic algorithm for encoding data block, which uses original
method of bits displacement and diffusion. Algorithm is symmetrical and allows encoding the
1024 bit long blocks using 64 random 16 bit long key. The first secret key Z1, which value is
unknown for service personnel, is formed as a result of performing certain procedures given in
the algorithm, whereas, the value of each next key is defined by Zi+1=DiZi( ∈ , = 1 … 64)
formula, where Di is 16 bit long word of an open text. After that Di information, containing 16
bites,  is  substituted  by Zi+1and the bits included in the latter are diffused by the algorithm. The
first secret key is the previous cycle’s Z65key in encoding every next 1024 bit long data block.
Corporate network connection line does not transfer any real value  of  parameter,  which is used
in encoding procedures. The proposed algorithm is robust and fast.

СИMМЕТРИЧНЫЙ КРИРТОАЛГОРИТМШИФРОВАНИЯ БЛОКА ДАННЫХ,
СОДЕРЖАЩЕГО 1024 БИТА

Куциава В.А., Джохадзе П.Д., Гоголадзе Г.Н.
Грузинский Технический Университет

Резюме
Рассмотрен  криптографический  алгоритм для шифрования блока данных, в котором

используется оригинальный метод смещения и размещения битов. Алгоритм является
симметричным и позволяет шифровать блоки данных содержащих 1024 бита при помощи
шестдесятьчетырех 16-битных случайных ключей. Первый секретный ключ Z1, значение
которого неизвестно обслуживающему персоналу, формируется после выполнения
определенных  процедур, приведенных в алгоритме, а составы  последующих ключей
определяются при помощи выражения Zi+1=DiZi( ∈ , = 1 … 64), где Di 16-битовое слово
открытого текста. Далее происходит замена двухбайтовой информации Di выражениемZi+1и
размещение входящих в него битов по алгоритму. Первым секретным ключом при шифровании
каждого последующего блока данных, содержащего 1024 бит, является ключ Z65 предыдущего
цикла. В линии связи корпоративной сети не передаются действительное  значения ни одного
параметра, применяемого в процедурах шифрования. Предложенный алгоритм характеризуется
стойкостью и высоким быстродействием.


