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daviT gomelauri, korneli odiSaria, TinaTin kaiSauri

saqarTvelos teqnikuri universiteti

r e z u m e

Tanamedrove saqmianoba warmoudgenelia sainformacio sistemebis gamoyenebis gareSe.

aseTi sistemebis informaciuli usafrTxoeba organizaciis saqmeTa warmoebis erT-erT

gadamwyvet faqtors warmoadgens. organizaciis ganviTarebasTan erTad rTuldeba misi

sainformacio sistema da informaciis mTlianobis darRvevam SeiZleba gamoiwvios

katastrofuli Sedegebi. naSromSi ganxilulia informaciis dacvis konkretuli meqanizmi-

samfaqtoriani autentifikacia ndobis donis da informaciis dacvis donis amaRlebis

mizniT.

1. Sesavali

Cven vcxovrobT totaluri cifruli teqnologiebis saukuneSi. informaciuli

sistemebi ganicdian uwyvet srulyofa - garTulebas, maTSi sul ufro meti kritikulad

mniSvnelovani, konfidencialuri informacia brunavs da yovelgvari Zaldatanebis gareSe

SeiZleba iTqvas, rom dRes nebismieri kompaniisaTvis am informaciis mopoveba, dakargva an

damaxinjeba - Zalze seriozuli dartymaa, rac SeiZleba sawarmoom verc ki gadaitanos.

xatovnad rom vTqvaT, Tanamedrove biznesi - 80% informaciaa, romelic

cirkulirebs mis yvela SesaZlo kompiuteruli da telesakomunikacio sistemebSi.

bunebrivia, momxmarebelTa identifikacia da audentifikacia dgas yvelaze ufro aqtualur

sakiTxebis rigSi. borotganmzraxveli, romelmac SeZlo Tavis gasaReba legitimur

momxmarelad, Rebulos daSvebas informaciuli simdidreebTan, ZviradRirebuli

informaciuli usafrTxoebis (iu) sistemis gverdis avliT. aqedan gamomdinare, ganxiluli

iqneba umniSvnelovanesi problemebi da ZiriTadi moqmedebaTa mimarTulebebi mocemul

sferoSi.

2. ZiriTadi nawili

Tu gavixsenebT Tu ra iyo 15 wlis win, maSin Cven vnaxavT, risgan daiwyo

Tanamedrove autentifikaciis sistemebi. yvela isini efuZneboda iseT martiv da gasageb

meqanizms, rogoricaa logini da paroli (Login- sistemaSi Sesvla). wyvili logins +

paroli iyo is ZiriTadi ram, romelsac efuZneboda identifikacia da autentifikacia

yvela informaicl sistemaSi. droTa ganmavlobaSi riski izrdeboda da miCveuli midgoma

iqca aradamakmayofileblad. ase gaCnda cneba orfaqtoriani autentifikaciisa, da

principis „me vici saidumlo paroli), amitom me var is visad Tavs vasaReb“ sanacvlod

movida axali: „me vici saidumlo  (paroli an pinkodi) da amasTan erTad me gamaCnia

unikaluri fizikuri identifikatori (tokeni, smart - baraTi da a. S. ), amitom me var

is visad Tavs vasaReb“, Tavis droze swored meore faqtoris gamoCena iqca seriozul

nabijad win gagadgmuli. ramac SesaZlebeli gaxada autentifikaciis sandoobis saWiro

doneze aweva - iu - s riskebis TvalsazrisiT.

dRes Cven mowme varT imisa, rom xdeba totaluri gadasvla 0 autentifikaciis or

faqtorian modelze. SeiZleba isic iTqvas, rom Cven mivuaxlovdis mobrunebis punqts:

orfaqtoriani autentifikaciis ideasTan mividnen msoflio giganti - kompaniebi. cota

xnis winandeli gancxadeba Google - is usafrTxoebis dargSi vice - prezidentis erik
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grosi (Eric Grosse) laparakobs imaze, rom autentifikaciis momqmedi meTodebi, romlebic

dafuZnebulia wyvilze logini/paroli iqcnen sruliad diskreditirebulad - amis

dadasturebaa. swored Google servisebis farglebSi orfaqtoriani autentifikaciis

danergva SeiZleba iqces gardamtex momentad, romlis Semdegac Cven vnaxavT

momxmareblebis masobriv gadasvlas autentifikaciis orfaqtorian modelze - tokenebis

gamoyenebiT.

amasTan erTad aRwerili procesis paralelurad warmoSobian audentifikaciis

sferoSi kidev ufro saintereso tendenciebi. zogierTi eqsperti iu - s sferoSi da

mTeli rigi kompaniebisac ki alaparakdnen mravalfaqtorian audentifikaciaze. gavecnoT am

tendenciebs ufro detalurad. zogadad rom vTqvaT, autentifikaciis sakiTxi - esaa

ndobis sakiTxTa mravalfaqtoriani autentifikaciis idea gulisxmobs procesSi

damatebiTi faqtorebis SemoReba SemowmebisaTvis, riTac maRldeba ndobis done. parolisa

da unikaluri gasaRebis matareblis garda, autentifikaciis process erTveba iseTi

monacemebi rogoricaa, magaliTad, geolokaciuri monacemebi, romlebic afiqsireben

momxmareblis adgilsamyofels, dRe - Ramis dro, biometriuli monacemebi, yofaqceviTi

algoriTmebi da a. S. yvelaferi es saSualebas iZleva amaRldes ndoba momxmareblis

mimarT, amaRldes albaToba imisa, rom is vinc iTxovs daSvebas, ara SeniRbuli

borotganmzraxvelia, aramed legitimuri momxmarebelia.

aseTi RonisZiebebis aqtualobs momdinareobs iqidan, rom zogierTi informaciuli

sistemebi iqcnen Zalze mniSvnelovan da Rirebul sistemebad, xolo finansuri Sedegebi

aseTi sistemebis daSvebis komprometaciisa SeiZleba iyos Zalze mtkivneuli.meores mxriv

mravalfaqtorian autentifikacias SeuZlia uzrunvelyos arsebiTi plusebi daSvebis

marTvis TvalsazrisiT, gadawyvetis idea efuZneba autentifikaciis procesSi damatebiTi

monacemebis CarTvas, magaliTad momxmarelis adgilsamyofeli kompaniis ofisSi.

ganvixiloT reuluri incidenti, romelic gamoixata kompaniis angariSidan Tanxis

moxsnaSi - moparvaSi. mas Semdeg rac faqti iqna aRmoCenili, daiwyo Sida gamoZieba,

romelmc anaxa, rom kompaniam faqtiurad fuli dakarga fulad gadaxdaSi romeliRac

daudgenel firmaze. sistema „banki - klienti“ uryevad amtkicebda, rom am fulad

gadasaxads xeli piradad mTavarma buRalterma moawera - Tavisi tokenis warmdgeniT e.

xelismoweriT. buRalteri ificeboda, rom mas es ar gaukeTebia, da ufro metic, am drom

imyofeboda sasadiloSi, Tanac bevrma kolegam es daadastura. gamoirkva, buRalteri

midioda ra sadilze, Tavis tokeni el. xelmoweriT datova mierTebul CarTul

kompiuterze da potenciuri borotganmzraxvelisaTvis araviTar sirTules ar

warmodgenda misTvis saWiro operaciis Catareba. videoTvalTvalis kamerebi buRalteris

oTaxSi ar iyo dayenebuli, amitom Semowmeba qurduli moqmedebebisa ver moxerxda.

miuxedavad amisa daSvebis kontrolisa da marTvis sistemis (dkms) mier mogrovili

monacemebiT, aseve CanawerebiT kamerebidan SesaZlebeli gaxda dadgeniliyo wre im

adamianebisa, romlebic am dros SesaZlebeli iyo yofiliyvnen buRaltris kabinetSi.

es magaliTi gaxda biZgi axali ideisa, momxdariyo autentifikaciis sistemis

integracia dkms - Tan. unda gakeTebuliyo ise, rom buRalters ar SeeZlos gamosvla

kabinetidan Tu ar gamorTavda Tavis tokens kompiuteridan da Tan ar waiRebda da ver

imuSavebda bank - klientTan, Tu ar gaivlida dkms - is gadamwodebs buRaltris kabinetis

karebis gavliT.
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sam faqtoriani autentifikaciis sqemis realizaciam moiTxova SeTavseba

funqcionalisa IDM - sistemis (saaRricxvo Canawerebi) marTva sainformacio sistemebSi).

PKI marTvis sistemis (Ria gasaRebebis infrastruqturis) da nagebobaSi daSvebis

fizikuri kontrolis sistemis dkms. SesaZlebeli gaxda warmatebuli SeTavseba adre

damoukidebeli procesebisa daSvebis logikuri da fizikuri kontrolisa, risTvisac

gamoyenebuli iqna universaluri matarebeli (tokenebi da smart - baraTebi RFID
niSnulebiT), romelic reagirebs TanamSromlis Sesvlaze ofisSi dkms - is gavliT, aseve

momxmareblebis mier sakuTari kompiuterebis CasarTavad da informaciul sistemebSi

Sesasvlelad. aRniSnuli sistema daSvebis marTvisa aRmoCnda sakmaod moqnili da martivi

dasanergad. moxerxebuloba saxezea, magram problema personalis gulgrili

damokidebulebisa informaciuli usafrTxoebis politikisadmi TavisTavad wydeba - Tu ar

amoiRebs konkretuli piri Tavis tokens kompiuteridan is ver gava kabinetidan da

Sesabamisad, Tu is ar Seva dkms - is gavliT sakuTar kabinetSi, ver miiRebs daSvebas

informaciul sistemebTan, vinaidan isini iqnebian misTvis dablokilebi. idea interesiT

iqna miRebuli momxmareblebis mier dkms rom praqtikulad aris kompaniis yvela ofisSi

da es sistema yovelgvari globaluri gadakeTebis gareSe SeiZleba iqces damatebiT

wyarod informaciis usafrTxoebis sakiTxis gadasaWrelad. ufro metic, ideam warmoaCina

damatebiTi SesaZleblobebi, ase magaliTad, autentifikaciisadmi aseTi midgoma saSualebas

iZleva moxdes dacvis upasuxismgeblo TanamSromlebisagan, romlebic Soridan erTvebian

korporaciul informaciul sistemebSi, sayovelTaod xelmisawvdomi qselebidan (Ria

WiFi-Fi kafeebSi da aeroportebSi). maTi daSveba ar ganxorcieldeba, Tu iu - s politika

moiTxovs kritikul sistemebTan muSaobas mxolod ofisis Signidan.

aqve unda aRiniSnos, rom daSvebis marTvis efeqturi sistemis ageba yovelTvis

dakavSirebulia movlenebTan, romlebic mimdinareoben sakadro samsaxurSi. swored

kadrebis samsaxurma icis naTlad, romeli TanamSromeli sad da ra Tanamdebobaze muSaobs,

romeli maTgania mivlinebaSi, SvebulebaSi, romelia daTxovnili da a. S. aRniSnuli

informaciis gaTvaliswineba kidev ufro gazrdis ndobis autentifikaciis procesisadmi.

3.Ddaskvna

identifikacia, autentifikaciis sistemebi Tanamedrove pirobebSi ganicdian

transformacias da rTuldebian, xdeba maTi morgeba cvlad pirobebTan. moyvanili

magaliTebi migvaniSnebs, rom daSvebis marTvis Tanamedrove sistemebs SeuZliaT

uzrunvelyon ara marto maRali done informaciuli usafrTxoebis, aramed arsebiTad

aamaRlon momxmareblisaTvis efeqturoba da moxerxebuloba.
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THREE FACTOR AUTHENTICATION - INCREASE
CONFIDENCE LEVEL

Gomelauri David, Odisharia Korneli, Kaishauri Tinatin
Georgian Technical University

Summary

In the modern business environment information systems are actively applied. Therefore
information security becomes one of key factors in organization’s business processes. In development
process of an organization its information system becomes complicated and destruction of integrity of
information may cause catastrophic consequences for the business activity. In the article is described a
specific mechanism of protection of information-such as three factor authentication for increasing
confidence and information security levels.

ТРЁХФАКТОРНАЯ АУТЕНТИФИКАЦИЯ- УВЕЛИЧЕНИЕ
УРОВНЯ ДОВЕРИЯ

Гомелаури Д., Одишария К., Каишаури Т.
Грузинский Технический Университет

Резюме
В современном деловом мире активно используются информационные системы. В связи с

этим информационная безопасность становится одним из решающих факторов
делопроизводство организации. По мере развития организации усложняется её
информационная система и разрушение целостности информации может привести
катастрофическим последствиям для организации. В статье описывается конкретный механизм
защиты информации - трёхфакторная аутентификация  для повышения уровня доверия и
информационные безопасности.


