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cvladparametrebiani daSifvris RSA kriptosistema

vasil kuciava, giorgi gogolaZe

saqarTvelos teqnikuri universiteti

reziume

ganxilulia  korporaciul qselSi  gadacemuli informaciis dacvis organizeba

RSA kriptosistemis iseTi algoriTmiT, romelSic daSifvris da gaSifvris procedurebis

Sesrulebisas gamoiyeneba cvladi parametrebi, amasTan  korporaciuli qselis kavSiris

xazSi ar gadaicema procedurebSi monawile arcerTi parametriს namdvili mniSvneloba  da

identuri informaciuli simboloebis daSifvrisas miiReba Sifrteqsti gansxvavebuli

gamosaxulebebiT.

sakvanZo sityvebi: RSA kriptosistema. Ria gasaRebi. saidumlo gasaRebi. eileris

funqciis mniSvneloba. Sifrteqsti. kriptomedegoba.

1. Sesavali

informaciis dacvis RSA kriptosistemis gamoyenebisas informaciis gamgzavni axdens

gasagzavni informaciis daSifvras informaciis mimRebisagan miRebuli N da EEricxviTi
mniSvnelobebiT, sadac N warmoadgens ori didi martivi P da QQricxvebis namravls,

xolo E ki informaciuli X blokis dasaSifr e.w. Ria gasaRebs (1, 2). daSifvris

Sedegad miiReba Sifrteqstis Y bloki:≡ ( ).
informaciis gaSifvrisas xdeba X blokis aRdgena X ≡ Y (modN) gamosaxulebiT,

sadac saidumlo gasaRebia da igi warmoadgens E ricxvis Sebrunebuls φ(N) moduliT

(φ(N) eileris funqciis mniSvnelobaa da φ(N) = (p − 1)(q − 1)).
RSA kriptosistemis kriptomedegobis uzrunvelsayofad aucilebelia erTmaneTisagan

sagrZnoblad gansxvavebuli da erTi da imave sigrZis (aranakleb 512 biti) P Pda QQ

martivi ricxvebis gamoyeneba. radgan aseTi didi ricxvebis SemTxvevaSi sagrZnoblad

rTuldeba daSifvrisa da gaSifvris procedurebi, amitom mizanSewonilad CavTvaleT

korporaciuli qselebisTvis iseTi algoriTmis SemuSaveba, romelic muSaobs gacilebiT

patara ricxvebze da amasTan gamoirCeva maRali kriptomedegobiT.

2. ZiriTadi nawili

korporaciul qselebSi gadacemuli informaciis konfidencialobis SesanarCuneblad

SevimuSaveT RSA kriptosistemis algoriTmi cvladi parametrebiT.

informaciis mimRebi agzavnis informaciis gamgzavnTan ori martivi P da Q
ricxvebis (TiToeulis sigrZe 8-16 biti) namravls – N = P ⋅ Q . informaciis gamgzavniN -is martiv mamravlebad daSliT aRadgens P da Q ricxvebs. am ricxvebis mniSvnelo-

bebis codna uzrunvelyofs informaciis mimRebi da gadamcemi mxareebis paralelur

muSaobas erTi da imave algoriTmiT, kerZod:

1. gamoiTvleba eileris funqciis mniSvneloba ( ) = ( − 1) ⋅ ( − 1), .

2. gamoiTvleba: a) ( ) 10 da   b) ( ) 15 mniSvnelobebi.

3. ganisazRvreba da ricxvebis erTeulovan TanrigSi ganTavsebuli da

cifrebisagan Sedgenili ( , ) wyvili. cxadia, rom {1,3,7,9} da {1,3,7,9}.
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4. erTmaneTisagan gansxvavebuli TxuTmeti matricisa da me-2 punqtSi gamoTvlili a da

b mniSvnelobebis gamoyenebiT ganisazRvreba martivi ricxvebis daboloebebis axali (c,d)
wyvili.

TiToeuli matrica Seicavs martiv ricxvTa daboloebebis Teqvsmeti variantis{1,1; 1,3; 1,7; 1,9; 3,1; 3,3; 3,7; 3,9; 7,1; 7,3; 7,7; 7,9; 9,1; 9,3; 9,7; 9,9} Sedgenil xuT gansxvave-

bul qvejgufs (qvejgufebis raodenoba 16!-is tolia. algoriTmSi gamoyenebulia 75

qvejgufi). es matricebi algoriTmis saidumlo gasaRebia da maTi Semadgenloba cnobili

unda iyos mxolod korporaciul qselSi CarTuli momxmareblebisTvis. algoriTmis

kriptomedegobis gasazrdelad mizanSewonilia am matricebis Semadgenlobis cvlileba

drois garkveuli periodis gasvlis Semdeg. radgan eileris funqciis mniSvneloba luwi

ricxvia, amitom φ (N )mod10-is gamoTvliT miiReba 0,2,4,6 da 8 ricxvebidan erT-

erTi. am ricxvebiT xdeba TiToeul matricaSi qvejgufis nomris gansazRvra (0 → 1, 2 →2, 4 → 3, 6 → 4, 8 → 5). φ (N )mod15 gamoTvlisas SesaZlebelia mTeli ricxvebis miReba

0-dan 14-is CaTvliT, amitom am ricxviT SeirCeva Sesabamisi matrica da qvejgufSi

striqonis nomeri (naSTis mniSvneloba gansazRvravs matricis nomers da SerCeul

qvejgufSi striqonis nomers). striqonis SerCevisas (a,b) wyvilis Sesabamisi kombinacia

droebiT gadadis qvejgufis me-15 striqonSi (Sesruldeba qvejgufSi (a, b) wyvilis

qvemoT ganTavsebuli wyvilebis cikluri daZvra qvemodan zemoT) gameorebis gamosaricxad.

magaliTad, vTqvaTN = 2881,N = P ⋅ Q = 67 ⋅ 43, P = 67,Q = 43,(a, b) → (7,3), φ (N ) = (P − 1)(Q − 1) = 66 ⋅ 42 = 2772;φ (N )mod10 = 2772(mod 10) ≡ 2;φ (N )mod15 = 2772(mod 15) ≡ 12.
e.i. SeirCeva me-12 matricis (cxr.1), me-2 qvejgufis da me-12 striqonSi (me-13 striqoni

xdeba me-12 striqoni, radgan me-4 striqoni gadadis boloSi) ganTavsebuli (c,d) wyvili,

romelic aris (9,7).
cxr.1

1 2 3 4 5

0 3,1 1,3 9,9 9,1 1,7

1 7,9 7,9 1,1 1,3 9,9

2 1,7 1,9 7,3 3,7 7,7

3 9,3 3,9 3,9 1,9 3,3

4 7,1 7,3 7,7 9,7 3,1

5 3,7 9,3 3,1 7,9 7,3

6 1,9 1,1 7,9 7,1 9,3

7 9,7 1,7 1,7 3,9 1,1

8 1,3 9,9 9,3 7,3 7,9

9 9,1 7,7 7,1 9,3 1,9

10 3,3 3,3 3,7 1,1 3,9

11 9,9 3,1 1,9 1,7 9,1

12 1,1 9,1 9,7 9,9 1,3

13 7,3 9,7 1,3 7,7 3,7

14 3,9 3,7 9,1 3,3 7,1

15 7,7 7,1 3,3 3,1 9,7
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5. ganisazRvreba axali martivi P da Q ricxvebi Semdegi TanafardobebiT:P = P + c − a + 10α da Q = Q + d − b + 10α, sadac α N da icvleba erTidan zemoT

manam, sanam TiToeuli ricxvi ar gaxdeba martivi. ganxiluli magaliTis SemTxvevaSi:P = P + c − a + 10α = 67 + 9 − 7 + 10α = 69 + 10α, roca α = 1, maSin P = 79 da es

ricxvi martivia; Q = Q + d − b + 10α = 43 + 7 − 3 + 10α = 47 + 10α, roca α = 2, maSinQ = 67 da es ricxvi martivia.

6. gamoiTvleba N = P ⋅ Q da φ (N ) = (P − 1) ⋅ (Q − 1). ganxiluli magaliTis

SemTxvevaSi N = P ⋅ Q =79⋅67=5293 da φ (N ) = (P − 1)(Q − 1) = 78 ⋅ 66 = 5148.
7. ganisazRvreba daSifvris Ria E gasaRebi Semdegi Tanafardobidan E = Q + 10α, sadacα N da izrdeba 1-dan zemoT manam, sanam ar Sesruldeba Semdegi pirobebi: E martivia, E <φ (N ) da usg(E , φ (N ))=1. ganxiluli magaliTis SemTxvevaSi: E = Q + 10α=67+10α, rocaα = 3, maSin E = 97 da es ricxvi martivia, amasTan 97<5148 da usg(97 , 5148)=1.
8. gamoiTvleba saidumlo D gasaRebis mniSvneloba Semdegi Tanafardobidan:E ⋅ D ≡ 1(modφ (N )).
ganxiluli magaliTis SemTxvevaSi:E ⋅ D ≡ 1(modφ (N ) , 97⋅ D ≡ 1(mod5148), D = 4405.
9. am punqtebis Sesrulebis Semdeg algoriTmiT SesaZlebelia Semdegi sami

gagrZelebidan erT-erTis arCeva:

I.  me-8 punqtSi miRebuli E da D mniSvnelobebisagan axali E,D wyvilebis miReba

da dasaSifri informaciis TiToeuli X simbolos daSifvra rigrigobiT E gasaRebebis

gamoyenebiT, xolo daSifruli Y -s gaSifvra Sesabamisi D gasaRebebiT. amasTan, E gasa-

Rebebis amowurvis Semdeg SesaZlebelia dasaSifrad D gasaRebebis gamoyeneba, xolo

gasaSifrad E gasaRebebis. es punqti meordeba ciklurad manam, sanam ar amoiwureba

gadasacemi informacia. yoveli axali E,D wyvilis miReba xdeba wina wyvilis kvadratSi

axarisxebiT (Tu E da D -is aRvniSnavT, Sesabamisad, E daD -iT, maSin t N-
Tvis E ≡ E (modφ (N ) da D ≡ D (modφ (N ) Tanafardobebis gamoyenebiT

miiReba gasaRebebis garkveuli raodenobis wyvilebi. Cxadia, rom E < φ (N ) da D <φ (N )). ganxiluli magaliTis SemTxvevaSi:E ≡ E (modφ (N ) , E ≡ 97 (mod5148), E =4261;E ≡ E (modφ (N ) , E ≡ 4261 (mod5148), E =4273;E ≡ E (modφ (N ) , E ≡ 4273(mod5148), E =3721;E ≡ E (modφ (N ) , E ≡ 3721 (mod5148), E =2869;E ≡ E (modφ (N ) , E ≡ 2869 (mod5148), E =4657;
da a.S. E < φ (N ) pirobis Sesrulebamde.D ≡ D (modφ (N ) , D ≡ 4405 (mod5148), D =1213;D ≡ E (modφ (N ) , D ≡ 1213 (mod5148), D =4189;D ≡ E (modφ (N ) , D ≡ 4189 (mod5148), D =3337;D ≡ E (modφ (N ) , D ≡ 3337 (mod5148), D =445;D ≡ E (modφ (N ) , D ≡ 445 (mod5148), D =2401;

da a.S. D < φ (N ) pirobis Sesrulebamde.
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II. 1 ÷ 8 punqtebis cikluri gameorebiT SesaZlebelia ,E da ricxvebis

sameulebis ramdenime variantis miReba (daaxloebiT ocamde) da simboloebis

dasaSifrad da -is gasaSifrad sxvadasxva sameulebi gamoiyeneba rigrigobiT. e.i. Tu

dasaSifri simboloebis raodenobaa 20 da sameulebis raodenobac 20-is tolia, maSin

TiToeuli simbolos daSifvra-gaSifvra sruldeba sxvadasxva sameulebiT. Tu dasaSifri

simboloebis raodenoba aRemateba sameulebis raodenobas, maSin xdeba ciklebis gameoreba

dasaSifri informaciis amowurvamde. ganxiluli magaliTis SemTxvevaSi:
=5293, =97, = 4405 ; =6887, =101, = 2861 ;
=10403, =131, = 3971 ; =16637, =137, = 1913 ;
=20567, =151, = 17191 ;
=28417, =167, = 26903 da a.S. sasurveli raodenobis sameulebis miRebamde.

III. I da II gagrZelebebis gaerTianeba. e.i. daSifvra mimdinareobs TiToeuli gagrZele-

bis TiTo ciklis gamoyenebiT (I gagrZelebis SemTxvevaSi daSifvra mimdinareobs mxolid

gasaRebebiT) da Semdeg xdeba orive ciklis cikluri gameoreba gadasacemi informaciis

amowurvamde.

am sami gagrZelebidan erT-erTis arCeva xdeba meore punqtSi gamoTvliliφ (N )mod15–is mniSvnelobebis gayofiT samze. radgan am SemTxvevaSi SesaZlebelia 0, 1

an 2-is toli naSTis mniSvnelobis miReba, amitom eqvsi variantidan airCeva erT-erTi.

magaliTad, 0-is SemTxvevaSi airCeva III, 1-is SemTxvevaSi II, xolo 2-is SemTxvevaSi I

gagrZeleba. magaliTad, roca:1) = 67, = 43, = 2881, ( ) 15 = (2772) 15 = 12, naSTi tolia 0-is:2) = 71, = 59, = 4189, ( ) 15 = (4060) 15 = 10, naSTi tolia 1-is:3) = 107, = 3 = 321, ( ) 15 = (212) 15 = 2, naSTi tolia 2-is:

Tu dasaSifri Ria teqsti Seicavs ocdaor erTnair simbolos, magaliTad,

kkkkkkkkkkkkkkkkkkkkkk, maSin daSifrul teqsts mesame gagrZelebis SemTxvevaSi eqneba

Semdegi saxe (I gagrZelebisTvis gamoTvlilia E da D gasaRebebis mxolod eqvsi

wyvili,xolo II gagrZelebisTvis xuTi N, E da D sameuli):
=79⋅67=5293, =97, =4261, =4273, = 3721 , =2869, = 4657 , =4405 , = 1213 , = 4189, = 3337, = 445, = 2401;
=6887, =101, = 2861 ; =10403, =131, = 3971 ;
=16637, =137, = 1913 ; =20567, =151, = 17191 ;
=28417, =167, = 26903 .

4849  2878  2828  82  695  2610  1933  4248  14116  12296  19760;
4849  2878  2828  82  695  2610  1933  4248  14116  12296  19760.

Sifrteqstidan naTlad Cans, rom erTmaneTis gverdiT mdebare erTnairi simboloebis

daSifvrisas miiReba gansxvavebuli gamosaxulebebi (radgan Ria gasaRebebis saerTo

raodenoba tolia TerTmetis, amitom SifrteqstSi miiReba gamosaxulebebis ori identuri

jgufi).
3. daskvna

tradiciuli algoriTmisagan gansxvavebiT Cven mier SemuSavebuli algoriTmi gamoir-

Ceva: 1) swrafqmedebiT (mcire ricxvebis gamoyenebiT daSifvrisa da gaSifvris
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procedurebis Sesruleba moiTxovs gacilebiT mcire dros, vidre 512 bitis sigrZis mqone

ricxvebis gamoyenebisas); 2) kriptografiuli medegobis ukeTesi maCvenebliT (kavSiris

xazSi ar gadaicema daSifvrisa da gaSifvris procedurebSi monawile arcerTi parametri;

matricebis Semadgenloba icvleba drois garkveuli periodis gasvlis Semdeg; mecxre

punqtis mixedviT SesaZlebelia algoriTmis Sesrulebis sami gagrZelebidan  erT-erTis

arCeva; gagrZeleba I-is SemTxvevaSi SesaZlebelia dasaSifrad da D gasaRebebis, xolo

gasaSifrad Sesabamisad da gasaRebebis morigeobiT gamoyeneba; gagrZeleba II-is

SemTxvevaSi SesaZlebelia erT ciklSi sxvadasxva raodenobis , Eda sameulebis

gamoyeneba; erTmaneTmis gverdiT ganTavsebuli identuri informaciuli simboloebis

daSifvrisas miiReba Sifrteqsti gansxvavebuli gamosaxulebebiT).N
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VARIABLE PARAMETERS ENCODING RSA CRYPTOSYSTEM
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Summary

The paper presents protection of information which is transmitted to the corporate network,

using by algorithm of RSA cryptosystem  which uses during the performance of encoding and

decoding procedures. At the same time none of the valid values are transferred in the corporate

network chain and different depictions of cipher text are obtained during the encoding of identical

information symbols..

КРИПТОСИСТЕМА ШИФРОВАНИЯ RSA С ПЕРЕМЕННЫМИ

ПАРАМЕТРАМИ
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Резюме

Рассмотрена организация  защиты переданной информации в корпоративных сетях

таким алгоритмом криптосистемы RSA, в котором для выполнения процедур шифрования и

расшифрования используются переменные параметры. При этом в линии связи корпоративной

сети не передаются действительные  значения ни одного применяемого параметра и после

шифрования  открытого текста с идентичнимы  символами  получается шифртекст, состояший

из различных символов.


