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informaciuli usafrTxoebis koncefcia

organizaciebsa da dawesebulebebSi

kaxeli beqa, qarTveliSvili iosebi

saqarTvelos teqnikuri universiteti

reziume

naSromSi warmodgenilia informaciuli usafrTxoebis Camoyalibebis meTodologiebi.

informaciuli usafrTxoeba aucilebelia rogorc did aseve mcire da saSualo

organizaciul dawesebulebebSi. informaciuli usafrTxoeba Tavis mxriv kompleqsuri

mcnebaa, romelSic aris Tavmoyrili ramdenime sakiTxi. imis gaTvaliswnebiT, rom sruliad

daculi sistemis CamoyalibebaDdid ZalisxmevasTan da xarjebTan aris dakavSirebuli,

naSromSi warmodgenilia is faqtorebi, romlebic realur safrTxes warmoadgenen, aseve

warmodgenilia meTodebi da magaliTebi, romlis Sesruleba aucilebelia, raTa Seiqmnas

daculi qseluri infrastruqtura.

sakvanZo sityvebi: informaciuli usafrTxoeba, Setevebi, Antivirus, Anti spy, Firewall ,
Active Directory.

1. Sesavali

ocdameerTe saukuneSi mniSvnelovnadDgaizarda kompiuteruli teqnologiebis roli.

msoflio organizaciebi cdiloben maTi saqmianobis ZiriTadi nawilis avtomatizebas

eleqtronuli sistemebis da teqnologiebis danergviT. am faqtma ganapiroba

konfidencialuri informaciis dacvis aucilebloba, radganac es informacia ar unda

yofiliyo yvelasTvis xelmisawvdomi. Seiqmna specialuri sistemebi, romlebic

gansazRvraven informaciasTan wvdomis safexurebs. am yvelafris gaTvaliswinebiT mTel

rig organizaciebSi Seiqmna monitoringisa da informaciuli usafrTxoebis departamentebi,

romlebic icaven organizacias arasasurveli momxmareblebisgan.

saqarTveloSi, am etapze, informaciuli usafrTxoeba, rogorc profesia, Camoyalibebis

procesSia. bankebisa Tu sxva organizaciebSi am sferos specialistebs eqmnebaT didi

problemebi, radganac maT ar gaaCniaT Sesabamisi berketebi da gamocdileba. Cveni azriT,

dResdReobiT es aris yvelaze moTxovnadi da aqtualuri sakiTxi, gansakuTrebiT sabanko

seqtorisTvis, radganac maT aqvT mTeli rigi informaciebi, romlis konfidencialurobac

araviTar SemTxvevaSi ar unda dairRves.

2. ZiriTadi nawili

informaciuli usafrTxoeba, iseve rogorc informaciis dacva, kompleqsuri da rTuli

amocanaa. igi mimarTulia usafrTxoebis uzrunvelyofisa da specialuri usafrTxoebis
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sistemebis danergvisaken. informaciis dacva mTeli rigi kompaniebisTvis sakmaod

problematuri sakiTxia da moicavs araerT amocanas. informaciis dacva unda moxdes

yvela im Semotevebisgan, romelsac e.w „Adversaries“ gviwyoben, eseni Seileba iyos Semdegi

jgufis warmomadgenlebi: Terrorist; Criminals; Hackers; Government da a.S.

ganvixiloT Semotevebis xuTi tipi: Passive; Active; Close-in; insider; Distributed.

 Passive - pasiuri Setevebi moicavs qselis trafikis analizs, daucveli

sakomunikacio sistemis monitorings, sustad daSifruli trafikidan avtorizebis

informaciis amoRebas magaliTad, rogoricaa „ User“ , „password“. pasiuri Setevis Sedegi

aris is, rom momxmareblis piradi informacia da failebi gamJRavndeba misi nebarTvis

gareSe.

 Active - aqtiuri Setevebi moicavs mcdelobas gaacuros an gatexos dacvis

sistema, raTa „hakeruli“ programuli kodis meSveobiT moiparon an Secvalon maTTvis

sasurveli informacia.

 Close –in - Setevebi Sedgeba regularuli calkeuli pirebis Setevebisgan,

sistemebis an obieqtebis Secvlis mizniT.

 Insider - Sida Setevebi iyofa or nawilad. Sida Setevebi romlebsac aqvT muqaris

xasiaTi,  isini Segnebulad iweren, iparaven an azianeben informacias, romelsac Semdgom

TaRliTobisTvis iyeneben. Sida Setevebi, romlebic ar atareben muqaris xasiaTs, isini

ZiriTadad xdeba daudevrobis, arasakmarisi codnis an ganzrax daSvebuli Secdomis gamo,

romelsac viRacis dakveTiT asruleben.

 Distributed - ganawilebuli Tavdasxma fokusirebulia muqaraze, aparaturis an

sistemis parametrebis modificirebaze es yvelaferi damokidebulia Setevis

xangrZlivobaze. am Setevebis mizania „hakeruli“ kodis meSveobiT sistemaSi datovon e.w

„Black door“, romlis meSveobiTac SeZleben sistemaSi arasanqcirebul Sesvlas, sadac

Secvlian an moiparaven sasurvel informacias.

zemoCamoTvlili Setevebis saxeobebi warmoadgenen iseT safrTxeebs, romlebic xSirad

damRupvel Sedegs iwveven organizaciebisTvis. swored am Semotevebisgan unda davicvaT

Tavi. amisaTvis saWiroa specialuri rogorc aparaturuli ise programuli produqtebi.

arsebobs usafrTxoebis saerTaSoriso standartebi. es is miTiTebebia, romlebic unda

Sesruldes, raTa SesaZlebeli iyos sistemis usafrTxoebis dacva.

arsebobs usafrTxoebis 6 klasi : C1, C2, B1, B2, B3, A1. imisaTvis rom, sistema

sertifikaciis proceduris Sedegad romelime klass mivakuTvnoT, misi usafrTxoebis

politika da garantirebis done unda akmayofilebdes gansazRvrul moTxovnebs.
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imisaTvis rom SesaZlebeli iyos organizaciis informaciuli usafrTxoebis dacva,

aucilebelia Semdegi programuli da aparaturuli produqtebis danergva:

Antivirus - antivirusi  saSualebas iZleva movaxdinoT  kompiuterSi arsebuli

„virusuli“ failebis deteqtireba, lokalizeba da im SemTxvevaSi Tu geqnebaT Sesabamisi

monitoringis sistemebi, SesaZlebeli iqneba akontroloT centralizebulad Tqven qselSi

arsebuli kompiuterebis mdgomareoba.

Anti spy - anti jaSuSi. samwuxarod antivirusebs ar aqvT imis SesaZlebloba, rom

aRmoaCinon sistemaSi damaluli jaSuSi programebi. imisaTvis, rom avamaRloT sistemis

usafrTxoeba da Tavidan aviciloT informaciis gaJonva, saWiroa gvqondes programuli

uzrunvelyofa, romelic moaxdens jaSuSi programebis deteqtirebas da neitralirebas.

Firewall - yvelaze saWiro da aucilebeli xelsawyo gaxlavT IT specialistis

xelSi, Cveni azriT organizacias, romelsac jer kidev ar aqvs Camoyalibebuli

informaciuli usafrTxoebis infrastruqtura, man unda daiwyos swored am meqanizmis

danergviT.

ra aris Firewall ? es aris aparaturuli an programuli uzrunvelyofa, romelic

axorcielebs masSi Semavali paketebis, trafikis kontrols da filtracias. mis ZiriTad

davalebas warmoadgens lokaluri qselis an calkeuli kvanZebis dacva arasanqcirebuli

wvdomisgan, romelic krZalavs araavtorizebul wvdomas da nebas rTavs mxolod

avtorizebul kavSirs, rogorc qselidan gamaval paketebze, aseve qselSi Semaval

paketebze.

Firewall-i rogorc dacviTi saSualeba, pirvelad gamoyenebul iqna 1988 wels,

rodesac Digital Equipment Corporation korporaciis TanamSromlebma ganacxades paketebis

filtraciis sistemis Seqmnaze saxelwodebiT Firewall. Bill Cheswick da Steve Bellovin

ganagrZobdnen kvlevas pirvel paketebis filtraciis sistemaze amave kompaniaSi.

kidev erTi da yvelaze aucilebeli meqanizmi, romelic aucilebelia

infrastruqturis marTvisTvis e.w Firewall-is Semdeg, sasurvelia danergili iyos Active

Airectory. Active Directory (AD) aris kompania Microsoft –is mier SemuSavebuli teqnologia,

romelic Seiqmna iseTi qseluri mowyobilobebis monitoringisa da marTvisTvis,

rogoricaa: LDAP directory services, Kerberos based authentication, DNS naming, usafrTxo

kavSiri resursebTan da mravali sxva. Active Directory iyenebs erT saerTo monacemTa bazas,

romelze wvdoma da informaciis Senaxva SeuZlia mraval sxvadasxva programasa da

serviss.
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AD gamoiyeneba sistemis administratorebis mier, raTa Seinaxon informacia

momxmareblebis Sesaxeb, usafrTxoebis politikis Sesaxeb da danergon sxvadasxa

programuli produqti. ganvixiloT Active Directory-is ZiriTadi struqtura, muSaobis

principebi da Semadgeneli komponentebi.

Active Directory aris adgili, sadac inaxeba informacia xalxis, sagnebis

(kompiuterebi, printerebi da a.S.), programebis, servisebis da usafrTxoebis wesebis

Sesaxeb. xolo programebi da servisebi Semdeg iyenebs am informacias. magaliTad: Microsoft

Windows iyenebs Active Directory-Si arsebul informacias, raTa momxmarebels misces

sistemaSi Sesvlis neba (login) da mianiWos is uflebebi, rac usafrTxoebis politikaSia

gawerili [1,2]. Tu momxmareblis angariSi Active Directory-Si gauqmebulia, maSin windows

ar aZlevs mas sistemaSi Sesvlis uflebas.

aRsaniSnavia, rom AD saSualebiT xdeba programebis danergva. qselis

administrators SeuZlia Seitanos wesebis politikaSi cvlilebebi imis Sesaxeb, rom

konkretuli programa dainergos konkretuli momxmareblisaTvis. Semdeg am informaciis

safuZvelze Tavad momxmareblis operaciuli sistema Windows axorcielebs aRniSnuli

programis instalacias.

Active Directory SesaZleblobas gvaZlevs SevqmnaT moqnili ierarqia Cveni

garemosaTvis. igi SesaZleblobas aZlevs mTavar administrators, garkveuli uflebebis

delegireba moaxdinos adgilobriv administratorebze, gundis wevrebze an jgufebze.

SesaZlebelia aigos ierarqia nebismieri sasurveli gziT - geografiuli adgilebis,

qveganyofilebebis, zodiaqos niSnebis da a.S. AD-is struqtura iwyeba forest da domain-iT

da mTavrdeba organizaciuli erTeulebiTa da obieqtebiT. moqnili ierarqiuli dizaini

aris upiratesoba qseluri arqiteqturisaTvis, magram dasawyisSi arasworad dagegmili

struqtura momavalSi SeiZleba safrTxed gadaiqces. aqedan gamomdinare, aucilebelia

xangrZlivi analizi, vidre mis agebas SevudgebiT.

3. daskvna

zemoTaRniSnuli teqnologiebi aucilebelia imisaTvis, rom gagvaCndes minimalurad,

magram daculi informaciuli infrastrauqtura. aucilebelia, rom ar iqnas dazogili

fuli da dro am cvlilebebis gatarebisaTvis, radganac organizaciis ganviTarebis

SemTxvevaSi droTa ganmavlobaSi saWiro iqneba am meqanizmebis ufro metad optimizireba

da daxvewa, rac SeiZleba SeuZlebeli gaxdes imis gamo, rom Tavidanve SeZenili iqna

iaffasiani produqcia, romlis SesaZleblobebic SezRudulia.
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THE CONCEPT OF INFORMATION SECURITY IN ORGANIZATIONS
AND ESTABLISHMENTS

Kakheli Beqa, Kartvelishvili  Ioseb

Summary

The work presents the development of information security methodologies. Information security

is essential in both large as well as small and medium-organizational institutions. Information security

is a complex commandments which in turn is concentrated in a few issue. Because completely

protected system with a lot of effort and costs, I tried to imagine the work the factors that are the real

threat to, the methods and examples presented, implementation of necessary in order to create a secure

infrastructure.

КОНЦЕПЦИЯ ИНФОРМАЦИОННОЙ БЕЗОПАСНОСТИ
В ОРГАНИЗАЦИИ И УЧРЕЖДЕНИЙ

Кахели Б., Картвелишвили И.

Резюме

В работе предоставлена методология создания информационной безопасной среды.

Информационная безопасность объязательна как в больших, так и в малых организационных

объектах. Информационная безопасность в свою очередь комлексный вопрос, в котором

содержится несколько подпунктов. Учитывая то, что создание полностью безопасной системы

связанно с большой тратой времени и средств, в данной работе рассматриваются те факторы,

которые представляют реальную опасность, а так же методы и примеры, использование

которых необходимо, чтобы создать сравнительно безопасную ифраструктуру.


