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informaciuli usafrTxoebis sistemebi

konstantine obolaZe

saqarTvelos teqnikuri universiteti

reziume

aRniSnuli Tema moicavs informaciis usafrTxoebis sistemebs mobiluri mowyobilo-bebisTvis.

masSi moyvanilia usafrTxoebis donis gazrdis SemuSavebuli meTodebi. aseve ganxilulia konkretuli

amocanebi da maTi gadawyvetis magaliTebi.

sakvanZo sityvebi: mobiluri mowyobiloba. usafrTxoeba. Exchange Activesync.

1. Sesavali

mobiluri mowyobilobebi dRevandel swrafad ganviTarebad msoflioSi gaxda teqnologiebis

mamoZravebeli Zala. Tu daujerebT GSM Association Press-is mier momzadebul statistikas, uaxloes

momavalSi msoflios mosaxleobis 90% dafaruli iqneba mobiluri qselebiT. aseve mobiluri

mowyobilobebis gayidvebis monacemebze dayrdnobiT SegviZlia vTqvaT, rom moTxovna wina wlebis

maCveneblebTan SedarebiT swrafi tempebiT izrdeba. am zrdis tempis erT-erTi mizezi gaxlavT

mobilur mowyobilobebSi rigi funqciebis damateba da arsebulis gaujobeseba. isini aRWurvilni arian

mravali servisiT, rac momxmarebels saSualebas aZlevs isargeblos momsaxurebis did arCevaniT, maT

Soris piradi monacemebis marTviTa da gasarTobi SesaZleblobebiT.

2. ZiriTadi nawili

mobiluri mowyobilobebis aseTma ganviTarebam, momxmarebeli masze damokidebuli gaxada. xalxis

umetesobas mobiluri mowyobilobis gareSe gadaadgileba verc ki warmoudgenia. ubralo magaliTi rom

moviyvanoT, aRniSnuli mowyobilobiT sabanko operaciebis Sesrulebac Tavisufladaa SesaZlebeli.

aseve SegviZlia visargebloT korporatiuli eleqtronuli fostiT, an Setyobinebebis mimocvlis

moqnili sistemiT, Tundac sinqronizacia vawarmooT mraval programul uzrunvelyofasTan da aS.

wina wlebTan SedarebiT mobiluri mowyobilobebis mkveTrma ganviTarebam dRis wesrigSi daayena

usafrTxoebis sakiTxi. gamomdinare iqidan, rom zemoaRniSnuli mowyobilobebi Tavis-uflad

urTierTqmedeben internetTan da yofeldRiurad momxmarebeli awarmoebs uamravi programuli

uzrunvelyofis CamotvirTvas, stumrobs vebgverdebs an ukabelo qselis saSualebiT (Wi-Fi, Bluetooth,
Infrared, da aS.) axorcielebs informaciis mimocvlas. amis gaTvaliswinebiT maRalia imis albaToba, rom

mobilur mowyobilobaze operaciuli sistema dainficirdes da daziandes.

am sferos ganviTareba aseve qmnis sxva saxis safrTxeebs. erT-erT aseT safrTxes warmoadgens

mflobelis mier mobiluri mowyobilobis SemTxveviT dakargva. gamomdinare iqidan, rom mas am

mowyobilobaze SeiZleba hqondes piradi informacia, aucilebelia maTi maqsimalurad dacva msgavsi

safrTxeebisganac.

mobiluri telefonis usafrTxoebis fonis gamyarebis mizniT Juniper Networks-ma (erT-erTi

lideri kompania sainformacio da sakomunikacio teqnologiebis sivrceSi)  16 qveyanaSi mobileri

mowyobilobebis safrTxeebTan dakavSirebiT Caatara kvleva, romelSic monawileobda 6000-ze meti

momxmarebeli. kvlevis Sedegi iyo Semdegnairi:

 bolo wlebSi mavne programebis raodenoba 2.5 jer gaizarda.

 momxmareblis 44% mobilur mowyobilobas iyenebs rogorc samsaxurebrivi, aseve pira-di

miznebisTvisac.

 momxmareblebis 80% mobilur mowyobilobebs unebarTvod iyenebs samsaxuris qselTan

dasakavSireblad.

 10 dan 9 mobilur mowyobilobaze saerTod ar iyo aranairi dacvis meqanizmi.
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 inficirebuli mobiluri mowyobilobebis 60%-ze daregistrirebuli iyo jaSuSuri

programmebi, romlebic mravali gziT cdilobdnen momxmareblisTvis rogorc programuli, aseve

finansuri zaralis miyenebas.

rogorc Sedegebi cxadyofs, aucilebelia gaizardos mobiluri moywobilobebis usafrTxoebis

done. arsebobs ramodenime saSualeba, riTac SegviZlia davicvaT mobiluri telefonebi mosalodneli

safrTxisgan. zogierTi mobiluri telefonis operaciul sistemaSi integrirebulia usafrTxoebaze

pasuxismgebeli programuli uzrunvlyofa.

upirveles yovlisa vsazRvravT usafrTxoebis politikebs, romlebic unda gavrceldes mobilur

mowyobilobebze. Tavidanve vsvamT amocanas, Tu ra donis usafrTxoeba unda gatardes:

nax.1 usafrTxoebis doneebi mobiluri

mowyobilobebisTvis

rogorc mocemuli cxrilidanac Cans, SemuSavebul iqna dacvis sami sxvadasxva modeli, romlis

gansaxorcielebladac Cvens SemTxvevaSi gamoviyenebT Exchange ActiveSync-s. es aris sinqronizaciis

protokoli, romelic momxmarebels aZlevs saSualebas, mobiluri mowyobilobebis saSualebiT

moaxdinon Exchange Server safosto yuTis sinqronizacia, romelic eleqtronul werilebTan erTad

Seicavs kalendars, kontaqtebs da sxva komponentebs. qvemoT aris im mobilur mowyobilobaTa

operaciuli sistemebis CamonaTvali, romlebic Tavsebadia Exchange ActiveSync -Tan: Windows mobile,
Symbian, Android, Apple, Palm , Blackberry.
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Windows mobile mqone mobilurebs aqvs im polisebis sruli mxardaWera, romelsac gvTavazobs

Exchange ActiveSync. qvemoT naCvenebia Exchange Activesync-is sqema, Tu rogor xdeba komunikacia

mobilur mowyobilobebs Soris.

nax.2. Exchange Activesync-is arqiteqtura

winamorbedi versiebisgan gansxvavebiT, Exchange Server 2010 Activesync-Si moxda funqciebis

damateba da aseve arsebulis gaumjobeseba. magaliTad, HTML Setyobinebebis mxardaWera, gaumjobesda

Setyobinebis swrafad moZiebis funqcia, mTliani mimoweris sinqronizacia, davalebebis sinqronizacia,

aseve daixvewa mobiluri mowyobilobis usafrTxoeba parolis polisebis saSualebiT da aS.

axali usafrTxoebis funqciebi mobilur mowyobilobebis efeqturi marTvis saSualebas aZlevs

sistemis administratorebs. am procesSi ki did rols asruleben usafrTxoebis (parolis gamoyeneba,

raodenoba araswori parolis Seyvanis, mobiluri mowyobilobis avtomaturi dablokva, mobiluri

mowyobilobis daSifvra, mxolod Cipis daSifvra da sxva), Siga mowyobilobebis (marTva Bluetooth, Wi-
Fi, Video Camera, Infrared, Cipis gamoyeneba da aS), safosto yuTis (Setyobinebis zomis marTva,

Attachment -is CamotvirTvis SesaZlebloba da sxva) da mowyobilobis programebis polisebi

(brouzeris marTva, araserTificirebuli programebis dayeneba, dablokili programebis marTva da sxva)

rac moqnils xdis sistemis marTvas.

Exchange ActiveSync-s aqvs mniSvnelovani funqcia ActiveSync Remote Wipe, romelic Slis

monacemebs mowyobilobidan. gamoyenebiTi programebi rCeba sistemaSi, mxolod monacemebi iSleba.

Exchange Management Console SegviZlia gamoviyenoT mowyobilobis gasasufTaveblad. es ki keTdeba

administratoris mier mas Semdeg, rac ganacxadeben rom mowyobiloba aris dakarguli. mowyobilobis

gasufTaveba iwyeba xelaxali sinqronizaciis dros.

Cven SegviZlia davakonfiguriroT Exchange ActiveSync rom gamoviyenoT Secure Sockets Layer (SSL)
kavSiris daSifrvisTvis, Exchange server-s da mobilur mowyobilobas Soris. serTifikatze

dafuZnebuli autentifikacia muSaobs self-signed sertifikatebTan, PKI-is serTifikatebTan da aseve

third-party serTifikatTan. daxuruli gasaRebi da serTifikati klientis autentifikaciisaTvis aris

Senaxuli mobiluri telefonis mowyobilobaSi. Tu araavtorizirebuli moxmarebeli Seecdeba gverdi
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auaros mobiluri telefonis parols, mTliani monacemebi iqneba waSlili (TavisTavad serTifikati da

daxuruli gasaRebic).

zemoaRniSnuli servisis saSualebiT, mTlianobaSi viRebT Semdeg Sedegs: momxmareblebi arian

mudam informirebulni TanamSromlebTan, klientebTan an biznes partniorebTan. es maT drouli

reagirebis saSualebas miscems. upiratesobas aZlevs momxmareblebs iyvnen mudmiv kavSirze, roca Sors

arian TavianT samsaxurebidan. eZlevaT Setyobinebebis mimocvlis moqnili sistemis gamoyenebis

saSualeba. polisebis efeqturad gamoyenebis saSualebiT izardeba usafrTxoebis done. aseve

arasasurveli mobiluri mowyobilobebis Siga komponentebis  gaTiSvis xarjze, gacilebiT meti energia

rCeba mobilur mowyobilobas samuSaod.

3. daskvna

mobilur mowyobilobebze informaciis dakargvis Tavidan acilebis erT-erTi gza aris

usafrTxoebis politikis marTebulad gatareba da SemdgomSi misi realizeba. es ki saWiroa, raTa

davicvaT Cveni organizaciis momxmareblebis informacia.
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Summary

This article is about information security systems for mobile devices. It describes different methods of
improving security level. An article also reviews specific cases and offers their solutions.
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Резюме

Данная работа охватывает системы информационной безопасности для мобильных устроиств.
Приведены разработанные методы для повышения уровня безопасности, а также рассмотрены
конкретные задачи и примеры их решения.
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